
MikroTik lifehacking
Daniel Starnowski



About me

• Daniel Starnowski

• MikroTik user since 2008

• MikroTik trainer since 2011

• daniel@startik.net
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What is lifehacking

MikroTik lifehacking
≠

MikroTik live hacking
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Disclaimer: No RouterBOARDS were harmed in the making of this presentation



OK, so what lifehacking is?

Source: http://www.hometheaterequipment.com/general-discussion-10/lifehacking-5772/
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Really, what is lifehacking about?

source: http://wonderfulengineering.com/100-clever-life-improving-ideas-that-you-can-use-in-everyday-life/
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MikroTik lifehacking – why, for whom?

• The presentation target is to INSPIRE, not to teach 

• Some examples of my private MikroTik lifehacks, which – after I 
started using – made my life easier

• You may be using some of them already
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Problem example – WinBox connection frozen

• Sometimes, when loosing connectivity to MikroTik router, WinBox
disconnects after time (~20 seconds)

• Before the time – no sign of connectivity problems

• Empty lists of items (IP addresses, etc.) in WinBox can be caused by 
temporary connection loss

• SOLUTION: always keep uptime shown in WinBox window! 
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Problem example – WinBox connection frozen
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And now for something
completely different
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Copy – not a “hack”, but often forgotten

• WinBox has a “Copy” button, that speeds things up!

• Example – create rules blocking DNS connection from not trusted 
addresses

• Chain=input, protocol=udp, port=53, src-address-list, action…

• I said “rules”, DNS can also use TCP…

• How will you do this one? Add new one, or copy the existing? 
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Copy – not a “hack”, but often forgotten
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Copy – not a “hack”, but often forgotten
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And now for something
completely different

“MikroTik lifehacking” ©Daniel Starnowski MikroTik User Meeting – Ljubljana 2016



Learn how to use CLI, it’s not difficult!

• CLI can often speed things up – learn, how to use it 

• It’s not difficult – just configure something in WinBox, then go to New 
Terminal and see, how it was configured

• Find the right section in terminal

• Use print to see, what is configured there

• Use export to see, how it is configured

• Use <TAB> and ? to see available options

“MikroTik lifehacking” ©Daniel Starnowski MikroTik User Meeting – Ljubljana 2016



CLI – example with IP addresses
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CLI – example with IP addresses
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• Using <TAB>



CLI – example with IP addresses

• Typing “ip” and using <TAB> again
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CLI – example with IP addresses

• Using print in /ip address
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CLI – example with IP addresses

• Using export in /ip address
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Learn how to use CLI, really!

• Most sections are easy to find

• IP -> Firewall -> Filter Rules can be found in /ip firewall filter

• Sometimes small differences

• Wireless in WinBox, but /interface wireless in CLI

• System -> Users in WinBox, but /user in CLI

• Or just type /export to analyse whole configuration
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Prepare CLI rules for “massive” configuration

• Imagine, that your MikroTik router is running DHCP server

• You get a spreadsheet with a list of 200 IP and MAC addresses of the 
devices that need to be added statically to the DHCP server

• Will you click “+”, copy-paste them, and click “OK” 200 times? 
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Prepare CLI rules for “massive” configuration
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Prepare CLI rules for “massive” configuration
• Add the first line with WinBox, if you’re not sure
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Prepare CLI rules for “massive” configuration
• Check the syntax in CLI
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Prepare CLI rules for “massive” configuration
• Create “dummy” columns with unique values

“MikroTik lifehacking” ©Daniel Starnowski MikroTik User Meeting – Ljubljana 2016



Prepare CLI rules for “massive” configuration
• Copy the spreadsheet to the notepad, prepare the first line
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Prepare CLI rules for “massive” configuration
• Use “Replace” function
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Prepare CLI rules for “massive” configuration
• Voila!

“MikroTik lifehacking” ©Daniel Starnowski MikroTik User Meeting – Ljubljana 2016



Prepare CLI rules for “massive” configuration
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And now for something
completely different
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Comment your configuration

• Adding comments is very useful!

• Questions after few years – “why the h*ll did I put this rule here?” 

• Especially useful in Firewall – where it’s impossible to list all attributes
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Comment your configuration
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Use #hashtags to group your rules

• Having many firewall rules for specific hosts or services?

• Having many DHCP leases for specific users?

• Having many firewall address-list addresses for some users?

• Add hashtags in comments, like:

• #server1, #server1, #dstarnowski, #jsmith

• Easy to find by [find comment~”#hashtag”]
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Use #hashtags to group your rules
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Use #hashtags to group your rules
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Use #hashtags to group your rules
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And now for something
completely different
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Remember you can write your scripts

• Scripts can be useful to speed things up

• My example – home MikroTik with public IP address

• Only SSH (on a non-standard port) open to the world

• Some servers inside, a network disk with FTP, etc. – with dst-nat rules 
(port forwarding) only for trusted IP addresses from address list

• One simple script to add my current IP address
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Remember you can write your scripts
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Remember you can write your scripts 

• To access my local servers, I log in via SSH with username logme

• I run the script: /system script run logmein

• The script does the following:

/ip firewall address-list add

list=allowed

timeout=6h

address=[/user active get [find name=logme] address]]

• My IP address is added to the list for 6 hours

• Of course – I can also add a “logmeout” script to delete it earlier
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SNMP – I want to see everything!

• Only some values can be monitored with SNMP

• All values can be monitored with CLI, WinBox, API…

• But I don’t want my NMS to open NNNN TCP connections to my 
NNNN MikroTik routers every minute, I want SNMP!

• Let’s take an example – hw_frames in wireless connection
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SNMP – I want to see everything!
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SNMP – I want to see everything!
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SNMP – I want to see everything!
• Use /queue tree and some “dummy” entries!
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SNMP – I want to see everything!
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SNMP – I want to see everything!
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SNMP – I want to see everything!
• Now let’s create a script to put hw_frames value to packet mark 
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SNMP – I want to see everything!
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And now for something
completely different
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IP and ARP – short introduction
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MikroTik

ISP router Internet

1.1.1.1/28

1.1.1.2/28



IP and ARP – short introduction
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IP and ARP – short introduction

• We configure IP address 1.1.1.2/28 on ether1 interface

• This means three things:

• 1. The address 1.1.1.2 is one of our router’s IP addresses

• 2. The network on ether1 is 1.1.1.0/28

• 3. Packets going to this network, originated on our router, will have 
source IP 1.1.1.2
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IP and ARP – short introduction
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IP and ARP – short introduction

• We add 1.1.1.1 as our default gateway (static route to 0.0.0.0/0)

• We want to send a packet to 8.8.8.8

• MikroTik checks route to 8.8.8.8 – it fits 0.0.0.0/0, so it’s via 1.1.1.1

• MikroTik checks route to 1.1.1.1 – it fits 1.1.1.0/28, so it’s on ether1

• MikroTik checks 1.1.1.1’s MAC address with ARP request

• MikroTik sends the packet to:
• Destination IP: 8.8.8.8

• Destination MAC: MAC of 1.1.1.1

“MikroTik lifehacking” ©Daniel Starnowski MikroTik User Meeting – Ljubljana 2016



IP and ARP – short introduction

• The provider’s router (1.1.1.1) does the same.

• When a packet comes to 1.1.1.2, it looks for it in routing table

• It’s directly connected (1.1.1.0/28) on its ethernet interface

• It asks for MAC address of 1.1.1.2 using ARP request

• It sends packet to 1.1.1.2 using the MAC address it got
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IP and ARP – short introduction
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MikroTik

ISP router Internet

1.1.1.1/28

1.1.1.2/28

Hey, 1.1.1.2,
your MAC?

It’s 1.1.1.2,
My MAC: 

00:11:aa…



Problem 1 – IP pool from provider

• ISP gives us an IP pool 1.1.1.0/28, with 1.1.1.1 being provider’s router

• We can use any IP between .2 and .14

• It gives us 13 “usable” IP addresses

• Only one problem – the IP addresses are in one LAN

“MikroTik lifehacking” ©Daniel Starnowski MikroTik User Meeting – Ljubljana 2016



Problem 1 – IP pool from provider
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MikroTik

ISP router Internet

1.1.1.1/28

1.1.1.2/28

switch

LAN

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
…



Problem 1 – IP pool from provider
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MikroTik

ISP router Internet

1.1.1.1/28

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
…

???

???



Problem 1 – IP pool from provider
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MikroTik

ISP router Internet

1.1.1.1/28

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
…

1.1.1.2/32

1.1.1.2/28



Problem 1 – IP pool from provider
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Problem 1 – IP pool from provider
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Problem 1 – IP pool from provider
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MikroTik

ISP router Internet

1.1.1.1/28

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
…

1.1.1.2/32

1.1.1.2/28
Hey, 1.1.1.2,
your MAC?

It’s 1.1.1.2,
My MAC:

00:11:aa…

Hey, 1.1.1.1,
your MAC?

It’s 1.1.1.1,
My MAC:
00:22:cc…



Problem 1 – IP pool from provider
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MikroTik

ISP router Internet

1.1.1.1/28

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
…

1.1.1.2/32

1.1.1.2/28

Hey, 1.1.1.3,
your MAC?



Problem 1 – IP pool from provider

• Only thing we miss is proxy-arp on ether1

• MikroTik will respond to any ARP request on ether1 with its own MAC 
address if the requested IP address is on a network directly connected 
to the MikroTik
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Problem 1 – IP pool from provider
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Problem 1 – IP pool from provider
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MikroTik

ISP router Internet

1.1.1.1/28

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
…

1.1.1.2/32

1.1.1.2/28

Hey, 1.1.1.3,
your MAC?

It’s 1.1.1.3,
My MAC:

00:11:aa…



We can do even more!

“MikroTik lifehacking” ©Daniel Starnowski MikroTik User Meeting – Ljubljana 2016



We can do even more!

• We can add /32 addresses and proxy-arp for some special machines 
on separate ethernet ports

• The machines will think they are part of /28 network, we will treat 
them as individual networks

• The ethernet ports will not be bridged, treated as separate interfaces

• Example – we configure different DHCP server on each interface

• DHCP server giving only 1 IP address on 1 port, to any connected MAC
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And now for something
completely… crazy!
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2 interfaces with the same IP address?
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MikroTik

ISP modem 1

Internet

192.168.1.1/30
MAC: 00:11:aa

ISP modem 2

192.168.1.1/30
MAC: 00:11:bb

192.168.1.2/30 192.168.1.2/30



2 interfaces with the same IP address?
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IP and ARP – short introduction (reminder)

• We add 1.1.1.1 as our default gateway (static route to 0.0.0.0/0)

• We want to send a packet to 8.8.8.8

• MikroTik checks route to 8.8.8.8 – it fits 0.0.0.0/0, so it’s via 1.1.1.1

• MikroTik checks route to 1.1.1.1 – it fits 1.1.1.0/28, so it’s on ether1

• MikroTik checks 1.1.1.1’s MAC address with ARP request

• MikroTik sends the packet to:
• Destination IP: 8.8.8.8

• Destination MAC: MAC of 1.1.1.1

• We configure IP of gateway only to use it’s MAC!!!
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2 interfaces with the same IP address?
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MikroTik

ISP modem 1

Internet

192.168.1.1/30
MAC: 00:11:aa

ISP modem 2

192.168.1.1/30
MAC: 00:11:bb

192.168.1.2/32
GW: 10.1.1.1
ARP for 10.1.1.1: 00:11:aa

192.168.1.2/32
GW: 10.1.1.2
ARP for 10.1.1.2: 00:11:bb



2 interfaces with the same IP address?
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2 interfaces with the same IP address?
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2 interfaces with the same IP address?
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2 interfaces with the same IP address?

• We can use the 2 gateways simultaneously

• We can use them for different routing marks and do load balancing

• We can do a normal failover if one of the links goes down (but not 
using “check-gateway”)

• We can write a script to periodically check the MAC addresses for ARP

• If the IP addresses are given by DHCP, we can also write the script to 
set the 2 gateways.
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Questions?
Comments?
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Thanks!
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