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About me

e Daniel Starnowski
 MikroTik user since 2008
e MikroTik trainer since 2011

e daniel@startik.net
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What is lifehacking

MikroTik lifehacking
+

MikroTik live hacking

Disclaimer: No RouterBOARDS were harmed in the making of this presentation
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OK, so what lifehacking is?

Source: http://www.hometheaterequipment.com/general-discussion-10/lifehacking-5772/
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Really, what is litehacking about?

Use paper clips to orgranize your cables

source: http://wonderfulengineering.com/100-clever-life-improving-ideas-that-you-can-use-in-everyday-life/
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MikroTik litfehacking — why, for whom?

* The presentation target is to INSPIRE, not to teach ©

 Some examples of my private MikroTik lifehacks, which — after |
started using — made my life easier

* You may be using some of them already
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Problem example — WinBox connection frozen

* Sometimes, when loosing connectivity to MikroTik router, WinBox
disconnects after time (~20 seconds)

* Before the time — no sign of connectivity problems

* Empty lists of items (IP addresses, etc.) in WinBox can be caused by
temporary connection loss

e SOLUTION: always keep uptime shown in WinBox window! ©
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Problem example — WinBox connection frozen

“MikroTik lifehacking”

& admin@192.168.133.129 (MikroTik) - WinBox v6.26 on RB751G-2HnD (...

_cEE

Sessions  Settings

Dashboard |

Safe Mode

& Quick Set
T CAPsMAN
= Interfaces
1 Wireless
£ Bridge
=g PPP

== Switch
“2 Mesh

= P

gl IPvE

<7 MPLS

# Routing
System
& Queues
Files

|| Log

. Radius
& Tools 2
New Terminal
=] MetaROUTER
#Z Partition

| 4 Make Supoutrif
& Manual

@ Mew WinBox

- 7 7 T 7

Add Time
Add Date
Add CPU

Add Memary
Add Uptime

Queue List

CPU{2% Uptime;46d 03:29.45 M (7}

Simple Queues | Interface Queues Queue Tree Queue Types

IE“E‘ .. . . |uu Reset Counters ||uu Reset All Counters | ’T‘

|Name |Target  |[Upload Max Li...|Download Ma... |Packet Marks | Total Max +

0B queued 0 packets queued
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And now for something
completely different
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Copy — not a “hack”, but often forgotten

* WinBox has a “Copy” button, that speeds things up!

* Example — create rules blocking DNS connection from not trusted
addresses

* Chain=input, protocol=udp, port=53, src-address-list, action...

* | said “rules”, DNS can also use TCP...
* How will you do this one? Add new one, or copy the existing? ©
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Copy — not a “hack”, but often forgotten

[ admin@192.168.133.140 (MikroTik) - WinBox v6.34.2 on hAP lite (smips)

_oEN

Sessions Settings Dashboard

A Quick Set
1 CAPsMAN
= Interfaces
i Wireless

=g Bridge

Filter Rules ‘NAT Mangle Service Ports Coni

E.IE‘ @ |DD Reset Counters

=3 PPP

| #| |Action [Chain  [Src. Addr...|Dst Addr...

= Switch
212 Mesh
s P

" MPLS
#2 Routing
System
@ Queuves
Files

[E] Log
. Radius

- 7 7

% Toaols I
MNew Terminal

| J Make Supoutrif
& Manual

@ NewWinBox
B Exit

“MikroTik lifehacking”

MNew Firewall Rule

T

General |Advanced Exira Action Statisics | 0K |
Chain: |i | | Cancel |
Src. Address: | |v | Apply |
Dst Address: | |v | Disable |
| Comment |
Protocol: I:lludp || F |A.
| Copy |
Src. Port: | | - | Remove |
Dst Port D|53 |A | Reset Counters |
Any. Port | |v | Reset All Counters |
P2p: | R
In. Interface: |:||ether1 || ¥ |A.
Out. Interface: | | -
Packet Mark: | |v
Connection Mark: | | -
Routing Mark: | | -

Routing Table: |

Connection Type: |

Connection State: |

Connection NAT State: |

|enab|ed

©Daniel Starnowski

MikroTik User Meeting — Ljubljana 2016



Copy not a “hack”, but often forgotten

admin@192.168.133.140 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) - B
Sessions Settings Dashboard
||| | Safe Mode | Session:|192.168.133.140 T
& Quick Set mI[E New Firewall Rule =l K3
i CAPsMAN
- it r; General | Advanced Extra Action Stafistics | 0K General | Advanced Extra Aclion Stafistics | Ok |
= Interfaces
1 Wireless Filter Ru Chain: |input ¥ | Cancel Chain: |input ¥ | Cancel |
2 Bridge || = Sre. Address: - | Apply Src. Address: - | Apply |
= ZPP 5 # A Dst Address: - | Disable Dst Address: - | Disable |
mamn w”c
.:l:. 2 I | Comment | Comment |
“15 Mesh Protocol: [] 17 {udp) F | a . Protocol: F A | c |
411 Opy Opy
& P I\ Src. Port: - Src. Port -
7 MPLS ¥ Remove | Remaove |
#2 Routing ¥ Dst Port =3 - | Reset Counters Dst Port >3 - | Reset Counters |
i System r LI B v | Reset All Counters B I M | Reset All Counters |
& Queues pop: - P2P: 7
Fil
- Ll = In. Interface: etherl ¥ | a In. Interface: etherl ¥ | a
[l -°9
7l Radius Out. Interface: - Out Interface: -
o Tool [
A NOO ST — 1 item (1 Packet Mark: - Packet Mark: -
[ New Termina
Make Supoutrif Connection Mark: - Connection Mark: -
& Manual Routing Mark; - Routing Mark: -
s Routing Table: - Routing Table: -
[ Exit
Connection Type: - Connection Type: -
Connection State: - Connection State: -
Connection NAT State: - Connection NAT State: hd
enabled enabled
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And now for something
completely different
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Learn how to use CLI, it’s not difficult!

* CLI can often speed things up — learn, how to use it ©

* It’s not difficult — just configure something in WinBox, then go to New
Terminal and see, how it was configured

* Find the right section in terminal

e Use print to see, what is configured there
* Use export to see, how it is configured

e Use <TAB> and ? to see available options
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CLI — example with |IP addresses

admin@192.168.1.1 (MikroTik) - WinBox v6.34.2 on hAP lite (smips)

- oM

Sessions  Settings

Dashboard

A5 Quick Set
T CAPsMAN
i Interfaces
1 Wireless
25 Bridge

=g PPP

=z Switch

“12 Mesh

sl IP 3
<7 MPLS F
4 Routing ¥
2y System ¥
& Queues

Files

| Log

M Radius

& Tools 2
Mew Terminal
| Make Supout rif
& Manual

@ New WinBox

“MikroTik lifehacki

ng”

Session:192.168.1.1

ARP

Accounting

Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall
Hotspot

IPsec

Meighbors
Packing
Pool

Address List

1+ =] [[=] |l [v]

_Ji

Address

/| Network

Interface

D Tr172.2913.161/30
T192.168.1.1/24

1722913160 etherl

192.168.1.0

LAN
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CLI — example with |IP addresses

* Using <TAB>

Terminal =] E3

MMM

MMM

MMMM MMMM

MMM MMMM MMM
MMM MM MMM
MMM
MMM

MMM
MMM

IIT
IIT
IIT
IIT

MikroTik Router05

[2]

command [?]

[Tab]

!
Socommand
Ccaps-man

conaocle

6.34.2 (c) 1999-2015

KEE
KEE
KKK EKEK FEFEER OOOD00
KEEKE EEE EEE OO0 000

KKK KKK  FEFEER 000 000
KKK EKEEK EER EBR  OGOOO00

ITTTTITITIT
ITTTTITITIT
ITT III
ITT III
ITT III
ITT III

Gives the list of available commands
Gives help on the command and list of argquments

http: //www.mikrotik. com/

Completes the command/word. If the input is ambiguous,
a second [Tak] gives po3sible opticons

Move up to base lewvel

Move up one lewvel

Use command at the base lewvel
[admin@MikroTik] >

apecial-login

driver ip rpls  gqueue anmp
o — o

file ipveé port radius
interface log EEp routing ayatem

[admin@MikroTik] >

tool
13er
beep

[«]
_— |
EEEKE
EEE EEK
EEEEE
EEE EEEK
EEE EEK —
bBlink password redo
exXxport ping setup
import quit undao [
*

“MikroTik lifehacking”

©Daniel Starnowski

MikroTik User Meeting — Ljubljana 2016



CLI — example with |IP addresses

* Typing “ip” and using <TAB> again

MMM MM MMM III EEEEK EERE. REE OO0 000 TIT ITTI EEEEEK )
MMM MMM TIII KEEE EEE  REREERER OO0 000 TIT ITTI EEK EEEK [
MMM MMM TIII KEE EKEEEK REER EER COO000 TIT ITTI EEE EEEK
MikroTik Bouter(S £.34.2 (c) 1999-2015 http://www.mikrotik.com/
[7] Gives the liat of available commands
command [?] Gives help on the command and list of arguments
[Tak] Completes the command/word. If the input is ambiguous,
a second [Tak] giwves possible options
! Move up to base level
. Move up one level
Jcommand Use command at the base lewvel
[admin@MikroTik] >
Capa-man driver ip mpla queue anmp tococl bklink password redo
ertificate file ipvé port radius gpecial-login user eXport ping setup
con3cle interface log 4] 4] % routing 3Iy3tem beep import quit undo
[adminfMikroTik] > ip
accounting cloud dhep-aerver hotapot packing route gocka traffic-flow
address dhcp-client dna ipaec pool service 3sh upnp
? dhcp-relay firewall neighbor proxy settings titp exXport [
[admin@MikroTik] > ip *
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CLI — example with |IP addresses

* Using print in /ip address

[7] Gives the list of availakle commands -
command [?] Gives help on the command and list of arguments [
[Tak] Completes the command/word. I the input is arkigucous,
g second [Tak] gives possikle opticons
! Move up to base lewvel
. Move up one level
Socommand Uze command at the base lewvel
[admin@MikroTik] >
Cap3-man driver ip mpls  queue anmp tool blink password redo —1
certificate file ipwveé port radius special-login user export ping setup
con3acle interface log EED routing aystem Eeep import guit undo
[admin@MikroTik] > ip
accounting cloud dhcp-3erver hot3pot packing route gocks traffic-flow
agddresas dhcp—client dna ipsec pocl gervice 33h Upnp
arp dhcp-relay firewall neighbor proxy settings tItp export
[admin@MikroTik] > ip addreas
[admin@MikroTik] fip address> pri
Flags: X - disabled, I - invalid, D - dynamic
# ADDRESS HETWORE INTERFACE
0 132.168.1.1/24 132.168.1.0 LAN
1D 172.29.13.161/30 172.29.13.1&0 etherl -
[admin@MikroTik] /ip address> L 4
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CLI — example with |IP addresses

* Using export in /ip address

Terminal =] E3

! Mowve up to base level [&]
. Move up cne lewvel [
Socommand Use command at the base lewvel

[admin@MikroTik] >

Caps-man driver ip mpls  gueue Inmp toocl klink password redo

certificate file ipwve port radiuaas gpecial-login wuser export ping setup

consocle interface log EER routing ayatem beep import quit undo
[admin@MikroTik] > ip

accounting cloud dhcp-server hotapot packing route gocks traffic-flow

address dhep-client dna ipsec pocl service 3sh upng

arp dhcp-relay firewall neighbor proxy gettings tftp eXport

[admin@MikroTik] » ip address

[admin@MikroTik] /ip address> pri

Flags: X - disabkled, I - invalid, D - dynamic

#  ADDEESS HETWORE INTERFACE
0 132.168.1.1/24 192.168.1.0 LEN

1D 172.29.13.161/30 172.29.13.160 etherl
[admin@MikroTik] /fip address> export

# feb/24/2016 23:37:32 by Routerls 6.34.2

# software id = 1VWV-4HLDH

#

Jip address

gdd addres=z=192.168.1.1/24 interface=LAN network=192.16E8.1.0 ]
[admin@MikroTik] fip address> .
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Learn how to use CLI, really!

* Most sections are easy to find
* |P -> Firewall -> Filter Rules can be found in /ip firewall filter

 Sometimes small differences
* Wireless in WinBox, but /interface wireless in CLI
» System -> Users in WinBox, but /user in CLI

 Or just type /export to analyse whole configuration
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Prepare CLI rules for “massive” configuration

* Imagine, that your MikroTik router is running DHCP server

* You get a spreadsheet with a list of 200 IP and MAC addresses of the
devices that need to be added statically to the DHCP server

* Will you click “+”, copy-paste them, and click “OK” 200 times? ©
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Prepare CLI rules for “massive” configuration

B3

“MikroTik lifehacking”

192.168.1.38
192.168.1.39
192.168.1.40
192.168.1.41
192.168.1.42
192.168.1.43
192.168.1.44
192.168.1.45
192.168.1.46
192.168.1.47
192.168.1.48
192.168.1.49
192.168.1.50
192.168.1.51
192.168.1.52

fr | 192.168.1.4

C D
00:11:22:33:44:37
00:11:22:33:44:38
00:11:22:33:44:39
00:11:22:33:44:40
00:11:22:33:44:41
00:11:22:33:44:42
00:11:22:33:44:43
00:11:22:33:44:44
00:11:22:33:44:45
00:11:22:33:44:46
00:11:22:33:44:47
00:11:22:33:44:48
00:11:22:33:44:49
00:11:22:33:44:50
00:11:22:33:44:51
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Prepare CLI rules for “massive” configuration

* Add the first line with WinBox, if you’re not sure

(€] admin@192.168.1.1 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) — O -
Sessions Settings Dashboard
Safe Mode | Session 19216811 G ||

4 Quick Set

1 CAPsMAN DHCP Lease <192.168.1.2,0.0.0.0> N

| Interfaces General |Acﬁve 0 1

é; :T'ess DHCP Networks Address: [[FEEITRE Cancel

55 Bridge

=2 PPP IElel El MAC Address: |00:11:22:33:44:01 Apply | | | e

: Address - - C A |Active H... Expires After |Status

== Switch 192 168.1.2 [T Use Src. MAC Address Disable i

=12 Mesh D 192188.1.2. Client D C t D.C.. AIRDOGS.. 00:06:31 bound

P o 19216812 | eI }A7.. android-.  00:09:13 bound

= Server |dhcpl ¥ Copy

< MPLS [

- Remove
# Routing ¥ Lease Time: |
Check Status

System P [ ] Block Access

& Queues [] Always Broadcast

Files

/| Leg DHCF Options: |

A Radius DHCP Option Set |

& Tools [ o

X . 3items (1 selecte Rate Limit |

MNew Terminal

| Make Supoutrif Insert Queue Befora: |ﬁrst

& Manual Address List |

& MNew WinBox

Exit
E |enab|ed
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Prepare CLI rules for “massive” configuration

* Check the syntax in CLI

Terminal =] E3

MM MMMM MMM IIT EEE EEE EBREERR OO0000 ITT ITI EEE EEE ZEj
MMM MM MMM III EEEEEK EEE EEER Q00 000 ITT ITI EKEEEEE
LA MMM IIT EEE EEE  EREERR 000 000 ITT ITI EEH EEE
MMM MMM IIT EEE EEE EER EER  ODDOOD ITT ITII EEE EEE
MikroTik Bouter(3 &6.34.2 {c) 1999-2015 http://www.mikrotik.com/
[7] Fives the list of availabkle commands |
command [?] Fives help on the command and list of arguments
[Tak] Completes the command/word. I the input is ambiguous,

a second [Tabk] gives possible options

! Move up to base lewel

. Move up one lewvel

JSocommand Use command at the base lewvel
[edmin@MikroTik] » ip dhcp-server lease
[admin@MikroTik] /ip dhcp-aerver lea3de>» eXport
# feb/s24,2016 23:24:25 by Router(S 6.34.2

# sofitware id = 1VWV-4NDH

#

/ip dhcp—server lease

gdd addrezz=192.168.1.2 mac-address=00:11:22:33:44:01 =zerver=dhcpl ]

ml]{] /1p dhcp—3erver leasex hd
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Prepare CLI rules for “massive” configuration

* Create “dummy” columns with unique values

B6 v Jr | 192.168.1.7
A B C D E F

37 XXX 192.168.1.38 YYY 00:11:22:33:44:37 777
38 | XXX 192.168.1.39 YYY 00:11:22:33:44:38 777
39 XXX 192.168.1.40 YYY 00:11:22:33:44:39 777
40 | XXX 192.168.1.41 YYY 00:11:22:33:44:40 777
41 XXX 192.168.1.42 YYY 00:11:22:33:44:41 777
42 XXX 192.168.1.43 YYY 00:11:22:33:44:42 777
43 XXX 192.168.1.44 YYY 00:11:22:33:44:43 777
44 | XXX 192.168.1.45 YYY 00:11:22:33:44:44 777
45 XXX 192.168.1.46 YYY 00:11:22:33:44:45 777
46 | XXX 192.168.1.47 YYY 00:11:22:33:44:46 777
47 | XXX 192.168.1.48 YYY 00:11:22:33:44:47 777
48 | XXX 192.168.1.49 YYY 00:11:22:33:44:48 777
49 | XXX 192.168.1.50 YYY 00:11:22:33:44:49 777
50 | XXX 192.168.1.51 YYY 00:11:22:33:44:50 7ZZZ
51 | XXX 192.168.1.52 YYY 00:11:22:33:44:51 777
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Prepare CLI rules for “massive” configuration

* Copy the spreadsheet to the notepad, prepare the first line

4 Untitled - Notepad — D
File Edit Format View Help

add address=192.168.1.3 mac-address=00:11:22:33:44:02 server=dhcpl .
XXX 192.168.1.4 YYY 00:11:22:33:44:03 ZzZZ
XXX 192.168.1.5 YYY 00:11:22:33:44:04 ZZZ
XXX 192.168.1.6 YYY 00:11:22:33:44:05 ZzzZ
| XXX 192.168.1.7 YYY 00:11:22:33:44:06 ZZZ
| XXX 192.168.1.8 YYY 00:11:22:33:44:07 ZZZ
XXX 192.168.1.9 YYY 00:11:22:33:44:08 ZzZZ
XXX 192.168.1.10 YYY 00:11:22:33:44:09 ZZZ
XXX 192.168.1.11 YYY 00:11:22:33:44:10 zzZ
XXX 192.168.1.12 YYY 00:11:22:33:44:11 z7zZ
XXX 192.168.1.13 YYY 00:11:22:33:44:12 7zZZ
XXX 192.168.1.14 YYY 00:11:22:33:44:13 ZzZZ
XXX 192.168.1.15 YYY 00:11:22:33:44:14 Z7ZZ
| XXX 192.168.1.16 YYY 00:11:22:33:44:15 Z7zZ
I XXX 192.168.1.17 YYY 00:11:22:33:44:16 ZZZ
| XXX 192.168.1.18 YYY 00:11:22:33:44:17 ZZZ
XXX 192.168.1.19 YYY 00:11:22:33:44:18 Z7zZZ
XXX 192.168.1.20 YYY 00:11:22:33:44:19 7ZZ
XXX 192.168.1.21 YYY 00:11:22:33:44:20 ZzzZ
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Prepare CLI rules for “massive” configuration

e Use “Rep

lace” function
& Untitled - Notepad - B
add address=192.168.1.3 mac-address=00:11:22:33:44:02 server=dhcpl .
3_192 168.1.4 YYY 00:11:22:33:44:03 7ZZ
192 1AR 1 K A% nN:11.92:33:44:04 ZZZ
xxx 16 EE “2:33:44:05 227
XXX 1 Fnowrar [ 2:33:44:06 ZZZ
XXX 1 g Replacewit:  [add addross- Reslees | 112:33:44:07 Z2ZZ
XXX 16 reacefl 12:33:44:08 227
XXX 1Q [vsthcase S 02:33:44:09  ZZZ
XXX 19 2:33:44:10 Z7ZZ
XXX 192.168.1.12 YYY 00:11:22:33:44:11 777
XXX 192.168.1.13 YYY 00:11:22:33:44:12 777
XXX 192.168.1.14 YYY 00:11:22:33:44:13 7ZZ
XXX 192.168.1.15 YYY 00:11:22:33:44:14 777
XXX 192.168.1.16 YYY 00:11:22:33:44:15 Z2ZZ
XXX 192.168.1.17 YYY 00:11:22:33:44:16 ZZZ
XXX 192.168.1.18 YYY 00:11:22:33:44:17 ZZZ
XXX 192.168.1.19 YYY 00:11:22:33:44:18 777
XXX 192.168.1.20 YYY 00:11:22:33:44:19 Z7ZZ
XXX 192.168.1.21 YYY 00:11:22:33:44:20 ZZZ
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Prepare CLI rules for “massive” configuration

e Voila!

B Untitled - Notepad - B I

I File Edit Format View Help

add address=192.168.1.30 mac-address=00:11:22:33:44:29 server=dhcpl :
add address=192.168.1.31 mac-address=00:11:22:33:44:30 server=dhcpl

add address=192.168.1.32 mac-address=00:11:22:33:44:31 server=dhcp1l

add address=192.168.1.33 mac-address=00:11:22:33:44:32 server=dhcpl

add address=192.168.1.34 mac-address=00:11:22:33:44:33 server=dhcpl

add address=192.168.1.35 mac-address=00:11:22:33:44:34 server=dhcpl

add address=192.168.1.36 mac-address=00:11:22:33:44:35 server=dhcpl

add address=192.168.1.37 mac-address=00:11:22:33:44:36 server=dhcpl

add address=192.168.1.38 mac-address=00:11:22:33:44:37 server=dhcpl

add address=192.168.1.39 mac-address=00:11:22:33:44:38 server=dhcpl

add address=192.168.1.40 mac-address=00:11:22:33:44:39 server=dhcpl

add address=192.168.1.41 mac-address=00:11:22:33:44:40 server=dhcpl .
add address=192.168.1.42 mac-address=00:11:22:33:44:41 server=dhcpl

add address=192.168.1.43 mac-address=00:11:22:33:44:42 server=dhcpl !
add address=192.168.1.44 mac-address=00:11:22:33:44:43 server=dhcpl

add address=192.168.1.45 mac-address=00:11:22:33:44:44 server=dhcpl

add address=192.168.1.46 mac-address=00:11:22:33:44:45 server=dhcpl

add address=192.168.1.47 mac-address=00:11:22:33:44:46 server=dhcpl

add address=192.168.1.48 mac-address=00:11:22:33:44:47 server=dhcpl

W
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Prepare CLI rules for “massive” configuration

admin@192.168.1.1 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) — O —

Sessions Settings Dashboard

A Quick Set
5 CAPsMAN
m Interfaces
1 Wireless
=2 Bridge
=g PPP

== Switch
#12 Mesh

e P

<7 MPLS

#2 Routing
System
& Queues
Files

|| Leg

M Radius
& Tools I
Mew Terminal
| 4 Make Supout rif
& Manual

@ MNewWinBox
B Exit

| el e e

e
[
e
[
e
[
S
[
e
[
e
[
e
[
S
[
e
[
e
[
e
[
S
[

DHCP Server

Session[192168.11

DHCP Metworks Leases |(}pﬁnns Option Sets  Alerts

#|[=] [#][] [a] [ 7] [ checkstans |

Y

\Address + |MAC Address |ClientID

|Server

|Active Add... Active MAC A... |Active H...|Expires After | Status

192.168.1.19
o #example
192.168.1.20
o #example
192.168.1.21
o Hexample
192.168.1.22
o #example
192.168.1.23
o #example
192.168.1.24
o #example
192.168.1.25
o Hexample
192.168.1.26

o #example
102 188 1 927

0011223344
00:11:22:33:44:
00:11:22:33:44:
00:11:22:33:44:..
0011223344
00:11:22:33:44:
00:11:22:33:44:
00:11:22:33:44:..

A2 2244

dhcpl
dhcpl
dhcpl
dhcpl
dhcpl
dhcpl
dhcpl

dhcpl

Abeend

waiting
waiting
waiting
waiting
waiting
waiting
waiting

waiting

sarmatin e

200 items
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And now for something
completely different
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Comment your configuration

* Adding comments is very useful!
* Questions after few years — “why the h*Il did | put this rule here?” ©

* Especially useful in Firewall — where it’s impossible to list all attributes

“MikroTik lifehacking” ©Daniel Starnowski MikroTik User Meeting — Ljubljana 2016



Comment your configuration

(@ admin@192.168.133.140 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) - B

Sessions Settings Dashboard
Safe Mode | Session: 192.168.133.140 Jil
45 Quick Set
1 CAPsMAN
= Interfaces
T Wireless Filter Rules |NAT Mangle Service Ports Connections Address Lists Layer7 Protocols
25 Bridge IE“E‘ Iz' Ii | o0 Reset Counters || oo Reset All Counters | | Find | |a||
ction am Ic. r.. Dst r..|Prot.. |Src. Port |Dst Port |In. Inte...|Qut. In... Bytes ackeis
=2 PPP # | |Action |Chain  |Src. Addr..|Dst Addr..|Prot.. |Src. Port |Dst Port [In. Inte... Out In...|B Pack
= Switch " Blocxk UDP DNS from outside to router
0 drop input 170 53 etherl 0B 0
Mesh

“ls Mes . Block TCP DNS from outside to router
P r 1 ¥drop input 6 tc.. 53 ether 0B 0
. MPLS I = Block UDP DNS from outside to LAN

- 2 & drop forward 171... 53 etherl 0B 0
42 Routing 2
& System r - ®dop fowad ~ 6Bftc. = 53  ethel 0B 0
& Queves
[ Files Comment for Firewall Rule <53>
Ej Log Block TCP DNS from outside to LAN
. Radius
& Tools I3
MNew Terminal
| J Make Supoutrif
& Manual
© NewWinBox I [y tems (1 selected)
[ Exit
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Use #hashtags to group your rules

* Having many firewall rules for specific hosts or services?

* Having many DHCP leases for specific users?

* Having many firewall address-list addresses for some users?

* Add hashtags in comments, like:
 #serverl, #serverl, #dstarnowski, #jsmith

* Easy to find by [find comment~"#hashtag”]
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Use #hashtags to group your rules

o admin@192.168.133.140 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) — O

Sessions Settings Dashboard

=

A Quick Set
1 CAPsMAN
8 Interfaces Filter Rules ‘NAT Mangle Service Ports Connections Address Lists Layer7 Protocols
1 Wireless EIE‘ @ |uu Reset Counters ||uu Reset All Counters
Eﬁ Bridge 2 S Terminal
3 a
PPF o Block U
Eﬁ - 0 K dr [admin@MikroTik] > Jip firewall filter
= Switch - Block T(Flags: X - disabled, I - invalid, D - dynamic
o8 Mesh 1 Kd ° 777 Block UDF DNS from ocutside to router f#dns
P N = Block U chain=input action=drop protocol=udp in-interface=etherl dst-port=53
£S5E 2 3 drd log=no log-prefix=""
; W oloc
2 MPLS ¥ Block T(
- 3 ®d r?: Block TCP DNS from ocutside to router #dns
# Routi p o
4 Routing - Block SN chain=input acticn=drop protocol=tep in-interface=etherl dst-port=53
System - 4 3 drd log=no log-prefix=""
... Block SK
& Queues 5 Rdr i:: Block UDP DNS from ocutside to LAN #dna
ﬁ Files chain=forward action=drop protocol=udp in-interface=etherl dst-port=53
log=no log-prefix=""
| | Log
.@ Radius ::: Block TCP DNS from cutside to LN #dns
Tools - chain=Fforward acticn=drop protocol=tcp in-interface=etherl dst-port=53
w : log=no log-prefix=""
Mew Terminal
B - 777 Block SHMP from cutside toc router
Make Supout.rif
) P chain=input acticn=drop protocol=udp in-interface=etherl dst-port=161,162
& Manual log=no log-prefix=""

@ NewWinBox

- r2: Block SHNMP from cutside to LAN

! Exit chain=Fforward acticn=drop protocol=udp in-interface=etherl
dat-port=161,162 log=no log-prefix=""

[admin@MikroTik] > I
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Use #hashtags to group your rules

(@) admin@192.168.133.140 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) - B

Sessions Settings Dashboard

.

& Quick Set
3 CAPsMAN
8 Interfaces Filter Rules ‘NAT Mangle Semvice Ports Connections Addresslists Layer7 Protocols
1 Wireless E”E |uu Reset Counters Huu Reset All Counters ‘
s, Bridge # - Terminal
] a3
FPP . Block U
Eﬁ _ 0 ¥ gr{ [2dminBMikreTik] > /ip firewall filter print from=[find comment-"#dns"]
= Bwitch - Block T({Flags: X - disabled, - lnvalid, - dynamic
o8 Mesh 1 Kdrd O 777 Block UDP DNS from cutside to router #dns
= Block Ul chain=input action=drop protococl=udp in-interface=etherl dst-port=53
iz P - 2 K drd log=no log-prefix=""
< MPLS [+ o Block T(
- k] K drd +#: Block TCP DNS from outside to router #d4dns
# Routing I - Black SN chain=input acticn=drop protocol=tcp in-interface=etherl dst-port=53
System I 4 K drd log=no log-prefix=""
.. Block SN
& Queves 5 dr :7; Block UDP DNS from ocutside to LAN #dns
ﬁF“es chain=forward acticn=drop protocol=udp in-interface=etherl dst-port=53
log=no log-prefix=""
|| Log
_@.Radius ;7; Block TICP DNS from outside to LAN #dns
Tools - chain=forward acticn=drop protocol=tcp in-interface=etherl dst-port=53
x log=no log-prefix=""
[ Mew Terminal [admin@MikroTik] >
B - dmin@MikroTik] >
Make Supout rif [=
L P [admin@MikroTik] >
& Manual [admin@MikroTik] >
a New WinBox [admin@MikroTik] >
- [admin@MikroTik] >
[ Exit [admin@MikroTik] >
[admin@MikroTik] >
[admin@MikroTik] >
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Use

nashtags to group your rules

S

admin@192.168.133.140 (MikroTik) - WinBox v6.34.2 on hAP lite (smips)

Sessions  Settings Dashboard

A Quick Set
i CAPsMAN
8 Interfaces
1 Wireless
22 Bridge
=g PPP

== Bwitch
o2 Mesh

sl P

7 MPLS

42 Routing
System
@ Queues
[ Files

|| Log
. Radius

4 Tools ¥
Mew Terminal
| J Make Supoutrif
& Manual

@ MNew WinBox

[ Exit

- 7 7 7

Filter Rules |NAT Mangle Service Poris Connections Address Lists Layer7 Protocols

EE‘ @ ‘uu Reset Counters |||:||] Reset All Counters

# | |Action |Chain
- Block UDP DMS fro
0X #drop input
- Block TCP DMNS fron)
1X #drop input
. Block UDP DMS fron
2 X #drop forward
. Block TCP DS fron|
3X #drop forward
. Block SNMP from ol
4 K drop input
. Block SNMP from ol

5 # drop forward

Terminal

Flags: X - disabled, I - inwvalid, D - dynamic

0 777 Block UDP DNS from cutside to router #dns
chain=input action=drop protococl=udp in-interface=etherl dst-port=53
log=no log-prefix=""

»2: Block TCP DNS from cutside to router #dna
chain=input action=drop protocol=tep in-interface=etherl dsc-port=53
log=no log-prefix=""

:r» Block UDP DNS from cutside to LAN #dns
chain=forward action=drop protocol=udp in-interface=etherl dst-port=53
log=no log-prefix=""

+7» Block TCP DNS from cutside to LAN #dns

chain=forward action=drop protocol=tcp in-interface=etherl dst-port=53

log=no log-prefix=""
[admin@MikroTik]
[admin@MikroTik]
[admin@MikroTik]
[admin@MikroTik]
[admin@MikroTik]
[admin@MikroTik]
[admin@MikroTik]
[admin@MikroTik]
[admin@MikroTik]
[admin@MikroTik]

v

Jip firewall filter disable [find comment-"#d4dns™]

LY N s
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And now for something
completely different
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Remember you can write your scripts

* Scripts can be useful to speed things up
* My example — home MikroTik with public IP address

* Only SSH (on a non-standard port) open to the world

 Some servers inside, a network disk with FTP, etc. — with dst-nat rules
(port forwarding) only for trusted IP addresses from address list

* One simple script to add my current IP address
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Remember you can write your scripts

[

Script <logmein=

Mame: OK

Cancel
g | = T | | Run Script Owner: |logmein -
Mame ¢ | Owner Last Time Started RunCo... |« Policy: (v fip reboot L
read write Comment
policy test Copy
password sniff
sensitive

Script List
Scripts ‘ Jobs | Environment |

Remove

Run Script

Last Time Started: | |

Run Count: |D |

Source:

[ip firewall address-list add list=allowed ~
timeout=6h address=[/user active get [find
name=logmein] address]]

1 tem (1 selected)

“MikroTik lifehacking” ©Daniel Starnowski MikroTik User Meeting — Ljubljana 2016



Remember you can write your scripts

* To access my local servers, | log in via SSH with username logme
* | run the script: /system script run logmein

* The script does the following:

/ip firewall address-list add

list=allowed

timeout=6h

address=[/user active get [find name=logme] address]]

My IP address is added to the list for 6 hours
* Of course — | can also add a “logmeout” script to delete it earlier
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SNMP — | want to see everything!

* Only some values can be monitored with SNMP
e All values can be monitored with CLI, WinBox, API...

e But | don’t want my NMS to open NNNN TCP connections to my
NNNN MikroTik routers every minute, | want SNMP!

* Let’s take an example — hw_frames in wireless connection
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SNMP — | want to see everything!

[Tak] Completes the command/word. If the input is ambiguous, E
g second [Tek] gives po3sibkle opticns

/ Move up to base level
. Mowve up one lewvel
Soommand Uze command at the base lewvel

[admin@MikroTik] » interface wireleas registration-table
[admin@MikroTik] /intertace Wireleaa registraticn-table> print stats
0 interface=wlanl mac-address=48:51:B7:C0:C3:E% ap=no wds=no bridge=no
ri-rate="150Mbps-40MHz/15/3G1I" tx-rate="135Mbps-40MHZ/15" packets=49011,32901
bytes=537406%90, 6247165 frames3=450683,32913 frame-bytes=53906360,6051344 hw-frames=57888,6 33809
hw-frame-bytes=T0539749, 7493037 tx-frames-timed-ocut=0 uptime=0m523 last-activity=0ms3 Bl
gignal-strength=-48dBm@HT40-7 signal-to-noise=59dB signal-strength-chl=-42dBm
atrength-at-rates=—45dBmi1Mbps 4m433730ms3, -50dBmE2Mbps 18ml&63400ms, -44dBmES. SMbps 20m33550ms3, -
424BmEéMbps 13, -474dEmE9Mbps 19m563920ms, -504BmEl2¥bps 2Tmd4235870ms, -514dBmE]l EMbpa
2Tm243700ms, -53dBmE24Mbps 2TmlZ23400ms, -45dBm@36Mbps 20m33470ms, -44dBmE4EMbps
2ml153710ms, -46dBmAS4Mbps Smd463220ms, -58d4dBmEHT40-1 27m27320ms, -48dBmEHT40-2
19m563910ms, -47dBmEHAT40-3 19m563940ms3, -47dBmEHT40-4 Smd43460ms, -454dBmEHT40-5
53720ms, -46dBmEHT40-6 43930m3, -48dEBm@HT40-7 Oms
tx-ccog=81l% p-throughput=94472 distance=3 last-ip=192.168.1.254 E02.lx-port-enabled=yes
authentication-type=wpaz-p3k encryptiocn=aes—-cch group-encrypticn=aes—-ccm
management-protection=no wrmm-enabled=yes
Lx-rate-zet="CCK:1-11 OFDM:&6-54 BW:1x-2x S5GI:1x-2x HT:0-7"
[admin@MikroTik] /interface wireless registration-table» *
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SNMP — | want to see everything!

*

s Mowve up to base lewvel [

- Move up one lewvel

S oormand Use command at the base lewvel

[admin@MikroTik] » interface wireless registration-table

[admin@MikroTik] /interface wireleas registration-table®> print oid

0 signal-strength=.1.3.6.1.4.1.14988.1.1.1.2.1.3.72.81.163.192.1595.233.5
tx-signal-strength=.1.3.6.1.4.1.14988.1.1.1.2.1.19.72.81.183.192.195.233.5
tx-bytes=.1.3.6.1.4.1.14988.1.1.1.2.1.4.72.81.183.192.195.233.5
rx-bytes=.1.3.6.1.4.1.14988.1.1.1.2.1.5.72.81.183.192.195.233.5
tx-packets=.1.3.6.1.4.1.14988.1.1.1.2.1.6.72.81.1853.192.195.233.5
rx-packets=.1.3.6.1.4.1.14988.1.1.1.2.1.7.72.81.183.192.195.233.5 ||
tx-rate=.1.3.6.1.4.1.14988.1.1.1.2.1.8.72.81.183.192.1495.233.5
rx-rate=.1.3.6.1.4.1.14988.1.1.1.2.1.9.72.81.183.192.195.233.5
routeros-version=.1l.3.6.1.4.1.14988.1.1.1.2.1.10.72.81.183.192.195.233.5
uptime=.1.3.6.1.4.1.14988.1.1.1.2.1.11.72.81.183.192.195.233.5
gignal-to-noise=.1.3.6.1.4.1.14988.1.1.1.2.1.12.72.81.183.192.195.233.5
tx-signal-strength-chl=.1.3.6.1.4.1.149288.1.1.1.2.1.13.72.81.183.192.1985.233.5
gignal-strength-ch0=.1.3.6.1.4.1.14988.1.1.1.2.1.14.72.81.183.192.195.233.5
tx-signal-strength-chl=.1.3.6.1.4.1.149288.1.1.1.2.1.15.72.81.183.192.1985.233.5
gignal-strength-chl=.1.3.6.1.4.1.14988.1.1.1.2.1.16.72.81.183.192.195.233.5
tx-signal-strength-ch2=.1.3.6.1.4.1.149288.1.1.1.2.1.17.72.81.183.192.1985.233.5
gignal-strength-chz=.1.3.6.1.4.1.14988.1.1.1.2.1.18.72.81.183.192.195.233.5 .

[admin@MikroTik] /interface wireleas registration-table> :
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SNMP — | want to see everything!

* Use /queue tree and some “dummy” entries!

& admin@192.168.1.1 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) — [ '
Sessions  Settings Dashboard
Safe Mode | Session:|192.168.11 Uptime/00:3414 B (&)
45 Quick Set
5 CAPsMAN
8 Interfaces Simple Queues Interface Queues Queue Tree | Queue Types
ol TEEEE IE“EI E Mew Queue
wE B
= Bridge General |Staﬁ5ﬁ{;5 ‘
=3 PPP
= Switch Name: |b(_hw_frames Cancel ‘
13 Mesh Parent |g|oba| Apply ‘
w P l\ Packet Marks: |xyz Disable ‘
7 MPLS ¥
. i Comment ‘
# Routing r Queue Type: |default c ‘
opy
System P Priority: |8
& Queues Remove ‘
[ Files Limit At | i Reset Counters ‘
|l Leg Max Limit | - Reset All Counters ‘
L Radius o
% Tools I Burst Limit: |
Mew Terminal Burst Threshold: |
|4 Make Supoutrif Burst Time: |
& Manual
@ NewWinBox
! Exit ‘enabled
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SNMP — | want to see everything!

g second [Tak] gives possible options

I Move up to base lewvel
. Mowve up one lewvel
Socommand Use command at the base lewvel

[admin@MikroTik] > gueue tree

[admin@MikroTik] /gueue tree>» print oid

Flags: X - disabled, I - inwvalid

il name=.1.3.6.1.4.1.14988.1.1.2.2.1.2.16777216

packet-mark=.1.3.6.1.4.1.145988.1.1.2.2.1.3.16777216&
bytes=.1.3.6.1.4.1.14988.1.1.2.2.1.7.16777216
packets=.1.3.6.1.4.1.14988.1.1.2.2.1.6.1677721¢%

queues=.1.3.6.1.4.1.14988.1.1.2.2.1.8.168777216
[admin@MikroTik] /gueue tree>

MeM MM MMM III EEEEEK EEE EEE OO0 Q00 TTIT IIT EEEEK E
MMM MMM III EEK EEE EEEERRE LE TIT IITI EEE EEK
ol MMM TII EKEEK EEKE EEE EEERE OO0 TTIT IIT EEE EEE
MikroTik Bouter035 6.34.2 ({c) 19399-2015 http://www.mikrotik. com/
[7] Gives the list of avallable commands
command [7] Gives help on the command and list of arguments
[Tak] Completes the command/word. If the input is ambiguous,
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SNMP — | want to see everything!

| X Command Prompt

Microsoft Windows [Uersion 6.3.9600]
l(c) 2013 Microsoft Corporation. All rights reserved.

C:\Users\dstarnowski>cd Desktop
C:\Users\dstarnowski\Desktop>cd Apps

| C:\Users\dstarnowski\Desktop\Apps>cd SNMP

% C:\Users\dstarnowski\Desktop\Apps\SNMP>cd SnmpGet

BC - \Users\dstarnowski\Desktop\Apps\SNMP\SnmpGet >
f C:\Users\dstarnowski\Desktop\Apps\SNMP\SnmpGet>SnmpGet .exe -r:192.168.1.1 -c:"pu
@blic” -o0:.1.3.6.1.4.1.14988.1.1.2.2.1.3.16777216
@SnmpGet v1.81 - Copyright (C) 2009 SnmpSoft Company
[ Hore useful network tools on http://wwW.shnmpsoft.com ]

0ID=.1.3.6.1.4.1.14988.1.1.2.2.1.3.16777216
Type=0ctetString
Ualue=xyz

C:\Users\dstarnowski\Desktop\Apps\SNHP\SnmpGet>
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SNMP — | want to see everything!

* Now let’s create a script to put hw_frames value to packet mark ©

Terminal Of x|

rlocal
rlocal
Jqueue

dlocal hwirames

[ /interface wireless registraticon-table get [find] hw-frames] -+

comma [:find shwframes ","]

txframes

[ :pick shwirames 0 commba]

tree set tx _hw frames packet-mark=stxframes

E quit H gavesquit m undo cut line m paste repaint

L 4
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SNMP — | want to see everything!

[N Command Prompt

[ More useful network tools on http://www.snmpsoft.com ]

0ID=.1.3.6.1.4.1.14988.1.1.2.2.1.3.16777216
Type=0ctetString
Ualue=xyz

C:\Users\dstarnowski\Desktop\Apps\SNMP\ShmpGet>
C:\Users\dstarnowski\Desktop\Apps\SNMP\ShmpGet>
C:\Users\dstarnowski\Desktop\Apps\SNMP\ShmpGet>
C:\Users\dstarnowski\Desktop\Apps\SNMP\ShmpGet>
C:\Usersi\dstarnowski\Desktop\Apps\SNMP\SnmpGet>
C

:\Users\dstarnowski\Desktop\Apps\SNMP\SnmpGet>
i C:\Users\dstarnowski\Desktop\Apps\SNMP\SnmpGet>SnmpGet.exe -r:192.168.1.1 -c:"pu
lblic” -0:.1.3.6.1.4.1.14988.1.1.2.2.1.3.16777216
snmpGet v1.01 - Copyright (C) 2009 SnmpSoft Company
[ Hore useful network tools on http://wWwW.snmpsoft.com ]

0ID=.1.3.6.1.4.1.14988.1.1.2.2.1.3.16777216
Type=0ctetString
Ualue=67866

C:\Users\dstarnowski\Desktop\Apps\SNHP\SnmpGet >
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And now for something
completely different
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IP and ARP — short introduction

ISP router

1.1.1.1/28

1.1.1.2/28
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IP and ARP — short introduction

& admin@4C:5E:0C:08:0D:30 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) — m

Sessions  Settings Dashboard

Session:[4C5E.0C:08:0D:30) Uptime{011151 W &

Ay Quick Set
5 CAPsMAN

m Interfaces EE @

3 Wireless Address - |Network Interface
%2 Bridge T1.1.1.2/28 1.1.1.0 etherl
=g PPP
== Switch
#12 Mesh
ksl IP

<7 MPLS
42 Routing
ioy System
& Queues
| Files

|| Log
M Radius
# Tools 2
[@ Mew Terminal

Route List

Routes | Mexthops Rules VRF

[#[[=] [v][=] [Fro__ J[an =

|Dst Address < |Gateway Distance |Routing M... |Pref Source | -
DAC PF1.1.1.0/28 etherl reachable 0 1112

) e S

| 4 Make Supoutrif
& Manual
&3 New WinBox

B Bt P
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IP and ARP — short introduction

* We configure IP address 1.1.1.2/28 on etherl interface

* This means three things:
e 1. The address 1.1.1.2 is one of our router’s IP addresses

e 2. The network on etherlis 1.1.1.0/28

* 3. Packets going to this network, originated on our router, will have
source IP 1.1.1.2
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IP and ARP — short introduction

Route List =] E3

Routes | Nexthops Rules VRF

g || =] ]| 22 i Find all ¥
Dst Address ¢ |Gateway Distance Routing M... |Pref Source i

AS_ F0000M... 111lreachablestherl ... r __ ]

DAC F1.1.1.0/28 etherl reachable 0 1112

2 items
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IP and ARP — short introduction

 We add 1.1.1.1 as our default gateway (static route to 0.0.0.0/0)
 We want to send a packet to 8.8.8.8

* MikroTik ¢
* MikroTik ¢
* MikroTik ¢

NecC
nec

nec

ks route to 8.8.8.8 — it fits 0.0.0.0/0, so it’s via 1.1.1.1
ks route to 1.1.1.1 — it fits 1.1.1.0/28, so it’s on etherl

ks 1.1.1.1’s MAC address with ARP request

* MikroTik sends the packet to:
* Destination IP; 8.8.8.8
e Destination MAC: MACof 1.1.1.1
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IP and ARP — short introduction

* The provider’s router (1.1.1.1) does the same.

 When a packet comes to 1.1.1.2, it looks for it in routing table
* [t’s directly connected (1.1.1.0/28) on its ethernet interface

* It asks for MAC address of 1.1.1.2 using ARP request

* It sends packet to 1.1.1.2 using the MAC address it got
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IP and ARP — short introduction

W

1.1.1.1/28

1.1.1.2/28
é MikroTik
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Problem 1 —IP pool from provider

* |SP gives us an IP pool 1.1.1.0/28, with 1.1.1.1 being provider’s router
* We can use any IP between .2 and .14
* It gives us 13 “usable” IP addresses

* Only one problem —the IP addresses are in one LAN
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Problem 1 — IP pool from provider

ISP router

1.1.1.1/28

switch

1.1.1.2/28

MikroTik

1.1.1.3/28 1.1.1.4/28

1.1.1.13/28
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Problem 1 — IP pool from provider

1.1.1.1/28

277

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
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Problem 1 — IP pool from provider

1.1.1.1/28

1.1.1.2/32

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
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Problem 1 — IP pool from provider

[=]|E3
= v % O T
Address Metwork Interface hd
71.1.1.2 1.1.11 etherl
Address <11.12> =] E3
Address: |1.1.1.2/32 OK
Metwork: |1.1.1.1 - Cancel
Interface: |etherl ¥ Apply
Disable
Comment
Copy
Remove

enabled

1 tem (1 selected)
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Problem 1 — IP pool from provider

| = v | %| O T

Address

1112
T1.1.1.2/28

2 items (1 selected)

“MikroTik lifehacking”

Metwork

1.1.1.1
1.1.1.0

Address <1.1.1.2/28=

Address: B

Metwork: 1 1.1.1.0

Interface:  ether?

enabled

Interface

etherl
ethar?

[=]|E3

OK

Cancel

Apply

Disable

Comment

Copy

Hemove

©Daniel Starnowski
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Problem 1 — IP pool from provider

ISP router Internet

1.1.1.1/28

1.1.1.2/32

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
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Problem 1 — IP pool from provider

- ISP router

1.1.1.1/28

1.1.1.2/32

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
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Problem 1 —IP pool from provider

* Only thing we miss is proxy-arp on etherl

* MikroTik will respond to any ARP request on etherl with its own MAC
address if the requested IP address is on a network directly connected
to the MikroTik
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Problem 1 — IP pool from provider

& admin@4C:5E:0C:08:0D:30 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) — O -

Sessions  Settings Dashboard

A Quick Set
1 CAPsMAN
= Interfaces
3 Wireless
34 Bridge
=g PPP

== Switch
“2 Mesh

= P

<" MPL5

#c Routing
oy System
& Queues
[ Files

|| Log

M Radius
& Tools

& Manual

[ Exit

& New WinBox

s e e

I

[= Mew Terminal
| J Make Supoutrif| 6 items (1 selec

Session: 4C:5E.0C:08:0D:30)

Interface |Eﬂ-.e

[#~][=] []

Name
) AN
#*atherl
4+ cther?
4*cther3
4*ctherd

RS <$wlani

R
R

‘|

Interface <etherl>

General |Elhemet Overall Stats  Rx Stats TxStats ...

Uptime:01:19:39 M (3

| |
Name: |etherl | | Cancel | q
Type: |E1hernet | | Apply |
MTL: |1"5"U'{]I | | Disable | :I
L2 MTL: |1598 |A | Comment | |
Max 2 MTU: 2028 || Torch |
MAC Address: |4C:5E:{]'C:{}8:{]'D:EC | | Cable Test |
ARP: enabled [ || Blink |
| Reset MAC Address |
| Reset Counters |
Bandwidth (Rx/Tx): |reply-only
Switch: |switch] |
;
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Problem 1 — IP pool from provider

g

1.1.1.1/28

.m 1.1.1.2/32

1.1.1.

1.1.1.3/28 1.1.1.4/28 1.1.1.13/28
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We can do even more!

& admin@4C:5E:0C:08:0D:30 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) — O _
Sessions  Settings Dashboard

Safe Mode | Session4C:5E:0C080D30) Uptime{012219 M £
A5 Quick Set
= CAPsMAN
= Interfaces
3 Wireless

#| =] [«]%] |a] [7]

\Address 'Network Interface
Sl T1.11.2 1111 etherl
s, Bridge - LAN

3 PPP ‘?1_1._1.21"28 1110 ather?

- o Special customer 1

== Switch T1.1.1.2 1.1.1.13 ethar3

22 Mesh

= P

<7 MPL3
42 Routing
oy System

& Queues
e Interface: |e£ﬁer4 Apply

) e e S

Address:

Metwork: |1.1.1.14 Cancel

| Leog Disable
M Radius Comment

A Tools " |]/4 items (1 selected) Copy
Mew Terminal

| J Make Supoutrif
& Manual
@ NewWinBox

[ Exit

Remove
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We can do even more!

* We can add /32 addresses and proxy-arp for some special machines
on separate ethernet ports

* The machines will think they are part of /28 network, we will treat
them as individual networks

* The ethernet ports will not be bridged, treated as separate interfaces

* Example — we configure different DHCP server on each interface
* DHCP server giving only 1 IP address on 1 port, to any connected MAC
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And now for something
completely... crazy!
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2 interfaces with the same |P address?

Internet

ISP modem 1 ISP modem 2

192.168.1.1/30
MAC: 00:11:aa

192.168.1.1/30
MAC: 00:11:bb

192.168.1.2/30 192.168.1.2/30

MikroTik
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2 interfaces with the same |P address?

&

admin@4C:5E:0C:08:0D:30 (MikroTik) - WinBox v6.34.2 on hAP lite (smips)

_cEN

Sessions  Settings Dashboard

As Quick Set
1 CAPsMAN
= Interfaces
3 Wireless
22 Bridge

=g PPP

=== Switch

=2 Mesh

= P

< MPL5

@ Routing
oy System
& Queues
[ Files

|| Log

A Radius
o, Tools I3
[@= Mew Terminal

) e e

| J Make Supoutnf
& Manual
& New WinBox

[ Exit

Session:|4C:5E:0C:08:0D:30)

#][=] [][] [=] [¥]

Uptime:;01:32:45 B (5 !

\Address /| Network Interface

T10.0.0.1/24
T 192.168.1.2/30
9192 168.1.2/30

10.0.0.0 LAM
192.168.1.0 WANT
192.1681.0 WANZ
Route List

Routes | MNexthops Rules VRF

[#][=] (][] [a] [v]

[Fnd | lan_J#]

\Dst Address / |Gateway

Distance

'Routing M... Pref Sour v

AS P0.0.00 192.168.1. 1 reachable WAMN]

DAC  P10.0.0.0/24 LAM reachable
DAC  F1921681.0/30

WANZ reachable, WANT reachable

1
1] 10.0.01
1] 192.168.1.2
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IP and ARP — short introduction (reminder)

* We add 1.1.1.1 as our default gateway (static route to 0.0.0.0/0)
 We want to send a packet to 8.8.8.8

e MikroTik ¢
e MikroTik ¢
e MikroTik ¢

nec
nec

nec

ks route to 8.8.8.8 — it fits 0.0.0.0/0, so it’s via 1.1.1.1
ks route to 1.1.1.1 — it fits 1.1.1.0/28, so it’s on etherl

ks 1.1.1.1’s MAC address with ARP request

 MikroTik sends the packet to:
 Destination IP: 8.8.8.8
 Destination MAC: MACof 1.1.1.1

* We configure IP of gateway only to use it’s MAC!!!
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2 interfaces with the same |P address?

Internet

ISP modem 1 ISP modem 2

192.168.1.1/30
MAC: 00:11:aa

192.168.1.1/30
MAC: 00:11:bb

192.168.1.2/32
GW:10.1.1.2
ARP for 10.1.1.2: 00:11:bb

192.168.1.2/32

GW: 10.1.1.1 an
ARP for 10.1.1.1: 00:11:aa | AL USHIE
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2 interfaces with the same |P address?

(& admin@4C:5E:0C:08:0D:30 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) — B
Sessions  Settings Dashboard

Safe Mode | Session:4C5E0C08:0D:30) Uptime[01:3645 B (3
A5 Quick Set
T CAPSMAN
| Interfaces
1 Wireless

Address List

#][=] [[=] [a] [v]

|Address | Network Interface
: r10.0.0.1/24 10.0.0.0
25 Bridge T 192.168.1.2/30 192.168.1.0
=4 PPP T 192.168.1.2/30 192.168.1.0
] T 192.168.1.2 10.1.1.1
== Switch T 192.168.1.2 10112

o2 Mesh

=5 P

" MPLS
42 Routing
io; System
& Queues
[ Files

| Log

M Radius
& Tools 2
Mew Terminal

| J Make Supoutrif
& Manual

@ New WinBox

[l Exit

| et S S
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2 interfaces with the same |P address?

(€ admin@4C:5E:0C:08:0D:30 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) — O -

Sessions  Settings Dashboard

A5 Quick Set
1 CAPsMAN
= Interfaces
3 Wireless
55 Bridge
=g PPP

= Switch
°2 Mesh

ks IP

<7 MPLS

#2 Routing
System
& Queues
Files

|| Log

M Radius
A Tools ¥
Mew Terminal
| & Make Supoutrif
& Manual

@ NewWinBox

[ Exit

e ) (S

Session: |4C:5E:DC:D8:DD:3{}|

#]=| [vl[%][a] 7]

Uptime 01:40:12 B (3 1

|Address

+ | Network Interface

T1000.1/24

19216812
T192.168.1.2

Sitems (1 selectd

10.0.00 LAN

T 192.168.1.2/30 19216810 WANT
T 192.168.1.2/30 192.168.1.0  WAN2

10111 WANT
10112 WANZ2

ARP List

#]=] [v][] [=] 7]

IP Address - |MAC Address Interface

=10.1.1.1 O0; 0000 00:00:1 WANT

=10.1.1.2 00:00:00:00.00:22 WAMN2
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2 interfaces with the same |P address?

S

admin@4C:5E:0C:08:0D:30 (MikroTik) - WinBox v6.34.2 on hAP lite (smips)

_cEN

Sessions  Settings Dashboard

Ay Quick Set
1 CAPsMAN
= Interfaces
1 Wireless
34 Bridge

=g PPP

= Switch

=2 Mesh

k= P

<7 MPLS

2 Routing
oy System
& Queues
[ Files

|| Log

A Radius
A Tools 2
[= Mew Terminal

s e e S

| J Make Supout.rif
& Manual
& New WinBox

[ Exit

Session: 4C:5E:0C:08:0D:30)

[#][=] [vl[=] =] [v]

Uptime:01:41:26 W (3

|Address + |Network Interface

T 10.0.0.1/24
¥ T192.168.1.2/30
¥ T192.168.1.2/30

¢ 107 158
Route List
Routes | Nexthops Rules VRF

(=] [v][] [a] ]

10.0.0.0
192.168.1.0
192.168.1.0

LAN
WAN1
WANZ

ol

=]

| |all

Distance

\Dst. Address / |Gateway

'Routing M... |Pref Sour v

P 0.0.0.0/0 10.1.1.1 reachable WAN1

1 wanl

F10.000/24
F10.1.11
F10112

LAM reachable
WAMT reachable
WAMNZ reachable

192.168.1.2
192.168.1.2
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2 interfaces with the same |IP address?

* We can use the 2 gateways simultaneously
* We can use them for different routing marks and do load balancing

* We can do a normal failover if one of the links goes down (but not
using “check-gateway”)

* We can write a script to periodically check the MAC addresses for ARP

* If the IP addresses are given by DHCP, we can also write the script to
set the 2 gateways.
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Questions?
Comments?
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Thanks!
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