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Objective

The objective of this presentation is to show the Mikrotik tools that help to
test and audit firewall and Qos policies.




Schedule

. Duration: 30 minutes

. Introduction: 5 minutes

 Scenario 1 Testing Synflood rules: 15 minutes

 Scenario 2 Testing VolP queue tree: 10 minutes




Problem

What to do when | need to test or audit if a router was enforcing QoS

marking policies on incoming frames or was embracing complex security
policies?

What to do when | need to teach QoS and complex firewall rules?




“#my public addressing
add XXX " disabled=no list=public-add

16 #my private addressing
17 add address=S.S8.S8.5/8S comment="" disabled=no list=internal-nets

#any port knock exclusions
add address=Y.Y.Y.Y comment="" disabled=no list=port-knock-3

fany SMTP exclusions
add =2.2.2.32 " disabled=no list=smtp-bypass

/ip firewall filter
#match more than 5 pings in 5 seconds. Then drop the traffic inbound and forw

N

action=accept chain=input comment="start of greg rules up to 5 pings in 5

action= list list=icmp-attack address-list-timeo
29 disabled=no protocol=icmp
30 add action=drop chain=input comment="drop excessive icmp traffic for 12 hours"
31 add action=drop chain=forward comment="drop excessive icmp traffic for 12 hour

#drop 1918 inbound
action=drop chain=forward comment="block rfc 1918 and multicast inbound" d

action=drop chain=; block our ing inbound - spoofed”
action=drop block rfc 1918 and multicast inbound" dis
action=drop block our addressing inbound - spoofed" d

37 #start port knocking

add action= list list=por 1 list-time
dst-port=444 protocol=udp
add action= list list=por 2 list-time

dst-port=117 protocol=udp src-address-list=port-knock-1
action=add-src-to-address-list address-list=port-knock-3 address-list-time|
dst-port=600 protocol=tcp list=por

action=accept chain

nput comment="allow winbox in via port knock" disable

45 action=drop chain=input comment="allow winbox in via port knock" disabled=
46 gport scans and DOS

47 add action= ess-list list=port-scan address-list-timeout
4 in-interface=etherl protocol=tcp psd=21,3s,3,1 src-address-list=!internal-
- acti list list=port-scan address-list-timeout
s tcp-flags=£in, !syn, |rst, !psh, lack, lurg

5 action= list list=port-scan address-list-timeout
5: fin,syn

53 add action= list list=port-scan address-list-timeout
54 syn, rst

55 add action=: list 14 por: n list-timeout
56 fin,psh,urg, !syn, !rst, lack

57 add action= ess-list list=port-scan address-list-timeout
58 f£in, syn, rst,psh,ack, urq
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Symptoms

We have a complex configuration and we have no idea how to test it.

Students or clients asking us to demonstrate that setting works.




Solution

We need tools to test and teach




Tools

There are a number of tools commonly used for testing or teaching
networking that are present in mikrotik:

 Ping, Traceroute

* Real-time traffic monitoring and sniffer

« Traffic generator




External tools

Similar to others that are not present in mikrotik:
Nmap and nping

 Hping3

e Scapy

Wireshark




First scenario

In this scenario we will test three sets of firewall rules to limit a synflood attack.




Scenario 1

Winbox (BorderRouter) Winbox (Attacker)

BorderRouter

Attacker

etherl etherl
10.0.0.1/24 10.0.0.2/24

]
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TCP handshake

Normally when a client attempts to start a TCP connection to a server, the
client and server exchange a series of messages which normally runs like this:

« Client requests a connection by sending a SYN (synchronize) message to
the server.
The server acknowledges this request by sending SYN-ACK back to the

client.
The client responds with an ACK, and the connection is established.




TCP flags in Mikrotik firewall
Where can | find the tcp flags in Mikrotik router?

General Advanced | Extra Action Statistics
Src. Address List: | I~ | Cancel |
Dst. Address List: | = Apply
Layer7 Protocol: | |= Diszble
Comment
Cortert: | g
Copy
Connection Bytes: | =
Remove
Connection Rate: | Rd
Resst Courtars
Per Connection Classifier: | =
Reset All Courters
Sre. MAC Address: | I~
Out. Bridge Fort: | |~
In. Bridge Port: | |-
Ingress Priorty: | Rd
Priority: | |~
DSCP (TOS): | I~
TCFP Mss: | |-
Packet Size: | |~
Random: | |~
-~ TCP Flags
TCP Flags: [1[fin = =
-~ ICMP Options
IPv4 Options
TTL:
enabled
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Attack(syn flood)

SYN flood is a form of denial-of-service attack in which an attacker

sends a succession of SYN requests to a target's system in an
attempt to consume enough server resources to make the system
unresponsive to legitimate traffic.




First scenario

Testing synflood rules

*  Rules configuration.

*  Preparing the traffic generator to generate traffic with certain
characteristics.

«  Testing the rules with the previous traffic.

11K 16




First rule (Policy 1)

We configure a rule to try to stop or mitigate the attack:

/ip firewall filter add chain=input comment="synflood policy1”
connection-limit=20,32 disabled=no protocol=tcp action=drop
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Safe Mode Hide Passwords

A Quick Set Firewall Rule <>
T CAPSMAN | General | Advanced | Extia Action Statisics

Interfaces
= Chain:

1 Wireless

2a Bridge Src. Address: |

=4 PFRP Dst Address: ‘
= Switch
°13 Mesh Protocol: [ ] 6 (icp)

= P Sre. Port: ‘
5zl IPv6

7 MPLS

< OpenFlow
# Routing P2P: |
& System In. Interface: ‘
& Queues
Files

El Leg Packet Mark: ‘
AL Radius

A Tools 12
|| New Terminal Routing Mark: ‘
=4 MetaROUTER Routing Table: |
#Z Partition
[} Make Supoutrif Connection Type: ‘

New WinBox Connection State: ‘

Dst Port ‘

Any. Port ‘

Out Interface: ‘

Connection Mark: ‘

Connection NAT State: ‘

N
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oy,

A5 Quick Set

3 CAPsMAN
| Interfaces

1 Wireless

a2 Bridge

=3 PPP

== Switch

215 Mesh

1P 12
gl IPvB 12
<” MPLS 12
</ OpenFlow

42 Routing [y
i System P
& Queues

] Files

. Log

A Radius

2 Tools 12
New Terminal
®] MetaROUTER
¥ Partition

New WinBox
& Manual

[ Exit
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Safe Mode

2 Make Supoutrif

CLOUD
‘ NETWORKING MUM EUROPI

Firewall Rule <>

General Advanced Extra |Ac1ion Statistics

X

Hide Passwords B (&

A5 Quick Set
L CAPsMAN
== Interfaces

Firewall Rule <>

General Advanced Extra Action |Slalisﬁcs

I[JUBLJANA ON FEBRL

X

Hide Passwords B 5

~- Connection Limit ~ Wireless Action: |drup
Limit Dl?ﬂl | =2
N . |32 | 2% Bridge Log
etmas
EZPPP Log Prefix: |pclicy1|
-w- Limit == Switch
~w- Dst. Limit °2 Mesh
~v- Nth & IP 12
~v Time

-¥- Src. Address Type
-w- Dst Address Type
-v-PSD

5 IPvE ¥

2 MPLS ¥

> OpenFlow

#: Routing 12

-»- Hotspot

iy System r

-¥- [P Fragment

& Queues
[ Files

. Log
i Radius

& Tools 12
New Terminal
4 MetaROUTER
#% Partition

2 Make Supout rif
New WinBox

& Manual

[ Exit

SECURING AND TESTING WITH

MikroT ik

19




Survey online

Does policy 1 work?
/ip firewall filter add chain=input comment="synflood policy1“ connection-
limit=20,32 disabled=no protocol=tcp action=drop

* No, this rule doesn't drop packets

The rule works but doesn't limit the attack

* Yes, it limits the sinflood attack.
http://freeonlinesurveys.com/s/JZxVzhiO




First scenario

Testing synflood rules
* Rules configuration.

*  Preparing the traffic generator to generate traffic with certain
characteristics.

«  Testing the rules with the previous traffic.

MikroTik 21




Tool to test the policy

Traffic Generator is a tool that allows to evaluate performance of
DUT (Device Under Test) or SUT (System Under Test).

Tool can generate and send RAW packets over specific ports. It
also collects latency and jitter values, tx/rx rates, counts lost
packets and detects Out-of-Order (OOO) packets.

http://freeonlinesurveys.com/s/JZxVzhiO




Crafting with traffic generator
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Testing workflow

—

N
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Scenario 1

Winbox (BorderRouter) Winbox (Attacker)

BorderRouter

Attacker

etherl etherl
10.0.0.1/24 10.0.0.2/24

]
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First scenario

Testing ynflood rules
* Rules configuration.

*  Preparing the traffic generator to generate traffic with certain
characteristics.

«  Testing the rules with the previous traffic.

MikroTik 26




Traffic Generator (Port)
Safe Mode vl Hide Passwords B ()

A5 Quick Set Traffic Generator Settings

- Ic':::f:MAN TestlD: IE |
= In ces

0K

Latency Distribution Max.: |1{}(} | us

1 Wireless
%2 Bridge Stats Samples To Keep: |1{}(} |
=g PPP
°13 Mesh

Cancel

Apply

=l P Latency Distribution Measure Interval: |{'H34ns |

L IPvb
<~ MPLS
# Routing
o System
& Queues
| Files
|| Log
. Radius
A Tools 2
| New Terminal
=4 KVM
| 4 Make Supout rif
New WinBox
& Manual

Start

Stop

| |

| |

o | |

Latency Distribution Samples: |64— | | QuickSmn |
| |

| |

| |

Inject Pcap

= | 7| E| = =

| Raw Packet Templates |

| Streams |

_— n
b L IV
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Traffic Generator (Port)

Hide Passwords B ()

J& Quick Set =/E3]
1 CAPsMAMN
= Interfaces

TestID: [0 |

Latency Distribution Max.. [100 |us oK

1 Wireless |
2£ Bridge Stats Samples To Keep: |100 | I Cancel

|
|
=2 PPP : . ADDIY |
=12 Mesh 4 @E
retency | 4| =] [v|[x] Find

r’::: im :m I~

g IP

=zl IPvE
& MPLS
#% Routing
System
& Queues

| Files
- Interface: |etherl ’?‘ Cancel

|| Leg

# Radius First Header

2% Toals r Disable

:Ve:; Terminal
5 _

| 4 Make Supoutrif
I
MNew WinBox 1item (1 selected) |EI'IEb|Bd
& Manual
[E Exit Running: no
g

v v % v v

e
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Traffic Generator (Packet Template)

X

Hide Passwords W ()

ﬁ Quick Set Traffic Generator Settings =B

= O
| Interfaces i
7 Wireless Latency Distribution Max.: | 100 us
Stats Samples To Keep: (100 I$I

Apply

Quick Start

Latency Distnbution Samples:
Latency Distribution Measure Interval:

ta
op
Inject Pcap

Running: no

N
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Traffic Generator (Packet Template)

-

A Quick Set
7 CAPsMAN
| Interfaces
i Wireless
22 Bridge
4 PPP

“15 Mesh

s 1P

x5l IPvE

7" MPLS

# Routing
System
& Queues
Files

|| Log

L Radius

Tools 2
P

MNew Terminal
= KV

| J Make Supoutrif
MNew WinBox

Packet Template <template-svnflood=

General |MAC P Raw

Name: |EildEERills|
Heacersmck [mac — [3]#
ip K28

Hide Passwords W ()

raw L

1item (1 seleq

Data: |uninitialized Iil
DataByerf0 |

e — N

e

k:: -—
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Traffic Generator(Packet Template)

«

Hide Passwords B ()

A Quick Set Packet Template <template-synflood>
General MAC | P Raw K

7 CAPsMAN
| Interfaces
i Wireless
22 Bridge Dst: [5254:00:12:34:56 Apply
1 PPP

“15 Mesh

s 1P

x5l IPvE

7" MPLS

# Routing
System

& Queues

| Files

|| Log

L Radius

& Tools v
MNew Terminal
BL KVM

| J Make Supoutrif
New WinBox

& Manual

B Exi

Cancel

Protocol: | Comment | |©

Copy

Remove

Assumed Src.. |
Assumed Dst: |
Assumed Protocol: |80[]l(ip)

TmmmmTonmml L]

o
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Traffic Generator(Packet Template)

Hide Passwords W ()
A Quick Set e

General |Eihemet Status  Traffic

i CAPsMAN
| Interfaces OK

7 Wireless Name: |ether1 Cancel

22 Bridge Type: |Emernet | Apply | 3

PPP
= R 1500

“15 Mesh
L2MTU: | Comment |

s 1P
U, | Torch
MAC Address: |00'{}0'AB'67'2E'00 Cable Test
—

x5l IPvE
Blink

[+]3

2 MPLS
# Routing
System

& Queues
= Meighbors | Discovery Interfaces
Files o

|| Log

L Radius [Interface . [IP Address |MAC Address dentity |Platform |Version |Board
%€ Tools » A ethen 10.0.01 525400:12:34.56 Sorder.. MikroTik 628  x86  ves

MNew Terminal
= KV

| J Make Supoutrif
New WinBox

& Manual

B Exit

NE|ghb0r List

pelbs 'JJJJJJJJ:U

o
JOSE MANUEL ROM.AN SECURING AND TESTING WITH Mikror ik 32




@ . CLOUD
‘ NETWORKING MUM EUROPE IJUBLJANA ON FEBRUARY 2016

Traffic Generator(Packet Template)

Hide Passwords B (&)

A5 Quick Set Packet Template <template-synflood>

I G General MAC P |Raw K
| Interfaces

T Wireless =1 a110.0.0.2

%2 Bridge Dst: [10.0.0.1

Cancel

Apply

PTSRPTORPN

EQPPP Protocol: |6(tcp) Comment

“1g Mesh

Copy
Remove

4

|

Gateway: |

=2 IP
asllIIE DSCP: |

<" MPLS

22 Routing
i System Frag. Offset: |
& Queues TTL: |
Files
[| Log Assumed Src.: |

A Radius Assumed Dst.: |

IPID: |

LZ:‘ETermmaIP Assumed Protocol: |

Assumed DSCP: [0

Assumed IP ID: |0

o
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Traffic Generator(Packet Template)

@
Hide Passwords B (5

A Quick Set Packet Template <template-synflood>
2 CAPsMAN
| Interfaces

1 Wireless
&2 Brid Apply
#s 21992 Assumed Header: |

=2 PPP Comment | |
Copy

Remove

General MAC IP Raw| 0l

Cancel

New Terminal

=5 KVM

| 4 Make Supoutrif
New WinBox

N
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Traffic Generator(Packet Template)

Hide Passwords W ()
N oot Tttt el

m unknown)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©® ® 4 m L © * & B =

Fitar: [Eep Expression... Clear  Apply Save Tabs Help
ip=10 ‘ttl=64 DF rtt=0
ip=10.0 tt1=64 DF id=0 G 0 rtt=0
ip=10.0.1.1 tt1=64 DF ic - c ) win=0 rtt=0
ip=10.0.1.1 ttl=64 DF ic > Flag q=0 win=0 rtt=0.0
ip=10.0.1. DF t=0 flags=R win=0 rtt=0.

717 33, 15533500C 10.0. 1. 254 ° DF
port=0 rtt=0
718 33.15537500¢ 10.0.1.254 ° o-0 ° : -
e ot oo e ip=10.0. DF sport=0 rtt=0
720 33.15546700¢ 10.0.1.254 : 1.1t DF ic or +t=0
721 32.155512000 10.0.1.254 2! - Win=512 6 ] . DF = spor = ) win=0 rtt=0.
722 33.15555600¢ 10.0.1.254 6 10.0.1.1 tt DF id=0 sport A win=0 rtt=0.
723 33. 155600000 10.0.1.254 n 1 DF i A
724 33. 155644000 1p=10.0 ) J ree=o
e ip=10.0. DF win=0 rtt=0
DF id c An=0 rtt=0.
DF Flag /in=0 rtt=0.
DF id=0 spor c ) win=0 rtt=0
ip=10.0.1. DF ic > F q=0 win=0 rtt=0.
Ack K ip 1. DF c win=0 rtt=0.
0.0 4 0 DF Seq=0 =0 rtt=0

Frame 15: 54 bytes on wire (432 bits), 54 bytes captured (43z bits) on interface ©

Ethernet II, Sre: CadmusCo_44:94:7b (0B:00:27:44:54:7b), Dst: Reuterbo eS:52:70 (dd:ca:6d:eS:92:70)

Internet Protocel version 4, Src: 10.0.1.254 (10.0.1.254), Dst: 10.0.1.1 (10.0.1.1)

Transmissien Central Protecal, Sre Part: 2541 (2541), Dst Pert: O (0), Seq: 0, Len: O ound-trip s .
Sodrce Parti 2541 (2541) len=46 ip sport=0 flags seq=0
Destination Port: 0 (0) B -

[Stream index: 4l

[TcP Segment Lan: 0]

Segquence number: © (relative sequence number)
acknowladgment number: 640879580

Header Length: 20 bytes

.... 0000 OO0 0010

Windew size value: 512

ceived, s packet los

root@mt

&5 92 8 27 44 94 7b 08 00 45 00
28 00 04 aa Oa 00 01 fe Oa 00
ad oo 5b c8 26 33 ob de

04 oo

Packsts: 128695 « Displaysd: 126695 (100,0%) « O Profila; Dafault
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Traffic Generator(Stream)

{ X

Hide Passwords B (51

A& Quick Set
1 CAPsMAN
mm Interfaces

Traffic Generator Seti
T Wireless 2

Traffic Generator Streams

] .
Default Port: |dynamicl Cancel
por port |+«

ID: [0 | | Disable |
Packet Size: | 1500 Copy
Tx Template: EI

[
|

<]
1iten (1 selected)

N
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First scenario

Testing ynflood rules

* Rules configuration.

*  Preparing the traffic generator to generate traffic with certain
characteristics.

«  Testing the rules with the previous traffic.

IKrow s 37
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Traffic Generator(Quick start)

A Quick Set
i CAPsMAN
| Interfaces
i Wireless
22 Bridge Port: |porﬂ
w2 PPP Interface: |

“15 Mesh
s 1P
g IPvE PPS:
< MPLS MBPS:
# Routing

System
& Queue [Seq - ID | TxPackets |TxRate |RxPackets |[RxRate |LostPacke.|LostRate [+
. 1] 10 120.0kbps Obps 10 1200 kbps
[ Files 10 1200 kbps 0bps 10 1200kbps
|| Leg 10 120.0kbps Obps 10 1200kbps
10 120.0kbps Obps 10 1200kbps
& Radius 10 1200kbps 0bps 10 1200kbps
& Tools [ 50 120.0kbps Obps 50 1200kbps

MNew Terminal
= KV

| J Make Supoutrif
New WinBox

& Manual

B Exi

Stream: |synﬁood

Packet Size:

Tx Template:

e
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Border Router Counters (policy 1)

Safe Mode Hide Passwords

Quick Set Firewall
1 CAPsMAN Filter Rules |NAT Mangle Service Ports Connections Address Lists Layer7 Protocols
Interfa
MV”V Ices EIE‘ E‘ |nu Reset Counters Huu Reset All Counters |
1 Wireless
;’: # | |Action [Chain |Src. Addr... | Dst Addr...[Prot.. |Src. Port [Dst Port [In. Inte... Out In...|Bytes | Packets | v
&5, Bridge 0X %log input 6 (ic etherl 0B 0
=g PPP 1X  %log input Gitc.. 08B ]
i Policy 1
pliesh 2 3 drop _input 6 (tc 0B 0
=P M| gPpoliev2
Ix drop input Gitc... 0B 0
el Pv6 M Poliey 3
<7 MPLS 2 4 X ?mmo input Gitc.. 0B 0
5X ac... synflood 0B 0
#Rouing T | gy 3 drop synflood 08 0
i System I
& Queues
|| Files
|| Log
M Radius
% Tools v
|em New Terminal
B4 KVM
| 2 Make Supoutrif
New WinBox
& Manual
[ Exit
7items (1 selected)

e
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Survey online

Does policy 1 work?

/ip firewall filter add chain=input comment="synflood policy1“ connection-
limit=20,32 disabled=no protocol=tcp tcp-flags=syn action=drop

* No, this rule doesn't drop packets

The rule works but doesn't limit the attack

* Yes, it limits the sinflood attack.




Policy 1

No, this rule doesn't drop packets
Because the attacker never established connections and there is a
connection limit that doesn’t apply




Policy 2

/ip firewall filter add chain=input limit=20,1 protocol=tcp tcp-flags=syn

http://freeonlinesurveys.com/s/JZxVzhiO
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Safe Mode

A5 Quick Set

Firewall Rule <>

Hide Passwords M (&

X

LB General |Advanced Exira Action Statistics

| Interfaces =

1 Wireless e ” * |

a2 Bridge Sre. Address: ‘ |v

= PPP Dst Address: | |-

== Switch

o2 Mesh Protacol: (16 (tcp) [3]a

P " Src. Port: ‘ |v

= IPve I Dst Port ‘ | -

£ MPLS r

7> OpenFlow Any. Port ‘ |'

42 Routing [y P2p: ‘ |'

{5 System r In. Interface: | |-
Queues

2 Out Interface: | |-

Files

[ Leg PacketMark: | |-
Radius

2 Connection Mark: | |-

2 Tools 12

New Terminal Routing Mark | |~

74 MetaROUTER Routing Tabls: | |~

¥ Partition

| Make Supoutrif Connection Type: ‘ | -

New WinBox Connection State: ‘ | -
(&) LiErel Connection NAT State: ‘ | -
I Bt
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A5 Quick Set
L CAPsMAN
== Interfaces
1 Wireless
2% Bridge
=g PPP
= Switch
°2 Mesh
& IP 12
x5l IPvE 2
<7 MPLS 12
> OpenFlow
#: Routing 12
iy System r
& Queues

Files
. Log
i Radius
& Tools 12
New Terminal
4 MetaROUTER
#% Partition

New WinBox
& Manual

I Exit
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Firewall Rule <>

IJUBL]

ANAC FEBRUARY 2016

X

Hide Passwords M (7

WITH

General Advanced | Extra Action Statistics
Src. Address List ” ” -
Dst Address List | |-
Layer7 Protocol: | |-
Content: | |-
Connection Bytes: | ‘v
Connection Rate | ‘v
Per Connection Classifier | ‘ -
Src. MAC Address | ‘v
Out Bridge Port | ‘ -
In Bridge Port | |-
Ingress Priarity. | |-
Priority: | |-
DSCP (TOS): | R
TCP MSS: | R
Packet Size: | Re
Random | ‘v
-4~ TCP Flags
TCP Flags Dlsyn ”i ‘:
[ Invert
-w»- [CMP Options
IPv4 Options:
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Safe Mode Hide Passwords B () Safe Mode Hide Passwords B ()

& Quick Set e & Quick Set
FECALSMAN General Advanced Exira |Action Statistics FECALSMAN General Advanced Extra Action ‘Staﬁsn'cs
s Interfaces s Interfaces
T Wirsless | 7 ComectonLimit s T Witeless Acton: | - | ]
%2 Bridge 4 Limit e = S Apply % Bridge o Apply
i ::n st [ | Disable i :n::n LogPrefc |policy 2 - Disable
Comment Comment

= P I | v Dst Limit 1P 5
sl IPvE R Copy s IPvE r Copy
7 MPLS I v Time Hemore 7 MPLS p Remove
# Rouing I | ~v-Sic. Address Type Reset Counters # Rouing | Reset Counters
& System I | ~v-Dst Address Type Reset All Counters i System r ResetAll Counters
& Queues ~v-PSD & Queves
[ Files ~~ Hotspot Files

|| Log ~v-IP Fragment |2] Log
1 Radius 4 Radius
K Tools r X Tools r
@ New Terminal @ New Terminal
=4 KVM =4 KVM

) Make Supoutif| ) Make Supoutr

New WinBox New WinBox
@ Manual @ Manual

[ES [ES

e
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Survey online

Does policy 2 work?

/ip firewall filter add chain=input limit=20,1 protocol=tcp tcp-flags=syn
action=drop

* No, this rule doesn't drop packets

The rule works but doesn't limit the attack

* Yes, it limits the sinflood attack.

http://freeonlinesurveys.com/s/JZxVzhiO
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Why the counters are incremented 40 every 2 seconds?
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Survey online

Does policy 2 work?

The rule works but doesn't limit the attack
In this case only drops 20 packets every second

http://freeonlinesurveys.com/s/JZxVzhiO




Policy 3

lip firewall filter

add action=jump chain=input comment="Policy 3" jump-target=syn-flood protocol=tcp tcp-flags=syn
add chain=syn-flood limit=100,5

add action=drop chain=syn-flood

http://freeonlinesurveys.com/s/JZxVzhiO




Survey online
Does policy 3 work?

fip firewall filter

add action=jump chain=input comment="Policy 3" jump-target=syn-flood protocol=tcp tcp-flags=syn
add chain=syn-flood limit=100,5
add action=drop chain=syn-flood

* No, this rule doesn't drop packets
*  The rule works but doesn't limit the attack
* Yes, it limits the synflood attack.

http://freeonlinesurveys.com/s/JZxVzhiO
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Policy 3 (First rule)

lip firewall filter
add action=jump chain=input comment="Policy 3" jump-target=syn-flood protocol=tcp tcp-flags=syn

http://freeonlinesurveys.com/s/JZxVzhiO
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Policy 3 (Second rule)

lip firewall filter
add chain=syn-flood limit=100,5

http://freeonlinesurveys.com/s/JZxVzhiO
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LS X

Hide Passwords (5

4 Quick Set Firewall Rule <>
1 CAPsMAN
| Interfaces
1 Wireless
22 Bridge

General Advanced Bxra |Acﬁon Statistics

~w- Connection Limit

Rate: IE
Burst: |5
—w- Dst Limit
~w— Nth
-w-Time

~4- Limit

-w- Src. Address Type
-w- Dst Address Type
- PSD
-w- Hotspot

-w- |P Fragment

li
New Terminal
=4 KVM
| J Make Supoutrif
New WinBox
& Manual

B Exit

A
JOSE MANUEL ROM.AN SECURING AND TESTING WITH Mikror ik 55




Policy 3 (Third rule)

lip firewall filter
add action=drop chain=syn-flood

http://freeonlinesurveys.com/s/JZxVzhiO
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Survey online
Does policy 3 work?

fip firewall filter

add action=jump chain=input comment="Policy 3" jump-target=syn-flood protocol=tcp tcp-flags=syn
add chain=syn-flood limit=100,5
add action=drop chain=syn-flood

. No, this rule doesn't drop packets
. The rule works but doesn't limit the attack
. Yes, it limits the synflood attack.

http://freeonlinesurveys.com/s/JZxVzhiO




Survey online
Does policy 3 work?

fip firewall filter

add action=jump chain=input comment="Policy 3" jump-target=syn-flood protocol=tcp tcp-flags=syn
add chain=syn-flood limit=100,5

add action=drop chain=syn-flood

Yes, it limits the synflood attack.

http://freeonlinesurveys.com/s/JZxVzhiO



http://freeonlinesurveys.com/s/JZxVzhiO

Scenario 2 (Testing QoS)

In this laboratory we will test
packet marking configuration and gueue tree




Winbox
Switch | 192.168.33.2/24
PBX Simulator 192.168.33.1/24 .
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10.1.1.2/24 10.1.1.1/24

L)

£3-

Qos
192.168.100.2/24

192.168.100.1/24

RouterLan

]
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Router Configuration

[admin@VolPPhoneSimulator] > ip address print
Flags: X - disabled, I - invalid, D - dynamic

# ADDRESS NETWORK INTERFACE
0 10.1.1.1/24 10.1.1.0 etherl




Router Configuration

[admin@RouterLan] > ip address print

Flags: X - disabled, I - invalid, D - dynamic

# ADDRESS NETWORK INTERFACE
0 192.168.100.1/24 192.168.100.0 etherl




Router Configuration

[admin@PbxSimulator] > ip address print

Flags: X - disabled, I - invalid, D - dynamic

# ADDRESS NETWORK INTERFACE
0 192.168.8.2/24 192.168.8.0 etherl




Winbox
Switch | 192,168.33.2/24
PBX Simulator 192.168.33.1/24 )
192.168.8.2/24  192.168.8.1/24 VoIP phone simulator

10.1.1.2/24 10.1.1.1/24

£3-

—L7)

Qos
192.168.100.2/24

192.168.100.1/24

RouterLan

]
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Scenario 2

In this case we will try a queue tree configuration that prioritizes voice
traffic. QoS router has mangle rules and queue tree limitations.




Mangle rules

[admin@Qos] > ip firewall mangle print

Flags: X - disabled, | - invalid, D - dynamic

0 ;;; Normal traffic
chain=prerouting action=mark-packet new-packet-mark=Rest passthrough=yes src-address=192.168.100.1
dst-address=192.168.8.2 log=no log-prefix=""

1 ;;; RTP traffic
chain=prerouting action=mark-packet new-packet-mark=VoipPhones passthrough=no dscp=46 log=no
log-prefix=""

2 ;;; SIP traffic
chain=prerouting action=mark-packet new-packet-mark=VoipPhones passthrough=no dscp=26 log=no
log-prefix=""




Dscp values Voip calls

SIP signaling messages will be marked by DSCP value of 26




Dscp values Voip calls

RTP voice audio data will be marked by DSCP value of 46




Mangle rules

[admin@Qos] > ip firewall mangle print

Flags: X - disabled, | - invalid, D - dynamic

0 ;;; Normal traffic
chain=prerouting action=mark-packet new-packet-mark=Rest passthrough=yes src-address=192.168.100.1
dst-address=192.168.8.2 log=no log-prefix=""

1 ;;; RTP traffic
chain=prerouting action=mark-packet new-packet-mark=VoipPhones passthrough=no dscp=46 log=no
log-prefix=""

2 ;;; SIP traffic
chain=prerouting action=mark-packet new-packet-mark=VoipPhones passthrough=no dscp=26 log=no
log-prefix=




Queue tree

[admin@Qos] > queue tree print

Flags: X - disabled, | - invalid

0 name="Out to PBX" parent=etherl packet-mark=
burst-limit=0 burst-threshold=0 burst-time=0s

limit-at=0 queue=default priority=8 max-limit=0

1 name="call out" parent=0ut to PBX packet-mark=VoipPhones limit-at=100k queue=default
priority=1
max-limit=100k burst-limit=100k burst-threshold=100k burst-time=10s

2 name="Traffic from Router Lan" parent=0ut to PBX packet-mark=Rest limit-at=10M
gueue=default priority=8
max-limit=10M burst-limit=10M burst-threshold=10M burst-time=10s
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Queue tree
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Testing workflow

—

N
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Testing steps

We will prepare 3 different packets with Traffic Generator in

VolPPhoneSimulator Router:

« Two packets will simulate VoIP traffic (Rtp and SIP)

« The other packet we’'ll simulate traffic from RouterLan (with
spoofing)

« We create a stream with the three previous packets




Dscp values Voip calls

SIP signaling messages will be marked by DSCP value of 26
A DSCP value of 26 results in a ToS byte value of 104 AF31=0x68
(=104)




Dscp values Voip calls

RTP voice audio data will be marked by DSCP value of 46
A DSCP value of 46 results in a ToS byte value of 184 EF=0xB8
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Rtp packet
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Rtp packet
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Rtp packet
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Rtp packet

Hide Passwords W ()
Packet Template <VolP-RTP>

I CAPs General MAC P ‘UDP

= Interfaces
i Wireless e I(10.1.1.1

Dst: |192.168.8.2
Protocol: |17 (udp) [?|¢ Comment
Gateway: | | Coy

Remove

osce-
P
FagOfset ||

A
v
A
v

4

“ O ¢ O

—
)
R

A d Src.: [—|
M Radius A aost:[ |
X Tools " - Assumed Protocol: ]:‘

[ New Terminal
posumedoscP [ |
posumedPD 0|

N
<SO05E MANUWUEL ROM.AMN SECURING AND TESTING WITH MfKrOl-l-k 81




@ . CLOUD
" NETWORKING MUM EUROPE IJUBLJANA ON FEBRUARY 2016

Rtp packet
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SIP Packet
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Packet from RouterLan (Spoofing)
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Packet from RouterLan (Spoofing)
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Packets from RouterLan (Spoofing)
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Stream
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Stream
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Stream
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Stream
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Running the test
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Checking the results (Router QoS)
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[Tlnt.erfaces lE“E‘ ‘oo Reset Counters ||IJD ResetAll Counters | |-:--'=c‘ | |a||

i Wireless

vl G # | |Action [Chain |Sre. Addr...|Dst Addr...|Prot... [Src. Port [Dst Port [In. Inte...[Out. In... Bytes  [Packets |
Qs .- Normal traffic

=g PPP 1] # ma.. prerouting 192.168.1... 192.168.82 706MiB 49835

Mash . RTP traffic

A5lhEE 1 #ma. prerouting 2078KB 1495

= 1P o SIP traffic

isgl IPVB 2 # ma... prerouting 435KiB 30

<" MPLS

# Routing

o System

& Queuves

| Files

| Leg

A Radius

& Tools [

New Terminal

=4 KVM

| 4 Make Supoutrif
New WinBox

& Manual

B Exit 3items

\:.: -
JOSE MANUEL ROM.AN SECURING AND TESTING WITH Mikros ik 02




= CLOUD
‘ NETWORKING MUM EUROPE IJUBLJANA ON FEBRUARY 2016

Checking the results (Router QoS)

Hide Passwords B ()
A5 Quick Set ]

1 CAPsMAMN
= Interfaces
i Wireless

Jueue List

“# Brid
5 Dridge i Nofm gimple Queues  Interface Queues Queue Tree |QU9UE Types

=4 PPP a

°8 Mesh RTF; IEIIEI @ |00 ResetICn.)unters ||00.ResetAII Counters | ‘
—SPH Name - |Parent |Pack.. [LimitAt . [MaxLi.. |[Avg... QueuedBy..Bytes |Pack. [~|
2 A 2 0utto P.. etherl 101 .. 0B 131.7.. 96707
& Traffi.. Outto PBX Rest 10M 10M 100 ... 703KiB 1304 .. 91191
& call out Outto PBX  Voip... 100k 100k 992 k... 0B 1322.. 5564

=TT uT

=

T

—

]
= | =| ===

System

& Queues

Files

|| Log

M Radius

2 Tools [k
New Terminal
B KVM

| 4 Make Supoutrif
New WinBox

& Manual

[ Exit 3items

3items 70.3 KiB queued 48 packets queued

=
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Checking the results (Router QoS)

Safe Mode Hide Passwords B (7

J& Quick Set [x]
1 CAPsMAN Filter Rules  NAT Mangle |Sewice Ports Connections Address Lists Layer7 Protocols
= Interfaces - | [an E
= = *
7 Wireless l%‘||E||A o L [Ol[x] u
A - i
SN . RT%EE Avg. Rate: |99.2 kbps | Cancel
i |
= P N - SIP T;énettoF Avg. Packet Rate: |51 | PRl
i IPV6 S B Traf
ra Queued Bytes: |{]| B |
Dwes B
8 Routing r Queued Packets: |{]' |
ZYSLEF” e Bytes: [23286KiB | Remove
ueues
B Files Packets: |98ﬂ3 | | Reset Counters |
_ResetAII Counters
[E/\tog Dropped: |{]| |
M Radius
& Tools N PCQ Queues: | |
New Terminal
B KVM ¢ e
| 4 Make Supoutrif iz (fled
NewWinBox |enab|ed
& Manual
B Exit Jitems

‘% -
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Disclaimer

The information provided on this presentation are for educational purposes only. The
author is no way responsible for any misuse of the information.




Thanks a lot
Hvalal

Contact: jose.roman@cloudnetworking.es
Thanks a lot to Fajar Nugroho

https://freeonlinesurveys.com/app#/795807/analyze/-1
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