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About me

Lorenzo Busatti

® Founder of Grifonline S.r.l. (1997)
® Founder of Linkwave (2006)

® MikroTik Trainer (2010)

® Member of RIPE, AMS-IX, MIX-IT
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I'm a MikroTik enthusiast

)

RO
A

UTING & WIRELESS
CADEMY MUM Ljubljana 2016 © Lorenzo Busatti, http://routing.wireless.academy




I'm a MikroTik enthusiast

I'm a MikroTik evangelist
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About me

® Founder (2016) of the

—a

ROUTING & WIRELESS
A CADEMY

Non Profit Organization for
High Quality Training Partners
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Advertising time!

My friend Andrew Cox booked too late for
this MUM, so the presentations slots was
already full.

| promised him to quick advertise his
fantastic product (and for free ©):
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Bright WiFI

Cloud based management software
for ISP’'s and integrators
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Bright WiFi

Clever customer connections.

D
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New vs Returing Users for December 2015
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Bright WiFi

Clever customer connections.

D
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The traffic of your network
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The traffic of your network

s one of the most
importants “things”.
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The traffic of your network

What do you know
about it ?
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The traffic of your network

What is the growth of
vour customer traffic
to Netflix?
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The traffic of your network

What are the top AS
you should peer with?

17



The traffic of your network

Who is the top
bandwidth drawer?

18



The traffic of your network

With few tools you can know

more than you can O
N

Imagine ©

ireless.academy

19



NetFlow in pills

Is a “common” router’s feature

Collect IP traffic statistics

Later will export them to a NetFlow Collector
They’re called: flow record

The format is template based (since the
Version 9): expandable for the future
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NetFlow in RouterOS

Yes, is supported!

Is called: Traffic Flow (netfiowit's a cisco naming....

He’s “living” there: /ip traffic-flow
Exist since ROS v. 2.9

Today support the Versions 1, 5, 9

Check the wiki for the differences .... ©
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Traffic Flow in action

M W B e .

The “Flows”

NetFlow

Collector __ TheClient

(and Analyzer)

)

ROUTING & WIRELESS
“ A CADEMY MUM Ljubljana 2016 © Lorenzo Busatti, http://routing.wireless.academy 22




Two Ingredients

The “Flows” A NetFlow
:l - Collector
[ I
L B (andAnalyzer)
LI
[ [
[ | [ | [
[ [
[ | [ | [
[ [
[ | : [ | : [
\ [ [
Vv V‘LI I
Vy
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Traffic Flow limitations

® Up to RouterOS v. 6.0 will export only RX
traffic of an interface

® Currently RouterOS does not export BGP AS
numbers &

® Hope to see implemented soon .... ©
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The “boring” part

(but very short ....)
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Packet transport protocol

The records are exported using UDP
® The standard port is the 2055 (user defined)

The router does not keep track of flow
records already exported

If a NetFlow packet is dropped all contained
records are lost forever

Doesn’t export the “payloads”
The content isn’t encrypted

\}'
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General structure (v9)

NetFlow Packet header

— Template
® NetFlow Record 1
® NetFlow Record 2

® NetFlow Record n

— Template
® NetFlow Recordn +1
® NetFlow Record n + 2
® NetFlow Record n + n

)
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The packet header

Version number (v1l, v5,v7, v8, v9)
Seguence number
Timestamp

Number of records (v5 or v8) or list of
templates and records (v9)

)
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The Template format

ID

length

Field Count
Field 1 Type
Field 1 Length
Field 2 Type
Field 2 Length
Field N Type
Field N Length

)
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IN_BYTES
OUT BYTES
IN_PKTS
OUT_PKTS
PROTOCOL
SRC_TOS
TCP_FLAGS

)

ROUTING & WIRELESS
A CADEMY

4 SRC_POR’
4 DST POR

(some) v9 Fields

DIRECTION

PV6 SRC_A
PV6 DST A
CMP_TYPE

PV4 NEXT HOP

DDR

DDR

N SRC_MAC

IN_ DST _MAC

l OUT_DST MAC
l OUT _SRC_MAC
PV4 SRC_ADDR  SRC_VLAN
PV4 DST ADDR  DST VLAN

SRC_AS
DST_AS

BGP IPV4 NEXT HOP
IP_ PROTOCOL VERSION
MPLS LABEL (1-10)

IF NAME

IF DESC

FORWARDING STATUS
(lots of subcodes!!!)

MUM Ljubljana 2016 © Lorenzo Busatti, http://routing.wireless.academy 30



Live view
The packet Header

CFLOW 1446 total: 20 (v9) records Obs-Doma

» Frame 731: 1446 bytes on wire (11568 bits), 1446 bytes captured (11568 bits)
» Ethernet II, Src: AxiomTec_52:93:bc (00:60:e0:52:93:bc), Dst: Routerbo_cf:4c:74 (00:0c:42:cf:4c:74)
» Internet Protocol Version 4, Src: , DSt ¢
» User Datagram Protocol, Src Port: 2055 (2055), Dst Port: 2055 (2055)
v Cisco NetFlow/IPFIX
Version: 9
Count: 20
SysUptime: -854209.489001904 seconds
» Timestamp: Feb 23, 2016 12:49:08.000000000 CET
FlowSequence: 45665169
Sourceld: 0
» FlowSet 1 [id=256] (20 flows)

)
-3
-
-
>
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Live view
The Template

v Cisco NetFlow/IPFIX
Version: 9
Count: 20
SysUptime: -854209.489001904 seconds
» Timestamp: Feb 23, 2016 12:49:08.000000000 CET

FlowSequence: 45665169 » Flow 8

Sourceld: O » Flow 9

v FlowSet 1 [id=256] (20 flows) » Flow 10

FlowSet Id: (Data) (256) » Flow 11

FlowSet Length: 1384 » Flow 12

[Template Frame: 19] » Flow 13

» Flow 1 » Flow 14

» Flow 2 » Flow 15

» Flow 3 » Flow 16

» Flow 4 » Flow 17

» Flow 5 » Flow 18

» Flow 6 » Flow 19

» Flow 7 » Flow 20

==B-ROUTING & WIRELESS
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Live view

One Flow

» Flow 1
v [Duration: 1.290000000 seconds (switched)]
StartTime: 854193.160000000 seconds
EndTime: 854194.450000000 seconds
Packets: 4
Octets: 160
InputInt: 8
OutputInt: 3
SrcAddr:
DstAddr: 85.73.239.223
Protocol: TCP (6)
IP ToS: 0x00
SrcPort: 64866 (64866)
DstPort: 61053 (61053)
NextHop: 80.249.208.179
DstMask: 0
SrcMask: @
TCP Flags: 0x14
Destination Mac Address: AxiomTec_52:93:bc (00:60:e0:52:93:bc)
Post Source Mac Address: AxiomTec 06:02:d4 (00:60:e0:06:02:d4)
Post NAT Source IPv4 Address:
Post NAT Destination IPv4 Address: 85.73.239.223
Post NAPT Source Transport Port: 0
Post NAPT Destination Transport Port: 0

\}'

ROUTING & WIRELESS
A CADEMY MUM Ljubljana 2016 © Lorenzo Busatti, http://routing.wireless.academy 33




Summary

The Traffic Flow will “export”

almost “everything” except
the effective “payload”
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Setting up
(the router)
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IP —> Traffic Flow

Traffic Flow Settings =] E3

General 'Status QK
[ IiEnabled ... | | cancel
Interfaces: |local EBE
nterfaces: |loca | v Apply
Cache Entries: |8k H; |
Active Flow Timeout:  00:30:00

Inactive Flow Timeout: | 00:00:15

)
-3
c
=
>
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IP —> Traffic Flow - Targets

Traffic Flow Targets

] ? ‘ﬁ" i ’
/ JPort version >
@1234 2055 9 ]
&5.6.7.5 2055 9
&2.10.11.12 1234 5
Mew Traffic Flow Target =] E3
Address: etFlowCollectorIP Ok
Port: (2055 Cancel
version: |9 apply
v Template Refresh: 20
: Copy
v3 Template Timeout: 1300
Remove
3 ikems
=B P OUTING & WIRELESS
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IP —> Traffic Flow -> Status

| Traffic Flow Settings

General | Status

Cache Entries:
Active Flow Timeout:

Inactive Flow Timeout:

Interfaces: |

(84

Cancel

4
00:01:00

00:00:15

Traffic Flow Settings

General Sbatus

Finished Flows:

Active Flows:

Unmanaged Packets:

Unmanaged Bykes:

895207633

43575

)
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How much resources
will take (the flows) ?

REL
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Traffic Flow “traffic”

There is not an exact formula
to calculate the exported
“tlows”, but I'll show you a
“live” example.

\}'
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Traffic Flow “traffic”

The router traffic

Interface <ether8=

General Ethernet  Status  Traffic

_ The sessions
Tx/Rx Rate:] 297.9 Mbps | 139.8 Mbps

Tx{Rx Packet Rate:| 33166 pjs |/ (25196pfs | 2050 items out of 59656

The “Flows”

[Eth. P...  [Pro... [sre. [Dst. |WLANTd DSCP  |TxRate |RxRate |
800 (p) 17 ... ¢ 3:2055 2055 Obps 1130.3 kbps

OUTING & WIRELESS
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The NetFlow Collectors
(and Analyzer)

REL
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What | need now?

® A Collector will collect the flows exported
by your router.

® An Analyzer will make these data
readable and usable to you.

® Most of the Collectors are Analyzer also.

\}'
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Which one?

Open source;

Closed source;
For Windows;
For Linux;

On the Cloud:;
Paid Vs Free;

& SS
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Examples

wammg%Enginé\)
NetFlow Analyzer

MONITOR

POLYGRAPH

N Colasoft

Get to Know Your Network

¢ Scrutinizer

NetFlow & sFlow Analyzer

&
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Which one?

I’'m not a reseller or a sales representative
of these brands.

Search on the web and “try before buy”
(when possible).

)
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Which one?

In this presentation I'll show you an
example using the cloud services provided

)

by:
POLYGRAPH
http://polygraph.io
ROUTING & WIRELESS
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The most interesting part:

)
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Which traffic?

Just few examples:

Bandwidth monitoring
Applications Used

ldentify visited domains

Top talkers (customers and host)
Geolocate traffic.

Attacks detection.

OUTING & WIRELESS
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Which traffic?
® And since RouterOS 6.33 the fastpath

)
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“Live” dem

all o | all 22-02-2016 - 22-02-2016 All applications « bits/s ~ L I o & peering v
APPLICATIONS Application Breakdown - all a8 Application Breakdown - all s Legend
(&
4
PROTOCOLS 8 \éVWWt 4
ncrypte
P2P - 9.57% P2P - 9.57% @ P2P
Others
VolP
E Total Total O Mail
ncrypted - 10.33% 279.2 Mb/s Encrypted - 10.33% 279.2 Mb/s -
' ' © Streaming
AITOZOOM Instant Messaging
DNS
WWW - 70.35% WWW - 70.35% .
@ File transfer
GEOLOCATION O Games
ANOMALIES
Temporal Evolution s
300 Mb/s | all
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R’

APPLICATIONS

,(«

PROTOCOLS

AUTOZOOM

&9

GEOLOCATION

A

ANOMALIES

REPORTS

“Live” demo

all ol all 22-02-2016 - 22-02-2016 World wide web ~ bits/s ~ Relative v D, - peering
Application Breakdown - all a8 Application Breakdown - all s Legend
> WWW > WWW
google.com - 20.22% google.com - 20.22% O Www
facebook.com - 12.78% linkwave.it - 62.139 facebook.com - 12.78% linkwave.it - 62.139
akamai.net - 6.55% akamai.net - 6.55%
WWW - 196.5 Mb/s WWW - 196.5 Mb/s
Total Total
279.2 Mb/s 279.2 Mb/s
Source M De Source M De

Temporal Evolution =

> WWW

100 Mb/s

all
200 Mb/s

Ob/s

100 Mb/s

A — U V"V S W/\/VN\\/\WJ\/\/\ A
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ADEMY MUM Ljubljana 2016 © Lorenzo Busatti, http://routing.wireless.academy

Start: 22-2-2016 14:00 l — e TR -
End: 22-2-2016 23:10 Mon égEeb‘ p—— IDg L\NI o . AbéIAM‘ D e \0ng — s 12,IEM B— 03 IPM ;‘06 IPM
ROUTING & WIRELESS



“Live” demo

all o | all 22-02-2016 - 22-02-2016 | World wide web ~ T Rl Relative ~ © | &peering v
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Start: 22-2-2016 14:00 P ottt SRS
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“Live” demo

all o  all 22-02-2016 - 22-02-2016 World wide web ~ bits/s « » & peering v
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“Live” demo

all o all 17-02-2016 - 22-02-2016 Streaming and P2P TV ~ bits/s o & peering v

R

APPLICATIONS Application Breakdown - all a8 Application Breakdown - all e Legend
(& > Streaming > Streaming
PROTOCOLS ;LOAPS(:IAST
(O NetFlix
Streaming - 1.8-Mb/s Streaming - 1.8 Mb/s RTP
Shoutcast
SOPCAST - 37.34% 197T_gtaM'b i SOPCAST - 37.34% 197Tgt:,'|b i DCE RPC
T Co s FLASH - 56.6 FLASH - 56.6 MREG
GEOLOCATION
ANOMALIES
Temporal Evolution =
> Streaming
6 Mo/s | all
REPORTS
4 Mb/s
2 Mb/s
0b/s
2 Mb/s
0* 4 Mb/s
AP? /\ / ‘ & )f\\ ) Z a , A 2
Stal't. 17"2‘2016 00.00 '/\\A h/_/\/\,K. A \’\/ S v\,\/" \/\,/ 2 _\ /\; ‘J\/J \,//\f \ v/\f\p\/y\‘\ /Jﬁ .‘LN/—J ~"\/ \\,\/P\» e A/_’\// N\ \
*\ /V ST D" Y S AJ = = \ K/ ~\ . P ’\J\ —_— /_/L»/\/ \’\/—V\/J*\v-/\ a2 . I /
Q End: 23-2-2016 00:00 Ned 17/Feb 12RM~ Y \;rht( 6Feb  /AZPM A\ Fri19¥eb 1@PM\ A% \§gr/2}\Feb \ f2 PMy -/ \suf 21 Feb 12PM\ /" Mon22
CONFIG v v
i P-4
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“Live” demo

17-02-2016 - 22-02-2016

Encrypted and Tunneling ~

® All applications

bits/s = Relative ~

O Cisco Skinny

& peering v

gt Cisco VPN |
APPLICATIONS Application Breakdown - all el - G‘;EO & Legend
C DNS = GTE S
All applications > Encrypted ;
O
PRO%COLS - DlreCt Onlo . © HamachiVPN SSL
© File Sharing P2P @ HTTP Proxy © :—TTSTEPCC :
TOP N Encrypted - 20 Mb/s File transfer IPin IP S onnec
Total © Games O IPSEC PPTP
fh 1972 M08 O Instant Messaging IPSEC/UDP IPinIP
AUTOZOOM O Ma|I O |SAKMP
@ Services and Others L2TP '
A @ Streaming and P2P TV (’\)’e”\"f’/t;‘?\]”
A SSL - 97.17% O Voice and Video over IP : ng”
© World wide web
ANOMALIES PPTP
" Temporal Evolution :Of‘f:;h t ar
o) erne
FLOWS All applications > Encrypted O SSH
all SSL
3 30 Mb/s =@ © SSL (no cert) e A
REPORTS Vw/ /‘ SSTP " Ww ‘r\ /
20 Moss | M/x/\\f\ A S " ® Teredo b \ .
10 Mb/s |\ J\, - genechel ™ e WY TOR ; - \
| Y b © UltraSurf w2 *
oOb/s | UPnP
O VPN-X
10 Mb/s | /v o P s VTUN VA o
W . o ‘ A O YourFreedom Tunnel NY . y
A A\ al = - » J 4 7
e
API Start: 17-2-2016 00:00 MW\
24, End: 23-2-2016 00:00 Ned 17Feb 2 PM Thu 18 ; Fri19 PM Sat 20 PM Sun 21 2 P Mon 2
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“Live” demo

all o all 21-02-2016 - 23-02-2016 File Sharing P2P ~ bits/s ~ ¢ & peering
APPLICATIONS Application Breakdown - all = Application Breakdown - all ad Legend
(@ > P2P > P2P |
s ‘ BitTorrent
O eDonkey
Thunder/Webthunder
P2P - 31.9 Mb/s P2P - 31.9 Mb/s
Total Total
223.7 Mb/s 223.7 Mb/s
AUTOZOOM
GEOLOCATION
BitTorrent - 99.83% BitTorrent - 99.83%
ANOMALIES
Temporal Evolution a8
> P2P
all
40 Mb/s
REPORTS
20 Mb/s
0b/s
20 Mb/s

Start: 21-2-2016 12:50

End: 22-2-2016 04:40
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O CitrixOnline GotoMeeting

FiCall

© Generic Voice
H323

O IAX
Iskoot

O Lync
MGCP

O MyPeople
NOE

O ooVoo
Scydo
SIP
Skype

O Tango
TeamSpeak
Truphone
Ventrilo

O Viber
VoipSwitch VolP Tunnel

)

ROUTING & WIRELESS
A CADEMY

“Live” demo

O AdobeCon...
Apple iTunes
AV
DCE RPC
O Feidian
FLASH
© Funshion
Grooveshark
O Icecast
iPlayer
O IPTV
Kontiki
Last.fm
MMS
O Mojo
Move
MPEG

Multimedia...

O NetFlix
Octoshape
O OGG
OGG Vorbis
© ORB
Pandora
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O PPLIVE
PPSTREAM

O QQLive
QUICKTIME

O RealDataTr...

REALMEDIA
O RTCP
RTP
RTSP
Shoutcast
O Slingbox
SOPCAST
Spotify
TVANTS
O TVUPLAYER
Vcast
O VeohTV
VeohTV
) Webex
WebM

O WINDOWS...

YouTube
© ZATTOO

O Gmail
IMAP
) IMAPs
Lotus Notes
O POP
POPS
O SMTP
SMTPs
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O Activesync
AFP

) Apple
BGP

O Blackberry
Citrix

O CitrixGoTo
collectd

O ComodoUnite
Corba

O DHCP
DHCPvV6
EGP
123V5

O ICMP
ICMPVv6
IGMP
IPP

O JAP
JBK3000

O Kerberos
LDAP

)
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“Live” demo

O LDP
LPD

O Mapi
msSQL

O MySQL
NETBIOS

O NetFlow/IP...

NFS
O NTP
Oracle
OSPF
PCAnywhere
O PostgreSQL
RADIUS
RDP
RemoteScan
O RSync
SAP
O SCTP
sFlow
© Skinny
SMB/CIFS

O SNMP
Socrates

O SSDP
STUN

O Syslog
TDS

O TeamViewer
Telnet
Tunnelvoice
Ubuntu ONE

O UltraBac
Usenet
VMWare
VNC

O VRRP
WAP-WSP

O WAP-WTLS

WAP-WTP-...

© WebDAV
Whois-DAS

© WindowsU...

XDMCP

O eBuddy
Fring

) Gadu-Gadu
Goober

O Google Talk
IMO

O IMplus
IRC

O Jabber
MEEBO

O MSN
MSRP
NIMBUZZ
Oscar

O Paltalk
POPO
QQ

Unencrypted Jabber

O WhatsApp
XDCC
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O Armagetron
Battlefield
ClubPenguin
CrossFire

O Dofus
Fiesta

O Florensia
GameKit

O Guild Wars
Halflife2

O MapleStory
PS3
QQGame
Quake

O rFactor
Second Life
SplashFighter
Steam

O Warcraft Il
Wii

O World of Kung Fu
World of Warcraft

XBOX
=SB D OUTING & WIRE
lHlla'cap

“Live” demo

O Aimini
ANtsP2P

2 Appleduice
Ares

O Bitcoin Mining
BitTorrent

O DirectConnect
eDonkey

O eDonkey
Freenet

O Gnutella
Gnutella
iMesh
Kazaa/Fasttrack

O KaZaa/Fasttrack
Manolito
Mute
OFF

O OpenFT
Pando

O Soulseek
Soulseek

) StealthNet

Thunder/Webthunder

© UUSEE
WinMX
© WINNY

O Cisco Skinny
Cisco VPN

O GRE
GTP

O HamachiVPN
HTTP Connect

O HTTP Proxy
IPin IP

O IPSEC
IPSEC/UDP

O ISAKMP
L2TP
NetMotion
OpenVPN

O PPP
PPTP
Socks
SoftEthernet

O SSH
SSL

O SSL (no cert)
SSTP
Teredo
TOR

O UltraSurf
UPNP

O VPN-X
VTUN

O YourFreedom Tunnel

MUM Ljubljana 2016 © Lorenzo busatti, http://routing.wireless.academy

O Apple iCloud
Dropbox
FTP
TFTP

O DirectDownloadLink
Filetopia
Skyfile postpaid
Skyfile prepaid

O Skyfile rudics
Wuala

© DNS
LLMNR
2 MulticastDNS
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(]

Live” demo

@

AEFLICATIONS Protocol Breakdown - all a8 Protocol Breakdown - all (=189 Legend
(&
A
PROTOCOLS O TCP
UDP - 14.75% UDP - 14.75% ) UDP
O ICMP
© IPSEC-ESP
© IPv6-ICMP
Total Total GRE
223.7 Mb/s 223.7 Mb/s
AUTOZOOM O IGMP
@ IPv6
GEOLOCATION TCP - 85.08% TCP - 85.08%
ANOMALIES
Temporal Evolution =1e9
300 mbss | all P
REPORTS G A .
200 Mb/s [
100 Mb/s
0 b/s
100 Mb/s

200 Mb/s [y

Start: 21-2-2016 12:50 o g R
End: 22-2-2016 04:40 Sun21Feb """Gs‘lm\\W_\Jz:g[vl 06 PM Monﬁglg,s:eb'* e AV —
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“Live” demo
Y - e o [ o oo oe=a

APPLICATIONS Protocol Breakdown - all (=1E9 Protocol Breakdown - all a8 Legend

,(4 All applications > DNS > DNS

All applications > DNS > DNS
PROTOCOLS O UDP
TCP - 16.34% TCP - 16.34% © TCP

TOP N

Total Total
110.8 kb/s 110.8 kb/s

idh

AUTOZOOM

3

GEOLOCATION UDP - 83.66%

A

ANOMALIES

UDP - 83.66%

Temporal Evolution

=\e)
=

FLOWS All applications > DNS > DNS
all
@ 200 kb/s
REPORTS

100 kb/s |

0b/s

100 kb/s
3
3
o Start: 21-2-2016 12:50 S
o End: 22-2-2016 04:40 Sin2TFeb— 06AM  12PM  06PM  Mon22Feb omm Feb 06 AM 12 PN
CONFIG
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“Live” demo

o

APPLICATIONS Top Addresses Top Conversations Top Autonomous Systems Top Ports
(&@
ERSLEZNSS Top Addresses - all = Top Addresses - all =
TOPN Source M Destination Source M Destination
2 31.13.64.15 31.13.64.15
God 185.26.141.208 185.26.141.208
AUTOZOOM 31.13.64.7 31.13.64.7
31.13.93.15 31.13.93.15
g}@ 13.107.4.50 13.107.4.50
SEOLOCATION 31.13.64.52 31.13.64.52
217.19.146.199 217.19.146.199
3 S
@ 217.19.146.200 217.19.146.200
ANOMALIES
8 Mb/s 6 Mb/s 4 Mb/s 2 Mb/s 0b/s 2 Mt 8 Mb/s 6 Mb/s 4 Mb/s 2M
FLOWS
Top Conversations = Top Ports =1y
REPORTS
all Mall Srcall MDstall  Srcall M Dstall
46.105.55.96 - 212.84.50.225 443 TCP —
) -199.66.238.115 46'1°§'f 80 TCP
i mel | ARl
Sepri 5 198.41.2
87.248.201.165 - 5 At 1935 TCP
4 e 1 8777 TCP
80.249.211.49 - 128.199.52.181 80208 2 53561 TCP
5 ol 1024 UDP
2.18.213.34 - 3 211'20201'; 5060 UDP
217.19.146.200 - 212.84.50.18 S 50704 UDP
) 217.19.1
{@,i}
ol
API M/\/h\\\_v
Start: 21-2-2016 12:50 w
| I | I I I I I I I
._,:jz; End. 22_2_201 6 0440 Sun 21 06 A 12 PM 06 PM Mon 2 06 2 PM 06 PM Tue 2 06
Collegati a # in questa pagina
A
I
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@
o RN T e ) - oc=a

APPLICATIONS Summary Top Addresses Top Conversations Top Autonomous Systems Top Ports

(&
4
RRolils Top Source Autonomous Systems - all =1E Top Source Autonomous Systems - all a8
TOPN Source M Destination Source M Destination
é"z} 15169 : : : 43942 15169
AUTOZOOM 3293; 15169 32934 15169
16509 16509
60772 60772
3269 3269
22822 22822
@f’* 29834 29834
9 20940 30934 20940 32934
b 3269 3269
GEOLOCATION 8075 8075
2906 2906
202018 202018
16509 1267 16509 1267
: 8075 8075
é& 12874 12874
ANOMALIES
50 Mb/s 0 b/s 50 Mb/s 100 Mb/s 150 Mb/s 50 Mb/s 0 b/s 50 Mb/s 100 Mb/s 150 Mb/s
FLOWS
Temporal Evolution (Source - Destination) =
REPORTS
200 Mb/s | all
100 Mb/s
|
|
0 b/s :
I
100 Mb/s
13 200 Mb/s | ali

<+
AR Start: 21-2-2016 12:50 M’NM

I I I I

Lo I End: 22-2-2016 04:40 & WM WW

CONFIG
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“Live” demo

Polygraph [El o | all 21-02-2016 - 23-02-2016 | All applications ~ a

&R

APPLICATIONS

all - Destination all - Destination all - Source

dﬁ:

PROTOCOLS

TOP N

ad

Gud

AUTOZOOM

&)

GEOLOCATION

A

ANOMALIES

REPORTS

/¥

Powered by MaxMind GeoLite (CC BY-SA 3.0)

+ . T i
it Start: 21-2-2016 12:00 WVW
Lo B End: 22-2-2016 23:30 S WWMM

CONFIG |
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“Live” demo

Polygraph [l £ | all 21-02-2016 - 23-02-2016 | All applications ~

APPLICATIONS all - Source

&
Y

PROTOCOLS ‘ Traffic Location

AUTOZOOM

&2

GEOLOCATION

A
A B

&

ANOMALIES Mountain View: 46.3 Mb/s

REPORTS

i Start: 21-2-2016 12:00
o End: 22-2-2016 23:30
CONFIG
. ®
— WIRELESS

&
D EMY

o=

all - Destination all - Source

all - Destination

X

Powered by MaxMind GeolLite (CC BY-SA 3.0)
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“Live” demo

You can also make reports,
watch and export the store
flows, and ........
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“Live” dem

Polygraph Q Search & peering ~

APPLICATIONS all
PROTOCOE S Anomalies =1y
ol “‘
RN 300 Mb/s
200 Mb/s
AUTOZOOM
100 Mb/s
GEOLOGATION Obve 4 : ' : ' : ' ' ' : :
12 PM 03 PM 06 PM 09 PM Mon 22 Feb 03 AM 06 AM 09 AM 12 PM 03 PM 06 PM
ANOMALIES )
Filter... 1 -4 of 4 (0 below baseline; ~ Show)
FLOWS v Id Type First detection Last detection Source Destination Protocol = Autonomous System Bits Packets Flows
‘ @ #1284 Horizontal scan ~ 22-2-2016 00:28 22-2-2016 00:37 189.203.240.181:*  *:22 TCP 64097 — * 9232Mb 1.3 Mp 88.9kf F
\ v
f . @ #1285 Application Layer 22-2-2016 00:28 22-2-2016 00:37 *>.20 189.203.240.181:* TCP * - 64097 13Gb 13 Mp 88.3kf
REPORT: it 2
@ #1324 Application Layer 22-2-2016 06:30 22-2-2016 06:32 217.172.189.11:8584 *:* UDP 8972 — * 1Gb 2885kp  25.7kf
@ #1418 Application Layer 22-2-2016 17:22 22-2-2016 17:25 209.126.122.25:5235 *:* UDP 30083 — * 771.5Mb 217.3kp  453kf F
API W
Start: 21-2-2016 12:00 L .. ctmanand
| I | I I I I | I
End: 22-2-2016 23:30 Sun 21 06 Al 12 PM 06 PM Mon 2 06 M 06 PM Tue 2 06
CONFIG
A

& WIRELESS
A CADEMY MUM Ljubljana 2016 © Lorenzo Busatti, http://routing.wireless.academy 68




Security

The security is another application of the
Traffic Flow.

My contents will stop here, hope you'll
enjoy a dedicated presentation this evening.

)
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Wrap up

‘/With the Traffic Flow and a NetFlow
Analyzer you can know what happen in
vour network and the kind of traffic
exchanged by your customers

‘/From this privileged point of view you
can manage, plan and prevent the
“things” of your network.

)
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Wrap up

‘/I hope you’ll deploy soon your
privileged “point of observation” ©

)
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Thank you!

Q&A

http://training.grifonline.it
training@grifonline.it
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