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Goals e

* With this presentation we seek to explain:
— Concepts involving HTB
— New features introduced
— What you can achieve

* Trying to get a holistic picture from the
available documentation



Topics

Concepts

The linux kernel queue_run()
Queuing

— Queue type / kind / size

The HTB Algorithm

— Token / Buckets

— Classes
— Putting everything together

Configuration basics
Real-time Lab demonstration
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Concepts

e Scheduling
* Shaping
* Queue
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The truth about Queues

 Queues are located between the system and the
interface and determine how data is SENT from
the interface itself.

* Queues can be used to buffer the excess of
output bandwidth to prevent packet loss in case
of bursts —and this is generally GOOD

* TCP/IP, because of the way it works, will try to fill
any queue you offer it. Queues create latency
that affects interactivity for example when your
keystroke must traverse a long queue — and this is
generally BAD
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Proof of Concept

(€]

Session  Settings Dashboard Session  Settings Dashboard

— ] -4 @ admin@6C:3B:68:14:7C:5A (TARGET} via 192.168.88.1 - WinBox v6.37.5 on hAP lite (smips) — O X

[ ][] | safe Mode N
A Quick Set A Quick Set af=
3 CAPSMAN Test ID: [0 | Start I CAPSMAN ace | Inteface Lst | Ethemet  EolP Tunnel | IP Turnel | GRE Tumnel | VLAN | VRRF | Bonding | ...
| Interfaces S| : - Stop | Interfaces W B [ i e i T |‘
=t Pot: | 14 [ Gow e [Actual MTU_[L2MTU [Tx R v
L2 Brdge : 2£ Brdge _ B 1792 bps Obps |
&% PRP Interface: | |* | New Window = ppp 1500 1598 Obps Obps |
- s i — 1500 1598 655 kbps 10.4 kbps
=2 Switch ket | fiw 5= Switch 1500 1588 79.9 kbps [*16.0 Mbps |
12 Mesh PPS: | i: 18 Mesh Wireless .. 1500 1600 Obps 2z
&P r MEPS: [15 |# &P r

.- [ + s
%’ MFLS Tt Template: | = &P NELS r
2 Routing i #2 Routing -
: [seqg /[ID |Tx Packets  [Tx Rate |Bc Packets  |Rx Rate [Lost Packets |Lost A7 | =
§o | bl SESA L Sl St s Lo i) > R ] [ | |
&3 System 55 0 579860 15.0 Mbps 100 76.0kbps 27886 14.4 £ e b I L*]
& Queuss 56 0 27386 15.0 Mbps 100 76.0 kbps 27886 14, & Queuss Sitems
= 57 0 279868 15.0 Mbps 100 76.0 kbps 27886 14, ==
1 Fil = Fil
—— 2 0 27985 14.9Mbps 100 76.0kbps 27aes 14l — e : : [
|l Log 59 0 279870 15.0Mbps 100 76.0 kbps 27887 14 |l Log General | Advanced | Statisics Traffic | Total | Total Statisics R
M Radiis 0 0 279860 15.0 Mbps 100 76.0 kbps 27886 14 . Radus I:
% o 1L 0 279250 14.9Mbps 100 76.0 kbps 27885 14 e : Target Upload Target Download Eonodd
A Tools I |le2 0 27986 15.0 Mbps 100 76.0 kbps 27886 14, A, Tools ; - }
[ New Teminal 63 0 279840 143 Mbps 100 76.0 kbps 27884 14 [ New Teminal Rate: 5.4 Mops | [B3.7kbps | Fpply
s . |ss 0 279880 15.0Mbps 100 76.0 kbps 27888 14 - | e e e | (98 |
|4 Make Supoutrif | gg 0 279850 14.5 Mbps 100 76.0kbps 27885 14, |4 Make Supout i | P =P Disable
@ Manual 66 0 279260 15.0Mbps 100 76.0 kbps 27886 14 @ Manual
- 67 0 279870 15.0Mbps 100 76.0 kbps 27887 14 Comment
O New WinBox [ 27395 15.0Mbps 100 7B.0kbps 788 14 9 New WinBox II
E ex 63 0 273850 14.9Mbps 100 76.0 kbps 27885 14 E e By
0 27986 15.0Mbps 100 76.0kbps 27886 14 I Uplo=d: 5.4 Mbps Remove
71 0 279864 150 Mbps 100 76.0 kbps 27886 14 e
2 0 279850 149 Mbps 100 76.0 kbps 27885 14 Reset Courte]
7 0 279268 15.0 Mbps 100 76.0 kbps 27886 14
TOT 0 20428350  14.9Mbps 7383 76.5kbps 2035482 14 Reset Al Count
Torch
~ J Bl Upload Packets: 12 840p/s
Bl Download Packets: 98 p/s
.| | »
20 tems |enabled
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The Linux Kernel

MK Installation of HTE on Slac.. =

(' ii'il lartcvger.kernel.narkive.com/ligTFums/installation-of-htb-on-slack-v8-0
MAILINGLIST ARCHIVE lartc@vger kernel.org Search..

Discussion . o
d1o reply)

nstallation of HTB on Slack v8.0 Lot
Grzegorz Skrzypczak 15 years ago
Hi All,

I'm looking for something to give me possibilty to manage the bandwidth inside my FastEthernet LAN. | found
HTB code but | don't know how to install it on my Slack v.8.0 with kermel version 2 4 18 (without any QoS
functionality compiled in to kernel). Right now my network is running without any bandwidth limitations. Could

any one help me to understand the idea of HTB's class hierarchy? What external pckeges should | download
and install? Do | really need "iproute2"? How to compile HTB code (where is the source code to compile?)?

Hope for helping me

regads,
Grzegorz "Greg" Skrzypczak

Alfredo Giordano 15 years ago

Try following the following step:

all the kernel source package

2 Read all wecomoile the kernel

3 download the HTE patch code and apply it to your kernel source tree

4 download the patched tc binary and replace your oniginal tc

5 compile the kernel with the QoS and HTB options compiled in the kernel (not as module)
6 read all the lartc howto

vou should get trough

cheers
alfredo

© TITANIA NETWORKS LTD 12
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The Linux Kernel &

* The forwarding stack or the local process
sends data to the kernel.

 Kernel enqueues data to the queue-type
selected for the queue and immediately tries
to run the queue to the hardware using
queue_run()

* The function will call dequeue() according to
the queue-kind algorithm to send to hardware
(provided hardware can take as much).
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e Simple Buffer

FIEC

* Defined by queue-size
N * Can be bytes or packets
o

dequeue() los= mun
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dequeue()

SFQ

F1H(O)2 \\
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* Attempt to
distribute
opportunity to
transmit fairly

=1 =| | =] . .
o 2 o S e Hash function to fit
| E = £ traffic in separate
FIFOs
""" . . dequeue()_ with

0] £ round robin

8 [ |

2@ .| 0 M || Time 2

gle|m|o 3

Round Robin Dequeuing Algorithm

—- 08
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* Control the rate of dequeuing counting the
number of packets/bytes dequeued is
complex and timers dependent.

* |Instead of calculating the current usage, one
method, used widely in traffic control, is to
generate tokens at a desired rate, and only
dequeue packets or bytes if a token is
available.
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ol P gresstatsssasmanssnasees lokens
replenished
1 Y alb rale .
1 ofll 2l * Built on tokens and
=& buckets
s * Packets are only
D_' EE-IJ available tokens transmitted if there
ol e are sufficient
| vL tokens available.
s ® Otherwise, packets
o= are deferred.

e |t will introduce an
artificial latency

dequeue()

Wait uniil
tokeni =) are
availabsle.
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Buckets o

* [n the case that a queue does not need tokens
immediately, the tokens are collected until
they are needed.

* The number of unused tokens that can be
stored depends on the size of the bucket.

* A queue that has tokens available can initially
dequeue a larger number of packets or bytes
before tokens are depleted.
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HTB - Classes

rool

Hierarchical class structure

nner mnner -

fokens wsed o
chirld class are

other leaf

charpged 1o pasreni

olase0s Note: HTB will not

5 i : delay packets at
Ve

inner level only leaf

classes

dequeue()
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e Children classes borrow tokens from their parents
once they have exceeded limit-at.

* A child class will continue to attempt to borrow until
it reaches max-limit

* It will then begin to queue packets for transmission
until more tokens are available.

ope  mte  lemelson

child < limit-at dequeue() based on all available tokens

child limit-at < rate <max-limit dequeue() try to borrow tokens from parent
child > max-limit delay packets

parent < limit-at lend tokens to children

parent limit-at < rate < max-limit try to borrow from parent if any, lend to children
parent > max-limit no borrow, no lend

© TITANIA NETWORKS LTD 20
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HTB-Burst

 Burst is a feature that allows to satisfy queue
requirement for additional bandwidth even if
required rate is bigger that max-limit for a limited
period of time.

e Burst can occur only if average-rate of the queue
for the last burst-time seconds is smaller that
burst-threshold.

* Burst mechanism is simple - if burst is allowed
gueue will receive tokens at burst-limit rate.
When burst is disallowed queue will receive
tokens at max-limit rate.
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HTB — Wrap up PR

At the end of the day the amount of readily
available tokens in the child class will define
its behavior.

We can set how fast the token replenish with
the max-limit or burst-limit.

Until RouterOS version 6.35 bucket size was
hardcoded to max-limit/10. This is why default
value is set to 0.1.

Now it will accept values from 0 to 10
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The New HTB Diagram """

¢TDKENS*

| TOKEN RATEIS [ RATE
BURST-LIMIT

BURST-THRESHOLD
BURST-TIME
AVERAGE RATE

PARENT QUEUE
TOKEN BUCKET

ATt Bt gt
TOKEN RATE IS AR

MAX-LIMIT

LIATT- AT
LARGER THAM
HBURST-LIRT?

TOKEMN RATE IS FATE
LIMIT-AT

A TC M ................................+
; EXTRA TOKENS | TOKEM RATE

\TOKEN BUCKET @ DROP

BURST-LINIT
BAX-LINIT
LIBAIT-AT

Crriry

QUEVE-SIZE

BT

QUEUVE-TYPFE

PACKETS €8
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How much traffic will pass "' ANA

Unrestricted?

This is calculated as follows:
Bucket Capacity = bucket-size * max-limit (or burst-
limit, if burst-limit is being used)

Default Bucket with 10M max-limit

0.1 *10M = 1M

This will allow 1M of Data (Not bandwidth!) to go at
unrestricted speed!



@é admin@192,168,88.1 (SOURCE) - WinBox v6.37.5 on hAP lite (smips)

Session  Settings Dashboeard

Default Bucket Size

Session  Settings Dashboard
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A Quick Set
1 CAPsMAN
| Interfaces
3 Wireless
'Si Bridge
= PPP

=z Switch
212 Mesh

5 1P

7 MPLS
#2 Routing
gy System
Q Queues
] Files

|| Leg

M Radius
A Tools I

B New Teminal

oo e ] |

| & Make Supout rif

& Manual
@ New WinBox

E e

Session:|192.168.88.1|

Terminal

duration:
rX-CUrrent:
rx-10-second-average:
ri-total-average:
random-data:

direction:
[admi
ection=receive
acatus:
duration:
rE-CUrrent:

rx-10-3econd-average:
rx-total-average:
random-data:
direction:

1=receive
acatus:
duration:
TE-CUrrent:
ri-10-second-average:
ri-total-average:
lost-packets:
random-data:
direction:
ri-size:

[2dmin@SCURCE] > /tool
ection=receive

status:

duration:

rX-CUrrent:

rx-10-second-average:

ri-total-average:

lost-packeta:

random-data:

direction:

rx-gize:

253
9. 6Mbps
9. 6Mbps
g.9bps
no

receive

n@SOURCE] » /tool bandwidth-test address=172.16.1.254 protocol=tcp di

running
l4s

9. 6Mbps
3., 6Mbps
9. 7Mbps
no
receive

n@S0URCE] > /tool bandwidth-test address=172.16.1.254 protocol=udp di

running
30s
11.5Mbps
10.1Mbps
10.3Mbps
15

no
receive
1500

bandwidth-teat address=172.16.1.254 proteocol=udp dir|

running
273
10.0Mbp3
10.0Mbps
9. 9¥bps
g1

no
receive

1500

B [Q quit|D dump|C-z pause]

At Quick Set
1 CAPsMAN
| Interfaces

1 Wireless

&, Tools
3| New Teminal
| = Make Supout rif

& Manual

| Bthemet  Loop Protect  Overall Stats  Ric Stats | T Stats | Status Treffic |

o

Tw/Fx Rate: E-B_.é-mbps ia’mps | Cancel

Tw/Rx Packet Rate: 823 p/s |/|2pss | g
FP To/Fix Rate: [10.1 Mbps | /1152 bps | liDisable
FP T/Rx Packet Rate: |843p/e. [ /[2pte. ] @

/P Bytes: |2656.3 WiB | /8281 mig | Torch

Tw/Rx Packets: 2345 923 | /[12 170570 | Cable Test

Ta/Re Drops: [0 | /o | Blink

Toe/R Eors: [0 /[0 | | [ Reset MAC Addres

T 5.5 Mbps
WRx 1216 bps

Reset Counters

U

I Tx Packet: 823p/s
B Rx Packet: 2p/s

|enabled |running

|link: ok
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How much traffic will pass "' 'AN A

Unrestricted?

Large Bucket with 10M max-limit
10 * 10M = 100M

This will allow 100M of data to go at
unrestricted speed!!!
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Large Bucket Size

@ admin@192.168.88.1 (SOURCE) - WinBox v8.37.5 on hAP lite (smips) = O x> TC:5A (TARGET nBo 3 n = O b
Session  Settings Dashboard Session  Settings Dashboard
e [ | o = T T T o]
[1][ x| [ Safe Mode | Session:[192.168.88.1] cPufe% B |2 ¢ | SefeMode | Session:[6C:3B:6BIATCEA EE
,ﬁ Quick Set Teminal 'ﬁ-.Ouick Set Bl rteace <ethert>
1 CAPsMAN 3 CAPsMAN | Ethemet Loop Protect Overall Stats R Stats  To Stats | Status  [raffic ‘ P
8 Interfaces 8 Interfaces T/ Rate: (9.9 Mbps | /656 bps | S
L freless 1 Vislees /R Packst Rate: [822p/s | /e | Aoy
%2 Biidge 32 pidge : i
=4 PPP = PPP FP To/Rx Rate: |10.1 Mbps | /1776 bps | liDisable
== Switch =z Switch FF To/Fx Packet Rate: |839p/s | /[3pss | IE
“18 Mesh =15 Mesh ;
= b = Toc/Fx Bytes: |2930.1 MiB | 7|828.7 MiB | Torch
e flalard 1004 HHE TTTITITIITT HHE - = e = s
& MPLS [ e i1l KK TTTTTITIIIT HEE 7 MPLS Ta/Rx Packets: |2 535 527 | 412179155 | Cable Test
MMM MMMM MMM @ III KKK KKK BREERERR CO0000 TTT III FKEK KEE| f ¥
- 4 Fout | /1 [ ok |
% Routing "'| wer v s IIT KKRKK = BRR RRR 000 0CO  TIT  IIT KEKKK 8 Routing Lriatiss (/10 | e
458 System [ MMM MMM III EEK KKK RERRRR o060 000 TIT III KKK KKK 450 System Toe/Foe Ermors: |0 | 4o | Reset MAC Addre:
MM MMM IITI EEK EEE RRR RER 000000 TIT III FKEK KEE|
Q Gueues Q Queues Reset Counters
5] Fles MikroTik Router0S 6.37.5 {c) 1999-2017 http://www.mikrotik.com/ |51 Flles
L Log [2] Gives the list of available commands L L
‘@. Radius cormand [?] Gives help on the command and list of arguments _@. Radius
. b
kTooIs [Tab] Completes the command/word. If the input is ambiguous, A Tools
|| New Teminal a second [Tab] gives posaible options | New Terminal
| = Make Supout if Move up to base level | = Make Supout.if =;))(( !;.é‘sl\;bzs ll l l l
& Manual i Move up one level & Manual | . i .I ““ m“ ““ ““
M New WinBox / command Use command at the base level @ New WinBox
ol i [admin@SCURCE] > / 1 bandwidth-test address=172.16.1.254 protocol=udp dir @ i et
E Bt =receive : Bt
3tatus: running
duration: 373
rx-current: 10.0Mbps
rx-10-second-average: 10.0Mbps
ri-total-average: 12.6Mbps
lost-packets: B4
random-data: no Il T Packet: 822p/s
direction: receive Fix Packet: 1p/s l l
ru-size: 1500 .\—. P B
B it|D d c- ] T T
= Hlpie i) Cox gauaey - :enabled |running |85 Jlink ol
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What if one wants a ceiling "'\ ANA

for the burst?

Bucket size work like burst but without a burst-
limit. To be able to force a ceiling, we can set a
max-limit on the parent queue.

Small Bucket with 20M max-limit on the parent
with a child having a Large Bucket with 10M

max-limit.
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Burst with Ceiling

@é admin@192.168.88.1 (SOURCE] - WinBox v6.37.3 on hAP lite (smips) = O * A - O *
Session Settings Dashboard Session  Settings Dashboard
||| ¢4 | sefeode | Session:[15216888.1] - A& E“ 4| | Safe Mode | Session:[6C:38:68:1ATC:5A) &
As Quick Set = As Quick Set
5 CAPsMAN * | T capsmAN Bthemet | Loop Protect  Overall Stats | R Stats | Tx Stats | Status  Traffic | ,70K
4 Interfaces 1 Interfaces T/ Rate: [10.2 Mbps | /1216 bps | ol
L Wrcless L Wrdess T/Poc Packet Rate: [843p/s | /|zpis | o
34 Biidge 54 Bridge s
=3 PPP =3 PPP FP To/Fx Rate: |10.1 Mbps | liljisable
52 Switch =5 Switch FP T/Rox Packet Rate: |339p/s. ) I:Comment
®i3 Mesh “13 Mesh S d
L , it Toc/Rx Bytes: |3427.9 MiB | Torch
=P Ty At KKK TITTTTITITI KKK || P — s :
77 MPLS P owmess e KKK TTTITTTIITT KKK . MPLS T To/Rx Packets: |2 879 580 | /|12 179 584 | Cable Test
= MM MMMM MMM IIT EEK KEE REERRR o000 TIT IIT KKK KEE] . T I I:
% Houting P| wm v wm IIT memKk  RER ERR 000 000 TIT IIT  KKKKK # Routing ! o Beogs: |0 |70 | Hrie
i System | mee M4 IIT KKK KKX¥ ERRRRR 000 000 TIT IIT  HHK KEK $db System 3 T/ Errors: |0 | /[0 | | | Reset MAC Addre
MM MMM TIII EEK FKEK ERR BRER COOC00 TTT III KKK KEE|
Q Queues Q Queues Reset Counters
| Files MikroTik Router(S 6€.37.5 (c) 1999-2017 http://www.mikrotik.com/ || Files
] Log [21 Gives the list of available commands [l Log
.@ Radius command [?] Gives help on the command and list of arguments ‘_'.'B. Radius
. I P
kTOOIS [Tak] Completes the command/word. If the input is ambiguous, ‘?QTOOIS
|| New Teminal a second [Tab] gives possible opticna || New Teminal
_ Make Supout nf Make Supout.nf Tz 10.2 Mby
=L Move ) o hane Tewnl oleiial =R::( 1216 by 25 ”””””””H”””””””
& Manual dom Move up one level @ Manual | - BT T T T T TN
@ Mew WinBox / command Use command at the base level u MNew WinBox e
adminfSCURCE] » /toocl bandwidth-test address=172.16.1.254 protocol=udp dir
Eex E e
status: running
duration: 1m
rx-current: 10.0Mbps
rx-10-second-average: 10.0Mbps
ri-total-average: 11.6Mbps
lost-packeta: 82
random-data: no I Tx Packet: 843p/s
direction: receive B Fix Packst: 2p/s
rx-size: 1500 e |
= it|D dump|C- e — A
| o R pan e - |enabled |runining | |link: ok
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Burst with Ceiling

Large Bucket at the child with 10M max-limit
will still allow 10 * 10M = 100M of traffic.

But the Parent is replenishing the bucket at
20Mbit rate. So it will take ~5seconds to be able
to empty the 100M bucket, before the queue
settles at the actual Token Rate of 10M.
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* Very predictable regular traffic can be handled
by small buckets. Larger buckets may be
required for burstier traffic, unless one of the

desired goals is to reduce the burstiness of the
flows.
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http://linux-ip.net/articles/Traffic-Control-HOWTO
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Thank Youl!
Grazzi!
iGracias!

Time for questions, answers and suggestions

ag@tnxe.net
mc@tnxe.net

i
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