What's new in wireless
since RouterOS v6.37

by Lorenzo Busatti
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About me

Lorenzo Busatti

® Founder of Grifonline S.r.l. [ISP]
1997

® A user of MikroTik since 2006

® Founder of Linkwave [WISP] 2006
® MikroTik Trainer 2010

® Member of RIPE, AMS-IX, MIX-IT
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I'm a MikroTik enthusiast
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I'm a MikroTik enthusiast

I'm a MikroTik evangelist




About me

® Founder (2016) of the

i
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Non Profit Organization for
High Quality Training Partners
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About the mAP lite

One of the
smartest
MikroTik
wireless
router
> >l o) 000/40:32
mAP & mAP lite: The Wireless Swiss Knife Always in Your Pocket
4714 views
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https://youtu.be/VeZetH9uX_Y
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The mAP lite
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Wireless Devices

All the MikroTik wireless
devices are using the same
wireless package: from the

MAP lite up to the Netmetals.

&
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Wireless Devices
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The new wireless package

The new Wireless (wireless-rep since 6.35)
package, with the features:

The DFS “settings”

Background scan

Wireless Scan features

Station Roaming

Repeater function

New Virtual Wireless Interfaces

Future features?

)
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The DFS settings

* The DFS option is removed
* Why the DFS should be implemented?

* How the DFS really work?

&
CADEMY MUM Milan 2017 © Lorenzo Busatti, http://routing.wireless.academy

16



The DFS settings

Radar Detection and DFS
on MikroTik

MikroTik User Meeting
London 2016

By Ron Touw
LinlTX
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The DFS settings

Spectrum 12/08/15 17:33 '

Ref. -20.0 dBm RBW: 3 MHz SWT: 20 ms Trace: Max Hold
Att: 0 dB VBW: 3 MHz  Trig: Free Run Detect: Max Peak
9.631 GHz -36.6 dBm
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Background scan

Is now possible to do a wireless scan in
“Background”:

* Without losing the connection

e It is slow but “safe”

* Will work in 802.11 only (as AP if enabled, as
station if connected)

&
CADEMY MUM Milan 2017 © Lorenzo Busatti, http://routing.wireless.academy

19



Background scan

Interfaces  mstreme Dual  Access List  Registration  Connect List  Security Profiles  Channels

g o | (% (3| CAP WPS Client || Setup Repeater | Scanner || Freq. Usage | &
Narmne | Type Actual MTU | Tx R Tux |
—> R <ewland Wireless (Atheros &R... 1500 12.1 kbps 0 bps
| Scannet (Running) Of x| |
Interface: |[ERE ¥ Skart
W Background Scan Stop
Close
Conneck
.| Mew Window
1iten,
| Address S5ID Channel Signal... |Mois... Sign... Radio Mame | ¥ |k
A 00:00:00:00:00:60 MH-Hotel-Group  2412/20/g -84 0 0
00:03:52:E9:24:60 MNH-Hotel-Group  2412/20/q -87 0 0
ap 14:CF:92:B0:50:33 TP-LIMNK_MS B... 2417/20/gn -50 0 0
’ A 00:03:52:F1:51:30 MH-Hotel-Group  2437720/g -74 0 0
A 00:03:52:F2:55:E0 MH-Hotel-Group 2462120/ -79 0 0
00:03:52:EF:CC: 70 MH-Hotel-Group  2462120/g -89 0 0

/interface wireless scan wlanl background=yes
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Wireless Scan features

* The Scan-to-file: a dream that become true!
* The usage of the scan (rounds and save-file)
e Limits of the scan in the virtual interfaces

&
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Wireless Scan features

/interface wireless scan wlanl rounds=5 save-file=FileName

[adminfwdP lite] » Jinterface wireless scan wlanl rounds=10 save-file=NH-network
Flags: A - active, P - privacy, R - routeros-network, H - nstreme, T - tdma,
W - wd=s, B - bridge

ADDERESS 551D CHAHHET, 51 HF 5HR RADIO-HAME ROUTERO. ..
AP l14:CF:92:B80:50:33 TP-LINE ... 2417/20/gm -55 -107 52
1] O0:0353:52:F1:51:30 NH-Hotel... 2437/20/g -32 -102 20
1] O0:0353:52:F2: 55:E0 NH-Hotel... 24d6z/z20/g =79 -106 &7

00:00:00:00:00:60 NH-Hotel... 2412/20/g -84 -109 25
A O0:03:52:E9:24:60 NH-Hotel... 2412/20/g -90 -109 19
-— [0 quit|D dump|C-=z pause]

)
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Wireless Scan features

Can be done in

UTING & WIRELESS
D EMY

“background” also.
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01| H

= || ||| 8| | Backup Restore Upload. .. Finc
File Marne ! Tvpe Size i_reation Time b
=] NH-network 4— File 301 B Jan/02/197001:27:28
| LEl-ck, P Lo 1-cd01 M O70
D14:EF:92:BD:ED:33,'TP-LII-IK_HS_BDE-DSS';Edl?fzﬂ,fgn,-ria,aﬂz.ll,privacy,

00:03:52:F1:51:30, 'NH-Hotel-Group' ,2437/20/g,-78,802.11,,;

00:03:52:F2:55:E0, '"NH-Hotel-Group' 24d62/20/g,-76,802.11,,

00:00:00:00:00:60, '"NH-Hotel-Group' ,24l12/20/g,-84,802.11,,

00:03: 52:E9:24:60, 'NH-Hotel-Group' ,2412/20/g,-90,802.11,,;
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Wireless Scan features

* Scan command is supported also on the
Virtual wireless interfaces, if the master
interface is running.

* |t is always in "background"”

&
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Station Roaming

e Introduced in the version 6.38.3
* Available only for the 802.11

* Only for the station mode

&
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Station Roaming

Interface <wlanl = [=] E3
General Wireless ’Data Rates Advanced HT HTMCS WDS  Nstreme
] 4
Mode: | skation *
Cancel
Band: 2GHz-B/G/M e
Apply
Channel Width: | 20MHz +
Frequency: 2412 ¥ MHz Disable
S5ID: | NH-Hotel-Group - Comment
Radio Mame: |6C3BEEFS7EAD simple Mode
Scan List: |default A T
Wireless Prokocaol: (802,11 + WPS Accept
Security Profile: | defaulk * WPS Client
Frequency Mode: |manual-txpower ¥ Setup Repeater
Country: ikaly ¥ Scan...
Ankenna Gain: |0 dEi Freq. Usage...
— Align...
WM Support: | disabled *
— aniff. ..
_’Statinn Roaming: | enabled *
ﬂdisabled I SnOOpEr, ..
| ] Reset Configuration

=
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Station Roaming

* Will periodically perform background scan

* When find an AP with better signal it will try
to roam to that AP

* These intervals will become shorter when the
wireless signal become worse

&
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Repeater function

* The new “Repeater” function — 1click
operation.

* (Was) the “name” of this wireless package
(wireless-rep)

* The difference between the station-bridge
and the station-pseudobridge.

\V
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Repeater function

Wireless Tables

Interfaces ‘ Mskreme Dual  Access List  Registration  Conneck List  Securiky Prafiles annels

e (= | || 22 | £ AP WPS Client Setup Repeater Scanner Freq. Usage [
Mame | Twpe Actual MTU Tx R T

R dbwlanl Wireless (Atheros AR, 1500 o ObpS Obps

l Setup Repeater E E!

Interface:

Address: ¥ Skop

S5I0:  The 551D wou wank bo repeat = Close

Passphrase: The PSK aof the encryplion used in the AP

)
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Repeater function

* Wireless repeater will receive the signal from the AP
and repeat it

* Using the same physical interface

* For extending the wireless service for the wireless
clients

* Will configure the wireless interface to connect to the
AP (in station-bridge or station-pseudobridge)

* Will create a virtual AP interface, a bridge and add
both interfaces (main and the virtual) to this bridge

)
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Repeater function

If the AP is WPS enabled, you don’t need to
specify the wireless password ©

/interface wireless setup-repeater wlanl

If the password si NOT specified, will do WPS
to find out passphrase.

&
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Repeater function

Setup Repeater (Running)

Interface: wlani

Address: d Skap

S5I0: | TP-LINE_M5_BO505ES - Close

Passphrasg; e

SCanning

TING & WIRELESS

—
>CD
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Repeater function

Setup Repeater [=] E3 ‘

Interface: [BERN ¥ Stark
Address: o Skop
S5ID: (TP-LIME_MS BOSOSS AL Close
SRR
ldone

\

=
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Repeater function

Wireless Tables

Interfaces |Nstreme Cual  Access List  Reqiskratiorn

v =| ||| O |T CAP |

Mare S Type AC
RS gpwlanl Wireless (Atheros AR,..
— | [R5 S-Ewlanz Virtual

AN

Virtual AP: created.

)
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Repeater function

Wireless Tables

Interfaces Mstreme Dual Access List  Registration Connect List  Security Profiles ’Channels

+ | =| & T
WEN 7 |Mode Authenticatio. .. |Unicast Ciphers |Group Ciphers  |WPa Pre-Shared ... |WPAaZ Pre-Share. ..
el e one L ]
wlanl-TP-LIMK_MS _BOS033-repeater  dynamic kews  WPA PSK WP... aes ccm tkip aes ccm tkip b Attt

Security Profile: created.

=
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Repeater function

Interface <wlanz =

General ‘Wireless ‘WDS Status  Traffic

P> Mode: ¥
—_—D 531Dy TP-LIME_MS_BOS0ES -
Master Inkterface: wlanl +
Security Profile: wlanl-TP-LIMK_MS _BOSO33-repeater *

WPS Mode: | disabled ¥

Virtual AP: set-up

=
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Repeater function

e

Bridge FoOrts  Filkers MAT Hosts
(=] || 23] =
Interface ¢ Bridge P
- ttwland bridge1
_> A Wil O f ik R o Py — i N
Ttwlanz bridge1

37



Repeater function

General Wireless | Data Rates  Advanced HT HTMCS  WDS  Mstreme  NV2
"_> Mode: |skation pseudobridge *
Band: |2GEHz-B)G) N *
Channel Width: | 20MHz ¥
Frequency: 2417 *  [MHz
"_> 53I0: | TP-LINEK_MS_BOS033 -

Radio Mame: &C3BEBEFSTEAD

Scan Lisk: |default ¥ ¥
Wireless Protocol: | any *
—'—> Security Profile: wlanl-TP-LIME_MS_BOS033-repeater ¥

Station: set-up

ROUTING & WIRELESS
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Repeater function

Station-pseudobridge:

Doing a “masquerade” for the L2 network
behind the station, have limitations, but can
be done “against” any brand without special
settings, like WDS.

&
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Repeater function

Station-bridge:

A MikroTik proprietary protocol, can be done
only for connecting to a MikroTik AP.

Will not do any «masquerade», if possibile use
this mode ©

&
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New Virtual Wireless Interfaces

This is the part | like of this presentation:
the multiple configurations of the new
Virtual Wireless Interfaces ©

* All the modes supported by the virtual:
as stations and as Aps

* With mixed configurations

\V

WIR
E
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New Virtual Wireless Interfaces

* In the past RouterOS supported only Virtual
AP interfaces, that should have the physical
interface setup as AP BRIDGE.

* With the new wireless package you’re now
able to setup Virtual Wireless in “total”
freedom

* Yes, they obviously will share the same
frequency and protocol (NO NV2 there!l)

&
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New Virtual Wireless Interfaces

* | Don’t want to bother you with “boring”
things

* If you watched my mAP presentation you
now what | will show you now ©

&
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New Virtual Wireless Interfaces

Wireless Tables

Interfaces letreme Dual  Access List  Reagistration  Connect Lisk  Secuority Profiles  Channels

g | — = ? AP WPS Client Setup Repeater Scanner Freq. Usage Alignment
Marne Type MAC Address Mode  Band han... Fregue... 551D
R GEwlani Wireless (Atheros,,, 6C:36:66:F5:7E:A9 station 2GHz-BjG 20MHz 2462 MH-Hokel-Group
R 4-Elanz Virkual 6E:3B:66:F5:7B:A9  skation MH-Hokel-Group
R 4-Eland Virkual 6E:36:66:F5: 7B:A8  skation MH-Hokel-Group
= 4-Fwlang Virkual 6E:36:66:F5:7B:AE  station MNH-Hokel-Group
R Sowlans  Mirwal 6E:3B:6B:FS FBIAC station MH-Hotel-Group
R @bwlang  Mirkwal 6E:3B:66:FS:7BIAD  station MH-Hotel-Group
R 4-fwlan? Virkual 6E:3B:668:F5: 7B:AE  skation MH-Hokel-Group
= 4-Eland Virkual 6E:3B:66:F5: 7B:AF  skation MH-Hokel-Group
R 4-Flan? Wirtual 6E:3B:66:F5: 7B:BO  skation MH-Hokel-Group
R 4-fwlanlld  Virtoal 6E:36:66:F5:7B:B1  station MNH-Hokel-Group
=== ROUTING & WIRELESS
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New Virtual Wireless Interfaces

Wireless Tables

Interfaces ‘Mstreme Dual  Access List  Registration  Connect List  Security Profiles  Channels

| L g H ‘ I i) [ ? \ ‘ i_AP H WPS Client ‘ Setup Repeater H Scanner ’ Freq. sage H Alignment
\ \Name ’T';.-'pe !MAC Address \r'-"lode \Band \Chan |Freque ‘SSID |
R Hrwlani Wireless (atheros,,, 6C:36:66:F5:7E:A9 station 2GHz-BjG 20MHz 2462 MH-Hokel-Group

R 4-Elanz Virkual 6E:3B:66:F5:7B:A9  skation MH-Hokel-Group

R 4-Eland Virkual 6E:36:66:F5: 7B:A8  skation MH-Hokel-Group

IF: 4-fwland Virkual 6E:3E:66:F5:7B:AE  skation MNH-Hokel-Group
R Sowlans  Mirwal 6E:3B:6B:FS FBIAC station MH-Hotel-Group
R @bwlang  Mirkwal 6E:3B:66:FS:7BIAD  station MH-Hotel-Group
lFl 4-fwlan? Virkual 6E:3B:668:F5: 7B:AE  skation MH-Hokel-Group

IFl 4-Fwlans Wirkual GE:36:66:F5: 7B:AF  station MH-Hokel-Group

|R 4-Flang Virkual GE:3B:66:F5:7B:BO  station MH-Hokel-Group

R 4-fwlanl0  Virkoal 6E:3E:66:F5:7E:B1  skation MNH-Hokel-Group

* Yes, 10 different station connected at the
same SSID

ROUTING & WIRELESS
“I A CADEMY MUM Milan 2017 © Lorenzo Busatti, http://routing.wireless.academy 45
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New Virtual Wireless Interfaces

Wireless Tables

Interfaces ihlstreme Dual  Access List  Reagistration  Connect Lisk  Secuority Profiles  Channels

* 10 different clients, by the AP pint of view

)

>
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e [:ﬂ ‘fi:::;::i* :i%:::f}iil = | CAP WPS Client || Setup Repeater | Scanner || Freq. Usage I’ Aligriment
| ’[Name [T';.-'pe ]MAC Address Mode  Band Chan... ]Freque... ]SSID ]
R GEwlani Wireless (atheros,,, 6C:36:66:F5:7E:A9 station 2GHz-BjG 20MHz 2462 MH-Hokel-Group

R 4-Elanz Virkual 6E:3B:66:F5:7B:A9  skation MH-Hokel-Group

R 4-Eland Virkual 6E:36:66:F5: 7B:A8  skation MH-Hokel-Group

= 4-fwland Virkual 6E:3E:66:F5:7B:AE  skation MNH-Hokel-Group
R Sowlans  Mirwal 6E:3B:6B:FS FBIAC station MH-Hotel-Group
R @bwlang  Mirkwal 6E:3B:66:FS:7BIAD  station MH-Hotel-Group
R 4-fwlan? Virkual 6E:3B:668:F5: 7B:AE  skation MH-Hokel-Group

= 4-Eland Virkual 6E:3B:66:F5: 7B:AF  skation MH-Hokel-Group

R 4-Flan? Wirkual 6E:3B:66:F5: 7B:BO  skation MH-Hokel-Group

R 4-fwlanlld  Virtoal 6E:36:66:F5:7B:B1  station MNH-Hokel-Group

46



New Virtual Wireless Interfaces

* Yes, 10 different station connected at the
same SSID

* 10 different clients, by the AP pint of view

* More chance to get bandwidth in “worst”
places with horrible policy ©

&
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New Virtual Wireless Interfaces

Yes, you should setup DHCP clients,
masquerade and maybe few mangle rules to
“balance” the traffic for port, destination or
using the new Dynamic Address List function!

(but these are not the purposes of THIS talk © )

&
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New Virtual Wireless Interfaces

* As | told you, you can mix up different Virtual
Wireless interfaces

* By default when you create a new Virtual
Wireless it will be a “separate” interface, will
be not into any bridge.

&
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New Virtual Wireless Interfaces

Mame Tvpe

wlan Wireless (Atheros, .,
4-Epwlanz YWirtual
4-Ewlans Wirtual
4-Epwland Wirtual
4-Fwlans Wirtual
4-FlanG Wirtual
-fwlan? Wirtual
4-Fwlans Wirtual
4-Fwlan9 Wirtual
4-fwlan10  Wirkual
4-flanl 1 Wirtual
4fwlanlz  Wirkual

=
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MAC Address

B 3B:66:F5: 7B A9
bE:3B:66:F5: 7B A9
BE:3B:66:F5:. 7B A8
BE:3B:66:F5: 7B AB
BE:3B:6B:F5:. 7B AC
BE: 3666 F5: 7B AD
BE:3B:6B6:F5: 7B AE
bE:3B:6B:F5: 7B AF
bE: 3666 F5: 7E:BO
bE: 3666 F5: VBBl
bE:3B:66:F5: 7EB2
BE:3B:66:F5: 7EB:BS

Mode
skation
skation
skation
skakion
skakion
skation
skation
skation
skation
skation
ap bridge
ap bridge

Band
2iaHz-B/G 20MHz

> =

Zhan...

Frequ...
29462

-

MUM Milan 2017 © Lorenzo Busatti, http://routing.wireless.academy

S5ID
MNH-Hokel-Group
MNH-Hokel-Group
MNH-Hokel-Group
MNH-Hokel-Group
MNH-Hotel-Group
MNH-Hotel-Group
MNH-Hotel-Group
MNH-Haotel-Group
MNH-Hotel-Group
MNH-Hotel-Group
MyPersonall 0xwlan
WIFIpremium
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New Virtual Wireless Interfaces

Marme Type MAC Address Mode Band Chan... Frequ... |55ID

GEwlani Wireless (atheros,,, 6C:36:66:F5:76:A9  skation 2GHz-B/G 20MHz 2462 MNH-Hokel-Group
4-Epwlanz YWirtual 6E:3B:66:F5:7E:A9  station MNH-Hokel-Group
4-Ewlans Wirtual 6E:3B:66:F5:7E: A8  station MNH-Hokel-Group
4-Epwland Wirtual 6E:3B:66:F5:7E: 8B  skakion MNH-Hokel-Group
4-Fwlans Wirtual 6E:36:66:F5:7E:AC  stakion MNH-Hotel-Group
4-FlanG Wirtual 6E:3B:66:F5: 7B:AD  stakion MNH-Hotel-Group
-fwlan? Wirtual GE:3B:66:F5:7E:AE  station MNH-Hotel-Group
4-Fwlans Wirtual GE:36:66:F5:7E:AF  skation MNH-Haotel-Group
4-fnlan9 Wirtual 6E:36:66:F5:7E:B0  skation MNH-Hotel-Group
4-fwlan10  Wirkual 6E:3B:66:F5:7B:E1  skakion MNH-Hotel-Group
4-flanl 1 Wirtual 6E:3B:66:F5:7E:B2 ap bridge MyPersonall 0xwlan
4fwlanlz  Wirkual 6E:3B:66:F5:7E:B3 ap bridge WIFIpremium

Yes!

* One AP for me (encrypted is better)

* One AP to sell with using Hotspot-
Usermanager-Paypal ©

)

ROUTING & WIRELESS
A CADEMY MUM Milan 2017 © Lorenzo Busatti, http://routing.wireless.academy







New Virtual Wireless Interfaces

* As | told you, you can mix up different Virtual
Wireless interfaces

&
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Future features?
Observing the public changelog:

Other changes since 6.38.3:
*) winbox - added GPS menu;

What's new in 6.37 (2016-Sep-23 08:20):
*) gps - always check NMEA checksum if available;
*) ntp - fixed ntp server when local-clock used (like usb gps module);

Will MikroTik implement a GPS based TDMA?

)
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Wrap up

‘/I hope you enjoyed my presentation
and the news in the wireless package
since the version 6.37

&
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Thank you!

Q&A

http://training.grifonline.it
training@grifonline.it
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