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Research and Development

Wireless security

e Open wireless - no security at all.
e WEP - minimal security. (Deprecated)
e WPA(2)-PSK - secure, but ..
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e All users use the same shared secret (Pre Shared Key). If we loose
the key, we need replace it on all devices.

e |In RouterOS we can use different PSK for every MAC address,
but MAC address is visible for all and it can be cloned.

It is also very complicated to manage MAC addresses, bind

them to users - especially when user have several devices
(laptop, smartphone and tablet)

e Cipher key is generated based on SSID and PSK. In same
network the generated key is always the same.

e No way to verify AP identity. We can create fake AP and use
special tools to steal information. Out off box tools cost ~100USD



WPA-EAP

We can authenticate users with user name and password or with
computer account (in windows domain). Every user have own
credentials. It's easy to change password, disable account or
create temporary account.

We can verify AP or Authenticator (RADIUS server) identity with
SSL certificates.

With SSL user certificates we can use 2FA, credentials and
certificate.

Authenticator generates new cipher key for every session.
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e \We need to create separate wireless networks (for example):
Management, Sales, Production, Guests, etc.
Not everyone need to have access everywhere!

e The simplest way Is to create separate virtual AP for each
network. If the users belongs to the sales group - user needs to
connect the “Sales” SSID. When users’ role changes (from

production to support), the user needs to connect different SSID.
It makes difficult to manage such scale of wireless networks.
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e \WWhy not to use different VLAN’s on same SSID?

o After user authentication RADIUS server can send VLAN ID with
accept message.

e All traffic coming from this user will be tagged with provided VLAN
ID.

e Adding wireless interfaces to bridge, we can create TRUNK and
send all vlan’s to router/firewall.

e Using CAPsMAN we can automate AP configuration and manage
all vlan’s and AP’s from one spot
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Sounds complicated?
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What we already have?

0.0.0.0/0

e Typically companies have server, lots of
them have MS Windows Server and Active
Directory, but only for user authentication
and file server functionality.

Router/CAPsMAN

10.1.0.1 - General untaged VLAN

10.1.11.1 - Management, Tagged, VLANID=11
10.1.12.1 - Sales, Tagged, VLANID=12
10.1.13.1 - Production, Tagged, VLANID=13

CAP-1
SSIS=LAB0O-Management
SSID=LABO0-Sales

- SSID=LABO-Production

e When we have MikroTik AP’s, typically we
have also already configured CAPsMAN

SWITCH

A s = m AR T

 [hat will be our staring point:
e |nstalled Windows AD
e CAPsMAN

Windows Server
8 10.1.0.2 Production



What we need?

e As mentioned before we need following roles
e RADIUS Server - Network Access and Protection Server (NPS)

e SSL Certificates system - Active Directory Certificate Authority
(AD CA)



Next Steps

Install NPS and CA roles on Windows Server

Configure CA
Configure NPS - RADIUS Server
Reconfigure CAPsMAN

Install CA on client device’s - only if not domain member

10
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r-'.ﬁ Server Manager _ X

v @ | I' Manage  Tools View Help

Server Manager * Dashboard

I Dashboard

B Local Server

WELCOME TO SERVER MANAGER

ii All Servers 7 R < S ~ - ~
o Configure this local servel
2 -

en DNS QUICK START

(_ Add roles and features )

W File and Storage Services P

WHAT'S NEW

® I n Server M an ag er CI iC k 5 Connect this server to C\:ﬁ:ﬁ: Ll lij Services
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ROLES AND SERVER GROUPS
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Roles:3 | Servergroups:1 | Servers total
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e You may read the
information.

e Accept default and
click “Next”

Install Roles

F;:. Add Roles and Features Wizard

Before you begin

Before You Begin

Installation Type

S ] [
arver Salectio
—I‘— T - — — T -

— O

DESTIMATION SERVER
DC labl.coisrd.eu

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current secunity updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Mext.

[ 1 Skip this page by default

< Previous ‘ Next > ' Install Cancel
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@casro Install Roles - Installation Type

= Add Roles and Features Wizard — ] pd

C | ctallaticon fvne DESTINATION SERVER
bl | ect | ’ '-11: \J t': FC DC lab0.ccisrd.eu
Before You Begir Select the installation type. You can install roles and features on a running physical computer or virtual
— = machine, or on an offline virtual hard disk (VHD).
Installation Type
€C ceryer Salaction ‘® Role-based or feature-based installation
® Se I eCt I {O I e_ based O r o T Configure a single server by adding roles, role services, and features.

_) Remote Desktop Services installation
fe at u re_ based Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
. . ’y . or sessicn-based desktop deployment.
installation” and click
14 J)
Next

< Previous '\ Mext » ' Cancel
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I'-:ﬁ Add Reles and Features Wizard — ] W

C o lmmt et o v et DESTINATION SERVER
L‘_\"C' '?'::_T: L_j'C'llltl Ir_—“tli N servel DC lab0.ccisrd.eu

Bafare You Beaqin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (® Select a server from the server pool

() Select a virtual hard disk
e Select server, in our Server Pool

case there is only one ' _ —
Se rve r, a n d C I i C k * N eXt ? O.Cdsrd.eu i IJI Server 2016 Datacenter

fLres
DR ——

1]
AT

Filter:

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous ' Mext = ' Cancel
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e \When asked about
required features for
the selected role,
accept default values
and click “Next”

elect Server Roles

F;:. Add Roles and Features Wizard

's
| Active Dlrectc-r}-' omain Senvices (Installed)
[ ] Active Directory Federation Services
[ ] Active Directory Lightweight Directory Services
AD C5 [ ] Active Directory Rights Management Services
[ ] Device Health Attestation
[ ] DHCP Server
«  DNS Server (Installed)
[ ] Fax Server
I [m] File and Storage Services (2 of 12 installed)
[ ] Host Guardian Service
[ ] Hyper-V
[ ] MultiPoint Services

Confirmation

WO
Metwork Policy and Access Services
Frint and Document Services
[ ] Remote Access

[ ] Remote Desktop Services

[ ] Web Server (lIS)

[ ] Windows Deployment Services

o
< Previous ' Mext » '

O

DESTINATIOM SERVER

E":' ':'l:_t Sserver roles DC lab0.ccisrd.eu
T P (Tt Select one or more roles to install on the selected server.
Before You B:g N
Installation Type Roles Description
Server Selection _— . - : \e icy and Ac nces
( Active Directory Certificate Services ) Network Policy and Access Services

provides Network Policy Server
(NPS), which helps safeguard the
secunty of your network.

X

Cancel
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Select features

F&. Add Roles and Features Wizard — ] 4
Calart foatiirec DESTIMATION SERVER
» Eﬁ 'Cf‘-.,_.t T‘Cf - tLI f : o) DC lab0.ccisrd.eu

Select one or more features to install on the selected server.

Installation Type Features Description

server selection | work 3.5 combi .
BN NET Framework 3.5 Features MET Framework 3.5 cc:-m[bmeq-s ;he

_ — . . ' £+ - WO :

Server Roles I [m] .MET Framework 4.6 Features (2 of 7 installed) power of the .NET Framework 2.0

APls with new technologies for

Background Intelligent Transfer Service (BITS) = PR
building applications that offer

BitLocker Drive Encryption

e Accept default and '

. AD C5 BitLocker Network Unlock appealing user mtesfaces, protect
C | I C k 11 n ex.t J) _ BranchCache your customers' personal identity
Role Services Client for NES information, enable seamless and

secure communication, and provide

Metwork Policy and Acces Containers -
S Data Center Bridging the _ablllty to model a range of
U gl Direct Play business processes.

Enhanced 5torage

Failover Clustering

Group Policy Management (Installed)
Host Guardian Hyper-V Support

I/ Quality of Service

lI5 Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server
ISNS Server service

BN I

Y 48
< Previous ' Mext » ) Install Cancel
\_
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e \When asked about

required features for
the selected role,

accept default values.

e Accept default and
click “Next”

AD Certificate Services

I'-'El Add Reles and Features Wizard

Active Direc

Before You Begin

Installation Type
Server Selection
Server Roles

Confirmation

— [

- I DESTIMATION SERVER
ory  Certificate Services

DC labl.ccisrd.eu

Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarnios

such as secure wireless networks, virtual private networks, Internet Protocol Secunty (IP5Sec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authornty
(CA) has been installed. If you want to change the computer name, join a domain, or promote this

server to a domain controller, complete these changes before installing the CA. For more
information, see certification authonty naming.

Cancel

< Previous ' Mext = '
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e Select “Certificate Authority”,
“Certificate Enrollment
Web Service” and “Certificate
Authority Web Service”

e Click “Next”

Install CA role

&= Add Roles and Features Wizard — l pd
(: —| == I T DESTIMATION SERVER
bl .:n;:_'|: 'O1e services DClabD.ccisrd.eu

Confirmation

Select the role services to install for Active Directory Certificate Services

Role services Description

The Certificate Enrcliment Web
Service enables users and computers
to enroll for and renew certificates
even when the computer is not a
member of a domain or if a domain-
Joined computer is temporarily
outside the secunty boundary of the
computer network. The Certificate
Enrollment Web Service works
together with the Certificate
Enrollment Policy Web Service to
provide policy-based automatic
certificate enrollment for these users
and computers.

Certification Authority

ertincation Authonty Web
Metwork Device Enrollment Service
[ ] Online Responder

< Previous Mext = Install Cancel
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r-.%. Add Roles and Features Wizard _ ]

DESTIMATION SERVER
DC labl.coisrd.eu

Network Policy and Access Servi

Befors You Begir Metwork Policy and Access Services allows you to define and enforce policies for network access,
Installation Type authentication and authorization using Network Policy Server (NPS),

Things to note:

* You can deploy NP5 as a Remote Authentication Dial-In User Service (RADIUS) server and proxy.

. cc yy Features After installing NPS using this wizard, you can configure NP5 from the NPAS home page using the
e Click “Next s

AD CS NP5 console.

Confirmation

Yy 4 —\

< Previous '\ Mext = ' nstall Cancel
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e Click “Next”

Install NPS and CA role

Before You Begin

TI r-. L
' | -
o

Installat

L
i
-5
T
-
L
(i
im
(]
it
[
-

Features
R -

—
"
—_—

T

Role Services

Metwork Policy and Acces...

Web Server Role (1IS)

Confirmation

&= Add Roles and Features Wizard — O X
VAl Comrt rmr Dol F11CY DESTINATION SERVER
Vi e b 5 ervel R'.,_] — |.|_| | 5 ',.' DC lab0.ccisrd.eu

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (11S) 10.0 with enhanced secunity,
diagnostic and administration, a unified Web platform that integrates 15 10.0, ASP.NET, and Windows
Communication Foundation.

* The default installation for the Web Server (lI15) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

More information about Web Server IS

o

< Previous ' Mext » ' Cancel
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e Accept default and
click “Next”

Install NPS and CA role

E;,. Add Reles and Features Wizard

“e

—t
()
g
LA
g
If—
D
LAY

i

Select the role services to install for Web Server (1I5)

Installation Type

Role services

4
Server Roles 4 Common HTTP Features
Default Document

Server Selection

FeatrEs Directory Browsing
AD C5 HTTP Errors
e Static Content
Role Services o
[ ] HTTP Redirection
Network Policy and Acces... [ ] WebDAV Publishing
Web Sarver Role (115) 4 Health and Diagnostics

HTTP Logging

[ ] Custom Logging

[ ] Logging Tools

[ ] ODBC Logging

Regquest Monitor

[ ] Tracing
Performance

Static Content Compression

[ ] Dynamic Content Compression
4 [ Security

Role Services

Confirmation

[

— O X

DESTIMATIOMN SERVER
DC lab0.ccisrd.eu

Description

Web Server provides support for
HTML Web sites and ophional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

/
4

Mext » Cancel

&
< Previous t
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e Accept default and
click “Install”

Install NPS and CA role

r-:ﬁ Add Reles and Features Wizard

Before You Begin

llation Ty«

nst

o

Server selection

Server Roles
Features
AD C5
Role Services
MNetwork Policy and Acces
Web Server Role (lI5
Role Services

Confirm installation se

— [

. DESTINATION SERVER
Ons

c 'CT DC labl.ccisrd.eu

To install the following roles, role services, or features on selected server, click Install.

[ | Restart the destination server automatically if required

Cptional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

MET Framewaork 4.6 Features
ASP.NET 4.6

WCF Services
HTTP Activation

Active Directory Certificate Services
Certification Authority

Certificate Enrollment Web Service

Metwork Policy and Access Services

Remote Server Administration Tools

Role Administration Tools

Export configuration settings

Specify an alternate source path

- Previaus MNext =

IT

‘ Install ' Cancel
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o After installation is
completed,
click “Close”

Install NPS and CA role

Fj;a Add Roles and Features Wizard

Instal

23

CC

ation progres

J .

— O

DESTIMATIOMN SERVER
- DC lab0.ccisrd.eu

View installation progress

o Feature installation
1

Configuration required. Installation succeeded on DC.lab0.ccisrd.eu.

X

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the
destination server

Configure Active Directory Certificate Services on the destination server
Certification Authority

Certificate Enrollment Web Service

MNET Framework 4.6 Features
ASPMNET 4.6

WCF Services
HTTP Activation

Metwork Policy and Access Services

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings




Configure CA

Configure NPS - RADIUS Server
Reconfigure CAPsMAN

Install CA on client device’s

24
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onfigure CA

F;';. Server Manager _ X

Server Manager * Dashboard

IZ2 Dashboard

B Local Server

v @ | I'A Manage  Tools View Help

Post-deployment Configura... |

WELCOME TO SERVER MANAGER

Configuration required for Active Directory

Certificate Services at DC

: Al servers o C O ’“]‘I:i{:; Lre t'_ﬁi 5 ||:||:3| server ! Configure Active Directory Certificate Services on th...
% AD CS -

g 0 Feature installation

igl AD DS QUICK START

em DNS 2 Add roles and features Configuration required. Installation succeeded on

= Fl 4 St Servi b DC.lab0.ccisrd.eu.

E File and Storage Services 3 A AA e e e o

® I n Server M an a er ’ = Add other servers to mat iage Add Roles and Features

i IIS

WHAT'S NEW Task Details

Dashboard select s e |
“Configure Active I
Directory Certificate

Services ..”

ROLES AND SERVER GROUPS

Roles: & | Servergroups: 1 | Servers total:
=® ADCS 1 il AD DS 1 £ DNS 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results

10:47
A B e B
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e Accept default and
click “Next”

Configure CA

20

= ADCS Cenfiguration

Ly
-

Credentia

Credentials

Role g

LA

ervices

Speci

To install the following role services you must belong to the local Administrators group:

O X

DESTINATION SERVER
DC.lab0.ccisrd.eu

fy credentials to configure role services

* Standalone certification authonty

* Certification Authonity Web Enrcliment

* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

Enterpnise certification authornty

Metwork Device Enrollment Service

Credentials: |LABO\administrator

More about AD CS Server Roles

Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service

Change...

) Configure

Cancel
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= AD C5 Configuration — [ >

DESTINATION SERVER
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Credentials Specity the setup type of the CA
Role Services
Setup Type Enterprise certification authonties (CAs) can use Active Directory Domain Services (AD DS) to

o simplify the management of certificates. Standalone CAs do not use AD DS to i1ssue or manage

S I 1 E . C Au - -‘-‘Pf certificates.
° e eCt nterp rl Se e - ® Enterprise CA
-ryprograpny Enterprise CAs must be domai bers and are typically online to i f
aS Set u p Type an d . ] Cg:;;ig;s:polisc;‘r;:it e domain mempers and are typically online to 1ssue certincates or
Validity Pericd
" 1 ) : () Standalone CA
click “Next certa Das

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation D5 and can be used without a network connection (offline).

More about Setup Type

< Previous ( Next = ) Configure Cancel
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= AD C5 Configuration - L] >

DESTINATION SERVER

L A T} pE‘ DC.lab0.ccisrd.eu
Credentials Specify the type of the CA
Role Services
Setup Type When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PK

1 I § ( ; J)
® S e I e Ct O Ot A Private Key hierarchy.
Cryptography @ Root CA
aS Cl \ ty pe a n d CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Validity Pericd _
I . k (C N 't” ¢ () Subocrdinate CA
C I C eX Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by

Confirmation the CA above them in the hierarchy.

More about CA Type

< Previous |( Next > ) Configure Cancel
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e Select “Create a new
private key” and
click “Next”

Configure CA

29

= AD CS Configuration

Private Key

Credentials

Role Services
Latun Tvne
- b R -;a f

A Ae—
CA Type

Private Key

Cryptography

—

I
e

2

AT
im

validity Period

Certificate Database

Confirmation

= O

bt

DESTINATION SERVER
DC.lab0.ccisrd.eu

Specify the type of the private key

Te generate and issue certificates to clients, a certification authonty (CA) must have a private key.

(® Create a new private key

Use this option if you do not have a private key or want to create a new private key.

() Use existing private key

Use this option to ensure continuity with previcusly issued certificates when reinstalling a CA.

Select a certificate and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

Select an existing private key on this computer

1on or want to

cu
cu ‘
—9
[

Select this option if you have retained private keys from a previous inst

use a private key from an alternate source.

Maore about Private Key

< Previous |( Next > ) Configure Cancel
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Select “RSA#Microsoft
Software Key Storage
Provider” as
cryptographic provider

Set Key lenght to 2048

Select “SHA256” as
hash algorithm

Click “Next”

Configure CA

30

= AD C5 Cenfiguration

TFTII]I“J}I 'l'

Credentials

Role Services

Cryptog raphy

validit ' Period
Certificate Database

Confirmation

— O X

DESTINATION SERVER

M
( eL'\ DC.lab0.ccisrd.eu
Specify the cryptographic options
Select a cryptographic provider: Key length:
R5A#Microsoft Software Key Storage Provider ¥ || 2048 v

Select the hash algonthm for signing certificates issued by this CA:

-

( SHAZ56

)

SHA3E84
SHA312

SHAT
MDS

- 4

[ ] Allow administrator interaction when the private key is accessed by the CA.

Maore abo

ut Cryptography

< Previous |( Next » ) Configure Cancel
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F= ADCS Cenfiguration — | X

. DESTINATION SERVER
(_ A N alme DC.lab0.ccisrd.eu

— i

Credentials Specify the name of the CA

. 1 Ty e s
. S t I g | C I I I I I l Role Services
e O I Ca O O n Setup Ty Type a common name to identify this certification authornty (CA). This name is added to all
I 7) o _ certificates 1ssued by the CA. Distinguished name suffix values are automatically generated but can
name for this CA”, e.g
D) ] ] .
1 I bO M l l M 2 O '1 8 J) IFr:‘<-"'"':-:jr=l"'*|""-- Common name for this CA
a - - Ca S (IabD-l‘-ﬂUT-.'12C'DS---CA )

Validity Pericd Distinguished name suffix:

e \erify “Distinguished name”

. »
Confirmation

Preview of distinguished name:

. ‘ N t,, CH=lab0-MUMZ008-CA DC=labl DC=ccisrd DC=eu
e (Click “Nex DC=ab0 DC=ccisrd

More about CA Name

< Previous |( Next > ) Configure Cancel
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DESTINATION SERVER

\Validdit s Pariae

vVd | Id |t'?" Pt‘ r {-""‘-j DC.lab0.ccisrd.eu
Credentials 5 pt":fliifj,-" the valid it}-" Dti—ff'i':l-:j
Role Services
Setup Type Select the validity penod for the certificate generated for this certification authonty (CA):

. " . CA —FE (5 Years & )
e Set validity period for

Cryptography The validity period configured for this CA certificate should exceed the validity period for the

the CA, e.g. 5 Years

® C | i C k c N eXt ) fer:ifi:_gih,.:_,3t.,355
Confirmation

Maore about Validity Pericd

< Previous ( Next > ) Configure Cancel
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Eﬁ AD C5 Configuration — I h o

DESTINATION SERVER

CA Database DC.lab0.ccisrd.eu
Credentials Specify the database locations

Role Services

Setup Type Certificate database location:
CA Type CAWindows\system32\CertlLog

® AC ce pt d ef au I't an d :r 3 . Certificate database log location:

CAWindows\system32\Certlog
C | i C k N N eXt 7 Validity Period

Confirmation

Maore about CA Database

< Previous |( Next » ) Configure Cancel

33



Center for Communication and Informationsecurity n I I
Research and Development

Eﬁ AD C5 Configuration — I h o

DESTINATION SERVER

CA Database DC.lab0.ccisrd.eu
Credentials Specify the database locations

Role Services

Setup Type Certificate database location:
CA Type CAWindows\system32\CertlLog

® AC ce pt d ef au I't an d :r 3 . Certificate database log location:

CAWindows\system32\Certlog
C | i C k N N eXt 7 Validity Period

Confirmation

Maore about CA Database

< Previous |( Next » ) Configure Cancel
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= AD C5 Configuration — L] >

DESTINATION SERVER

Qv O r_"IT| rmation DC.lab0.ccisrd.eu
“redentials Te configure the following roles, role services, or features, click Configure.
Role Services @ Active Directory Certificate Services
-_- J_: _ . Certification Authority
-~ YPE CA Type: Enterprnise Root
Private Key Cryptographic provider: R5AZMicrosoft Software Key Storage Provider
® ACC@ p't d efa U I't a N d Cryptography Hash Algorithm: SHA256
CA Name Key Length: 2048
C | i C k cc C O nfi g u re 73 Validity Period Allow Administrator Interaction: Disabled
e Certificate Validity Pencod: 30.03.2023 10:48:00
Certificate Database Distinguished Name: CN=lab0-MUM2008-CA, DC=lab0,DC=ccisrd,DC=eu
Certificate Database Location:  Ch\Windows\system32\Certlog
Certificate Database Log Ch\Windows\system32\Certlog
Location:

M

< Previous Next > ‘ Configure ' Cancel
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= AD CS Configuration — O X

DESTINATION SERVER
R 25U |t_—*- DC.lab0.ccisrd.eu

The following roles, role services, or features were configured:
£ . . . .
() Active Directory Certificate Services

Certification Authority

0 Configuration succeeded
More about CA Configuration

e After configuration
complete, click “Close”

36
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Configure CA

Server Manager * Dashboard

I Dashboard

B Local Server

= Server Manager

o @ | I' Manage Tools View

WELCOME TO SERVER MANAGER

o Configure this local server

ii All Servers

il ADDS
e DNS QUICK START
g Fie and Storage Senices b 2 Add roles and features
3 Add other servers to manage

WHAT'S NEW

e \When asked to configure -
additional role services, '

click “Yes”

Do you want to configure additional role services ?

ROLES AND SERVER GROUPS

Roles: 3 | Servergroups: 1 | Servers total: ( Yes ) Mo |
i§l ADDS 1 2 DNS 5 ;ifv?::s Storage
@ Manageability @ Manageability @ Manageability
Events Events Events
Services services Services
Performance Performance Performance
BPA results BPA results BPA results

9:42
P
! 30.03.20138 E;g
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e Accept default and
click “Next”

Configure CA

38

= AD C5 Cenfiguration

Credentia

Credentials

Fol rvice

[ K]
LA
[ K]
LA

Sp

ITT.'I

To install the following role services you must belong to the local Administraters group:

To install the following role services you must belong to the Enterprise Admins group:

Standalone certification authornity

Certification Authority Web Enrcliment

Online Responder

Enterprise certification authorty

Certificate Enrollment Policy Web Service

Certificate Enrollment Web Service
Metwork Device Enrollment Service

Credentials: |LABO\administrator

More about AD CS Server Roles

O X

DESTINATION SERVER
DC.lab0.ccisrd.eu

cify credentials to configure role services

Change...

Mext »

) Configure

Cancel
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o Select “Certificate
Enrollment Web Service”
and Click “Next”

Configure CA

39

= AD C5 Configuration — m %

_ , DESTINATIONMN SERVER
2 >ervices DC.lab0.ccisrd.eu

L W, T

L

Credentials S

Role Services

5 | Certification Authornity

CA for CES
Certification Authority Web Enrcliment

2 Services 1o Co T_ITI';J ure

T
K
|

Ta

lect Rol

I
|
r

Authentication Type for C__.

Cnline Responder

[ R pp— + £ " g
Service Account for CE5S

Certificate Enrollment Web Service

ertificate Enrollment Policy Web service

More about AD CS Server Roles

< Previous Next > ) Configure Cancel
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CCISRD anfigure CA

= AD C5 Configuration = L] >
DESTINATION SERVER
DC.lab0.ccisrd.eu

CA for CES

LA

Specify CA for Certificate Enrollment Web Service

Select the certification authonty (CA) that you want to use for issuing certificates requested

o ) through this Certificate Enrollment Web Service (CES).
Authentication Type for C_..

Service Account for CES Select:
(® CA name

11 J)
e Select “CA Nam
e eC a e ) Computer name
an d Cl iC k 1 N ext J) Target CA: |DC.lab0.ccisrd.eu\lab0-MUMZ2008-CA Select...
[ ] Configure the Certificate Enrollment Web Service for renewal-only mode.

o Renewal-only mode requires that the targeted CA run at least Windows Server 2008 R2.

More about CA for CES

< Previous

Next » ) Configure Cancel

o
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e Select “Windows

iIntegrated authentication”

and Click “Next”

onfigure C

41

= AD C5 Cenfiguration
Authentication Type for CES

Credentials

Role Services

5 ('Zéﬁ' Windows integrated authentication )

— r ———
i N Tr -
= - b E -

Authentication Type for C__. () Client certificate authentication

- - . - -
ot pie e g - Cr«
" Y 1 Tl -
serfviCe ACCOUNT TOr Lt

(_) User name and password

More about Authentication Type for CES

Select the type of authentication

< Previous

‘I Next »

(

— O X

DESTINATION SERVER

DC.lab0.ccisrd.eu

figure Cancel
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 |n our lab select “Use
the built-in application
pool identity”, in real
case specify service
account. Usually needed
to create new one.

e Click “Next”

Configure CA

= AD CS Configuration

Autnentication Type Tor C...

Service Account for CES () Specify service account (recommended)

Server Certificate

'._l_l'-lf- vy Aty
L_onnrmaton

('.é.l' Use the built-in application pool identity )

More about Service Account for CES

with the certification authonty (CA) and other services on the network.

< Previous

)

Mext »

42

— O X

DESTINATION SERVER

Service it Tor CES DC.lab0.ccisrd.eu
Credentials Specify the service account
Role Services
CA for CES Select the identity that the Certificate Enrollment Web Service (CES) uses when communicating

The account selected must be a member of the lIS_IUSRS group. If Kerberos is selected as the
authentication type, a service principal name is required for the service account.

Cancel
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Specify a Server
Authentication
Certificate.

“Issued to” must be
server’s fully qualified
domain name FQDN (e.g.
dc.lab0.ccisrd.eu)

In such does not exist we
will create one (next slide)

If already exist, proceed
to slide #50

Configure CA

43

= AD CS Configuration

Server Certificate

Credentials
Role Services

A tor CES
Authentication Type for C
Service Account for CES
Confirmation

— O X

DESTINATION SERVER
DC.lab0.ccisrd.eu

Specify a Server Authentication Certificate

When communicating with clients, the web service(s) uses Secure Sockets Layer (55L) protocol to

encrypt network traffic.

(@ Choose an existing certificate for S5L encryption (recommended)

Issued To lssued By Expiration Date
( de.labl.ccisrd.eu lab0-MUM2008-CA  298.03.2020 )
lab0-MUMZ2008-CA  lab0-MUMZ2008-CA  30.03.2023
Properhes Refresh

() Choose and assign a certificate for SSL later

Iy, For this role service to function, you must configure this server with a valid certificate.

More about Server Certificate

< Previous Next » ) Conhgure Cancel
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= Server Manager — X

Server Manager * Dashboard

Active Directory Administrative Center

Active Directory Domains and Trusts
WELCOME TO SERVER MANAGER

= Dashboard Active Directory Module for Windows PowerShell

B Local Server Active Directory Sites and Services
W& All Servers o C 1_ ' : | Active Directory Users and Computers
. _onfigure this local server ADS| Edit
i_-i.-; ig EZ QUICK START Certification Authority
i3] 2  Add roles and features Component Services
e= DNS Computer Management
WE File and Storage Services P 3 Add other servers to manage Defragment and Optimize Drives
[© IS WHATS NEW . E:II-; Cleanup
' 4 (reate a server group NS
® Open “Internet ?k\ NPAS ’ SEaE e ! Event Viewer
. . 5 Connect this server to cloud services Group Policy Management 4
I n fo rm at I O n S e rVI CeS ( Internet Information Services (IIS) Manager
LEARN MORE T 15CS! Initator ‘

(IIS) Manager”. e Sty Py

Mi .
ROLES AND SERVER GROUPS icrosoft Azure Services
Metwork Policy Server

Roles: & | Servergroups: 1 | Servers total:
QDBC Data Sources (32-bit)
mm o] ; | -bi
Eﬁ AD CS 1 |.| AD DS 1 &= DNS ODEBC Data Sources (64-bit)
Performance Monitor
@ Manageability @ Manageability @ Manageability Print Management
Events Events Events SR LRI
) ] ] Services
Services Services Services L _
System Configuration
Performance Performance Performance System Information
BPA results BPA results BPA results Task Scheduler
Windows Firewall with Advanced Secunty
Windows Memory Diagnostic
AN Al msaem M sameT all

-

10:55
30.03.2018

A~ Tl




cC5RD - Create web server certificate

E:i — 1

Server Manager * Dashboard

&8 Dashboard €5 Internet Information Services (IIS) Manager — O W

B Local Serve ;:_ € ) DC » o @ -
LR B L ——
a®
o AD CS Connections e._ E Actions
Of ez Q- & 3 DC Home Manage Server
DNS ...ka= Start P — = Restart
== N Dg (L:B[:\ p—— Filter: - " Go -5 ShowAll | Group by: Area -E- || * Rester
Wg File and Stq/\C__2 T T - — . —— - . -

r ication P _
&t Application Pools Authentic... Compression  Default Directory  Error Pages Handler @ Stop

e Expand Your server and & .

N PAS _._E'_E—_ o '( éi— - — ||%, I‘,'-iF"w It'vﬁht:".
I . S ”—_:l— @ U !]--J j-Jﬁ- J: m i3 F_T. H_.:__ ieb Platform
Se eCt erver HTTP  ISAPland  ISAPIFilters Logging MIMETypes  Modules 0 e

) Lomponents
. Respon... CGl Restri... & o ide
Certificates” on the CR D "5
3 E; e J_E
; - o= 8 L
. Output Request Server Worker
feat u reS VI eW pa n e . Caching Filtering Certificates ) Processes
Management A
=] - e
B lﬂg =
= =M
Configurat... Feature Shared
Editor Delegation Cenfigurat...
W
Features View |, - Content View
Ready |
Performance Performance Performance
BPA results BPA results BPA results

10:56
P
! 30.03.2018 Ez




c==2R0 - Create web server certificate

H}j Internet Infermation Services (|15) Manager . . w
&« € DC » ¥y @ -
File View Help

Connections ~a Actions

Q- L] e UJ‘ Server Certificates

&5 Start Page
v ..Hfj DC (LABO\administrator)

Use this feature to request and manage certificates that the Web server can use with websites Create Ce

- configured for 55L.
Lzt Application Pools

o In AC'“On pane C||Ck %) Sites _ Filter: » % Go - GyShowAll | Groupby: No Grouping =

MName lssued To lssued By

T C e ate D om a| N o UMP008.CA e
Certificate ..” o

=] Features View ||_Z Content View

Ready Ej

46
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e |nsert required
information.

e Common name is the
server FQDN!

e Click “Next”

reate web server certificate

ﬁi Internet Information Services |
« €, DC »
File View Help

Connections

€ -l 5

&5 Start Page

v -85 DC (LABO\administrator)
. [Z} Application Pools
- @ Sites

Ready

Create Certificate

! i' Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as

official names and they cannot contain abbreviations.

Common name:

Organization:

Organizational unit:

City/locality
State/province:

Country/region:

f

dec.labl.ccisrd.eu

CCISRD

LAB

LAE

LA

EE

\&

~

Cancel

O pd
-": ;‘* |6| -
=

47




@ L‘er r for CommmmtandrdInormc ionsecurity

Create web server certificate

e Specify Online
Certificate Authority by
clicking “Select” button

e |nsert a friendly name
for the certificate.
It can be any name.

e Click “Finish”

H}"j Internet Information Services |
- € DC
File View Help

Connections

€ -l 5

&5 Start Page

v ..Hﬁ DC (LABO\administrator)
----- L=} Application Pools
. .[@] Sites

Ready

Create Certificate

Online Certification Authority

L

Specify the certification authority within your demain that will sign the certificate. A friendly name is required

and should be easy to remember,

Specify Online Certification Authority:

(IabD-MUM?_DDS-CA"'.,DC.IabD.ccisrd.eu

Example: CertificateAuthorityMamelServerName

Friendly name:

CDC.IabD.ccigrd.eu| )

Previous

( Finish ) Cancel

L] X
"':I‘* |6| -
&

48
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Create web server certificate

o After new certificate is
created, close the
1S Manager

e Return to Certificate
Web Services

configuration

tif] Internet Infermation Services (115) Manager

T € DC » e -~
File View Help
Connections U_ K f Actions
@- i 8 J Server Certificates ol
L t!::—‘j Start Page - Use this feature to request and manage certificates that the Web server can use with websites
v "h__:.l DC (LABO\administrator) configured for SSL.
.|} Application Pools
. .[&| Sites Filter: - Go - \z;Show All  Group by: No Grouping -
MName - Issued To lssued By
labO BALIRADONS A |
(DC.IabD.ccisrd.eu dec.lab0.ccisrd.eu lab0-MUM2008-CA ’ E
¥ R
ﬂ H
4 >
= | Features View |/ 2 Content View
Ready A=
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Click “Refresh”

Specify a Server
Authentication
Certificate.

“Issued t0” must be
server’s fully qualified
domain name FQDN (e.g.
dc.lab0.ccisrd.eu)

Click “Next”

Configure CA

50

= ADCS Cenfiguration

Server Certificate

e ) —— 3 o — o
o airme e o ; e
=l = 0 i | =

ST VILE AUUUUETL 1Y e L

Server Certificate

Confirmation

— O

s

DESTINATION SERVER
DC.lab0.ccisrd.eu

Specify a Server Authentication Certificate

When communicating with clients, the web service(s) uses Secure Sockets Layer (55L) protocol to

encrypt network traffic.

(@ Choose an existing certificate for S5L encryption (recommended)

Issued To lssued By Expiration Date
( dclabDccisrdeu  1ab0-MUM2008-CA  29.03.2020 )
lab0-MUM2008-CA  lab0-MUM2008-CA  30.03.2023

Properties ' Refresh )

() Choose and assign a certificate for SSL later

Iy, For this role service to function, you must configure this server with a valid certificate.

More about Server Certificate

< Previous Next » ) Configure Cancel
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e Click “Configure”

Configure CA

51

= AD CS Configuration

Confirmation

Credentials

c - P
Role Services

Server Certiticats

Te configure the following roles, role services, or features, click Configure,

@ Active Directory Certificate Services

Certificate Enrollment Web Service

= O X

DESTINATION SERVER
DC.lab0.ccisrd.eu

CA Name: DC.lab0.ccisrd.eu\lab0-MUM2008-CA
Renewal Cnly Mode: False
Authentication Type: Windows Integrated Authentication
Allow Key-based Renewal: False
Account: Application Pool Identity
Server Authentication DSOFEEFADABSF1173C575690314C2E11C3EBOCTE
Certificate:
< Previous Next > ( Configure Cancel
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F&. AD C5 Configuration — I h o

DESTINATION SERVER
DC.lab0.ccisrd.eu

Results

The following roles, role services, or features were configured:

@ Active Directory Certificate Services

Certificate Enrollment Web Service Q Configuration succeeded

o Delegation must be enabled for the web service account when the Certificate Enrollment Web
Service is installed and all of the following conditions apply:

1. The Certificate Enrollment Web Service is installed on a separate computer from the
C I " k £C C | 5y certification authority
* IC oSe

2. Renewal-only mede is not enabled
3. The authentication type is set for Kerberos or Certificate Authentication

More about CES Configuration

1}

< Previous Mext > ( Close )
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onfigure Web Service

r-'.ﬁ Server Manager _ X

@5~ servert
I Dashboard

Elel= Dashboarg

| Post-deployment Configura...

WELCOME TO SERVER MANAGER

= Configuration required for Active Directory
B Local Server : '.FI_A_'ILH |._ n require I”- r Active Directony
) Certificate Services at DC

BE All Servers - : T . e _

® (_ O r"|1'| {:; ure tnis ||{:| Ca | cerver \ Configure Active Directory Certificate Services on the
ER ADCS - 0 destination server

i-i-i b Le R 1

DNS 2 Add roles and features Configuration required. Installation succeeded on

DC.lab0.ccisrd.eu.

(4]
= =]
ii File and Storage Services [ ] 14 other <cerverc to manane
' 1d other servers to mat iade Add Roles and Features
| (&)

e |[n Server Manager -
Dashboard, click to P o eemasnergnh |
configure “Active I
Directory Certificate
Services”

Task Details

ROLES AND SERVER GROUPS

Roles: B Server groups: 1 | Servers total:
=® ADCS 1 il AD DS 1 £ DNS 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results

A~ Tl

15:04
01.04.2018
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e \erify username and
click “Next”

Configure CA

54

= AD CS Configuration

Credentials

im
L
[ Fa]

= () =
ervice

Rol

* Standalone certification authonty
* Certification Authority Web Enrcliment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

Enterpnise certification authornty
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
Network Device Enrollment Service

s

DESTINATION SERVER
DC.lab0.ccisrd.eu

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

(C redentials: | LABO\administrator

Change... )

More about AD CS Server Roles

1}

< Previous ( Mext =

) Configure

Cancel
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= AD CS Configuration = L >

DESTINATION SERVER

R O | 2 Hervices DC.lab0.ccisrd.eu
Credentials Select Role Services to configure
Confirmation | Certification Authornity

< Certification Authority Web Enrollment)

o Select “Certificate Authority

| Certificate Enrollment Web Service

Web EnrO”ment” and CIle Certificate Enroliment Policy Web Service
“Next”

More about AD C5 Server Roles

< Previous ( Next > ) Configure Cancel
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e (Click “Close”

e Now is CA configured.

Configure CA

56

= AD C5 Configuration

Results

— O X

DESTINATION SERVER
DC.lab0.ccisrd.eu

The following roles, role services, or features were configured:
G:) Active Directory Certificate Services

Certification Authority Web Enrollment

o Configuration succeeded
More about Web Enrollment Configuration

]
]!
IT
h
0
[
i
u
1




Configure NPS - RADIUS Server
Reconfigure CAPsMAN

Install CA on client device’s

57
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Configure NPS - Radius

= Server Manager

Server Manager * Dashboard

IZ2 Dashboard

Active Directory Administrative Center

Active Directory Domains and Trusts

WELCOME TO SERVER MANAGER

Active Directory Module for Windows PowerShell

B Local Server Active Directory Sites and Services
ii All Servers ! a ' Active Directory Users and Computers
Eﬁ e (_ 8l IT":J: ure tr 1S '»:'L_:3| Servel ADSI Edit
g Certification Authority
igl AD DS QUICK START , .
&y > rdd roles and features Component Services
3 Fad AU TUNES JdiU 1edludl 25
em DNS Computer Management
WE File and Storage Services P 3 Add other servers to manage Defragment and Optimize Drives
@ IS - Disk Cleanup
WHAT'S NEW _ .
. NPAS 4 Create a server group DNS
e From Server Manager
T . 5 Connect this server to cloud services Group Policy Management
O pe N N etwo rk PO I | Cy Internet Information Services (IIS) Manager
LEARN MORE iSCSI Initiator
S e rve r. Local Secunity Policy
ROLES AND SERVER GROUPS /—M"‘m“ﬁi‘mj‘m
SR € aruer M e Carvarc +ata Network Policy Server
Roles: b JENVEN Qroups 1 | SEMNVEers total: )
ODEC Data Sources (32-bit)
Eﬁ AD CS 1 |i| AD DS % DNS ODEC Data Sources (64-bit)

@ Manageability

Performance Monitor

@ Manageability

®

Manageability

Print Management

Resource Monitor

Events Events Events
) ] ] Services
Services Services Services L _
System Configuration
Performance Performance Performance System Information
BPA results BPA results BPA results Task Scheduler

Windows Firewall with Advanced Secunty
Windows Memory Diagnostic

L B I L S ||

-

11:03
30.03.2018
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e Select “RADIUS server
for 802.1X Wireless or
Wired Connections

e Click “Configure 802.1X”

59

Configure NPS - Radius

@' Metwork Pelicy Server

File Action View Help
=@ H

€2 NPS (Local)

| RADIUS Clients and Servers
_1[ Policies

8 Accounting
oll; Templates Management

NPS (Local)

W Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for
)’ connection request authentication, and connection request authorization.

Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

(RADIUS server for 802.1X Wireless or Wired Connections V)

RADIUS server for 802.1X Wireless or Wired Connections

When you corfigure NP5 as a RADIUS server for 802.1X connections, you create network policies that allow
NP5 to authenticate and authorize connections from wireless access points and authenticating switches (also
called RADIUS clients).

(n Configure E-DE‘.UZ) ﬂ Leam mare

Advanced Configuration b

Templates Configuration i
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o Select wireless as
“Type of 802.1X
connection”

e |nsert name for this
connection (e.g. Secure
Enterprise Wireless
Connection”

e Click “Next”

Configure NPS - Radius

60

Configure 802,1X

€2 Network Poli

File Action

|

l Select 802.1X Connections Type

G |F | =

€ NPS (Local)

1| PAQIPS Cl qype of 802.1X connections: A
L=l Policies (@) Secure Wireless Connections

8 Accountir

oy Templates o connection requests made by wireless clients connecting through the access points.

When you deploy 802.1X wireless access points on your network, NP5 can authenticate and authorize

.

() Secure Wired (Ethemet) Connections

When you deploy 802.1X authenticating switches on your netwark, NP5 can authenticate and authorize
connection requests made by Bthemet clients connecting through the switches.

Name:
This default tesd is used as part of the name for each of the policies created with this wizard. You can use the

default text or modify it .
Secure Enterprise Wireless Connections

Previous ( Mt ) Finish Cancel

ric access policies for

wizard.

plicies that allow
q switches (also
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Configure NPS - Radius

Configure 802.1X

€2 Network Poli
Specify 802.1X Switches

File Action 1 '
2| Please specify 802.1X switches orWireless Access Points (RADIUS Clients)

&= T %
e [

;‘ RADIUS CI' papIUS clients are network access servers, such as authenticating switches and wireless access point.
=] Policies RADIUS clients are not client computers.
% Accountif 15 specify 2 RADIUS client, click Add fk access policies for
oy Templates
RADIUS dlients:
Add RADIUS cli (e )
o client. .
In our case is it the ...
olicies that allow
g switches (also
< Previous Mead Finish Cancel

o1
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Give a friendly name for
the RADIUS client.
(e.g. CAPsMAN)

Insert RADIUS Client IP
address (10.1.0.1)

Insert (or generate)
Shared secret for the
Radius Client.

Click “OK” and then
“Next”.

Configure NPS - Radius

62

€ Network Poli
File Action 1V

e« | E F &

€ NPS (Local) -
1 RADIUSCI papLs
=/ Policies RADIUS

& Accountin e
oy Templates

RADIU

Mew BADIUS Client

Settings

Select an existing template:

Mame and Address
Friendhy name:
CAPsMAN

Address (IP or DNS):
10.1.0.1 )

)

Shared Secret

Select an existing Shared Secrets template:

Mone

Verify...

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared

secret entered here. Shared secrets are case-sensitive.

ﬁ] Manual
Shared secret:

~

() Generate

Confim shared secret:

oK

Cancel

point.

el

ik access policies for

wizard.

olicies that allow
g switches (also
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o Select “Microsoft
Protected EAP (PEAP)
as lype.

e Click “Configure”

63

Configure NPS - Radius

Configure 802.1X

€2 Network Poli

File Action 3

&= |7 E

g -'7--1

€ NPS (Local)
] RADIUS C

=/ Policies
8 Accountin
oy Templates

Select the EAP type for this palicy.

. Configure an Authentication Method
L]

Type (based on method of access and network configuration):

CMicmsoﬂ: Protected EAP (FEAP)

Previous

Mead

Cancel

) C Corfigure. . )

ric access policies for

wizard.

plicies that allow
q switches (also
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Verify that the correct
certificate Is selected

Enable Fast Reconnect

Click “OK” and then
“Next”

o4

€2 Network Poli

File Action

== E

€ NPS (Local)
| RADIUS Cl

=/ Policies
8. Accountin
ol Templates

Edit Protected EAP Properties X

Select the certificate the server should use to prove its identity to the dient.
A certificate that is configured for Protected EAP in Connection Request
Policy will override this certificate.

f'(Cerﬁﬁcate issued to: DC.lab0.ccisrd.eu . 1Y

Friendly name: DC.lab0.cdsrd.eu

Issuer: lab0-MUM2008-CA

7\ Expiration date: 30.03.2019 10:51:47 J

0 Enable Fast Reconnect )

[ | Disconnect Clients without Cryptobinding
Eap Types

Secured password (EAP-MSCHAP v2

Mowve Lip

m
]
[

Add Edit Remove ‘l (] I ’ Cancel

Configure NPS - Radius

Configure. ..

Previous Mead Finish

Cancel

ik access policies for

wizard.

olicies that allow
g switches (also




CCISRD

r for Communication and Informationsecurity
rch and Development

e Click “Add” and select
User Group(s) to grant
permission to use this
network.

In our case this is

a general network
and all domain users
not belonging any
special group can use
this.

e Click “Next”

Configure NPS - Radius

65

@ MNetwork Poli

File Action )
&= |5 K

€2 NPS (Local)

- RADIUS C To select User Groups, click Add. ff no groups are selected, this policy applies to all users.
=] Policies
& Accoun tir
ol Templates | Groups
LABD"Domain Users )
< Previous ( Meat )

Configure 802.1X

Specify User Groups

| Users that are members of the selected group or groups wi
p * based onthe network policy Access Permission setting.

ill be allowed or denied access

olicies that allow
g switches (also
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Configure NPS - Radius

Configure 802.1X

€2 Network Poli

File Action 3

@ |Fl =

Usevirtual LANs {VLANs) and access control lists (ACLs)to control network traffic.

. Configure Traffic Controls
L]

€ NPS (Local) _
| RADIUS C . : L . . . . :
: - ff your RADIUS clients (authenticating switches or wireless access points) support the assignment of traffic

=] Policies controls using RADIUS tunnel attributes, you can configure these attibutes here. f you configure these attributes,

l.-.i ?: ;OPT::; : :jﬁ c:zzstenal.c:ts RADIUS clients to apply these settings for connection requests that are authenticated and e access policies for

| ff you do not use traffic controls or you want to configure them later, click Mext.

e Accept default and L —
To configure traffic control attributes, click Configure.
. 1 N .t J)
olicies that allow
q switches (also
< Previous ( Mexd ) Finish Cancel
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Configure NPS - Radius

Configure 802.1X X

€2 Network Poli — n e
N \, Completing New IEEE 802.1X Secure Wired and
File  Action ' Wireless Connections and RADIUS clients

@ |F F =

@ s o [

| RADIUS CI

=/ Policies

B Accountinl * To view the configuration details in your default browser, click Configuration Details.
T lates| To change the configuration, click Previous.
8 Templates| , To save the configuration and close this wizard, click Finish.

You have successfully created the following policies and configured the following RADIUS clients.

ric access policies for

RADIUS dlients: -

e Review settings and ey

Secure Enterprise Wireless Connections

. 1 J) S
C | I C k N eXt E%zzazﬁireless Connections e

plicies that allow
q switches (also

Configuration Details

< Previous Mexd ( Finish ) Cancel

o7
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Configure NPS - Radius

€2 Network Policy Server — L] X
File Action View Help
=5 -
€2 NPS (Local) Network Policies
| RADIUS Clients and Servers
v [=[ Policies * Metwork policies allow you to designate who is authorized to connect to the network and the circumstances

under which they can or cannot connect.

e Now we create policies 5 Comecion e

v

l‘j Accounting Policy Name Status Processing Order  Access Type S
5 Secure Enterprise Wireless Connections 1
jConnections to Microsoft Routing and Remote Access server En Move Up ess U

L

for privi Ieg ed user Ml Templates Management
,'_ﬂConnections to other access servers En Move Down e85
g ro u pS " Disable

¢ Secure Enterprise Wireless Connections Delete
. N _ N . Rename
o D u p | I C a‘t e n eW | y C re a‘t ed Conditions - if the following conditions are met: ( Duplicate Policy ) R
. Condition Value T
N etWO r k p O I I Cy_ MAS Port Type  Wireless - Other OR Wireless - IEEE 802.11
Windows Groups LAB0"Domain Users Help

Settings - Then the following settings are applied:

Setting Value i

£ » || € >

Duplicate Policy
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Configure NPS - Radius

® Give a duplicated pOIicy € Network Policy Server — O ps

a reasonable name (e.qg. o 20 B

- SeC U re E nterp ri Se ¢ N;psﬂigrljgﬁilients and Servers ==

v [=[ Palicies * Metwork policies allow you to designate who is authorized to connect to the netwark and the circumstances
= under which they can or cannot connect.

Wireless connection for § Connection Recest Po

. Network Policies

5y ‘D Accounting Policy Name Status Processing Order  Access Type =
M a n ag e m e nt o; Templates Management I Secure Enterprise Wireless Connections for management : L
_ﬂ Secure Enterprise Wireless Connections Enable Move Up ;L
%ﬂ‘Connecﬁons to Microsoft Routing and Remote Access server Enable Mowve Down v L
o M Ove t h I S p O I I Cy 'to t h e 4 Connections to other access servers Enable Enable L]
) Secure Enterprise Wireless Connections for management Delete

tO p - I t m U St a Ut h e nt I C at e Conditions - If the following conditions are met: Rename

Duplicate Policy _—

and accept priViIeg ed (I*:J;nsdr:Zrnt Type :r:IrueTess-OtherORWireless-IEEE 802.11 ( ot )
users before general one.

Windows Groups LAB0%Domain Users Help

® E d |'t p O I | Cy C I | C kl n g Settings - Then the following settings are applied:

Setting Value ”

“Properties” { || :

Properties
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e On “Conditions” tab
replace Domain users
with more specific /
privileged user group
by clicking “Edit”.

(In our case group
“Management”)

70

onfigure NPS - Radius

%- Metwork Policy Server
File Action View Help

Secure Enterprise Wireless Connections for management Properties

Cwverview onstraints  Settings

Conrfigure the conditions for this netwark policy.

ff conditions match the connection request, NP5 uses this policy to authorize the connection request. f conditions do not match the
connection request, NP5 skips this policy and evaluates other policies, f additional policies are configured.

— O X

d the circumstances

Condition Value
MAS Port Type Wireless - Cther OR Wireless - |IEEE 802.11
B3 Windows Groups LABD Management )

or  Access Type S

Grant Access U
Deny Access U
Deny Access L

Condition description:

The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

Add... | Edi... ) Remove

QK Cancel

Apply




CCISRD

Center for Communication and Informationsecurity
Research and Development

onfigure NPS - Radius

@- Metwork Policy Server

File Action View Help

Secure Enterprise Wireless Connections for management Properties x

— 1 X
Overview Conditions Constraint _
|
Configure the settings for this network policy. d the circumstances
e Now we need to specify L

ff conditions and constraints match the connection request and the policy grants access, settings are applied.

VLAN ID for this group. o=

To send additional attributes to RADIUS clients, select a Vendor Specific attribute, and er Access Type S
G}. Standard then click Edit. f you do not configure an attribute, it is not sent to RADIUS clients. See Grant Access U
N Your RADIUS client documentation for required attributes.
(C " 5y C Yendor Specific ) Deny Access U
® - Deny Access U
A outing and R emote Access
Y, Multilink. and B andwidth _ .
3 Rinction Protocel BAF) Attributes:

® I n S ett i n g S SeCt i O n ? IP Filterls Name Vendor Value .

Jis‘] Encryption

select “Vendor Specific” o ot
and click “Add”

H
T
[}
I
(§1]
1

QK Cancel Apply

[a
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onfigure NPS - Radius

%- Metwork Policy Server

File Action View Help

—_ O X
Overview Conditions Constraints Settings _

Configure [* — — d the circumstances
ff conditiol Add Vendor Specific Attribute X
. . . . Settings: | T add an attribute to the settings, select the attribute, and then click Add.

® AS M I krO I I k I S n Ot I I St ed — 1 To add a Vendor Specific attibute that is not listed, select Custom, and then click Add. ¥ | Access Type | S

; Grant Access U

here, we need to use By v e e U

y Routin{ |Al v Deny Access U

| | b Ly
“Vendor Specific” " e -
W IP| | Name Vendor ~
P
Ji_TIEJJ End | USR-Tunnel-Switch-Endpaoint I1.5. Robatics, Inc.
u €C 79 ;f P USR-Unauthenticated-Time .5, Robatics, Inc.
® | C # USR-VPN-Encryptor U.S. Robotics, Inc.
USR-VPN-GW-Location-Id .5, Robatics, Inc.
USRE-VTS-5ession-Key .5 Robatics Inc.
1C Vendor-Specific RADIUS Standard W
< > -
Description:
Specifies the support of proprietany NAS features.
e
( Add... ) Close v
>
T

QK Cancel Apply

(2
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onfigure NPS - Radius

@- Metwork Policy Server

File Action View Help

Overview Conditions Constraints Settings

— O X

73

Configure o T d the circumstances
I if conditior -
| ins: .
. Lﬁlngs. Toadd an attill  Attribute Information I
f RADIU To add 3 Vendd s Access Type 5
Attribute name: Grant A U
Vendor-Specific
Vendor: At : Deny Access U
ribute number: .
] £cC b ' Routing | All 2% Deny Access U
® C I I C k l \d d | # El"u Nirindes: Attribute format:
§ ctbutes: OctetString —
W IPE | Name A
Attribut lues: s
8 Enf | USRTunneh{ —— oo
P USR-Unauthd | Vendor Value ( Add
# P3| UsrveNEn
LUSR-VPN-GY
LUSR-VTS-Se
Vendor-5Spec W
< » |
Description:
Specifies the sU
JK Cancel
M
Add... Close v
>
I
QK Cancel Apply
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e As MikroTik is not listed,

we need to enter
MikroTik’s vendor code
14988 manually.

o Select “Yes it conforms”

and click
“Configure Attribute” to
specify VLAN attributes

onfigure NPS - Radius

74

@- Metwork Policy Server

File Action View Help

Chverview

Configure

if conditior

Settings:
RADIU

(—3}. Sta

R outim

ki
% Allc

T P
% Eru
# 1P

Conditions Constraints  Settings

r al s

To add an attrib

To add a Vendt

Vendor:
All

Attributes:
Mame

USR-Tunnel-}
USR-Unauthe
USR-VPN-En
USR-VPN-GV
USR-VTS-5e
Vendor-Speci
< |

Description:

Specifies the su

O MO =

oK

Vendor-5pecific Attnbute Information X
Attribute name:

Vendor Specific

Specify network access server vendor.

() Select from list: RADIUS Standard

(@) Enter Vendor Code: 14588 :)
Specify whether the attribute conforms to the RADIUS RFC specification for
vendor specific attibutes.
@i) Yes. It corforms )

() No. kt does not conform

( Conrfigure Attribute... )

Cancel

|

| Add |

OK

d the circumstances

i Access Type 5

Grant Access U
Deny Access U
Deny Access L

e —

Close

Cancel

Apply
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Configure NPS - Radius

Ven d O r_aSS I g n ed €2 Network Policy Server — O %
attribute number for the
“Mikrotik_Wireless_ VLANID” I

{  Corfigure e d the circumstances

IS 26. Therefore insert it. e

| Seffings: | Toaddanatit oo oo . i |

RADIU ' i Access Type S

Attribute format for o

VLAN id is “Decimal” =l

NE <=
3
(=
c
=
=N=]
3 H
]
4]
@ g
[ -

alld  Attributes

T IPE | Name

e I I )

Pl o h¥
o =
. 3 m
c P

c

_ m

A e

al 3

g. =

Cu

@ 5

Field “Attribute value” B ey e ] oI

)
M P3| sRVPNEN

specifies the VLAN ID S| o st —

Vendor-Speci @) =

value. Inor case it is 11 <o\ (e S|

(Management). S—

Click “OK”, “OK” B —

QK Cancel Apphy

lgs
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Configure NPS - Radius

e Add option 27, which
specifies VLAN type we

@ Metwork Policy Server

Wl” use File Action View Help
(Val ue O — 802 -1 q) ] Overview Conditions Constraints ~Settings _

Configure [* e d the circumstances
. cc ’y (c yy ff conditior
e Click “OK”, “OK .
. i
I:;DIU To add & Vends A s Access Type 5
% Sta Grant Access U
-l Vi Attribute name:
W Vendor L . Deny Access U
- M Configure V54 (RFC Compliant) X Deny Access L
Routing | Al 2| Spe
;"!1 TN _ i i umber:
: ) A oy
Alle  Attributes: a ()3 m —
T IPE | Name — " ~
W A @E Attribute format : i e
D Eny | USR-Tunnel s T
oy | UsR-Unauthe | | g, | (Decmal DI
1P USR-VPN-En VEN( '
USR-VPN-GV . '
k!f'l
USR-VTS-5e 0
Vendor-Speci N o ' W
< | ‘ oK ' Cancel ’ | * [
(
Description: ’

e For more options see v

https://wiki.mikrotik.com/wiki/ ! ’
Manual:RADIUS Client/vendor dictionary ] o] T

/6


https://wiki.mikrotik.com/wiki/Manual:RADIUS_Client/vendor_dictionary
https://wiki.mikrotik.com/wiki/Manual:RADIUS_Client/vendor_dictionary
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e Now we have specified
which VLAN ID we will use
for specific group.

e Click “OK?”, “Close” and “OK?”

’r’

onfigure NPS - Radius

@- Metwork Policy Server

File Action View Help

Overview Conditions Constraints Settings

Configure * — e
ff conditior
%ﬁ'& Toadd an attil] Attribute Information X
AADIU To add a Vends
G’c_., Sta Attribute name:
Vendor-Specific
“BE Vendor:
Attribute number:
Routing | Al 76
Wy Mu _ _
Al ’ . Attribute format :
0 Attributes: OctetString
T P | Name "
¥ Attribute values:
L En USR-Tunnel-
2 | USR-Unauthd | Vendor Value Add...
#3711 USRVPN-E | Vendor Code: 14388 11 Cdit
USR-VPN-GY | Vendor Code: 14988 0
USR-VTS-5e Remove
Vendor-Spec W
£ >
Description: Move Down
Specifies the sU
’
Add... ‘ Close ’
[

— O X

d the circumstances

r o Access Type S

Grant Access U
Deny Access U
Deny Access L
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Repeat last steps for
each Group/VLAN, from
“duplicate policy” to
“specify VLAN ID”.

More precise policies
must be on top of the
Policy list, they will be
applied first.

Enable created policies

General policy, for other
users, must be the last.

Configure NPS - Radius

/8

File Action View

@- Metwork Policy Server

Help

ork Policy Server

tieon View Help

allzal{ll 7|

_ocal)
\DIUS Clients and Servers
Hicies

Connection Request Po
' Metwork Pelicies
:counting
mplates Management

d the circumstances

Network Policies

under which they can or cannot connect.

* Network policies allow you to designate who is authorized to connect to the networkc and the circumsta:  Access Type S

Grant Access U
Deny Access U
Policy Name Status Processing Order  Access ™ Deny Access U
,_gj Secure Enterprise Wireless Connections for Management Disabled 1 Grant Ac
¥ Secure Enterprise Wireless Connections for Sales Disabled 2 Grant Ag
v Secure Enterprise Wireless Connections for Production Disak '
._d Secure Enterprise Wireless Connections Enab Move Up ~
14 Connections to Microsoft Routing and Remote Access server Enab Move Down
4 Connections to other access servers Enab( Enable )
Delete
Rename
) Secure Enterprise Wireless Connections for Production Duplicate Policy
Conditions - If the following conditions are met: Properties
Condition Value Help
MNAS Port Type  Wireless - Cther OR Wireless - IEEE 802.11 A
Windows Groups  LABO"Production E
>




Reconfigure CAPsMAN

Install CA on client device’s

79



&casro Add New Security Configuration

K ) trainer@10.1.0.1 (LAB-GW) - WinBox v6.40.6 on hEX PoE (mipsbe)

o In CAPSMAN SeIeCt Sassion  Settings Dashboard

“Security cfg” P e —
and click “Add”

AS Quick Sat

itz i CAPInterface Provisioning  Configurations  Channels Datapaths( Sacurity Cfg. ’Acc&ss List Rates Remcte CAP Radic Registration Table
L Wireless
o (= (A [T Fing
1 79 i Bridge

® N al I I e LA B — E A P - Mame ¢ | Authentication Ty... | Encrypticn Group Encryption |(Group Key Update | Passphrasze EAP Mathods b
=2 pep wpazpsk WPAZPSK agscom BESCOM A S A
== Switch
"l Mesh Mew CAPs Security Configuration =] E3

e Authentication type
"“WAP2-EAP”

((_mame: [LAB-EAP ) oK

(Authentication Type: [ | WPa PSK | WPA2 PSK [ | WPA EAP WPAZ EAP 4) Cancel

(ﬂm e
Group Encryption: (assoom Comment

- - - -

e Encryption “aes ccm” e

Group Key Mpdate: A p—

e Group Encryption . Pt 1% [arn
N item EAP Methods: @!m_ ¥ |

EAP Radius Accounting:

“aes ccm’”

e EAP Method
“passthrough” - we will

authenticate In
RADIUS

B Mew Terminal
= MetaROUTER
¥ Partiticn TLS Certificate:

TLS Mode:

. Make Supout.rif
& Manual
Y Mew WinBox

Il Exit
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Add New Datapath

Select “Datapath” tab

. 14 J)

and click “Add”.
" CAP Interface  Provisioning  Configurations  Channels 55curity£fg. Accass List  Rates Remot2 CAP Radic  Registration Table
Give a name for the new S

=
d .t .th Hd EAP!! MName ¢ |Bridge Lecal Far.., |Client Ta ... YLAN Mode Y LAN ID i
a apa - p_ - dp-general br-lan

CAPsMAMN

dp-preduction br-production hew CAPs Datapath Configuraticon Off x|
Select bridge - it must s brosks Grelwod ) | [o
correspond to the bridge v - =
name on CAP’s ( - 9' Garrer
In our case, enable “Local e v Lo

4 items

FO rward ? (Local Fc-mardin -

Client To Client Forwarding: b

We do not specify “VLAN Gm )
Mode” and “VLAN ID”

as they come from

RADIUS

WLAM ID: N
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Add New Configuration

A PshA N

CAP Interface  Provisioning (C-:-nfigurati-:-ns)‘ Channels Datapaths Security Ofg.  Access List Rates Remcte CAP  Radic  Registration Table

® In “WireleSS” tab Set + (= & |T Mew TAPs Configuration Fing

MName 4 |55ID Hide 5510 |Load Bala...|Country |Channel ‘Channel Rates Datapath Security aK e VLAMN Mode | VLAN ] v
cc yy _cfgcompany-2G LAB-Company estonia -  ~—— 0000 | =
® N a m e — Cfg — EAP —2 G ofg-company-55  LABI-Company astonia e ( Mame: |cfg-EAP-2G ) Cancel
cfg-management  LABI-management —
ofg-preduction LABO-preduction ( Maode: |ap ) ¥~ Apply
cfg-=ales LA Bl-zalas
1 b ( sSID: |LaBO-EAP ) -
e Mode = "ap ) —
Hide S510: hd
Copy
: i -
e SSID = “LABO-EAP” s ——

e Country - in our case * | s " |
it is "Estonia”, but You e M- :

Disconnect Timeout: il

need to choice a PR .
proper one Gountrr

*|
b

Max Station Count: il
Multicast Halpar: b
HT Tx Chains: v

HT Rx Chains: b

HT Guard Interval: b
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Add New Configuration

A PshA N

CAP Interface  Provisioning (C-:-nfigurati-:-ns)’ Channels Datapaths Security Ofg.  Access List Rates Remcte CAP  Radic  Registration Table

= (&= T Mew CAPs Configuration Fing
Hame + |ss1D Hide SSID |Load Bala..|Country  |Channel  wireless Rates Datapath Security ok | o= VLAN Mode VLAN] ¥
cfg-company-2G | LABM ompany estonia e e e R A
cc ) dfg-company-5G  LABI-Company estonia  5G-Cx (Ehannel: _ = cancal
fg- t LABD- t
e In “Channel” tab set cyrarsgsren: et areare —
ofg-sales LA Blb-sales Squency: ¥
Contrel Channel Width: - Lomment
e Channel = 2G-C- - o\ Fom
Extansicn Channel: v Remowe
In our case it is pre T -
. Save Salacted: v
defined frequency/channel ; i e . :

with no extension = ’
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Add New Configuration

A PshA N

CAP Interface  Provisioning (C-:-nfigurati-:-ns)’ Channels Datapaths Security Ofg.  Access List Rates Remcte CAP  Radic  Registration Table

= (&= T Mew CAPs Configuration Fing

Mame 4 B5ID Hide 5510 | Load Bala... Country Channeal Wiraless Channal Rates ( Datapath ‘ Sacurity Ok qe YLAN Mode | WLAM ] v
cfg-rompany-2G  LABMCompany estonia | e e S S
ofg-company-5G  LABI-Company astonia BG-Cx ( Catapath: Zancal
cfg-management  LABI-management
ofg-preducticn LABD-praduction NTTL: - Apply
cfg-=ales LA Bl-zalas |
L2 MTL: w ||| Cemment
“Datapath” tab select
e |n dlapa dD SeleC ARP: v || comy
. Remowe
Eridga: v
previously created e
Bridge Cost: b
datapath “dp-EAP” g
a a p a. p - Bridge Horizon: b
. »
5 items Local Forwarding: b
Client To Cliznt Forwarding: b
YLAN Mode: v
VLAN ID: hd

34
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Add New Configuration

A PshA N

CAP Interface  Provisioning (C-:-nfigurati-:-ns)’ Channels Datapaths Security Ofg.  Access List Rates Remcte CAP  Radic  Registration Table

+ (= & |T Mew CAPs Configuration Find
MName /| 551D Hide SSID |Load Bala..| Country  |Channel  wireless channel  Rates Datapath‘ oK ge VLAN Mode | VLAN ¥
cfg-company-2G | LABM ompany estonia B e ———— | T
1 . J) cfg-company-5G  LABI-Company aztonia STEI LAE-EAP ED Cancel
e |n “Security” tab select Gy manogerent L6 mansgarent
ofg-preduction LABD-production Apply

Authantication Typa: b

previously created dysales  LaBDsals . =
Security configuration S - [ om

Group Key Update: - Remove
)} LAB_ EAP” Passphrase: -
EAP Methods: —
® Save CO nfig u ration ;items EAP Radiusﬁ.ccc-u:zg: b m
TS = -

clicking “OK” 5 carticate .
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Add New Configuration

CAPsNAN

CAP Interface  Provisioni ng( Configu Fﬂti0"$> ‘ TChannels Datapaths Security fg.  Access List Rates Remote AP Radic  Registraticn Table
dg-company-2a  LADI-_cmpany 2stonia pLE= i dp-genaral
cfg-company-5G  LABI-Company estonia RLESIV dp-general
cfg-management  LABFmanagement dp-managam...
cfg-production LA B-production dp-production
cfg-salas LA B-zales dp-=ales
e Add similar configuration
* »
7items
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S Update Provisioning’s

CAPsNAMN

CAP Interfac( Provisicning nfiguraticns <Channels Datapaths Security ©fg.  Access List  Rates  Remote CAP Radic  Registration Table

= ||| & | T Find

# Radic MAC Identity Reqe... Commen Ma... | Action Master Confiqura... | Slave Confiquration v
& ¢ HeMetbeMedess o create dy... ofg-company-5G  dfg-management, dfg-product.., N
\ 1 HEHEHEHEHEH create dvy... dfg-company-2G ofg-management, ofg-preduct...

e Select provisioning tab

* Edit current provisioning's - }s o

ommen Mame Regexp:

e Remove unnecessary e Ronaes — | pisabe

—omment

CO n fi g u r at i O n S T Acticn: |create dynamic 2nablad comy

Master Configuration: |cofg-company-5G

4

*|

*|

Remowe
Slave Configuration: | ofg-management ¥ |-
ofg-preduction ¥ |-
ofg-zales ¥ -
Mame Format: | prafix identity +
Mame Prefix: | 5G .

enabled

37
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Update Provisioning’s

CAPsMAMN

CAP Interfac( Provisicning nfiguraticns <Channels Datapaths Security ©fg.  Access List  Rates  Remote CAP Radic  Registration Table

. + — -Z:::::::::' EI ? Fjﬂ D'
® S e I eCt p reVI O u S |y C re ated # | |Radic MAC Identity Reqe... ‘Comman Ma.., | Acticn Master Configura... | Slawe Configuration -
------- ¢ OhMbMeGhROG00 o createdy., dgcompamy-5G  dfg-management, cfg-preduct., N

‘\1 LIRLIRLIRLIRLIRLT craata dvy... ofg-company-2G ofg-management, ofg-preduct...

EAP configuration.
As we have hardware

filter for “A” here, select e PP
Identity Regaxp: Apply

matching - in our case —
“cfg-EAP-5G” e 7 Lo

Acticn: |creats dynamic 2nabled
2 items COpy
Mastar Configuration: |cfg-EAP-5G

* Save Provisioning o

ommen Mame Regexp:

+l

*|

38

Slave Configuration: |

Mame Format: | prefix identity *
Mame Prefix: |56 -

enabled
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Provisioning

CAPsMAMN

CAP Interfac( Provisicning nfiguraticns <hannels D[atapaths Security ©fg. Access List Rates Remote AP Radic  Registration Table
d = | |® O T

# Radic MALC Identity Rege... | Common MNa... | Action Master Configura... | Slawe Configuration -
/0 (HeH R O create dvy... ofg-EAP-5G

e Correct also the 2GHz \ 1 omsednsenee g createdy. g EAP2G ) ..............................................................................................
provisioning - remove
old, unneeded and add
new matching EAP
configuration

2 items (1 salected )

89



o Select “Remote CAP” tab

e Select access points on
the list and click
“Provision” - Now we

have reconfigured all
CAP’s to use EAP

1 item (1 s=lected )
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=282 Configure RADIUS Client

® - @ trainer@10.1.0.1 (LAB-GW) - WinBox v6.40.6 on hEX PoE (mipsbe)
Sazsion  Settings  Dashboard

KTy || Safe Mode Session: | 10.1.41

AS Quick Sat
L CAPsMAN
i Interfaces

1 Wirelass ol [
— 3 e ?

Resat Status Incoming

EE Bridge
=2 PPP
== Switch
Y15 Mesh
255 TP

7 MPLS
ﬁ Routing
o0 System

Zalled ID Doemain Address

e |In the end we need to

configure RADIUS
Client.

e Open “Radius” and
click “Add”

- | W | W | e

MNew Terminal
4 MetaROUTER
P Partiticn

|:,; Maka Supout.rif
& Manual

Y Mew WinBox

Exit




===f Configure RADIUS Client

Enable RADIUS for wireless
authentication by selecting

“service” “wireless” -

Set RADIUS server “address”, T B

iIn our case it is 10.1.0.2 e e Bl

Set Shared Secret - the same s Lo Llean | oo

secret that we created in NPS el

RADIUS Client configuration. _— v | [_commen
(address: [10.1.0.2 ) Copy

Based on my personal e =, .

experience, Windows server R

need a more time to answer, e

set timeout to 1000ms. - .

Save Radius settings. } ‘
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Configure CA

Configure NPS - RADIUS Server

Recontigure CAPsMAN

Install CA on client device that are not domain members
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O ® [ ( dc.lab0.ccisrd.eu/certsrv/ C) M o »

Microsoft Active Directory Certificate Services -- lab0-MUM2008-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail
client, or other program. By using a certificate, you can verify your identity

Open certificate server URL via browser. In to people you communicate with over the Web, sign and encrypt
] messages, and, depending upon the type of certificate you request,

our case it iIs perform other security tasks.

https://dc.lab0.ccisrd.eu/certsrv You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view

Download and install CA certificate into your | the status of a pending request
COmpUter (Trusted ROOt) certificate store. For more information about Active Directory Certificate Services, see

Active Directory Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
( Download a CA certificate, certificate chain, or CRL )
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Connect to Wireless

U@ ¢ L O @ ~ 100% @

Sun1519 Q :

The Wi-Fi network “LABO-EAP" requires WPA2
enterprise credentials.

Connect to the LABO-EAP network and
specify username and password.

Mode: Automatic

Username: GabO\mike )

Now you are connected. 1 Password: (sesesese )
_ _ . _ _ . Show password
In Windows it works in asimilar way. 3 Remember this network

If Your computer is a domain member, CA | |
certificate will be installed automatically. - Cancel | SIS
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Verify connected users

®-@® trainer@10.1.0.1 (LAB-GW) - WinBox v6.40.6 on hEX PoE (mipsbe)
Sazsion  Settings  Cashboard }
3| (4| | SafeMode | Session:| 1141 N
A Quick Set
1 CAPsMAN CAP Interface  Provisioning  Cenfigurations  Channels Datapaths  Security ©fg.  Access List  Rates Remcte CAP Radic  Registration Table
[:ﬁ Intarfaces —| || | caPsScanner Fino
1 Wireless _ _ : :
o Interface SEID MAC Address ¢ |EAP Identity | Tx Rate Rx Rate  TuSignal |RxSignal |Uptime TxfRx Packats TafRx Bytes -
&y Bridge i LABEAP] AREEAP LA I A0t JeMbps 2rMbps.,, LA -55 k1M, 710164 154 Kigfe8.5kig
=7 PPP AE-AP1- A E{-EAP 3C:2E:FF:00:2E:50  labfalice  )EMbps HHIMbps { 46 {Hh{HE43.., 42/95 12.8 KiBf17.1 KiEB
. o-LAB-APT-2 LA B{-EAP ACEC 32 DA FG abﬁlmi e Yambps 5 Mbps {} -55 {Hk:14:24.. 293,251 17.7 KiBf37.1 KiB
5 Switc
“1a Mesh
5l 1P §
4 Routing N pr—
-
I OO *
DHZP  Metworks Leases | Opticns  Opticn 5=tz Alerts
C A= (=] | | | Check Status Sine
& Taals N Addrass MAC Address Clignt 1D Sanser Active Addrass | Active MAC Addrass b
T . L 111,135,252 FABII 19537070 1:34:ab:37:1%:37:75 dhcp-production 11h,1.13.252 FABII 1953775 ) ______________________ F
Mew Terminal O 1414254 3805 A6 2 200 FD 1:38:c%:86: 2 2 dhep-company 14.1.0.254 3805862 200 FD f
=4 MetaROUTER L 1f.1.11.251 3C:2E:FF:0:2B:5D 1:3c:2a:ffid:2bibd dhcp-management 14.1.11.251 JC:2E:FF:0: 2B:50 ) f
#- Partition O 1k1.12.251  3C2EFFdiDe2B:5D 1:3c:2exffad: 2b:5d dhcpsales 1112251 FCi2EcFFBDe2B:5D F
| Make Supaut rif L 1i1.11.254 £4:01:54:1%:FE:88 1:64:d1:54:19:fb:A8 dhcp-management  110.1.11.254 £4:01:54:1%:FE:88 L
L= Rt O 1f.1.13.254 £4:01:54:1%:FE:88 1:64:d1:54:19:fb:A8 dhcp-production 11.1.13.254 £4:01:54:19:FE:88 |
& Manual O 1f1.12.254 £4:01:54:1%:FE:88 1:64:d1:54:19:fb:A8 dhcp-sales 111,122,254 £4:01:54:194:FE:88 |
Y MNew WinBox O 1f1.4h252 E4:i01:09: 30 EA L 1:64:d1:59:3c: 0582 dhcp-company 1fh1.4h252 E4:01:09: 30 EA L |
E Exit O 1f4.1.12.252 AC:BC:32:00:88:F5 1:ac:bc:32:d0:88:15 dhcp-=alas 1,1,12,252 AC:BC:32:D0:88:F5 ) F
L 1140250 C<4:81:07:02:8F:31 1:d4:81:d7:d2:8f:31 dhcp-company 11 1.0, 250 C<4:81:07:02:8F:31 i
I
|
L »
1} items




S Future options

e Configure 2FA on NPS

e Provide user certificates via GPO or install user certificates
manually on client devices

e Use computer account if possible instead user account
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e EAP + Dynamic VLAN assignment is not complicated
e We need to

e |nstall and configure NPS and CS

e (Re)configure CAPsMAN

e Start using
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/caps-man channel

add band=2ghz-b/g/n control-channel-width=20mhz extension-channel=disabled name=2G-C-

add band=5ghz-a/n/ac control-channel-width=20mhz extension-channel=XX name=5G-Cx

/interface bridge

add name=Dbr-lan

add comment=vlan-11 name=br-management

add comment=vlan-13 name=Dbr-production

add comment=vlan-12 name=Dbr-sales

add comment=CAPsMAN name=Dbridgelocal

/interface vlan

add comment=management interface=ether5 name=vlani11-ether5 vlan-id=11

add comment=Sales interface=ether5 name=vlan12-ether5 vlan-id=12

add comment=Production interface=ether5 name=vlan13-ether5 vlan-id=13

/caps-man datapath

add bridge=br-lan name=dp-general

add bridge=Dbr-sales name=dp-sales

add bridge=br-management name=dp-management

add bridge=br-production name=dp-production

add bridge=bridgelLocal local-forwarding=yes name=dp-EAP

/caps-man security

add authentication-types=wpa2-psk encryption=aes-ccm group-encryption=aes-ccm name=wpa2-psk passphrase=\
Training-2018

add authentication-types=wpa2-eap eap-methods=passthrough encryption=aes-ccm group-encryption=aes-ccm \
name=LAB-EAP

/caps-man configuration

add channel=2G-C- country=estonia datapath=dp-general mode=ap name=cfg-company-2G security=wpa2-psk ssid=\
LABO-Company

add channel=5G-Cx country=estonia datapath=dp-general mode=ap name=cfg-company-5G security=wpa2-psk ssid=\
LABO-Company

add datapath=dp-management mode=ap name=cfg-management security=wpa2-psk ssid=LAB0-management

add datapath=dp-production mode=ap name=cfg-production security=wpa2-psk ssid=LABO-production

add datapath=dp-sales mode=ap name=cfg-sales security=wpa2-psk ssid=LABO-sales

add channel=2G-C- country=estonia datapath=dp-EAP mode=ap name=cfg-EAP-2G security=LAB-EAP ssid=LABO-EAP

add channel=5G-Cx country=estonia datapath=dp-EAP mode=ap name=cfg-EAP-5G security=LAB-EAP ssid=LABO-EAP

/ip pool

add name=dhcp_pool_0_company ranges=10.1.0.2-10.1.0.254

add name=dhcp_pool_11_management ranges=10.1.11.2-10.1.11.254

add name=dhcp_pool_12_sales ranges=10.1.12.2-10.1.12.254

add name=dhcp_pool_13_production ranges=10.1.13.2-10.1.13.254

/ip dhcp-server

add address-pool=dhcp_pool_0_company disabled=no interface=br-lan name=dhcp-company

add address-pool=dhcp_pool_11_management disabled=no interface=br-management name=dhcp-management

add address-pool=dhcp_pool_12_sales disabled=no interface=br-sales name=dhcp-sales

add address-pool=dhcp_pool_13_production disabled=no interface=br-production name=dhcp-production
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CAPsMAN configuration

/system logging action

add name=radiuslog target=memory

/caps-man manager

set enabled=yes

/caps-man provisioning

add action=create-dynamic-enabled hw-supported-modes=a master-configuration=cfg-EAP-5G name-format=\
prefix-identity name-prefix=5G

add action=create-dynamic-enabled hw-supported-modes=gn master-configuration=cfg-EAP-2G name-format=\
prefix-identity name-prefix=5G

/interface bridge port

add bridge=br-lan interface=ether2

add bridge=br-lan interface=ether3

add bridge=br-lan interface=ether4

add bridge=br-lan interface=ether5

add bridge=br-management interface=vlan11-ether5

add bridge=br-sales interface=vlan12-ether5

add bridge=br-production interface=vlan13-ether5

/ip address

add address=10.1.0.1/24 interface=br-lan network=10.1.0.0

add address=10.1.11.1/24 interface=br-management network=10.1.11.0

add address=10.1.12.1/24 interface=br-sales network=10.1.12.0

add address=10.1.13.1/24 interface=br-production network=10.1.13.0

/ip dhcp-client

add dhcp-options=hostname,clientid disabled=no interface=ether1

/ip dhcp-server network

add address=10.1.0.0/24 dns-server=10.1.0.1 gateway=10.1.0.1

add address=10.1.11.0/24 dns-server=10.0.0.2 domain=lab0.ccisrd.eu gateway=10.1.11.1

add address=10.1.12.0/24 dns-server=10.0.0.2 domain=lab0.ccisrd.eu gateway=10.1.12.1

add address=10.1.13.0/24 dns-server=10.0.0.2 domain=lab0.ccisrd.eu gateway=10.1.13.1

/ip dns

set allow-remote-requests=yes servers=10.0.0.1

/ip firewall nat

add action=masquerade chain=srcnat out-interface=ether

/radius

add address=10.1.0.2 secret=Security service=wireless timeout=1s

/system clock

set time-zone-name=Europe/Tallinn

/system identity

set name=LAB-GW

/system logging

add topics=radius
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