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s  Overview / big picture

“Implementing and running a MPLS/VPLS network is easy.
As long as it is running well.”

Topics:

= Typical use cases of our (ISP) customers
= Typical pitfalls

= Surprising pitfalls

= Real world examples



s  Overview / big picture

“Implementing and running a MPLS/VPLS network is easy.
As long as it is running well.”

Not main topics

= Step-by-step guide for each setup (focus on pitfalls)
= Reason for MPLS/VPLS (You should know, why)



Y  Reasons for MPLS/VPLS

Ok, very short and incomplete...

Benefits of MPLS
= Routing more complex than MPLS
= Some future setups (L3 VPN, TE) require MPLS

Benefits of VPLS vs. EolP
= VPLS: No fragmentation (if done right)
= EoIP: Big overhead (42 bytes) & might cause fragmentation



s  Overview / big picture

Pitfalls:
= [ncomplete (of course)
= Not limited to MPLS/VPLS

Needs for VPLS
= MPLS
= Routing (OSPF here)

= Physical infrastructure



s  \Warning / heads-up / caution

This presentation will include errors, mistakes
and wrong configuration attempts to show
resulting errors!

Examples are simplified.

Keep that in mind.



The beginning



g§  Existing setup

= Existing OSPF network
= One PPPoOE server

= EoIP (L2 tunnel) for client connections
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Existing setup
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Existing setup

( OSPF




S  Requirements for MPLS

MPLS can be integrated without service disruption

Running MPLS on top of OSPF:
= Enable LDP (Label Distribution Protocol)

= Set

= LSR ID (Label Switching Router's ID)
= Transport Address

If left unset: Lowest IP of router will be used

= Create LDP interfaces



TS  1st possible issue: LSR ID not unique

&

R2 AAT\} R3
Uplink: 192.168.2.2/30 ! Uplink: 192.168.3.2/30

LAN: 10.0.0.1/24 LAN: 10.0.0.1/24

LSRID = 10.0.0.1 R2
10.0.0.0/24

LSRID =10.0.0.1

R3
10.0.0.0/24




2§  ynique IP for LDP

Unique IP for
= LDP (LSR ID and Transport Address)

Let's try 10.255.255.<Router>/32 on physical interface

Address List = E3 LDP Settings = E
o & T i Enabled 0K

Address Netwoaor Interface - LSR ID: | 10.255.255.3 & Cancel
o 10.14.2.3/28 10.14.2.0 etherd

=210.14.31.3/28  10.14.31.0 etherd Transport Address: |10.255.255.3 -
3 1M 4.4 7973 0

o e n canta Path Vector Limt: |255
20955 9653 109559554 therd

Hop Limit: | 255
Loop Detect
4 items Ize Explicit Mull

Distribute For Default Route




Z§  ynique IP for OSPF

Unique IP for

= OSPF (Router ID) — same issue as with LSR ID

Take care: Setting of Router ID
= Restart of OSPF
= Loss of routing table

Service affecting action!

(Q5PF Instance <default=

General | Metics | MPLS | Status K
Mame: m Cancel
Router ID: | 10.255.255.3 Apply

Redistribute Default Route:
Redistibute Connected Routes:
Redistibute Static Routes:
Redistribute RIP Routes:
Redistibute BGP Routes:
Redistribute Cther OSPF Routes:

In Filter:
Out Fitter:

enabled

never
no
no
no
no

no

ospfn

ospf-out

default

LR A NE REE N |

| |l

Disable
Comment

Copy

Remove

daiaag
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LDP Interfaces

Set LDP interfaces
= Don't forget your backup path!

= Compare OSPF interfaces and LDP interfaces

MPLS =] E3
LDF Inteface | LDP Meighbor  Accept Fiter  Adverise Fiter Forwarding Table MPLS Inteface  Local Bindings =~ Remote Bindings
L 3 1| | Y| | MPLS Settings || LDP Settings
Interface Hello Interval |Hold Time | Transport Address  |Accept Dy... -
etherd 00.00:05 00.00:15 yes
etherd 00:00:05 00:00:15 yes
etherh 00:00:05 00:00:15 yes
QSPF
ditems

+

Inteface

¥ etherd
& etherd
& etherk

Jitems

Irterfaces | Instances MNetworks Areas  Area Ranges  Vitual Links  Neighbors = WBMA Neighbors | Sham Links  LSA  Routes | ...

AT
Cost Pricirity Metworc Type |Instance | Arca Meighbors State
10 1 point to poirt default backbone 1 poirt to point
100 1 point to poirt default areall 1 poirt to poirt
10 1 poirt to poirt default areall 1 poirt to poirt
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Interface <vplsto+3:

General | Status  Traffic

oK

Name:

Cancel

i

Type: |VFLS

MTU: | 1500

Actual MTU: |1500

L2 MTU: | 1500

MAC Address: |1]2: DF:35:57:.11:55

ARP: |enabled &
ARP Timeout: | -
Remote Peer: |10.255.255.3 |
VPLS ID: [1:3 |-

[ Cisco Style
Cisco Style ID: |0 |

Advertised LZMTU: | 1500

PW Type: ¢ taoged ethemet & raw ethemet

Ppply

Disable

g

g
g3
IH!I

ovE

Tarch

enabled slave

Create VPLS tunnels

Interface <vplsto+1:

General | Status  Traffic

Name:

K

Cancel

ik

Type: |VPLS

MTU: | 1500

Actual MTU: |1500

L2 MTU: | 1500

MAC Address: |DZ:EH:P-.F:EE:4D:41

ARP: |enabled |+
ARP Timeout: | -
Remate Peer: | 10.255.255.1 |
VPLS ID: [1:3 |-
[ Cisco Style
Cisco Style ID: |0 |

Advertised LZMTU: | 1500

PW Type: ¢ taoged ethemet & raw ethemet

Ppply

Disable

g

g
213
5

oveE

Torch

enabled

slave




i Check VPLS interface

Interface <vplsto+1:
General Status |TlEﬁiC

-

VPLS interface not running!

Last Link Down Time: | | Cancel

Last Link Up Time: | |

Link Downs: |ﬂ |

Btk

Transport Nesthop:

Dizable
Remote Label: | | || Comment
Local Label: | | Copy |
Remote Status: | | Remove |
Remote Group: | || [ Torch
Transport: | |
| |
| |

Imposed Labels:

[admin@5:R03] > finterface vpls print [&]

Flags: X - disabled, R - running, D - dynamic, ]

B - bgp-signaled, C - cisco-bgp-3ignaled

a name="vpls-to-rl™ mtu=1500 1Z2mtu=1500 mac-address=02:EA:AF:6B:4D:41 —
arp=enabled arp-timecut=auto disable-running-check=no
remote-peer=10.255.255.1 vpls-id=1:3 cisco-s3tyle=no cisco-style-id=0
advertised-12mtu=1500 pw-type=raw-ethernet use-control-word=default

[2dmin@3:R03] > -

enabled slave




g  Check MPLS

Empty:

= MPLS Local Bindings

= MPLS Remote Bindings
= MPLS Forwarding Table

LDP Inteface  LDP Meighbor ~ Accept Fitter  Advertise Fiter Forwarding Table MPLS Inteface  Local Bindings | Remote Bindings

#]|=] [][%] 9] [¥]

| Dst. Address ¢ |label  |Advertised Path Peers |
0 items LDP Inteface  LDP Meighbor Accept Fiter Advertise Fiter Forwarding Table | MPLS Interface Local Bindings Remote Bindings
In Label ¢ |Out Labels Interface  Meathop  Destination Bytes  |Packets |Hw.Bytes |Hw.Pack..| Iv{
explnul 0B 0 0B 0

1 item




s

IP routes to 10.255.255.x are missing

Check routing

Fing =l &3
ey
10255 255 3 | Stop
Interface: | | S | Close

Packet Count: | | 7
Timeout: |'IDD'|] | ms
\Seq #  |Host Time  |Reply Size |TTL |Status -
0 timeout no route to host
1 timeout no route to host
2 timeout no route to host
3 timeout no route to host
4 timeout no route to host
5 timeout no route to host
6 timeout no route to host
Jitems  |Dof 7 packets rec... | 100% packet loss

Route List =] E3
Routes | Mexthops | Rules  WRF

][] (Fro @ |3
|Dst. Address s |Gatewa}r |D1'star|ce | | V_‘

DAC P 10.14.0.0/28 vlanb.ether3 reachable 0

DAC 101410028 ether? reachable 0

DAo = 10.14.2.0/28 10.14.1.2 reachable ether? 110

DAo = 10.14.5.0/28 10.14.1.2 reachable ether? 110

DAC  F10.1411.0/28 etherd reachable 0

DA B 10.14.31.0/28 10.14.1.2 reachable ether2 110

DA = 10.14.32.0/28 10.14.1.2 reachable ether2 110

DA = 10.14.41.0/28 10.14.1.2 reachable etherZ 110

DAo = 10.14.42.0/28 10.14.1.2 reachable etherZ 110

DAC P 10.255.255.1 ether? reachable 0

10items
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Interface <vplsto11:

Routing ok, VPLS ok

General Status | Traffic

Last Link Down Time
Last Link Up Time

Link Downs:

Remate Label:

Local Label:
Remote Status:
Remote Group:

Transport

Transport Mexthop

Imposed Labels:

Route List = E3
e Routes | Mexthops Fules  WRF

| == [#][=] [][] [Fina ] [l ]3]
. [Mar/26/2018 14:3107 || [ Aoply Dst. Address /| Gateway Distance | |¥
| | DAo P=10.14.0.0/28 10.14.2 2 reachable etherl 110

0 ) DAo P 10.14.1.0/28 10.14.2 2 reachable ether3 110

DAC P 10.14.2.0/28 ether3 reachable 0

157 | [ Comment D P I01ATI098 101422 recbeste s 0

1411, 4.2 2 reachable ether.

|28 | Copy DAC  F101431.0/28  etherd reachable 0

| | DAC P 10.14.32.0/28 etherh reachable 0

Remove DAo P 10.14.41.0/28 10.14.31 4 reachable etherd 110

| | Torch gtherh 110

P 10.255.255.1 10.14.2 2 reachable ether3 110

: |'H].255.255.1 | DAo P 10.255.255.2 10.14.2 2 reachable ether3 110

_ |'H] 14292 | DAC P 10.255.255.3 etherd reachable 0

: S DAo b= 102552554 10.14.31.4 reachable etherd 110

b= 10.255.255.5 10.14.32.5 reachable etherd 110

P 102552556 10.14.32 5 reachable etherb 110

VPLS | BGP VPLS Cisco BGP VPLS I 10.255.255.7 10.14.32 5 reachable etherb 110

4] =]
MName ¢ | Type Actual M .
RS 4bvplstor] VPLS g 18 fems
« | »
1 item out of 10

enabled

nnning

slave




E§ | esson learned

MPLS is based on routing

= Broken/incomplete routing, broken/incomplete MPLS

= Broken MPLS, broken VPLS

Debugging:
Consider dependencies!

Route List =] E3
Routes | Mexthops Fules VRF

+ &= | T al | ¥

Dist. Address Gateway Digtance -

DAC P 10.14.0.0/28 vlanb etherd reachable 1]

DAC P 10.14.1.0/28 ether? reachable 0

DAo P 10.14.2.0/28 10.14.1.2 reachable ether? 110

DAo P 10.14.5.0/28 10.14.1.2 reachable ether? 110

DALC P 10.14.11.0/28 etherd reachable 0

DAo b=10.14.31.0/22 10.14.1.2 reachable ether? 110

DAo b=10.1432.0/22 10.14.1.2 reachable etherd 110

DAa P=10.14.41.0/28 10.14.1.2 reachable ether? 110

DAa P 10.14.42.0/28 10.14.1.2 reachable ether? 110

DAC P 10.255.255.1 ether? reachable 0

10 tems




Traceroute (Running)

s  \Working traceroute

Traceroute To: |[IEEIAER | Start
Facket Size: |5'E | Stop
Timeout: |'Iﬂ[H] | ms Thes
Protocal: |icrr|p || ¥ | New Windaw
Port: [33434 |
[ | Use DNS
Count: | | e
Mz Hops: | | 7
Src. Address: | | b
Interface: | | 7
DSCP: | -
Routing Table: | | hd
Hop ¢ |Host loss |Sent |lasst  |Ava.  |Best  |Worst |Std. Dev.|History || status -
1101456 0.0% 45 0.7ms 7 . 0.8 0.0 pinlnnmnnonidinmiy <MPLS:L=48 E=0=
21014425 00w 45 0.5ms 05 05 0.7 <MPLS:L=50,E=0=
31014323 0.0% 45 0.5ms 05 05 0k <MPLS:L=42 E=0=
4101422 0.0% 45 0.5ms 05 05 05 0.0 yumnonnnnnn| <MPLS:L=48 E=0>
5 10.255.255.1 0.0% 45 0.4ms 04 04 05 0.0 yuusaenannnsnnnnnny]

hitems




Let's break things



gms  Maintenance at backup link

e,
N

® = <

R2 R3

@ VPLS tunnel @
R1 R5

VPLS tunnel @

PPPOE

Maintenance at R4 (backup link). OSPF is going through R5.

Customers at R3 complain. Customers at R6, R7 are fine.

R7
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Maintenance at backup link

R4

R2

VPLS tunnel

VPLS tunnel

R1

VPLS tunnel

VPLS |BGP VPLS Gisco BGP VPLS

[+[=] [#][]
Name | Type Actual MTU L2 MTU |Tx Fix \Tx Packet (p/s)  |Rx Pack ¥
5 Hvplstor3 VPLS 1500 1500 O bps 912 bps 0
RS $vplstorh VPLS 1500 1500 424 bps {bps 1
RS dvplstory WPLS 1500 1500 424 bps O bps 1
.« | »
Jitems out of 15
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Interface <etherds

General | Bthemet Loop Protect  Owerall Stats | oK |
Name: @ | | Cancel |
Type: |Ethemet | | Aoply |
MTU: | 1500 |

Actual MTU: 1500 | | Disable |
L2 MTU: 1598 | | Comment |
Max L2 MTU: 2028 | | Torch |
MAC Address: |64:01:54:4F:27.F3 | | CableTest |
ARP: |enabled =] | — |
ARP Timeout: | Rs | Reset MAC Address |
| Reset Courters |

enabled no link

Maintenance at backup link

R3: No link on ether4
10.255.255.3/32 on ether4

OSPF =] E3
Instances MNetworks |.Pc.reas Area Ranges  Vitual Links ...
*/=
|Netwnrk |Area 4 | |V_‘
#210.14.31.0/28 areall
#210.14320/28 areall
#1014.2.0/28 backbone
&7 10255255 3 backbone
4 items
Address List E E
[#][=] [~][=]
|Address |Ne¢wnrk |Irrterface s | |‘V
10142328 101420 ether3
1014313728 1014310 athard
SF10.255.255.3 102552553  affend
10.14.32.3/28 1014320 ether5

4 tems
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No MPLS Forwarding / IP Route

Maintenance at backup link

for 10.255.255.3/32

MFPLS

LDP Inteface  LDP Meighbor Accept Fiter  Advertise Fiter Forwarding Table | MPLS Inteface  Local Bindings
T

In Label Out Labels Interface Mexthop Destination Bytes Padg

- explnull 0B

L 49 ether 101412 10.14.2.0-28 0B

L 52 [ ether? 101412 10.145.0/28 0B

L 59 81 ether? 101412 10.14.32.0/28 0B

L &2 84 ether? 101412 10.14.41.0/28 0B

L 58 a0 ether? 101412 0B

L 51 ether? 101412 10.255.255.2 0B

L &5 86 ether? 101412 10.255.255.4 0B

L &0 a2z ether? 101412 10.255.255.5 0B

L 50 70 ether 101412 10.255.255.6 0B

L 48 s ether? 101412 10.255.255.7 0B

WV be vplsto6 4403 B

V 55 vplsto+y 4335 B

13 items

Route List = E3
Routes | Nexthops Fules WRF

L o &l T Al | ¥

Dist. Address Gateway Distance -

DAC P 10.14.0.0/28 vlan5.ether3 reachable 0

DAC b=10.14.1.0/28 ether? reachable 0

DAo b=101420/23 10.14.1.2 reachable etherd 110

DAa P 10.14.5.0/28 10.14.1.2 reachable ether? 110

DALC P 10.14.11.0/28 etherd reachable 0

DAa P 10.14.32.0/28 10.14.1.2 reachable ether? 110

DAa P 10.14.41.0/28 10.14.1.2 reachable ether? 110

DAn = 101442 0/22 10.14.1.2 reachable ether? 110

DAC P 10.255.255.1 ether? reachable 0

DA P 10.255.255.2 10.14.1.2 reachable ether? 110

DAo b= 102552554 10.14.1.2 reachable ether? 110

DAo b= 102552555 10.14.1.2 reachable etherd 110

DAa P 102552556 10.14.1.2 reachable ether? 110

DAa P 102552557 10.14.1.2 reachable ether? 110

14 items




g | gopback bridge

Interface <oopback:

loopback bridge is a good idea

General | STP VLAN Status Traffic
Type: |Bridge
MTL: hd i .
Loopback bridge:
Actual MTU: | 1500
2 MTU: (8555 Empty bridge with IP 10.255.255.x/32
MAC Address: [1A:F212:3E:E7:31
ARP: |enabled *
anc
ARP Timeout: b
Admin. MAC Address: b
I[GMP Snooping
+| Fast Forward
Address List =] E3
L o =T
Address Metwaorl Interface -
10142328 10.14.20 etherd
T 10.14.31.3/28 1014310 etherd
101477228 1014220} gtherh
102552663 102552553 loopback
enabled running 4 tems
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Failure at main link

®

R2

e,
' D

@ VPLS tunnel @
R1 R5

VPLS tunne | @
H’ R7

PPPOE




s Failure at main link

Expected behaviour
= Routing through R4
= PPPoE customers at R3, R6, R7 online

Observed behaviour
= Routing through R4
= PPPOE customers at R6, R7 offline
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Failure at main link

Ping from R1 to R7 ok

Traceroute (Running)

Ping (Running)

General | Advanced

Ping To: | ISR Stop
Interface: | |~ Close
Packet Court: | |
Timeout: |'I{H]ﬂ | ms
|Seq # / |Host Tme  [TTL | hd
47 10.255.255.7 Oms &0 -
43 10.255.255.7 Oms &0
45 10.255.255.7 Oms &0
50 10.255.255.7 Oms 60
51 10.255.255.7 Oms 60
52 10.255.255.7 Oms 60
53 10.255.255.7 Oms &0
54 10.255.255.7 Oms &0
55 10.255.255.7 Oms &0
56 10.255.255.7 Oms &0 ]
57 10.255.255.7 Oms 60
58 10.255.255.7 Oms &0 o

Traceroute To: |FEE | S
Packet Size: |5€ | S
Timeout: |'IDDD | ms Cl
Protocal: |ic:mp " iz | Mew |
Port: [33434 |
[] Use DNS
Court: | |~
Max Hops: | | '
Src. Address: |10.255.255.1 [
Interface: | | v
DSCP: | R
Routing Table: | | R
\Hop | Host lloss |Sent |last  |Ava.  |Best  |Worst |Std. Dev.|History Status
1101412 0.0% 49 0.4ms 4 . 44 06 . | <MPLS:L=29 E=0>
2101423 0.0% 49 0.2ms 02 02 04 00 | <MPLS:L=36.E=0>
31014314 0.0% 49 0.3ms 02 02 14 02 ‘
41014416 0.0% 49 0.4ms 05 0.4 42 05 | <MPLS:L=28 E=0:
5 10.255.255.7 0.0% 49 0.3ms 03 03 04 0.0

)ﬁ'rte... 55 of 53 pac... |D‘Fi packet |... |Min: 0.. |.Pnrg: 0 ...|ME[:(Z O'ms

Hitems




s  \Wrong LDP interfaces at R3

LDP:

= ether2
= ether3
= ether4

" OSPF

= ether3
= etherd4
= atherb5

MPLS

— N

=l E3
LOF Interface | LOP Meighbor = Accept Filter Advertise Fiter Forwarding Table MPLS Inteface  Local Bindings  Remote Bindings
[+][=] | MPLS Setngs || LDP Settngs |
|Irrterface ¢ | dello Interval |Huld Time |T|T:|r15port Address |F~ccept Dy... | |v
ethers 000005 00:00:15 yeSs {
etherd 00:00.05 00:00:15 yes
etherd 00:00:05 00:00:15 yes
Jitems
OSPF =] E3
Interfaces | Instances Metworks freas  Area Ranges Vitual Links  Meighbors  MEMA Meighbors  Sham Links  LSA  Routes  AS Border Routers
[#[=] [~][s2] [Find ]
|Irrterface + Cost |F'|'i|::n|'i’r:.r |.P-.|.rtherrtic... Authenticatio... |Network Type |Instance  |Area |Neig... |5tate |V
& etherd 10 1 none — poirt to point  default backbone 1 point to poirt
&2 ctherd 100 1 none - point to point default areall 1 poirt to paoirt
> & ctherk 10 1 none - point to point  default areall 1 point to paoint
( DF #loopback 10 1 none - broadcast default backbone 0 passive

4 items out of 3




Examine setup



2l  Monitor a PPPOE session

Bandwidth-test: PPPoE client to PPPoE server (download)

0
\
i
J

R2 R6
nnnnnnnn
@ VPLS tunnel @
R1 9% VPIStume R5
PPPOE-Tunnel @
f’ \
PPPoE 203.0.113.1 ®

PPPoE-client
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Monitor a PPPOE session

Bandwidth-test: PPPoE client to PPPoE server (download)
MTU PPPoE Client: 1492 - Bandwidth-test with 1492

Interface <pppoe-out-7978>

Lasgt Link Down Time:
Last Link Up Time:

Link Downs:

Lptime:
Encoding:

General  Dial Qut  Status | Traffic

Mar 292018 059:13:39
0

02-44:38

MTLU:
MRL:

1432
1452

Local Address:

Remote Address:

Active Links:

Active Service Mame:

203.0.113.127
203.0.113.1

1

pppos-Service

Cancel
Ppply

Dizable

Comment

Remove
Tarch
PPPoE Scan

g
2

Bandwidth Test (Running)
Test To:

203.0.113.1

Protocol: @& udp " top

Start

Stop

Local UDP Tx Size: | 1452
Remote LIDP Tx Size: | 1452
Direction: |receive ¥
TCP Connection Count: (20
Local Tx Speed: |10M & hpg
Remote Tx Speed: |10M & phps
Random Data
|ser: |bwiest -
Password: |bwtest -
Lost Packets: |0
Toe/'Fox Current: |0 bps/9.5 Mbps
TP 10s Awerage: |0 bps/5.9 Mbps

Close

tlrle




PPPoE 203.0.113.1

2l  Monitor a PPPOE session

On R1
= |nterface to R2: 1697 p/s
= |nterface to PPPOE: 846 p/s

Bandwidth Test (Running)

Test To: |203.0.113.1] |

Protocol: & udp " top

Local UDP Tx Size: | 1452

Remote UDP Tx Size: | 1492

Direction: |reu:ei'ue || *
TCP Connection Count: |2'|] |
Local Tx Speed: 4 bps
Remote Tx Speed: 4 hpg
[_| Random Data
FY
Interface List =] E3
FY
Interface | Interface List Ethemet |ED|F Turnel P Tunnel GRE Tunnel  VLAM  WRRF Bonding LTE
][] I
\Name /|MTU  |Actual MTU [L2MTU |Tx Rx Tx Packet fp/s)  |Rx Packet p/s) | Iv{ s
R #hether 1500 1500 1593 115.7 kbps 20.4 kbps 13 34
7 To A2 bos |
R #itsther2 1500 1500 1593 10.7 Mbps 6.2 kbps 1 697 10 L os
i To PPPoE network P
RS #i#etherd 1500 1500 1558 1856 bps 10.2 Mbps 3 846
tipetherd 1500 1500 1598 Obps Obps 0 U
4ipetherh 1500 1500 1558 Obps Obps 0 0
5 items out of 15




gy  Fragmentation

Packet fragmentation?

Benefits of VPLS vs. EolP

= VPLS: No fragmentation (if done right)

Interface List = E3
Interface  Interface List Ethemet | EolP Tunnel P Tunnel GRE Tunnel WLAN VRRP  Bonding LTE
= | T Power Cycle
Mame MTU Actual MTU (L2 MTU | Tx Foc T Packet (p/s) Foc Packet (ps) ~
‘R 4ether] 1500 1500 1558 119.7 kbps 20.4 kbps 13 M i
o To R2
R #j#ether2 1500 1500 1553 10.7 Mbps 6.2 kbps 1657 10
: To PPPoE netwaork
RS #jretherd 1500 1500 1558 1856 bps 10.2 Mbps 3 846
#iretherd 1500 1500 1558 0 bps 0 bps 0 1]
#jrethers 1500 1500 1558 0 bps 0 bps 0 0

hitems out of 15




TS  paycket sizes

Original frame
= |3 Size =1500
= Full Frame Size = 1514

MTU = 1500

ETH: 14

IP (20) + DATA (1480)

ETH: 14

PPPOE (8) + DATA (1492)




s

Packet sizes

Insertion of 1500 bytes (MTU) packet into VPLS tunnel:

No fragmentation

VPLS tunnel

MTU = 1500
ETH: 14 | IP (20) + DATA (1480)
ETH: 14 | PPPOE (8) + DATA (1492)

Original frame

ETH: 14

MPLS (4)

VPLS (4)

CW (4)

ETH (14)

PPPOE (8) + DATA (1492)

Full Frame MTU

MPLS-MTU =12 MTU =1526=4 +4 +4 + 14 + 8 + 1492




C§  pgcket sizes

VPLS packet is fragmented because:
Resulting MPLS-MTU: 1526
Interface MPLS MTU: 1508 (default)

MPLS Interface «all>

Interface: |all

L

oK

MPLS MTLU: |1508 Cancel

Apply

Copy

Remove

default

ETH: 14 | MPLS (4) | VPLS (4) | cw (4) | ETH (14)

PPPOE (8) + DATA (1492)

MPLS-MTU = L2 MTU = 1526




oS  |ncrease interface MPLS MTU

If hardware capable: Increase interface MPLS MTU

= L2 MTU (see Maximum Transmission Unit on RouterBoards)

= RB433, RB450, RB493: etherl: 1526, ether2-last: 1522
= RB433GL, RB450G, RB493G: all interfaces: 1520

= Switches, media converters, ...

ethe rl_m ___ether2
L2 MTU 1526 L2 MTU 1522

RB450




cm§  \PLS MTU set to 1526

Interface <pppoe-out-7978:=

Genersl DialOut Status  Traffic
MPLS Interface MTU: 1526 - TR Rt [100 ops | /(535
_ T/Rox Packet Rate: |840 p/s 2pis
Corresponding packet counters I e
) FP Ti/Fx Packet Rate: |0p/s /[2pss
" PPPoE C“ent To/Fac Bytes: |329.4 MiB /208G
Tw/Rx Packets: |312 667 /(15228 138 __HE"“”rE
= Interface to backbone r -
- __PPPDE Scan

= |nterface to PPPOE server M &

Interface List =] E3

Interface  Interface List Ethemet | EolP Tunnel | IP Tunnel  GRE Tunnel  VLAW VRRP  Bonding LTE
(=1| || | PowerCycle

Mame MTU Actual MTU (L2 MTU | Tx Foc Tx Packet (p/s) Foc Packet {ps) -
R #i#etherl 1500 1500 1558 123 4 kbps 355 kbps 14 a3
o To R2
R #jrether? 1500 1500 1558 7.1kbps 10.4 Mbps 11 853
. To PPPoE network
RS sjrctherd 1500 1500 1558 10.2 Mbps 1344 I:upsl 249 2
#j¥etherd 1500 1500 1598 0 bps 0 bps o 1] Status: connected
#jrethers 1500 1500 1558 0 bps Obps 0 1]

hitems out of 15




gm§  \Why 15087

1508 is enough for

= MPLS for packet forwarding (1 MPLS label)

MTU = 1500
ETH: 14 | IP (20) + DATA (1480)

MTU = 1500
ETH (14) | MPLS (4) | IP (20) + DATA (1480)

MPLS-MTU = L2 MTU = 1504 = 4 + 1500




gm§  \Why 15087

1508 is enough for

= MPLS for packet forwarding (1 MPLS label)

= Targeted LDP (2 MPLS labels)

Default 1526

= Too large (?)

MTU = 1500

ETH: 14

IP (20) + DATA (1480)

MTU = 1500

ETH (14)

MPLS (4)

IP (20) + DATA (1480)

MPLS-MTU = L2 MTU = 1504 = 4 + 1500

MTU = 1500

ETH (14)

MPLS (4)

MPLS (4)

IP (20) + DATA (1480)

MPLS-MTU = L2 MTU = 1508 =4 + 4 + 1500




Network improvements



EmS  Current network

e ' N\
{ DY




g  Redundancy

Redundancy:

= Type / coverage depends on

= setup
" needs

= customer / network

= No claim for completeness

= Examples

Redundancy can become complex. Complexity can result in

ISSues.



Y  Redundancy at main site

optical ﬁber—@
R1 R2

SW|tch

iﬁﬁ

PPPoE #1 PPPoOE #2

)

Green frame: See presentation of Patrik Schaub

(Access all FMS Internetservice presentations: click)


http://wiki.fmsweb.de/wiki/MUM-Presentations

Y  Redundancy at backbone

= Additional link / ip subnet between R1/R2 and R2/R3

= 2nd link is backup — same as on R3

= OSPF interfaces:
High(er) cost for backup link

= Don't forget to add LDP interface

O5PF =] E3
Intefaces | Instances  Metworks  Areas  Area Ranges  Vitual Links | Meighbors = NEMA Neighbors | ...
L = | T
Inteface Cost Metwork Type Instance Area Meighbors State hal
- Fram R1ta B2, main link
#ether? 10 jpoint to point default areah 1 point to poirt
. From R1to R, backup link
#ethers 100 fpoint to point default areah 1 point to poirt
. Loopback inteface, passive
F  #%loopback 10 broadcast default areah (0 passive
Jitems

LOP Intefface | LDP Neighbor ~ Accept Fitter  Advertise Fiter  Forwarding Table ...

2 items

L o £51| || | MPLS Settings || LDP Settings
Irterface Hello Interval |Hold Time | Transport Address | Accept D e
. ether? 00:00:05 00:00:15 yes
etherh 00:00:05 00:00:15 yeS




s

Redundancy at backbone




g  Redundancy for R1

= Clone R1:

= R1-Main (10.255.255.11)
= R1-Backup (10.255.255.12)

= Main link connected to R1-Main
= Backup link connected to R1-Backup
= VPLS go to R1-Main (10.255.255.1)




s

Redundancy for R1

R1-Backup
\_ :

”—---~

R1-Main

VPLS Tunne

- -




My  Redundancy for R1

Who is R1-Main / R1-Backup?
Who is 10.255.255.17?

R1-Main T = No VRRP between Main / Backup

on Interface to R2 (different L3

VPLS Tunnel

R1-Backup i

<

Switch

networks)




Zl§  Redundancy for R1

=

|R2

oS

/ 1\ Switch
/

R1-Ba i

/
/
/
ckup

Switchl

o

R1-Main

VPLS Tunne

VPLS Tunne

VPLS Tunnel

Who is R1-Main / R1-Backup?
Who is 10.255.255.17?

= Same L2 for R1-Main, R1-Backup

and R2

= VRRP on R2 side
= Backup path: Decission by RSTP



Zl§  Redundancy for R1

, Who is R1-Main / R1-Backup?
< Who is 10.255.255.17
/, Switch
,I
@/ RL-Main  VPisTone = Same L2 for R1-Main, R1-Backup
R1-Backup VPLS Tunne and R2
§ VPLS Tunnel

Switch = VVRRP on R2 side

= Backup path: Decission by RSTP
= Failure on link to main site
= \VVRRP is fine

= Clients offline



gy  Redundancy for R1

Who is R1-Main / R1-Backup?
Who is 10.255.255.17?

RL-Main ST = R1-Main and R1-Backup:

VPLS Tunne

R1-Backup i

<

Switch

Connected to main site switch

= VRRP on this side
= Management VLAN?

VPLS Tunnel




g  Redundancy for R1

VRRP and MPLS on R1-Main
= |P 10.255.255.1/32 on VRRP Iinterface

= LSR ID = Transport address 10.255.255.1
= 10.255.255.11/32 on loopback, for OSPF

VRRP and MPLS on R1-Backup

= |P 10.255.255.1/32 on VRRP interface

= LSR ID = Transport address 10.255.255.1
= 10.255.255.12/32 on loopback, for OSPF




Em§ | ot's break test things

Failure of R1-Main or failure of link to main site

Expected behaviour

= 10.255.255.1 on R1-Backup '
= VPLS tunnels to R1-Backup = up / -
= PPPOE clients reconnecting 1% —

Observed behavour

= Everything fine (step-testing!)




Zm§ | ot’'s break test things

Failure of link R1-Main to R2

Expected behaviour x,
= 10.255.255.1 on R1-Main :

= R1-Main VPLS master 1 -
= R2: No route to 10.255.255.1 (OSPF) WS oS

nnnnnnnnn

[ | Cllents Ofﬂlne SWit$ uuuuuuu




i

<

Switchl

Let’'s break test things

OSPF and LDP on crosslink

Expected behaviour

= 10.255.255.1 on R1-Main
= R2:route to 10.255.255.1
= VPLS ok & clients online

Observed behaviour

= Clients offline



s

Let’'s break test things

Route List =l E3
Routss | Nexthops Rules  WRF
Tests from R2: +|= a| ¥ "ML
Dst. Address *#| [in[+] [10.265.255.024 | [+][ =
u Route Vla Rl—BaCkup Dist. Address Gateway Distance -
DAn = 10.255.2551 10.14.12 12 reachable etherh 110
IDAL F 102502002 loopback reachable 1]
1 DAn 102552553 10.14.2 3 reachable etherd 110
u Plng tO 10.255.255- 1 Ok DAo 102552554 10.14.2 3 reachable ether2 110
DAn 102552555  10.14.2 3 reachable ether3 110
_I_ k DAn 102552556 10.14.2 3 reachable ether3 110
[ | DAn I+ 102552557  10.14.2.3 reachable sther3d 110
racerOUte O DAp - 10.255.255.11  10.14.12.12 reachable etherb 110
DAn 1025525512 10.14.12.12 reachable ethers 110
Teminal = E3
[admin@R0O2] » /ping 10.255.255.1 count=>5 *

SEQ HOST

a

W= L R

10.
10.
10.
10.
10.

255.
255.
255.
2535.
235.

255,
255,
255,
235,
Z35.

i

1

SIZE TTL

56
56
56
56
56

683
683
683
63
63

TIME STATUS

Oms
Oms
Oms
Oms
Oms

sent=5 received=5 packet-loss=0% min-rtt=0m3 avg-rtt=0ms max-rtt=0ms

[admin@R02] » /toocl traceroute 10.255.255.1 src-address=10.255.255.2

# ADDRESS
1 10.14.12.12
2 10.255.255.1

= [Q quit|D dump|C-z pause]

LOSS SENT LAST
0% 7 0.3ms
0% 7 0.2ms

ANVG BEST  WORST STD-DEV STATUS

a.
a.

3 0.3 0.3
2 0.2 0.3

0 «MPLS:L=57,E=0%>

a




s

Let’'s break test things

Tests from RY7:
= Ping to 10.255.255.1 ok

= Traceroute... ?

Teminal

[2dmin@S:R07] >
SEQ HOST

[admin@5:R07] > ftool traceroute 10.255.255.1 src-address=10.255.255.7

a

W= La ka2

10.
10.
10.
10.
10.

2535,
255,
2335,
255,
255,
sent=5 receiwved=5 packet-los3=0% min-rtt=0m3 avg-rtt=0ms max-rtt=0ms

Z35.
Z35.
235,
255.
255,

Jping 10.255.255.1 count=5

i

56
56
=14
56
56

3IZE TTL

59
39
29
59
59

TIME
Oms
Oms
Ooms
Oms
Oms

STATUS

# ADDBESS LOS5 SENT LAST ANG BEST  WORST S3TD-DEV STATUS

1 10.14.5.48 0% 14 0.5ms 0.5 0.5 0.4 0 «MFL5:1=51,E=0>

2 10.14.41.4 0% 14 0.4ms 0.4 0.4 0.5 0 <MFLS:L=81,E=0>

3 10.14.31.3 0% 14 0.4ms 0.4 0.3 0.7 .1 <MPL3:1=53,E=0>

4 10.14.2.2 0% 14 0.4ms 0.3 0.3 0.4 0 <MPL.S:1=50,E=0>

5 10.14.12.12 0% 14 0.3ms 0.3 0.3 0.3 0 I
& 10.255.255.1 0% 14 0.4ms 0.3 0.3 0.4 0

[Q quit|D dump|C-z pause]




2§ | eot's break test things

Routing between R1-Backup and R1-Main ok
MPLS/LDP broken on R1-Backup

= No forwarding Table

MPLS =] E3
LDP Intefface  LDP Meighbor  Accept Fitter  Advertise Fitter Forwarding Table | MPLS Interface  Local Bindings  Remote Bindings
T
In Label Out Labels Interface Mexthop Destination Bytes Packets Hw. Bytes |Hw FPack... e
. explnull OB 0 0B 0
1 item

Routing is not enough for VPLS!




S | ot’'s break test things

Simple reason:

= LSR ID and Transport Address 10.255.255.1 is used on
R1-Backup and R1-Main(!)

= |P 10.255.255.1 is active only on R1-Main (VRRP master)

= Duplicate ID (and transport address): Good idea? (No.)

LDP Settings =] E3
i Enabled :
LSR ID: |10.255.255.1

Cancel
Ppply

} } S
1]
4]

Transport Address: [10.255.255.1
Path Vector Limit: | 255
Hop Limit: | 255
Loop Detect

Use BExplicit Mull
Distribute For Default Route




S | et's fix things

(One possible) Solution:
= On VRRP Master:

Set LSR ID and Transport Address to 10.255.255.1
= On VRRP Backup:

Set LSR ID and Transport Address to router uniqgue address

(available on loopback)

Result: Working MPLS between routers

(OSPF was useing unique address as Router ID.)



S | et's fix things

/interface vrrp

add interface=ether3 name=vrrp-directed-to-pppoe \
on-backup="/mpls Idp set transport-address=10.255.255.11 Isr-id=10.255.255.11" \

on-master="/mpls Idp set transport-address=10.255.255.1 Isr-id=10.255.255.1" \

preemption-mode=no vrid=5

R1-Main: 10.255.255.11
R1-Backup: 10.255.255.12

Note: Change of LSR ID
Service affecting

General WRRP Scrpts | Status | Traffic

On Master:

]

Cancel

/mpls |dp set transport-address=10.255.255.1 srid=10.255.2551

On Backup:

Apply

=

Digable

Comment

[

Femove

Torch

melr el

/mpls |dp set transport-address=10.255.255.11 Isr4d=10.255.255.11




Traffic Improvement



g  yse backup link

= Traffic from R7 to R1 through R4

But:

= OSPF goes through R5
= MPLS goes through R5
= VPLS goes through R5

0



s  Traffic engineering (TE) tunnel

= Enable TE support on all involved interfaces

For example on R3:
/mpls traffic-eng interface
add interface=ether3
add interface=ether4
add interface=ether5

(Compare with MPLS interfaces)

TE Interface <etherds
Interface:

Bandwidth:
K Factor:
Resource Class:

Refresh Time:

Blockade K Factor:

TE Metric:

IGP Flood Period:

Up Flood Thresholds:
Down Flood Threshalds:

Remaining Bw.:

enabled

0
3
0
30.000
Use UDP
3
1
00:03:00
15,30,45.60,75,80,85,90,95.57.98,99,100
15,30,45,60,75,80,85,90,95,57,98,99,100

0 bps

*

bp=

Hex

cel

Dizable
0

Remove

o = g’
2 Z




s  Traffic engineering (TE) tunnel

Use TE tunnel.

Here:

= No need for OSPF adjustments / single OSPF area
= No need for bandwith reservation / definition

= No need for Constrained Shortest Path First (CSPF)



s  Traffic engineering (TE) tunnel

= Configure primary and secondary tunnel path (R1, R7)

/mpls traffic-eng tunnel-path
add name=tunnel-path-via-r4 use-cspf=no hops=10.255.255.4:loose

Tunnel Path <dynamic-path=

add name=dynamic-path use-cspf=no

U Sy riamic-path
LISl Tunnel Path <tunnel-path-viar4s
K % \ S Mame: |MERE IR
Holding Priority:
-------
< _\ Record Route:
%2 @RS @RG Setup Priorty: b iy
I} Affinity Include All: P

Il » . Holding Priority: N
, Affinity Include Any:
II Mifinity Exclude: Record Route: bl

VPLS Tunne| RS
I R1-Main I & Reoptimize Interval: Affinity Include All: -
Remove
VPLS Tunnel
R1-Backup @ Hops: Affinity Include Any: bl
nnnnnnnnn R7 enabled Mflnw EthdE. -
Reoptimize Interval:
Hops: [10.255.255.4 :loose ¥ | ¥
enabled




s  Traffic engineering (TE) tunnel

= Create TE Tunnel (R1, R7) [<E==assita

General | TE Bandwidth Status Status  Traffic
MName: m
Type: |Traffic Eng Interface
] ] MTU: 1500 —
/interface traffic-eng add \ Actua MTU: 1500
s \ L2 MTU: 65535
name=tra IC_enQ_to_r? From Address: |10.255.255.1 -
from-address=10.255.255.1\ L Toch
to-address=10.255.255.7 \ i .
Secondary Paths: |dynamicpath ¥ 5

primary-path=tunnel-path-via-r4 \
secondary-paths=dynamic-path

enabled running




iy  Result

10 Mbit/s @——10 Mbit/
K R4 \
Lo T T T ~

@—20 Mbit/s—@ i @
10 Mbit/s

I'yR2 R3 R6
]

]

)

” 20 Mbit/s 10 Mbit/s

l .
] VPLS Tunnel oM blt/S; RS
g R1-Main

VPLS Tunnel

R1-Backup @
VPLS Tunnel

R7

10 Mbit/s to PPPoE client at R6 and R7



iy  Result

.
J

- e
’—— -~

”
@—20 Mbit/s—@ ’@
20 Mbit/s

I'yR2 R3 R6
]
]
)
] .
| 20 Mbit/s 10 Mbit/s

]
] unne
R1-Main
@ VPLS Tunnel
R1-Backup @
VPLS Tunne

R7

10 Mbit/s to PPPoE client at R6 and R7

Failure of R4: Traffic through R5 (same for R5)



OSPF issue



Bridge Fors | VLANs

S  OSPF setup (simplified)

@12

10.30.2.0/27

e

10.30.1.0/27

RO1, R11 and R21 on same subnet
= Bridge on RO1

= Same horizon value

= RO1 OSPF neigbors: R11, R21

M5Tls  Port M5ST Ovemides  Fiters MAT  Hosts MDE

L 5 = | T

H Interface Bridge Horzon |Priorty th... |Path Cost  |Role Root Path Cost

i 0 +tethers bridge 5 a0 10 designated port

1 ttetherd bridge 5 a0 10 designated port

Vitual Links MNeighbors | NBMA Neighbors  Sham Links  LS& | Routes  AS Border Routers | ...
T

2 tems Instance ¢ |Router D Address Imteface |State Changes |State -
#3default  10.10.10.21 10.30.1.21 bridge 11 Full
#adefault  10.10.10.11 10.30.1.11 bridge 11 Full

2 tems

R21

/®

10.30.1.0/27




T

Instance ¢ |Router ID
- #default  10.10.10.1

S  OSPF setup (simplified)

Expected behaviour on R21
= OSPF neighbour (only) RO1
= Route to 10.30.2.0/27

Observed behaviour

= As expected

Address
10.30.1.1

Vitual Links Meighbors | NBMA MNeighbors | Sham Links

Interface
etherh

LSA Routes AS Border Routers  Area Border Routers ..

DR Address
10.30.1.1

State Changes | State
5 Full

@12

10.30.|2.0/27 R21

5 Vas
\ 10.30.1.0/27

10.30.1.0/< /

1item

RO1
Route List =] E3
Routes | Mexthops Fules  WRF
T &= | T al |®
Dist. Address Gateway Distance -
DAC F10.10.10.21 loopback reachable 0
LDAC P 103010/27  etherd reachable L
DA F=10.30.2.0/27 10.30.1.11 reachable etherb 110 I
ditems




@l  OSPF setup (simplified)

®

Reboot RO1. No config change. %‘
10.30.2.0/27 R21
- | R11
Expected behaviour on R21 @\ J/
= OSPF neighbour (only) RO1 10-30-1-0{ 7”’0/27
= Route to 10.30.2.0/27 ®

RO1

Observed behaviour
= 10.30.2.0/27 missing



gy  pepug R21

Debug R21
= OSPF state to RO1 full
= 10.30.2.0/27 missing

Route List =] E3

@12

10.30.|2.0/27 R21

& Vs
\ 10.30.1.0/27

10.30.1.0/27
Routes | Nexthops FRues VRF N\ /
[#][=] [][] (Fnd ] i ]3] LS
|Dst. Address s |Gatewa}r |D1'star1::e | |Y{

DAC P 10.10.10.21 loopback reachable 0 RO1

DAC 103010027 etherh reachable 0

2 tems
OSPF =1 E3
Virtual Links  Meighbors | MBMA Meighbors = Sham Links LS54 Rowtes AS Border Routers  Area Border Routers .
|Instance 4 |Hnute.-r 0] DR Address State Changes | State | |"{

i default  10.10.10.1 10.30.1.21 5 Ful

1item




gy  pepug RO1

Debug RO1
= OSPF state to R11 & R21 full
= 10.30.2.0/27 missing

Route List = K3
Routes | Mexthops Rules  VRF

[#][=] [][] [Frd @ ]3]

| Dst. Address £ |Gatewa1_.r Distance | | -
DAC P 10.10.10.1 loopback reachable 0 |
DAC P 10.30.1.0/27 bridge reachable 0

2 tems

Virtual Links  Meighbors |NEMA Meighbors  Sham Links  LSA PRoutes AS Border Routers ..

@12

10.30.|2.0/27 R21

& Vs
\ 10.30.1.0/27

10.30.1.0/< /

|Instar1ce s |H.auter D Interface | State Changes | State | |V_‘
#defaut  10.10.10.11 10.20.1.11 bridge & Ful i
#defauk  10.10.10.21 10.20.1.21 bridae 11 Ful

2 items




@  OSPF Designated Router

OSPF with network type Broadcast %«m
will elect Designhated Router (DR). 10-3°-|2-°/27 R%}%‘
Who is DR? R21 is DR! 10-30-1-o/< /

= R11 tries to update R21 - not allowed
= by bridge horizon
= or wireless default forward

= or bridge filter



gy  possibilities

x
=
N

Possible solutions

10.30. 2 0/27 R21

@

w

= Force RO1 to be DR "
103010/

= Use network type ptmp W:om /
e

RO1



Thank you
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