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s  FMS Internetservice GmbH

= Value Added Distributor
= Distribution
= Training
= Consulting

= Support

= Founded 1997
= 11 employees

= Southern Germany
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gy  Getin Touch

= Phone:
= Email:
= Shop:

= MikroTik Mirror:

= Twitter:

= Website:

= Wiki:

" Presentations:

= Facebook:

+49 761 2926500

sales@fmsweb.de

https://www.mikrotik-shop.de

http://www.mikrotik-software.de

https://twitter.com/fmsweb de

http://www.fmsweb.de

http://wiki.fmsweb.de

http://wiki.fmsweb.de/wiki/MUM-Presentations

https://www.facebook.com/fmsinternetservice



mailto:sales@fmsweb.de
https://www.mikrotik-shop.de/
http://www.mikrotik-software.de/
https://twitter.com/fmsweb_de
http://www.fmsweb.de/
http://wiki.fmsweb.de/
http://wiki.fmsweb.de/wiki/MUM-Presentations
https://www.facebook.com/fmsinternetservice

2§  Training Center

= Official MikroTik trainings

= All certification levels

= First German speaking
partner

= Two trainers

= Own training facility
= |nquiries: sales@fmsweb.de
= Schedule for 2018: click
= Sebastian Inacker: TR11

= Patrik Schaub: TR23


mailto:sales@fmsweb.de
https://www.mikrotik-shop.de/Training/MikroTik:::92_207.html
https://www.mikrotik-shop.de/Training/MikroTik:::92_207.html
https://www.mikrotik-shop.de/Training/MikroTik:::92_207.html

IS  Services

= Consulting Examples

= Deployment

= Support = National & global VPNs
= Training with hundreds of sites

= Support Contract
= |SP backbone and

= Smal to large enterprise access networks
customers
= |nternet Service Provider = Sicherheitskonzepte,

= Stadtwerke TAL Contract, RIPE LIR
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s  Distributor Table

VDSL2 SFP Modules

= Transparent DSL modem for MikroTik
= Vectoring support

= Shop: click
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https://www.mikrotik-shop.de/Interfaces/SFP/Kupfer/SFP-VDSL2-Modem-Telco::2192.html
http://www.mikrotik-shop.de/::1661.html
http://www.mikrotik-shop.de/::1661.html

s  Distributor Table

Spectrum Analysers and Signal Generators

= 2,4 &5GHz
= 60 GHz — e.g. site surveys for 802.11ad

o EICIale
Spectrum Compact

WORLD'S FIRST HANDHELD MICROWAVE
SPECTRUM ANALYZER FOR 70-87GHZ


http://www.mikrotik-shop.de/::1787.html
http://www.mikrotik-shop.de/::1787.html
http://www.mikrotik-shop.de/::1661.html
http://www.mikrotik-shop.de/::1661.html

s  Distributor Table

Live Demonstrations:

= Long range Ethernet with MikroTik for 300m
= Shop: click



https://www.mikrotik-shop.de/Interfaces/SFP/Kupfer/SFP-VDSL2-Modem-LRE::2193.html
http://www.mikrotik-shop.de/::1787.html
http://www.mikrotik-shop.de/::1787.html
http://www.mikrotik-shop.de/::1661.html
http://www.mikrotik-shop.de/::1661.html

s  Distributor Table

Do you need towers or masts? Contact sales@fmsweb.de
X W Vi



https://www.mikrotik-shop.de/Metallbau:::206.html
https://www.mikrotik-shop.de/Metallbau:::206.html
https://www.mikrotik-shop.de/Metallbau:::206.html
https://www.mikrotik-shop.de/Metallbau:::206.html
https://www.mikrotik-shop.de/Metallbau:::206.html
https://www.mikrotik-shop.de/Metallbau:::206.html
mailto:sales@fmsweb.de

Introduction

Access Concentrators



S  Concentrator

= Endpoint for multiple connections
= Traffic aggregation

= Entry point to another logical network area

(e.g. gateway to an IP segment)



@ Types

" Remote access concentrator
= Used in dial up networks
= |ISDN/POTS

LAC/LNS
= E.g. used in broadband networks

= Aggregate and forward PPPoE traffic

= VPN Server
BRAS (PPPoE Server)



s  Multiple Access Concentrators

LAC BRAS: Aggregates PPPoE sessions of

all access nodes

PPPoE
Server

LNS: Aggregates layer 2 tunnels of all LACs

DSLAM

LAC: Aggregates users of one access node



g  Considerations for running ACs

= Services a lot of users
= Failure is critical

= Central single point of failure

= High demand of system resources
= Network throughput (PPPoE)
= CPU usage (VPN encryption, PPPoE)



g  Considerations for running ACs

Critical single point of failure

= Redundancy / fail over

High demand of system resources

= |Load balancing

Best Approach

= |Load balancing with fail over



Enterprise Networks

VPN Access Concentrators



tms  Enterprise VPN with DMZ

VPN Server

LAN
Server o

Router
with Roaming VPN User
Firewall



s  Enterprise VPN without DMZ

LAN
Server

Router
with Roaming VPN User
VPN Server

Single points of failure:
= VPN server

= proadband line



gy  Brpadband VPN Gateway

Assumptions: PPPOE
Client
i
= Basic setup present | "3
Modem
SSTP
= Not dISCUSSGd >erver Router with VPN Server
unless special
. . DHCP LAN Switch
considerations Server

necessarry ONS




Enterprise VPN

Hardware Redundancy



gty  Hardware Redundancy

Router — Roaming VPN User
with
LAN VPN Server
Server

—

. o Modem

e Switching between the PPPoE clients

* Selecting Default Gateway for the LAN

* Two DHCP servers

* Dynamic public IP address for VPN server
* LAN cable / port failure



Y  Redundant Default Gateway

= LAN devices will not support dynamic routing
= Default Gateway IP cannot change
= Both Gateways have to share the same IP

= VRRP
= Virtual Router Redundancy Protocol

= Master and Backup router (interface) share IP



@y  Redundant Default Gateway

T - -

ether 3
10.60.0.2/24

ether 3
10.60.0.1/24

vrrp-LAN

vrrp-LAN
10.60.0.254/32 g 10.60.0.254/32

VRRP check

Master Backup

Only one VRRP Interface

“Runnning Master”

WAV
10.60.0.0/24

Default Gateway
10.60.0.254



s

Switching PPPoE Client

Usually ISP will not support multiple sessions
Routers have to decide where PPPoE shall

connect

VRRP can be (miss)used
Run pppoe-client on vrrp interface
Backup interface will not be running

PPPoE-client will not connect



'-'é'-"‘ Redundant PPPoE Client

Backup VRRP interface will
not forward packets of the
PPPOoE client

VRRP check

vrrp-WAN < > vrrp-WAN
10.50.0.10/32
Backup

10.50.0.10/32
Master

Ether 1
10.50.0.2/24

Ether 1
10.50.0.1/24




MY \RRP Overview

MASTER

Interface lntetface List Ethemet EoIP Tunnel P Tunnel ... Routes | Nadhops Rules VRF Address List C
-|-v = 7 | Detect Intemet | #l[=] [«][s] =) 7 *|=| [¢]|%] 2] |¥ [Fina
Neme ~ et DMl ave . 5 5[] e el Adies 3] In IFIL | [*][=] [ e
R eether! 1500 ‘ e z B 5 = e |:
RM $pvp1 1500 S Dst. Address Gateway | Address | Network |Interface
R <¢i%ether? Ethemet 1500 'IDAS P 0.0.0.0/0 pppoe-out1 rea °10500.1/24 10.50.0.0 ether1
R 4ether3 Ethemet 1500 | : D °192.168.0.37/24 192.168.0.0 ether2
RM 4pvmp-LAN VRRP 1500 | IPAC P 10.50.0.10 vmp 1 reachable ‘ = 10.60.0.1/24 10.60.0.0 ether3
B <detherd Ethemet 1500 1 | o 107001/24 107000 gtherd
R  <®pppoe-outl PPPoE Client 1480 '«||PAC  P10600254  vnp-LANreachable |JD < 10.40.0.255 192.168.048  pppoe-outl
. el (] WATATR o 10.60.0.254 10.60.0.254 vmp-LAN
I8 tems — | = 10.50.0.10 10.50.0.10 vip 1
. | AC P 192168048 pppoe-outl reachable
[=1E3)
Interface | Interface List Ethemet EoIP Tunnel IP Tunnel Routes ‘ Nexthops Rules VRF Address List =] E3 '

~ Ethemet

*=|

— Né?ne —

R <ietherl

B 4pvmp-WAN

R <ivether3

£ &Pvmp-LAN

R epetherd
Sidatbact

4-®pppoe-out1

VRRP
Ethemet
Ethemet
VRRP
Ethemet
Ethemet
PPPoE Client

Detect lrrlemet ‘

Ac:tual MTU
1500
1500
1500
1500
1500
1500
1500

+|[=] [“]x] [=] ¥ [#=] [2]lx] [=] [ [Fro ]| 1la

L2 Nistance 3 < [+] (o eface | ¥ | |contains | ¥ | | 3 + | =1 I Filter I | I Fi

___|Dst. Address  / |Gateway (Address \Network |Inteface /| l',*f Source
DAC P 1050.0.0/24 etherlreachabl®®®®  5r10.50.0.2/24 10.50.0.0 ether1 1150.0.2
DAC P 1060.00/24  ether3reachable |D P192.168.0.51/24 1352.168.0.0 ether2 160.0.2
DAC P 10.700.0/24  etherdreachable |  =10.60.0.2/24 10.60.0.0 ether3 [70.02
DAC P 192168.0.0/24 ether2reachable ||  por-hEerinirRrrm—ieriefef—trrd— p.168.0.51

o 10.60.0.254 10.60.0.254  vmp-LAN
o 10.50.0.10 1050011 | vap-WAN




s  \RRP Configuration

v - [Ol[x]
= Physical interface IP bl AR I=I] (O
Address |¥ | |in | ¥® | (][ =]
[ I . gAddrgss i :Ne{tyvork :Imerféce :Y;
VRRP Interface IP D =°10.40.0.255 192.168.0.48 pppoe-out1
= 10.50.0.1/24 10.50.0.0 etherl
210500 10 1050010 yrm 1
< 10.60.0.1/24 10.60.0.0 ether3
o 10.60.0.254 10.60.0.254 vip-LAN
#10.70.0.1/24 10.70.0.0 etherd
. D 192.168.0.37/24 152.168.0.0 ether2
= Parent interface
General VRRP | Scrpts  Status  Traffic
[ | ,
VRI D ' Interface: |ether3 ¥
2 VRID: [20
/ ite
Priority: |100 |
. . Interval: [1.00 s
u Prlorlty v Preemption Mode
Authentication
- o C simple ¢ ah
= Preemption Mode i il
Password: v
Version: |3 k2
V3 Protocol: |IPv4 E2




gty  Router 1 VRRP Master

Modem
Priority Priority
100 99
Router 1 Router 2
Priority Priority
100 99

LAN Switch



S  Router 2 VRRP Master

Priority Priority
100 99

Router 1 Router 2

Priority Priority
100 99

LAN Switch



amy  Asymmetric VRRP

Inbound traffic

No PPPoE
connection
No LAN
connection

Outbound traffic

Router 1

E.g. LAN cable x

unplugged

x Router 2

LAN Switch



amy  Asymmetric VRRP

INET

'Name / | Type \Actual MTU [L2M ¥
R <ivetherl Ethemet 1500 -
RM  <pvmp1 VRRP

R <ivether2
¢ivetherd

4-$pppoe-out 1

E.g. LAN cable
unplugged

Routes with
distance =2

LAN



s  Routing ether4 Crosslink

==
| Route List =] E3
Routes | Nexthops Rules VRF
d|= ||z |= ?‘ [Fnd | [@ |=]
. Gat Distance v
S P 0.0.0.0/0 10.70.0.2 reachable etherd 2
DAS F0.000/0 pppoe-out 1 reachable . =1
DAC 10.50.0.0/24  etherl reachable g ether4
AS P 10.60.0.0/24  10.70.0.2 reachable ether4 2 10.70.0.2
DC P 1060.0.0/24  ether3 unreachable 255
DC P> 10.60.0.254 vimp-LAN unreachable 255 L
DAC PF10.70.0.0/24  etherd reachable 0
DAC P 192.168.0.0/24 ether2 reachable 0
DAC P> 1952.168.048  pppoe-out1 reachable 0
¢ | » ether4
10 items (1 selected) 10.70.0.1
-—

10.60.0.0/24



g  Cable replugged but no Preemption

20Mbps bidirectional BW test

“ Interface List

interface | interface List Ethemet EolP Tunnel 1P Tunnel GRE Tunnel
||~/ |=| |v|[%| O] || | Detect memet

i '(r est: PPPoE-Client-2) - WinBox v6.41.3 on RB750UP (_mipsbe) .
Dashboard

S
=

intedace | terface List Ethemet EolP Tunnel IP Tunnel GRE Tunne

#-|=| ¥ %] @] |T| | Detect intemet
_ |Name /Type |=x  |[Rx _ |TxPa
R <i%etherl Ethemet Obps 560 bps
B 4pvmp-WAN  VRRP Obps Obps
R 4i»ether2 Ethemet 728kbps  124kbps
R <ivetherd Ethemet 512bps  21.7 Mbps
RM 4pvmp-LAN VRRP 368bps 21.4 Mbps
N R  <i*ctherd Ethemet 21.7 Mbps Obps
¢ivethers Ethemet Obps Obps
I 4->pppoe-out1 PPPoE Client 0bps Obps

‘Name / | Type Tx \Rx

R <¢j#etherl Ethemet 21.7Mbps  21.6 Mbps o
RM 4pvmp1 VRRP 9 21.5Mbps 21.3 Mbps

R ¢i%ether2 Ethemet 75.3kbps  12.7kbps

R <i%ether3 Ethemet 9 21.4 Mbps 512 bps

B 4Pvnp-LAN VRRP Obps Obps

R <ivetherd Ethemet Obps 21.6 Mbps
/R <¢-®pppoe-outl PPPoE Client 21.0 Mbps 20.8 Mbps

Router 1

2o0ddd

TJ49Y19
Td4IA

ether4

Router 2



gy  DHCP Server

= DHCP on both routers
= DHCP server changes with VRRP
= DHCP on backup is inactive % |

= Avoid handing out IPs twice

DHCP Pool

= Split LAN IP pool DHCP Pool
10.60.0.101 - 151

10.60.0.50 - 100
= Optionally save static range ==\

= Clients will survive router change

= Can continue to use old lease 10.60.0.0/24



2t  Dynamic Public IP / DynDNS

= VPN clients need public IP of VPN server

= Public IP not static with broadband line

= Use FQDN instead of IP
= Update DNS once IP changes

= RouterOS DynDNS feature
= /ip cloud
= Will not do the job



zm§  /ip cloud

Routerboard

v Routerboard

OK

Mode!: |RouterBOARD 941-2nD)|

Upgrade

Serial Number: 5832041CFO§F ~

Setting

Fimware Type: ;'qca9531L

Routerboard

‘v Routerboard
Model: | 750UP

=

'v| DDNS Enabled
'v| Update Time

Public Address: | 34.200.14.9

~*| DNS Name: |5632041cf05 sn mynetname net

OK

Serial Number: |2F3F02F3DCCO

Upgrade

Fimware Type: iar7240

l ISR Prwar Racat I

'v| DDNS Enabled
| Update Time
Public Address: | 34.200.14.9

DNS Name: 2f3fO2dechsn .myne{name.nef”

= Automatic FQDN from serial number

= No common FQDN for both routers possible



g  DynDNS

= Many different services available
= ChangelP (uses /tools dns-update)
= Other approaches use /tools fetch
= See WIKI for scripts
https://wiki.mikrotik.com/wiki/Dynamic_DNS_Update_Script_for ChangelP.com
= Different versions for NAT and public IP

to understand if update necessary

= NAT version writes to disk

= Use encrypted transport



g  DynDNS

https://wiki.mikrotik.com/wiki/Dynamic_DNS_Update_Script_for_ChangelP.com

:global ddnsuser "YourChangeIPUserID"

:global ddnspass "PASSWORD"

:global ddnshost "MyRouterHostname.example.org"
:global ddnsinterface "etherl"

:global ddnsip [ /ip address get [/ip address find interface=S$ddnsinterface] address ]
:global ddnslastip

:if ([:len [/interface find name=$ddnsinterface]] = 0 ) do={ :log info "DDNS: No interface named
S$ddnsinterface, please check configuration." }
:if ([ :typeof Sddnslastip ] = "nothing" ) do={ :global ddnslastip 0.0.0.0/0 }
:if ([ :typeof $ddnsip ] = "nothing" ) do={
:log info ("DDNS: No ip address present on " . S$ddnsinterface . ", please check.")
} else={
:1f ($ddnsip != $ddnslastip) do={

:log info "DDNS: Sending UPDATE!"

:log info [ :put [/tool dns-update name=$ddnshost address=[:pick $ddnsip 0 [:find $ddnsip "/"]
name=$ddnsuser key=S$ddnspass ] ]

:global ddnslastip $ddnsip

} else={

:log info "DDNS: No changes necessary."

1 key-



S  Hardware Redundancy Running

= Done

Switching between the PPPoOE clients
Selecting Default Gateway for the LAN
Two DHCP servers

Dynamic public IP address for VPN server

LAN cable / port failure

= Optionally to do:

= VPN user accounts

Static DHCP leases, static DNS entries

Export / import between routers can be scripted



Enterprise VPN

Redundant Access Lines



ZmS  Oyerview

LAN
Server e

Router Modem
with ISP-2 Roaming VPN User
VPN Server

= two DSL lines (PPPoE)

= Dynamic public IPs



ZmS  Oyerview

ISP-1 for VPN traffic

LAN
Server

Router Modem
with ISP-2 Roaming VPN User
VPN Server

ISP-2 for non-VPN traffic



ey Goals

= Redundant internet access
= Advanced line checks
* |nbound VPN with dynamic IPs

= “Application” based load-balancing

= During normal operation:
= |SP 1 for VPNs
= |SP 2 for local (non VPN) traffic



s

= Two pppoe-clients

= Different default

route distance

= Traffic will use ISP2

Route Distance

Interface <pppoe-outZ>

General Disl Out | Status Traffic

Interface <pppoe-out1>
General Dial Out | Status  Traffic

B ) - = ‘i ——————————————————————————
Service: f Service: |
AC Name: '7 AC Name: I
User: ‘:gpgpgg User: ppgoe]

Password: |
Profile:

Keepalive Timeout:

| —

Password: |

Profile: \'c]efa_ult

Keepalive Timeout: |10

| Dial On Demand
| Use Peer DNS

__| Dial On De

| Use Peer [

Default Route Distance:

'v| Add Defaul \i/‘ Add Default Route
H Default Route Distance: {_2

Route List =E

P 0.0.0.0/0

'DAS

#l=] [2]l%] |

Routes | Nexthops Rules VRF

| o
ymalr)_

pppoe-out2 reachable

Interface jPPPoE Servers Secrets Profiles  Active
(#v|l=| ||52] || | 7] | PPP Scanner
. Neme  /[Twe |Act
_I_DF\‘ $-»<sstp-sstp1> SSTP Server Binding
\R__¢vpppoeout]  PPPoEClent |
'R <-®pppoe-out2 PPPoEClent |
|




2§  Fajlover ISP2 -> ISP1

= |SP2 PPPOE connection fails

Interface PPPoE Servers Secrets Profles !

'l' | ¢ x Cl ? | PPP Scar
| Name 7 Q;Type
. ‘DR ¢-b<sstpsstp1> SSTP Server Bindin
= |SP2 Default Route disappear e

$->pppoe-out2 PPPoE Client

= |SP1 Default Route is active

Route L|st [=] E3
Routes Nexthops Rules VRF
HE=l CEE] Y] (Fo 5]
__Dst Address  [Gateway Distance |~ |
DAS P 0.0.0.0/0 pppoe-out1 reachable 2
‘ DAC P 192.168.210.0/28 ether4 reachable 1]
DAC P 192.168.220.254 <sstp-sstp1> reachable 0
'DAC P 152.168.230.252 pppoe-out1 reachable 0




S  |SP Check

= Problem in ISP2 network not detected
= Router wouldn’t swap to ISP1
= Router offline, although connectivity available

= Common CheckGateway approach not useful

= Solution: Netwatch

= Any host can be checked

= Force check to use dedicated line
= Real availability of both ISP can be checked



gy  Netwatch

= Example targets: 8.8.8.8 for ISP1 8.8.4.4 for ISP2
= Forcing routing by static route?

= /ip route add distance=1 dst-address=8.8.8.8/32
gateway=pppoe-outl

= Target fully unusabile if line fails -> bad



s

Best approach: Mangle +

2 extra routing tables

Limited to ICMP in output

chain

Rest of network not

affected

Local DNS not affected

Netwatch / Mangle Rules

( # | |Action |Chain

| . Test ISP-1 connectivity

0 # mar... output
... Test ISP-2 connectivity
1 # mar... output

|Sre. Ad... | Dst. Address |Protocol |¢
8888 1 {icmp)

8844 1 {icmp)

Mangle Rule <8.8.8.8>
General | Advanced Bxra Action Statis

Mangle Rule <8.8.8.8>
General Advanced BExdra Action jStatisti

Chain: |output

Action: |mark routing

Src. Address:

Dst. Address: [ 1/8.8.8.8

|| Log
Log Prefix:

Protocol: ||| 1 (icmp)

Mangle Rule <8.8.4 4>
General | Advanced BExra Action Statis

New Routing Mark: |ISP-1-Only

Mangle Rule <8.8.4 4>
General Advanced BExtra Action Statlst

Chain: :butput

Action: mark roufing

Src. Address:

Dst. Address: [ 1/8.8.4.4

Protocol: | | 1 fcmp)

Src. Port: |

| |Log
Log Prefix: |

New Routing Mark: ISPZOnIy
'v| Passthrough




gy  Netwatch / Routing Tables

= Alternative default routes

= Main table used if additional

default route inactive

= Additional routing tables

need blackhole routes with

higher distance

Routes Nexthops Rules VRF
#][=] [7][x] [=] [¥  [isP-tony
’ Dst Address Gateway Distance A Routnng Markj
AS . P0000/0  pppoeoutlreachable 1.,.,!.5.?,,190.'1 _________
SB Pk 0.0.0.0/0 D ISP-1-Only
Kl
2items out of 10
Routes Nexthops Rules VRF
[+][=] [“][] [=] [¥ fr2o, |
; | Dst. Address Gateway _D@stance / | Routing Mark |
AS P 0.0.0.0/0 pppoe-out2 reachable 1 ISP-2-Only
SB P 0.0.0.0/0 D ISP-2-0Only
Kl

2items out of 10




s  Netwatch / Malformed Packets

= Test pings to 8.8.8.8/8.8.4.4

= Use correct ISP

= Problem when switching ISP
= -> Switching active main default route
= -> Using different src IP

= -> SRC NAT necessary for other connection

"= RouterOS doesn’t always do so correctly



sy  Netwatch / Malformed Packets

[=1/E3
Filter Rules NAT Mangle Raw Service Pots Connections | Address |

=] [ 7] | Tracking | - Bosic r
| |Src. Address / |Dst. Address Protocol Conne Interface: |pppoe-out1 =] s
[@ 0.0.0.0:5678 255.255.255.255:5678 17 (udp) — m=—
C 10.10.0.9051351  255.255255255:20.. 17 {udp) Entry Timeout: |00:00:03 s D
C 10.10.0.90:59215  255.255.255.255:20.. 17 (udp)  Collect <
[¢ 10.10.0.90:61343  255.255.255.255:20.. 17 {udp) 7 Se. Add T Src. Addraset
IC 10.10.0.90:61571 255.255.255.255:20... 17 {udp) e s Dsl
C 10.10.0.90:63628  255.255.255.255:20.. 17 (udp) V| Dst. Address v/| Dst. Address6
C 10.10.0.90:63631  255.255.255.255:20.. 17 (udp) ] MAC Protocol 7 Port M/
C 10.10.0.95:39349  255.255.255.255:5678 17 {udp) Z.
C 10.10.0.101:5678  255255.255.255:5678 17 {udp) _ Fosicol IVLAN
C 10100132.57090 255265 2650655678  17(udp) | [ IDSCP
'SC 192.168.200.254 88838 1 icmp)
|SC 192.168.200.254 8844 1 {icmp)
A

B 1Pot loee Dt
One should Both tests answered ‘ leoow) 2888 197 168 200 254
read “SCs” to same src IP /’I 800 (ip) 8844 192.168.200.254
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= Solution: Two additional

NAT rules

= Matching according to

routing markers

Firewall

NAT Mangle Raw Semce Ports Conne:

00 r"r-'Sr-'t' ounters

[Src. Address |

Filter Rules
+ | = : v C] ? |
J Ad'mn fhau'l
' ISP-1 Test Helper
| .‘_0. .................. “llmasquerade  senat |
.. ISP-2 Test Helper
1 =l masquerade srcnat
G ISP-T NAT
2 =|| masquerade srcnat
o I1SP-2 NAT
3 =l masquerade srcnat

Netwatch / Malformed Packets

General | Advanced Bdra Action .. 0K
Chain: |srcnat ¥ Cancel
Src. Address: | |2Y Apply
Dst. Address: | [ Disable
Advanced Bxdra Action | Statistics | .. 0K
Action: 'masquerad”e 3 | Cancel
Any. Port: | - Reset Counters
QOut. Interface: |2
In. Interface List: | 'Y
Out. Interface List: | >
Packet Mark: | v
Connection Mark: fiss

Routing Mark: |_|

|ISP-1-Only




s  Netwatch / Scripts

= Create Netwatch test for ISP-2
= Set Up/Down Scripts

Down:
log info "PPPoE-2 not working"
/interface pppoe-client set pppoe-out2 default-route-distance=3

Up:
‘log info "PPPoE-2 working again"
/interface pppoe-client set pppoe-out2 default-route-distance=1



s  Netwatch / Scripts

Problem:

= Connection tracking gets stuck if timeout not reached

= Delay and connection tracking reset in script
Add to up and down script:

.delay 2
/ip firewall connection remove [find]



s

Inbound SSTP ISP selection

= ChangelP script controls public IP
= FQDN shall point to preferred ISP

= Modify ChangelP script
= Update IP independent from outgoing interface

= Use interface from global variable instead

1f ([ :typeof $ddnsinterface ] = "nothing" ) do={ :global
ddnsinterface "pppoe-outl"” }



ES  ChangelP Script

:global ddnsuser ,foo@fmsweb.de"
:global ddnspass , 12345678"

:global ddnshost ,,mum2018.ns01.info"
:global ddnsinterface

:if ([ :typeof Sddnsinterface ] = "nothing" ) do={ :global ddnsinterface "pppoe-outl" }

:global ddnsip [ /ip address get [/ip address find interface=Sddnsinterface] address ]

:global ddnslastip

:if ([:len [/interface find name=Sddnsinterface]] = 0 ) do={ :log info "DDNS: No interface named Sddnsinterface, please check configuration." }
:if ([ :typeof Sddnslastip ] = "nothing" ) do={ :global ddnslastip 0.0.0.0/0 }

:if ([ :typeof Sddnsip ] = "nothing" ) do={
:log info ("DDNS: No ip address present on " . Sddnsinterface . ", please check.")
} else={
:if (Sddnsip != Sddnslastip) do={
:log info ("DDNS: Sending UPDATE for interface " . Sddnsinterface . ".")
:log info [ :put [/tool dns-update name=Sddnshost address=[:pick Sddnsip O [:find Sddnsip "/"] ] key-name=Sddnsuser key=Sddnspass ] ]
:global ddnslastip Sddnsip
} else={
:log info ("DDNS: No changes necessary. (Interface: " . Sddnsinterface . ")")
}
}



S  |nbound SSTP ISP selection

= Create Netwatch for ISP-1
= Set variable from up/down scripts

Up: 2log info "PPPoE-1 working again"
.global ddnsinterface "pppoe-outl”
/system script run ChangelP

Down: :log info "PPPoE-1 not working"
.global ddnsinterface "pppoe-out2"
/system script run ChangelP



s  |nbound SSTP ISP selection

Schedule <Schedule ChangelP> =] mw
. Name: | Schedule ChangelP 0K
o |nb0und SSTP W|” use Start Date: |Apr/03/2018 k “‘ —
ISP-1 if online e s L.
Hi—— ] Disable
= Will fallback to ISP-2 Oveer: [0t | =
Policy: v fip V! reboot Copy
v read v write
! policy V| test Remove
'v| password [V sniff
= Add Scheduler to cover i smtive e
|| dude
changes of dynamic IP Run Court: [135
Next Run: |Apr/03/2018 10:59:27
" Run at startup N
F‘nangelP .
|

Scheduler

#|=] [~][x] [=] [¥]

. 10n Fyent v




S  Outbound SSTP Packets

Inbound: Outbound:
ChangelP Default Route

f\
While both ISP are operational:

= |nbound SSTP packets on ISP-1
= Qutbound on ISP-2 (Default route)




s  Outbound SSTP Packets

= Use two mangle rules to send outbound packets on

Inbound interface:
= Set connection mark for new connections

= Set routing mark for above connection mark



s

Mark new SSTP Connections

Mangle Rule < = E3
General | Advanced Extra Action Statistics OK
Chain: f_prerouting| Hi‘ Cancel
Src. Address: \ | B4 Apply
| I
Dst. Address: | ¥ Disable
Protocol: \ v Comment
Src. Port: | | Copy
Dst. Port: | | » Remove
Any. Port \ [ w Reset Counters
In. Interface: || pppoe-out1 B3R Reset All Counters
Out. Interface: | | ¥
b tadace tist: ‘ Mangle Rule < . =] E3
— M‘ o ‘se
Ot Linfacnbot: General Advanced Bxra i OK
' Action: |mark connection 2 Cancel
Packet Mark: |
- [ Log Apply
Connection Mark: \ :
Log Prefic: | s Disable
Routing Mark:
. ST e = Comment
Routing Table: | New Connection Mark: |connectionmark-sstp ¥ '
Connection Type: \ | ¥
Connection State: ||| |invalid || established | | related v new | luntracked -




s  Routing Mark for SSTP Connections

Mangle Rule <

Make connections use

“ISP-1 Only” routing table

EE|
General EAdvanced Extra Action Statistics oK
Chain: |outpu] [ [ cancel
Src. Address: \ \ N Apply
Dst. Address: | b Disable
Mangle Rule <= =] E3 |
General Advanced BExra Action ] Statistics oK
Action: ‘mark ro-.ﬁing ‘3\ Cancel
[l Log b
Log Prefix: \ \ X Disable
g New Routing Mark: IIVSP-1-Oniy El Comment
In. Interface List: ‘ B
Out. Interface List: \ | ¥
Packet Mark: | v
Connection Mark: || |connectionmark-sstp | K2R




gy  Access Line Redundancy Running

= Done

Select preferred line for non ISP traffic
Implemented advanced line checks
Sorted out connection list and NAT issues
Dynamic public IP address for VPN server
Made SSTP stick to one interface

Redundancy for failing lines

= Optionally to do:

Combine both setups

= Achieve hardware and access line redundancy



ISP Networks

Broadband Remote Access Server



gy  Overview

= PPPoE commonly used
= PPPOE server aka BRAS

= Needs layer 2 network

= Many users / tunnels
= Requires high system performance

= |Large and frequently changed user database



S  Challenges

= BRAS redundancy (critical SPoF)
BRAS loadbalancing (high system performance)

= High available solution for user database

= Virtual layer 2 tunnels

= Redundancy of transport tunnel concentrator



PPPoE Access Concentrator

EolP Approach



gmy  Overview

Upstream Router

Upstream Switch

2 X PPPoE Server

Backbone switch

~  EolP

PPPOE



s  Failover (Backbone)

EolP Tunnel

0 endpoint = VRRP

IP address

Multiple PPPoE
tunnels through
each EolP tunnel




g  Failover (Upstream)

Upstream ISP will
route networks to
external VRRP IP




s  Asymmetric VRRP / Radius

BRAS:
= failover

= No loadbalancing

RADIUS

= E.g. Usermanager

= Script based import /
export

i o Crosslink with

static routes *

* See first VPN setup



PPPoE Access Concentrator

VPLS Approach



sy  High Available ISP Network

Radius

.-

= - e

VPLS Backbone PPPoE Upstream  BGP
endioint switches  server switches router

- N = =

Back-
bone

.-

Radius

ISP Backbone ISP Core (Datacenter) Internet



sy  High Available ISP Network

VPLS Radius PPPoOE Upstream BGP

|
I
|
endpoint = server switches  router |
|
I
|

Radius

ISP Backbone ISP Core (Datacenter) Internet



tm§  BGP Upstream

BGP

router
" Redundant BGP routers

= Two BGP sessions to each ISP

= Preferred ISP “always” available

= Prepends to prefer ISP

= E.g. community to choose backup

router

Internet



gy  Routing

PPPOE Upstream  BGP

server switches router

= Default route by OSPF

= BGP router can fall

= PPPOoE client routes by OSPF
= /32 address appears on BRAS with

client connection
= OSPF will route to correct BRAS



Y  Redundant Radius Server

Radius PPPoE

&  server

= Two radius server on BRAS

= Replication — i
= E.g. FreeRADIUS (mysql replication) Backbone
switches
Ready to run alternative: =
= HSNM (click) |
= |ntegrated replication .-
Radius

= Complex services with Radius

federations


https://www.mikrotik-shop.de/Hotspotloesungen:::166.html

Fé{

E HotSpot Network Mana: X

HS Network Manager

3 Hotspot Network Mana: X

falessanii] - X
&« c 0O | @ Mon sicuro | demaS1.hsnetwaorkmanager.com/# ¥ | O o ?n H
a Dashboard
« ol HotspotManager (€)>X &
.l p 9 4 System Dashboard
Admin Data Search Connections  Traffic New Users  Clicks Impressions  CTR GW Sold Adv sold HDD RAM cPU NET
Period Values Period Values Pariod Values Pericd Values Period Values Period Values Pariod Values Period Values Free Space Used Lozd Traffic (bit)
Ceneral Options
520 13 GB 29 440 2132 100%+ $ 209 $0 8.81 GB 925.41 MB 1 Kb«
e System Settings ~9.51% ~99.91% 2Kh~
Currency and Payment Systems :
e Ed ¥ ¥ Number of Connections and Visitors v &~ Ll User Count by Domain
char Period Values
@ External Authentications Settings
300 = Number of Connections = Welcome Portal Visitor Counter Villaputzu-Spiaggiasale
@ Static Routes ~ ThailandBeachResort
Jesolo-PiazzaMazzini /
o Radlius Federation (Out) Villasimius-ResortAcquaDiMare . ’
200 4
SanVitoLoCapo-ZonaMercata — né ‘ ~ NewZealandParks
0 Radius Federation (In) Dubailniversity
BestindiaResort
BonsaiSushi
0 System Log 100 BodiasPA
CoffeeHouse DohaAirport
e User Traffic Log
OxfordSchoal KrugerParkResort
Documentation
11 Mar 11 Mar 12 Mar 12 Mar 13 Mar 13 Mar 14 Mar 14 Mar 15 Mar
o Updates
Top Domain Connections v Tt.)plUser Traffic Con.text Qata
Period Values Total Values (Discounted Amounts)
Period Values
ThailandBeachResort 56 N15YGHLW@Villaputzu-SpiaggiaSale 239 MB Number of Registered Resellers 2
NewZealandParks 44 WYRZ19@ThailandBeachResort 208 MB Number of Registered Managers 7
BonsaiSushi 43 BMBYHG2W@&@NewZealandParks 189 MB Number of Registered Gateways 19
KrugerParkResort 43 3T90Q14DB@BestindiaResort 166 MB Total Number of Connections 1303
CoffeeHouse 40 SY58TVGB®Villaputzu-SpiaggiaSale 164 MB MNumber of Registered Users 201
DohaAirport 35 S3CJR75VEKrugerParkResort 158 MB Mumber of Activated Users 19
Villaputzu-SpiaggiaSale 33 TWLMY3@NewZealandParks 156 MB Total sold by the resellers $412.00
BestindiaResort 33 T37VH42C®@ThailandBeachResort 153 MB Total amount sold by managers to end users §3421.00
BodiaSPA 30 DM5VYeD)@sanVitoLoCapo-FronteMare 152 MB sales of other services (Prepaid and SMS) 51 260.00
SanvitoLoCapo-ZonaMercato 28 XDYD511W@BonsaiSushi 145 MB Number of Clicks 26 510
DubaiUniversity 27 MNP4ZL5Z@NewZealandParks 138 MB Value of the Clicks §7769.15
OxfordSchool 25 YVE85L55@Bonsaisushi 134 MB Impression Number 132 570
Villasimius-ResortAcquaDiMare 24 565NXMPY@Villasimius-ResortAcquaDiMare 131 MB Impression Value § 5 500.80
SanVitoLoCapo-FronteMare 20 XJYLLXGE@CoffeeHouse 126 MB Remaining Advertiser's Credit Amount § 807 890.05

060

Social Users

Operatina Svstems

Browser

Looking for Captive Portal and PPPoE authentication? Contact sales@fmsweb.de
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Y  BRAS Loadbalancing

Backbone PPPoE
= Multiple BRAS in layer 2 network switches  server
= \Works out off the box

= First come first serve

= PPPOE sessions will distribute
across BRAS

= BRAS loadbalancing and failover

Layer-2



gy  \vPLS Concentrator Redundancy

VPLS Backbone  PPPoE
= 1 =VRRP interface endpoint  switches server
= VRRP IP as VPLS tunnel endpoint

0 _
= Achieve redundant VPLS i — i

concentrator o
= |nterface 2 bridged with VPLS tunnel ie r— i



gms  Sijll Operational with Loadbalancing

VPLS Radius PPPoE Upstream BGP

- switches  router |
endpoint . server |
[

Radius

ISP Backbone ISP Core (Datacenter) Internet
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Back-
bone

ISP Backbone

Presentation of Sebastian Inacker

VPLS

endpoint

i Today 14:15
Presentation of Sebastian Inacker

“Use cases and pitfalls in
MPLS/VPLS networks”

Access all our presentations here.


http://wiki.fmsweb.de/wiki/MUM-Presentations
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