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Objective

* To get Dual-stack implementation with FreeRADIUS3
* To get a Dual-stack bandwith-limit

* To get at the same time admin accounts for the routers on FreeRADIUS
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First Dual stack network

* |If you have BGP and upstream IPv6 you are done!
* Or use IPv4 to IPv6 tunnel

* You can look at my presentation from MUM2016
 https://mum.mikrotik.com/2016/EU/agenda/EN

 http://mum.mikrotik.com/presentations/EUl6/presentation 2957 1456473
375.pdf
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http://mum.mikrotik.com/presentations/EU16/presentation_2957_1456473375.pdf
http://mum.mikrotik.com/presentations/EU16/presentation_2957_1456473375.pdf

My network In live la
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Dual stack router as DHCPv4 and vi
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RouterOS Radius client

RADIUS Server <91.202.156.5:

General | Status
Senvice: ppp | login
hotspot wireless
v| dhcp ipsec Apply
Called 1D: S
Domain: b
Address: |97, 202 s s
Protocal: |udp ¥
Socep: [P
Authentication Part: | 1812
Accounting Port: 1813
Timeout: | 3000 ms
Accounting Backup
Realm: i
Cerificate: |none
Src. Address: | 10.104.0.254 -
enabled
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IPv4 DHCP-server

DHCF Server «default>

MName: OK

Intefface: |cap
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Relay: h Apply

Lease Time: [00:10:00
ase Time

Bootp Lease Time: |forever
Copy

Address Pool: |dhcp_pooll

*

Remaove
DHCP Option Set: hd
Src. Address: hd
Delay Threshold: hd
Authoritative: |yes ¥
Bootp Support: |static ¥
Always Broadcast
Insert Queue Before: | first ¥
v Allow Dual Stack Queue
Add ARF For Leases
v| Corflict Detection
Use BADILUS: |yes ¥
Lease Script:

enabled
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Mame
Interface
Address Pool&

Lease Time

DHCPw6 Server <default=

DHCP Options:

: |defauﬂ

: |C-3F' " * | Cancel
: |puul1 " ¥ | o Apply
: |ﬂ1 00:00 |
L
| >

Allow Dual Stack Queue

Satellithuset

i Limmared AB

IPvo PD server

Terminal
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MMM MMMM MMM III EKEEE EEHK RERRER OO0000 TTT III EEE EKEKE
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MMM MMM III EKEEK EEK REREER o00 000 TTT III EERK EEEK
MMM MMM TIII EEE EEK EREE ERER 000000 TTT IITI EERE EEE
MikroTik BRouter0S &6.44 (c) 195%-201% http://www.mikrotik.com/

[?] Gives the list of availakle commands

command [7] Gives help on the command and list of arguments

[Tak] Completes the command/word. IL the input is ambiguous,

a second [Tak] giwes possikle options

! Mowve up to base lewel

- Mowve up one lewel

Soommand Use command at the base lewel

[12c@GW Leo hemma BBL100ZH] > ipvé dhop-ssrver print detail
Flags: D - dynamic, X - disabled, I - inwvalid

] name="default™ interface=cap address-pool=pooll lease-time=1h rapid-commit=yes use-radius=yes preference=253

dhcp-option="" duid="0x00030001644154£f16034"
[lec@GW Leo hemma RBLLOORH] » ipve dhop-server set 0 allow-dual-stack-gqueus=yes
[l2c@GW Leo hemma REL1O00RH] >
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FreeRADIUS3 IPVv6

* We need to edit the dictionary.mikrotik
« 2 new ATTRIBUTES as of 6.43
* Delegated-IPv6-Prefix - IPv6 Prefix

* Delegated-IPv6-Prefix-Pool - IPv6 Prefix pool used for Prefix Delegation
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FreeRADIUS3 IPv6

INSERT INTC “radcheck”™ ( username”, “attribute”, “op”, “wvalue’) VALUES
("000c4200d464", '"RAuth-Type', ':=', 'RAcecept'),

INSERT INTC “radreply”™ (" username”, “attribute”, “op’, “walue’) VALUES
('000cd4200d464", 'Delegated-IPve-Prefix"', '=', "fdb4:4de7:a3fB:41Bc::/66"),
("000c4200d464", "Mikrotik-Rate-Limit"', '=", "10M");

This is If you use FreeRADIUS with MYSQL
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daloRADIUS

* One of many php frontend to FreeRADIUS

* Makes life easy
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Lets look at it running live
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Riga Bootcamp

MikroTik Camp - MikroTik Camp X [ied

&)> C @ ® @ https;//web.mikrotik.camp/camp/ B - O || Qs m o =

N ST 2
q ‘M”(ro' 'k INTRO CALENDAR BOOK NOW VENUE EXTRA TRAINERS PREV. EDITIONS v

MikroTik MikroTik MikroTik MikroTik MikroTik n
MTCTCE [y

% I
EMikroT ik

& M ?
Satellithuset
i Limmared AB m - @




The full schedule of the Riga Bootcamp 2019,

10-16 June —in English language:

10/June 11/June 12/June 13/lune  14/lune 15/June 16/June
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Q&A

Leo De Geer leo@shlab.se
+46 (0)705-91 59 87
TR0003
Consultant/Trainer/Riga Bootcamp Trainer
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