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— HELLO?

— HELLO?
— INTERNET
DOES NOT WORK!




Once upon a time...

The customer calls the "call center" to complain (kindly) that he does not have
access to the internet.

After a series of tests (and a lot of patience), we determine that the incident is
caused because the client's router has been restored to factory values.

We check the weather part of the day and see that it is a very sunny day, so it
could not be a thunderstorm.

We were perplexed to see that it was the client who has reborn the router.
It's Friday afternoon, and... we'll have to go to the customer’s house to configure

the device.
(In the distance you hear the client say that he has not touched anything, nothing)

& This story is fiction and only serves to expose the problem
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*Send the configuration to
my devices.

*To know if they are
configured or not.



What | need Is...

®* CPE Wan Management Protocol

® Auto Configuration Server



®* TR-069 (Technical Report 069).

®* Developed for the automatic
management and configuration
of the devices.



n M
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®* Based on SOAP /HTTP.
® Secure self-configuration.

®* Functions for management
control.

® Integrated environment.




® A Session is a message
exchange.

®* The CPE starts a Session In
response to different events.

®* Only CPE starts a Session
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®* The ACS may request a
Session.

®* Execute RPC’s

®* CPE always stars a sesion
with an “Inform™ RPC.
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CWMP

®* Parameters: key = value.

®* The set of supported
parameters is called a data
model.
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CWMP

® There are 3 predefined data
models

TR-098, TR-181:1y TR181:2.

®* The manufacturer must base
on the predefined data
models.
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And what about security?

* Authentication.
» User password.

« SSL.

o Certificates for clients.
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Mikrotik TR-069

® Supports HTTP and HTTPS.
N

* HT TP authentication.
® Inform.

®* Client certificates.

® Data Mode based on the TR-
181 Issue2 Amendment 11.
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Mikrotik TR-069

Minimum configuration:

TROGY Client =] E3
viEnabled oK
ACS URL: |http://1592.168.64.143:754 C
ancel
lsemame: v Apply

Password: b

| Periodic Inform Enabled
Periodic Inform Interval: | 1d 00:00:00

Connection Request Lsemame: b

Connection Request Password: b

#l

Client Certificate: none

| ast Session Emor:

Retry Count: |0

mnning
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Mikrotik TR-069

*Unfortunately, after a reset, the
configuration of the TR-069 is lost.

(and with that, all of our dreams)

*\We have to use netinstall.

DN

TS


http://wiki.mikrotik.com/wiki/Tr069-best-practices

Mikrotik is compatible with
different ACS:

v AVSystems.
v AXiros.

v Friendly Tech.

v GenieACS (open source).
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GenieACS

® Fast and Light Autoconfiguration
System.

®* Open source.

®* TR-069 solution for remote
management and provisioning.

® Built on Node.js and MongoDB.
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Installation

We will need:
® Node.js: from version 6.x to 8.x
(Version 8.x is recommended)
® MongoDB: from version 2.6 to 3.4

®* The compilation tools (build tools) and the libxmlI2 library

~

- (We will install them from the apt-get)

To install Node.js in a Debian / Ubuntu distribution we will need to download the
evant script.

In this case https://deb.nodesource.org/distributions/deb/setup 8.x
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“Once we have made the broth, we go to the soup”

(jedi proverb)
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Installation

®* We will perform the installation through the npm:

npm install -g genieacs

If the previous installation process gave us a problem, we
can clean the directory and install it from the git repository,
for this we will execute the commands:

git clone https://github.com/zaidka/genieacs.git

cd genieacs

git checkout $(git tag -1 vl.1l.* --sort=-v:refname | head -n 1)

npm install

npm run compile
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Installation

®* Once installed, we have 3 executables:

®* Genieacs-cwmp

It is the service by which the CPE is communicated. By default it listens
on port 7547 TCP.

® Genieacs-nbi

This service exports a REST API for the GUI frontend. By default it
listens on port 7557 TCP.

® Genieacs-fs

This service is the file server from which our CPE will download the
firmware images. By default listens on port 7567 TCP.

To modify the default values and / or configure the file server
name, we will edit the file: config/config.json




Installation

® So far we have installed the genieACS and we have
configured our CPE mikrotik that has connected to the ACS
and has done little things, but we can not see it in a nice way.
We only have the screen output of the genieACS execution
and the log of our mikrotik.

Seps25/2017 21:14:07 memory tr0&9, waming trl69 running in non-secure mode (HTTF)

Sep/25/2017 21:14:07 memory tr0&5, debug starting session, events: [0 BOOTSTRAP, 1 BOOT, ]

Sep/ 252017 21:14:07  memory system, info trl&5client settings changed by admin

Sep/25/2017 21:14:07 memory tr(&9, debug send: Inform

Sep/25/2017 21:14:07 memory tr(&9, debug rcvd: InformBesponse

Sep/ 252017 21:14:07  memory trD&5, debug send: "

Sep/ 252017 21:14:07  memory trD&9, debug session finished ok

Sep/25/2017 21:14:07 memory tr(&9, debug scheduled nesd Perodic Inform after 86400 seconds -
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Installation
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Example of running genieACS over tmux



‘You made your bed,
now you have to lie in it’

We still need to install the web frontend

sy MikroTik
CEHTIFAED TRAMWER




Installation

To install the frontend
(genieacs-gui) you need:

®* Ruby on Rails

(A version equal to or
greater than 2.2.2 is
recommended)

® Bundler
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Installation

®* We will clone the git repository:

git clone https://github.com/zaidka/genieacs-gui.git
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https://github.com/zaidka/genieacs-gui.git

ya tu aprendes

Once cloned we will execute:

cd genieacs-gui

cp

CP

CP

CP

CP

CP

CP

Installation

config/graphs-sample.json.erb config/graphs.json.erb 0 ‘
config/index parameters-sample.yml config/index parameters.yml
config/summary parameters-sample.yml config/summary parameters.yml
config/parameters edit-sample.yml config/parameters edit.yml
config/parameter renderers-sample.yml config/parameter renderers.yml
config/roles-sample.yml config/roles.yml

config/users-sample.yml config/users.yml

bundle
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And... It's done

C (@ Noesseguro | 192.168.88.130:3000/log_in

@ g e n l e a CS L L W) MO 25 5egurg | 194, 10600, 13U 3UuU/aevices

o ®eenieacs
Log In
Username Home Devices Faults Presets Objects
Password | L _
| Listing devices
[ login | Filters
S -
(" Filter ) Clear
Showing 2 devices L

- Senal number Product class S5oftware version MAC IP WLAN SSID Last inform

6 months ago

36 minutes ago
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We have to manipulate the genieacs.
We see it better in a demo, right?

MikroTik

e -
¥ e
CEATIFAED THAMWER W Lo PR e 11|_.-'I|',h._|" l-_-:" '-k
CERTIFAED TRAMER




Solution

This happens because the keys waiting for the genieacs-gui
are not those sent by Mikrotik or any other device based on
TR-181.

To correct it, we have to modify the files:
® genieacs-gui/config/index_parameters.yml

® genieacs-gui/config/summary_parameters.yml
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Solution

® Being based on TR-098 the genieacs-gui expects the information to be in:

InternetGatewayDevice.DeviceInfo.*

® But our mikrotik (based on TR-181) gives us the information in:

Device.DeviceInfo.*

® But that is not all. Since version 1.1.x, genieacs exports its own object with the
"essential" information of the client. This object contains the information:

v/ SerialNumber. Serial number of the device. In mikrotik it is the interface Mac.
v ProductClass. Family of the product. In mikrotik it is the routerboard model.
v/ OUIL. Manufacturer identifier. It is a unique identifier for each manufacturer.

v/ Manufacturer. Name of the manufacturer.
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Solution

evice.l.WANConnectionDevice.l . WANIPConnection. 1. MACH:

ice.WaNDevice.l.WaANConnectionDevice .l . WANIPConnection.l.External IPAddr

R —
i = = ]
L B s R

WT AW

1. WLANConfig

=

AT

summary_parameters.yml
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Solution

Now, it works!

L AL I =0 D'C';:ll_-llu I A Pl D) L LT W D
@ Eenieacs
Home Devices Faults Presets Objects Provisiol

Listing devices

Filters
+

" Filter ) Clear

Showing 1 dewvices
Serial number Product class Software version MAC IP WLANSSID  Last inform
4AC7040DEBEZ2S  ERES2L1UI-2HRD &.42.9 test_BE339 1 day ago

Download

~ ~ {Biit, Our mikrotik still does not self-configure



Autoprovision

®* The genieACS is a software capable of "talking" with any
device. Although it is oriented to the devices that use the
TR-098, it communicates perfectly with our mikrotik.

®* We have already made a modification in the frontend
configuration so that it shows us the information of our
mikrotik Now it's time for the genieACS.
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Presets

®* The presets are, as the name suggests, configurations
that we will apply to the device.

®* That is, in a preset we can assign, for example, the value
of SSID, the frequency and the password of the wifi that
our device will have.
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Presets

®* The presets are made up of two parts:
®* Preconditions: in this part we can control when the preset is executed. They can be, for example:
[~]OUI
[=]Tag
[-]Serial Number
® Configurations: in this part we will apply the configurations. We can, for example:
[-]Assign values to a parameter
[-]Add or remove Tags
[-]Refresh a parameter

[-]Execute a provision
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Presets

Additionally we can specify:
®* A planning: we can define the periodicity with which the preset will be executed.

®* The events: pwe can define which CPE events triggered the preset. We can
specify one or a series of them. Events can be:

v 0 BOOT

v 1 BOOTSTRAP

v 7 TRANSFER COMPLETE
v M DONWLOAD

v 2 PERIODIC
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Presets

Los Tags, no son un parametro del CPE, es un parametro interno que nos ofrece el genieACS.
Mediante el uso de Tags podemos definir un flujo de preset o identificar el estado del CPE.

® A device can contain more than one Tag.

In our demonstration we have defined the tags:
> PENDING: this tag is associated with the CPEs that have not yet started the process.

> UPGRADING: this tag is associated with the CPE so that it is checked if it needs a firmware
update.

» UPGRADED: this tag is associated to the CPE when it is already updated.

> PROVISIONING: this tag is associated with the CPE when it starts the process of
provisioning the configuration. Additionally, in this state the following tags are used: INIT,
WIFIl and OTHER.

> PROVISIONED: this tag is associated with the CPE when it is fully configured.
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Presets

®* From the previous Tags we define the presets:

Name Channel Weight Events

00 NEW DEVICE | i]] 1 BOOT, -0 BOOTSTRAP

19 UPGRADED upgrade 0 7 TRAMNSFER COMPLETE, M Download
20 PROVISIONING provision § 0 | 2 PERIODIC

21 PROVSIONING - WIFI provision | O

28 PROVISIONING - OTHER  provision § 0

10 UPGRADING upgrade § 0

29 PROVISIONED provision g 0

i The weight serves so that in case two presets contain the same element }

to be configured, the configuration of the one with the highest weight
prevails.
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Presets

®* The preset of 10 UPGRADING would be:

Editing preset

Mame
(1D UPCRADIMNG |

Channel

jupgrade

Weight
0

Schedule
kg 260002~ - 1-5°

Events
e.g. "1 BOOT, -0 BOOTSTR|

Precondition

Tag |= ¥ | |PENDING x
+

Configurations

Add tag UPCRADING | =
Remove tag [PEMDING [ =

Provision name: [upgrade | Arguments: |
+
T —
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Provision

® In the previous preset you have seen that in Configuration
there is the "Provision” option.

®* What is a provision?

- Aprovision is a program that we execute to perform
- configurations based on complex conditions.

——yr L = S
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Provision

® The Provisions are introduced in version 1.1
®* They are javascript programs that run in a sandbox.
® |t offers a series of functions defined by genieACS.

®* We can pass parameters that will be available through the
array args.
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Provision

We have defined two provisions:

®* Upgrade: the version of the routerOS is checked and if it
IS less than 4.20.9. It updates the mikrotik.

®* Wifi: set the ssid to the string test_ + the last five digits of
the MAC and configure the ap bridge mode.
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Provision

®* The upgrade script would be:

let version=declare("Device.Devicelnfo.softwareVersion”,{value:1})}.value[8];
log{ "device wersion: ' + wersion);
if {version=="6.42.9"){
log( "Moo upgrade needed’);
declare("Tags.UPGRADED" ,null,{value:true});
declare("Tags.UPGRADING" ,null, {value:falsel});

} else {
log( "upgrading firmware');
declare("Downloads.[FileType:1 Firmware Upgrade Image]”,
fpath: 1}, {path: 1});
declare("Downloads.[FileType:1 Firmware Upgrade Image].FileName”,
fwalue: 1}, {value: "upgrade-mipsbe-6.42.9.xml"});
declare("Downloads. [FileType:1 Firmware Upgrade Image].Download”,

{value: 1}, {value: Date.now(}});
1
i
. ________________________________________________________________________________ _J
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Files

® In the script we have defined a Download specifying the
file type to "1 Firmware Upgrade Image".

®* The file that our mikrotik downloads is an xml file.

®* Mikrotik specifies that to update the version of the
routerOS from the ACS it is necessary to send an xml file
that contains the links to the different npk that we are
going to update.
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Files

Contents of the xml file:

|<upgrade version="1" type="links">
<config/>
| <links>
| <link>
<url>http://192.168.0.107:7567/routeros—mipsbe-6.42.9.npk</url>
</link>
<link>
<url>http://f192.168.0.107:7567/tr069-client—-6.42.9-mipsbe.npk</url>
</link>
</links>

-{fupgradeﬁ

Note that we have also added the tr069 package. Since we do not,
after updating the version, the service will no longer be available
and our mikrotik will stop communicating with the ACS.

f we serve other additional packages, we must also add them.
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Files

So, in our system we will have the following files:

Home Devices Faults Presets Ohbjects Prowision

Listing files

Showing 3 files
Name Type Ol Product dass Version

routeros-mipsbe-6.42.9.npk 1 Firmware Upgrade Image
tr0E9-client-6_42 9-mipsbe.npk 1 Firmware Upgrade Image

upgrade-mipsbe-6.42 9. xml 1 Firmware Upgrade Image

49
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Files




Files

On!

* You have not configured the file server name correctly in the
config.json configuration file of genieacs.

* The entry of the file in question is:

FS HOSTNAME

* In it we will specify the ip or the name of the server where the
genieACS is running, more specifically, the genieacs-fs process.

. This is to download the xml file. The links inside the xml file can refer to
=+ .any server (even the mikrotik downloads ;)
i i 51
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Finally

Home Devices Faults Presets Objects

Once the genieACS is
configured, we reboot our
CPE and ....

Senal number: $AC7040DBE3 35
Product class: RE93 1Ui-2HnD
OUIl: E48DEC

Manufacturer: MikroTik
Hardware wversion: v1.0

.
. . -

F = = = —

Task queue

Task Time Fauhlt code Fault message Fawlt detail Retries

Eurekal! m—

I t W k ' Device parameters
Or S H [Type to search...

| ¥ - Device. ManagementServer ConnectionFeguestURL http:/ /192 168.0.112:7347 /97

Cevice.Managementherver AliasBasedAddressing false

Device.ManagementServer Password

Device ManagementServer URL

B = Wiz naosmentse oee

DE'u'iEEl.MahE.gEﬂ’IEﬂ.tS-EF'.l‘EF.F'EFiDdi

Device.Managementherver. ConnectionRequestFassword
Device.RootDataModelVersion 2.11
Device.Devicelnfo

|, AR SR . (DU NP DUIY S i A — S — e s s ]
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If you want to obtain a copy of the virtual
machine that has been used for the presentation,

Please, send an email to:
j.castellet@yatuaprendes.com
And we will send you a download link.

Thank you for your attention.

MikroTik
CEATIFED TRAGAER
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More Information

® https://www.broadband-forum.org/technical/download/TR-069 Amendment-5.pdf
® https://wiki.mikrotik.com/wiki/Manual: TR069-client

® https://wiki.mikrotik.com/wiki/Tr069-best-practices

® https://wiki.mikrotik.com/trO69ref/current.html

®* Hannes Willemse presentation at ZA17

® https://mum.mikrotik.com/presentations/ZA17/presentation_4990 1512109593.pdf

® https://genieacs.com
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