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DHCP OVERVIEW

DHCP SERVER AND CLIENT

IMPLEMENTING DHCP SERVER AND DHCP CLIENT
DHCP FAILOVER
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DHCP SERVER DHCP CLIENT
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GOOD NEWS




DHCP SERVER

DHCP DISCOVER (BROADCAST)

| Don’t have any IP Address .

| need TCP/IP Setting.

IP ADDRESS: 0.0.0.0 IP ADDRESS: 192.168.1.100
SUBNET MASK: 0.0.0.0 SUBNET MASK: 255.255.255.0
Default Gateway:0.0.0.0 Default Gateway:192.168.1.1

IP ADDRESS POOL: 192.168.1.0/24




DHCP SERVER DHCP CLIENT
DISCOVER

Source MAC = Client MAC Address
Destination MAC = Broadcast Address
Protocol = UDP

Source IP = 0.0.0.0, PORT =68

Destination IP = 255.255.255.255 , PORT=67




DHCP SERVER

DHCP OFFER (BROADCAST)
—

| ‘m DHCP Server and | can

offer you TCP/IP Setting.

IP ADDRESS: 0.0.0.0 IP ADDRESS: 192.168.1.100
SUBNET MASK: 0.0.0.0 SUBNET MASK: 255.255.255.0
Default Gateway:0.0.0.0 Default Gateway:192.168.1.1

IP ADDRESS POOL : 192.168.1.0/24




DHCP SERVER DHCP CLIENT

Source MAC = DHCP MAC Address
Destination MAC = Broadcast Address
Protocol = UDP

Source IP =DCHP IP Address , PORT=67
Destination IP = 255.255.255.255 , PORT=67




DHCP SERVER

DHCP REQUEST (BROADCAST)

Please send me TCP/IP

Setting.

IP ADDRESS: 0.0.0.0 IP ADDRESS: 192.168.1.100
SUBNET MASK: 0.0.0.0 SUBNET MASK: 255.255.255.0
Default Gateway:0.0.0.0 Default Gateway:192.168.1.1

IP ADDRESS POOL: 192.168.1.0/24




DHCP SERVER DHCP CLIENT
REQUEST

Source MAC = Client MAC Address
Destination MAC = Broadcast Address
Protocol = UDP

Source IP = 0.0.0.0, PORT =68
Destination IP = 255.255.255.255 , PORT=67




CLIENT DHCP SERVER

DHCP ACK (BROADCAST)

—
Finally, | ‘m sending TCP/IP

Setting.

IP ADDRESS: 192.168.1.254 IP ADDRESS: 192.168.1.100
SUBNET MASK: 255.255.255.0 SUBNET MASK: 255.255.255.0

Default Gateway:192.168.1.1 Default Gateway:192.168.1.1

IP ADDRESS POOL: 192.168.1.0/24




DHCP SERVER DHCP CLIENT

ACKNOWLEDGEMENT

Source MAC = DHCP MAC Address
Destination MAC = Broadcast Address
Protocol = UDP

Source IP =DCHP IP Address , PORT=67
Destination IP = 255.255.255.255, PORT=67
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DHCP Setup Of x| DHCP Setup =] E3

Select network for DHCP addresses

DHCF Address Space: |[EPRRREY]
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DHCP Setup =] E3 DHCP Setup =] E3

Select gateway for given network Select pool of ip addresses given out by DHCP server

Gateway for DHCP Network: |[EPRICAR] Addresses to Give Out: | RPAEIRITRIFEY |+

: A u [
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DHCP Setup =] E3 DHCP Setup =] E3 |

DNS Servers: [EZRIRE] @ |= Lease Time: |[IRIAN]
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DHCP Setup

Setup has completed successfully
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New DHCP Client =] E3
DHCF | Status

rtedface: ethert %
Use Peer DNS
llse Peer NTF

DHCP Options:

Add Default Route:

Default Route Distance:

EﬂEIb|EH:| Status: stopped




BROADCAST
DOMAIN

DHCP SERVER (1)
ACTIVE

DHCP SERVER (2)
PASSIVE
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OHCP Server <dhcp1=

Mame: dhcp'l
rteface: [ethert | #]

Relay:

Lease Time
Bootp Lease Time

Address Pool

Delay Threshald:

Authoritative

Bootp Support

1item (1 selecte

[ I~
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Jorever ]3]
lahop poolt [

Src. Address:

Lease Script:




Mame:

Interface:

Relay:

Lease Time:

Bootp Lease Time:
Address Pool:

Src. Address:

Delay Threshold: |00:00:01 -

Authoritative:

Bootp Support:

| E3

0K

Cancel

Apply

3d 00:00:00

forever

Disable

dhcp_pooll

DHCP Server <dhcpZ=

MName:

Interface:

Relay:

Lease Time:

Bootp Lease Time:
Address Poal:

Src. Address:

Authorntative:

Bootp Suppaort:

OK

etherl

Cancel

1592.168.1.1

Apply

3d 00:00:00

forever

Disable

dhcp_pool2

Lease Script:

|| Add ARP For Leases
[ A= Brosdeast

|| Add ARP For Leases
[T Bhormrne P e ot




DHCP SERVER DHCP Relay
Mikrotik

192.168.200.1\24

192.168.100.1\24

Scope : 192.168.100.0/24
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Imteface DHCP Server

Mew DHCP Relay

MName:
Interface:

OHCP Server:

Delay Threshold:
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relay 1

ether
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00:00:00
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DHCP SERVER DHCP Relay
Mikrotik

192.168.200.1\24

192.168.100.1\24

Scope : 192.168.100.0/24

Client
IP:192.168.100.254/24




ATTACK OF DHCP

DHCP is a service that attacked a lot

In this presentation, | would like to
and is insecure and should be safe. P

description about Rogue DHCP and
HOW TO PREVENT FROM ROGUE

TYPES OF ATTACK: DHCP in Mikrotik.

1- Rogue DHCP
2- Spoofing Attack
3- DHCP Starvation attack




DHCP SERVER
192.168.1.0\24

DHCP CLIENT
10.10.10.0/24

DHCP ROGUE
10.10.10.0\8




DHCP SERVER
192.168.1.0\24

DHCP CLIENT
10.10.10.0/24 1 DHCP DISCOVERY (BROADCAST)
—

DHCP ROGUE

DHCP OFFER (ROGUE DHCP) 2 10.10.10.0\8

3 DHCP REQUEST

DHCP ACK (DHCP ROGUE) 4
< DHCP ACK (DHCP ROGUE) &
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Mew DHCP Server
Mame:

Interface:

Relay:

Lease Time:

Bootp Lease Time:
Address Poaol:

Src. Address:
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Authaortative:

Bootp Support:

OK

3d 00:00:00

forever

static-only

static

Lease Script:

Cancel

Apply

Diisable

Copy




ARF
New DHCFP Alert
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