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2TOXOC TIAPOVCIaoNG

2 WOoTN KATovonon:

* Tng pong Layer2 kivnong peéoa oto RouterOS

« Alapopeg peta&L RouterBoard Hardware Routers ko Switches
* AAMayeg oto Bridge peta tnv ékdoon ROS 6.41

« 2woTtn mapapetpomioinon VLAN og MikroTik Switches

« 'E&Tpa Asitoupyieg Tov tpooepouv ta MikroTik Switches
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ATION TOUL KOLWVOU

Mowx eivat n anoPn oag ywx ta switches tng MikroTik?

* 'Exete xpnowotmownost MikroTik Switches?
* [Mwg ATav n eumepia oag pe ta MikroTik Switches?
* AvTipetwriioate pofAnpata pe ta MikroTik Switches?
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2uvnBLlopeva TtpoPANpATA

2uvNOwCg oL xpnoTteg ekppalovv Ttapatiova emtavw ota MikroTik
Switches TTou £xouv va Kavouv LE:

e XaunAo throughput
* AUOKOALO OTNV TIOPAPETPOTIOINCN
* Mn otaBepn Asttouvpyeia



Layer2 kivnon oto RouterOS

[Nwg to RouterOS dwaxepiletal tnv Layer2 kivnon?
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Layer 2 kivnong oto OSI Layer

6
.

MAC & LLC (Physical Addressing)



& —
www.MikroTikTraining.gr | MUM GREECE No€uBplog 2019

TRAINING.GR

Awaypoaupua Traffic Flow

LOGICAL < / DECAPSULATION
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Awaypoaupua Traffic Flow

: \J :
PHYSICAL Bridging : Routing ROUTER :
OUT-INTERFACE Layer 2 Layer 3 / PROCEvsses / ’
INTERFACE HTB :
—

OUTANTERFAC!
BRIDGE PORT?
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Switch vs Router — olo €ivat Tolo ypnyopo

CCR1072-1G-8S+

e« 72 Core Tilera CPU
16GB Ram
Tyun: $3,050.00

Max power consumption: 125W

Layer 2 Throughput 79,000 Mbps
Layer 3 Throughput 79,000 Mbps

CRS317-1G-165+RM

| xnd I HTHITINE TEEIIIENE !I‘I‘”‘"”',‘”"[f”f”‘ L e

2 Core ARM CPU

1GB Ram

Tiury: $399.00

Max power consumption: 44W

Layer 2 Throughput 159,000 Mbps
Layer 3 Throughput 3,000 Mbps
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Switch vs Router — olo €ivat Tolo ypnyopo

CCR1072-1G-85+ CRS317-1G-165+RM
ARSI gl s g ~EE)

E€apTtatal amo tn xprnon mouv BEAOUUE VO KAVOUE

To CRS mpoo@epet dumAaoto throughput o Layer2 kivnon, kooTidel
10% o€ oxeon pe to CCR kot katavalwvel to 1/3

ETiAé€Te TO KATGAANAO £EOTTALGHO BACH TWV ATTXITACEWY GG
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Switch vs Router — olo €ivat Tolo ypnyopo

[latl Opwg to switch elval o ypriyopo amo to Router
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Switch vs Router — olo €ival tolo ypriyopo?

H amtavtnon Ppioketol oto Block Diagram kaBe cuokeung

i= Specifications [ @ Support & Downloads ] tal Gallery Lu Test results

Quick Guide =
RouterOS current release
RouterBoot firmware
Block Diagram | |




& —
www.MikroTikTraining.gr | MUM GREECE No€uBplog 2019

TRAINING.GR

Block Diagram

2 r_ e
CCR1072-1G-85+
-] CRS317-1G-16S+RM _]

|
| SFP+1|  |sFP+2| [sFP+3| |sFP+4 | | |
cage cage cage cage
I UsB USB | | |
Port 1 Port 2 e I I SFP+6 | | SFP+7 | | SFP+8 | | SFP+9 | |SFP+10[ |SFP+11
I _ __ A A - cage I
| | DB ! ' I SFP+5 SFP+12 |
Serial _x“\___' !
I SFP+6 [
/ :_/ cage |
| [SMART ' | I SFP+4 SFP+13
card 1000MHz 72 core ' \ |
Tile w HW accel |
I | SFP+7 | | — = |
) cage SFP+3 SFP+14
| |mes CPU \ - - | |
' 16X SFI I
' SFP+8 I 1
I o ' cage | SFP+2 | ——{SFP+15 I
| |128mB : I I /L —
] \ I
| LEDs TileGX : I I SFP+1 SFP+16 Ethert
| | Sefial | o o o o o e e - —|—— e e e — o o o - - I_ I
RJ45 ! R
I B I I I | a 1_ 7 port | o ! :
eeper | Dual Core po ! |
| PCle x1 | LEDs CPU  icp: non blocking : l AR8033 |
Wirespeed I PHY SGMII 1
controller | | 800MHz [ (|
| | Touchscreen LCD _——p = — Switch Chip ' .
| =] v [ > S ~
Gigabit
PCle x4 | 98DX8216 |
I SSD1 connector [— — I
controller RAM [ o 7
16GB embedded | |
I memory 1024 MB . I
| SSD2 connector [— ;ﬁ,:;;;:r | I FAN 1 Controler FAN 2 I
|
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Switch vs Router — olo €ival tolo ypriyopo?

H anavtnon Bpioketow oto Switch Chip
* OL teploooTEPECG oVOKeVEG RouterBoard olaBetouv switch chip.

* To switch chip avaAaufavel Tig Asitovpyieg switching xwplig va
eTBapuvel Tnv kevtpikn CPU.

o Kamola switch chip sival loxupoTtepa Kall Kamola OLaBETouV
TIEPLOCOTEPEC AELTOVPYIEC ATIO KATIOLX OAAGL. AvaAoya To switch
chip tov owaBetelL kamolo RouterBoard, Tipoo@epel Ka TIg
QVTIOTOLXEC OLVATOTNTEC.
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Evepyomoinon Switch Chip

* MéxpL TIPOTIVOC, VIO VO o B R o |
EKUETOAAEVTOVE TIG SUVATOTNTEG e el o]
Tou switch chip, Ba mpeTe va e | } — }
nmopopeTpomojoovpe Master / Slave e |
ports ———— ===

B |
andwidth (Re/Tx): [unlimted | ¥ | /|unlimited [7]
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Evepyomoinon Switch Chip

* AVTIOTOLXO KOl OL UTTOAOLTTEG AELITOVPYIEG gz
Tou switch chip omwg VLAN Bpiokovtal -

| Interfaces
T, . " i

GTO pHEeVoV “Switch S oute
&3 PPP
= Switch
“15 Mesh
sl I
7 MPLS
#2 Routing
i System
9 Queues
|__| Files
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Evepyotmoinon Switch Chip

* [TOAAEC POPEG aUTN N LOLAUTEPOTNTA TIPOKAAOVCE GUYXLON
OTOULC XPNOTEG KOL EIXE WC ATIOTEAECUO AavBaopeEvVa
configuration, QEpaTa pe TIC ETUOWOELG TWV CUOKEVWV KOl
OUVOKOALO OTNV TIOPAETPOTIONON.



RouterOS 6.41

Nea vAomoinon Bridge kat hw-offload
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RouterOS 6.41

* Me tnv avafaBuion oto RouterOS 6.41 1) veoTEPO, EVA ATIO TA
TIPWTOA TIPAYHOTA TIOV AVOPWTIOPOOTE ELVAL...
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Tt ameywve To Master Port?

Interface <ether2> =] E3 Interface <ether2> =] E3 |
General iPoE Ethemet Loop Protect Overall Stats ... oK | General iBhemet Loop Protect Overall Stats  Rx Stats ... | = l
Name: }ether2 Cancel ’ Name: |20 ’ Cancel |
Type: |Ethemet ok
. ooy | Type: [Bheme! [ ey |
MTU: 1500 | MTU: (1500
=1 Disable ;
Actual MTU: 1500 T | Dsabe |
= Comment e
L2 MTU: [1598 i | L2MTU: [1588 | Comment |
Max L2 MTU: [2028 [ ’ Max L2 MTU: [4064 I Torch l
MAC Address: |4C:5E:0C:D5:61:A5 Power Cycle | MAC Address: |6C.38.68.0F 4F £9 | | CableTest |
ARP: Ter_'n_aprlqdr Cable Test ’ ARP: 3§9§N§d H?‘ [ Blink I
ARP Timeout: | e | ARP Timeout: | | | | Reset MAC Address |
— ==\ | Reset MAC Address | 7 | ResetCourtes |
Master Port: |[ElEa M| +
T — e —_ Reset Counters ’
Bandwidth (Rx/Tx): |unlimited || # | /|unlimited
Switch: ‘swudﬂ
\.
enable& T ffsiéve i no]lnk i ‘éeinalrarlgd' | |slave no link
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AnAodn OgV UTTOPOVUE VA EXOUVUE Switch?

* Na, pmmtopoupe!
* 2TNV TIPAYHUATIKOTNTO ELVAL TILO EVKOAO OTTO TOTE!

« ATTAQ eloayoupe Ta interfaces oto Bridge!
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To hw-offload avoAapfavel Ta vtOAoTTX

[Ol[x]

Bridge Ports \VLANs MSTIs Port MST Overmides Fiters NAT Hosts MDB
[#]|=] [#]l%] =] | ¥ |
,,Eq” Interface ____[Bridge. Horizon | Trusted |Priorty (n... [Path Cost _|Role Root Pat..| ____[+v]
A H | Etethert br no 80 M s ]

1 |tetper br no & o[ ]

1H |fteters br no 80 10| General | STP VIAN Status

1 H |4tethes br no 80 10 S

4 | ttethers br no 80 10| Interface: B | |

qH |4tethes br no 80 10 Bridae: [br IE3

d1H | tretper7 br no 80 10 ge: £ ha Apply

1H | +tethers br no 20 10 r

4 1H |4tethers br no 80 10| Horizon: | |¥

9 IH | +tetherto br no 80 10 i 8=

10 1H | 4ttetherrr br no 80 10{ (e ko Sy [Cme
11 H | tether2 br no 80 10 ! Unknown Unicast Flood
1f IH | &tether]3 br Ho g0 10 [v| Unknown Mutticast Flood

13 IH | 4detherid br no 80 10 Remove

14 1H | tdethers br no 80 10 B e e e

19 |H | fbetherts br no 80 10 [ | Trusted

14 IH | 4+ether?7 br no 80 10

171 1H | £tether’g br no 80 10 v| Hardware Offload

19 IH | +ether?s br no 80 10

19 1H | &=ether2d br no 80 10

20 H | 4=bether21 br no 80 10

21 H | 4tetherz2 br no 80 10

23 H | +ether2? br no 80 10

23 H | tetherd br no 80 10

24 H | +tsfp-sfpplusi br no 80 10| |

2 H | +3sfpsfpplus2 br no 80 10||enabled inactive Hw. Offload
26 tems (1 selected)
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Bridge — HW offload

* Mg tnVv €Agvon tou ROS 6.41, n véa vAottoinong tov Bridge
vrtootnpilel hardware offloading (hw-offload)

* Twpa to Bridge avaAapfavel Tnv tpowOnong L2 Kivnong Kol
EXEL TNV OLVATOTNTA VO EKPETAAAEVTEL TO EVOWUOATWHIEVO
switch chip Tng¢ cuokeung (hw-offload) avtopata



& —
www.MikroTikTraining.gr | MUM GREECE No€uBplog 2019

TRAINING.GR

Bridge — HW offload

« Avohoya pe To povTeAo N To Switch chip, kamoleg Asitoupyleg
arevepyotolovv To HW offload

CRS3xx v v v v v v

CRS1xx/2xx
QCA8337
AR8327
AR8227
AR8316
AR7240
MT7621
RTL8367

ICPlus175D

v (1) v (1)
v (2)
v (2)

v (2)

RSN NEN



Eloaywyn ota VLANS

Tt etvat to VLAN?
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Tt stvat VLAN?

* Oplopog tou opou VLAN: Virtual Local Area Network
* Baoiletau oto mpotuto |[EEE 802.1Q
* Taa VLAN elvau pa Layer2 diepyaoia (OSI Layer 2)

* ETUTPETIEL TNV PETAOOON OLAPOPETIKWY OKTLVWV (Virtual LANS)
aTto eva Kowo interface (ethernet, wireless, KTA.) TPOCEEPOVTAC
TO ATIOTEAEOUATIKOTEPO OLOXWPLOMO TOV OLKTUOU

* [la va umtopEcouV va eTtikowvwvnoovuv ot routers, to VLAN ID
TIPETIEL VO €lval To 1O0lo ota VLAN interfaces
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[Mw¢ Asttovpyel To VLAN

 \ettoupyel eloayovtog 4 Byte tag oe kaBOe Ethernet frame

Preamble | Dst. Address | Src. Address | Type/Length Data Frame Check
4 B;.rteshM N
Preamble | Dst. Address | Src. Address 802,10 Type/Length Data Frame Check
' ' VLANTag | '7P®/-=e"9 € Lhec
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PoAoL Bupac oto switch

* Trunk Port (Tagged / Core)

* O16Vpeg Trunk Aappavouv kat TipowBouv TakeTa amo TToAAaTAG VLAN.
* 'OAa ta Ethernet Frames eivau Tagged pe VLAN id (4 Byte)

* OL Bupecg Trunk xpnowuomolovvtal yia tnv dtacuvdeon peta&l management switches
N routers

* Access Port (Untagged, Edge)
« O1Bupeg Access Aapfavouv kat TpowBouv Ethernet Frames amo povo eva VLAN
Xwpig va yivetal Tagging ota TTAKETO

* Hybrid Port

» O Bupec Hybrid Aapfavouv kat tpowBouv Tagged Ethernet Frames amo moAAamAQ
VLAN kot tapaAAnAa Ethernet Frames amo povo eva VLAN xwpig va yivetat Tagging
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[Napadetyua xpnong VLAN

S NS Y ’ \

| x i ;

i | L g

! B — IR

i B | ! 1

! I__-___Ii | VoIP i i “5_"- _ ) Cloud outer [
' Lo Lo =1 | — | =
! PC b L 3

i | P ;

i | | |

i | P 1

i i B N = = =
f i f e Cloud Router

e j I :::. _Em- F:I__I—[: “'mc
Tk g |

i B B j Trunk Ports

i ' ' VoI? I ' H ; " Access Port VLAN 100
E i ' P WiFi 1 | Access Port VLAN 200
| '

"\ VLAN 100 KA VLAN 200 ; I"\ VLAN 300 K . Access Port VLAN 300

% P
o mm w—— — e

- e e — e memm om -
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Moo gival To 0pelog xprniong VLANS?

 Edooslc
Anplovpyoupe UKpOTEPQ broadcast domains pe amoTteAEopa ALlyOTEPO
xopevo Bandwidth

* AOQOAELX
Ta VLAN gival aopata ylo 0Toug XprioTeg

« E€olkovopnaon xpnUaTwy

Xpron uTtapPXoVaaG UTIOOOUNG YO EEUTINPETNON OLOPOPETIKWY OIKTLUWV

« EUKOALOL 0TNV OlaXElpLon
Tpotomoinon TG VTTOOOUNG O SLAPOPETIKO LAN, TipaypatomoleiTal
OTIAQL OO TO management Twv switch's



VLANSs kot hw-offload

Napapetpomnoinon VLAN og RouterBoard CRS3XX
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Setup og switch osipag CRS3xx

. VLAN 99 Management
LLL UL IRt [ ] 1 ] ]

. VLAN 200 VolP

. VLAN 300 Guest WiFi

C55326-24G-25+RM

-----

a
Cloud Smart Switch J
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VLAN Setup

2TO OUYKEKPLUEVO setup eXOUVUE:

* QUpec Trunk

» SFP1: Tagged ota VLAN 99, 100, 200 & 300 - Yuvdeon pe Router
* @QUpec Access

 Ether 1: Untagged oto VLAN 100 - Zuvdeon pe Workstation

 Ether 9: Untagged oto VLAN 200 - 2uvéeon ue VolP tnAspwvo
* Qupeg Hybrid

 Ether17: Untagged oto VLAN 99 kau Tagged ota 100 & 300 2vvdeon pe wireless
Access Point
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VLAN Configuration — Brjpota

Anuovpyla bridge

Elcaywyn Bupwv oto bridge

Anuovpyla VLAN oto bridge

Opidoupe TIc Bupeg oTIg oTtoieg exoupe Tagged Kivnon
Opidoupe TIc Bupeg oTIg omoieg £xouvpe Untagged kivnon
Anuovpyla Management Interface

Evepyottoinon bridge VLAN filtering

N o bk Wwh =
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« Anuovpyovpe eva Bridge

Interface <brdan>

General | STP VLAN Status Traffic

Name:
Type:
MTU: |

11500
1592
|B8:69:F4:B5.70:9E

Actual MTU:

L2 MTU:

MAC Address:

ARP:

ARP Timeout: |
Admin. MAC Address: |B8:69:F4:B5:70:9E

Ageing Time:

‘ enabled

Bridge

www.MikroTikTraining.gr | MUM GREECE NoéuBplog 2019

VLAN Configuration — 1° Brjpo

enabled

00:05:00

[ ] IGMP Snooping
|| DHCP Snooping

|v| Fast Forward

{running

Cancel

z

Disable

O
o
3
3
£

Copy

k)
3
g
1]

Torch
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VLAN Configuration — 2° Brjpo

/ / ’ . Bridge Port <ethert> [=] E3
 Eloayoupe O0Aeg TIg Oupeg oto Bridge ey~
, , Interface: ¥

* BePpawwvopaote 0TI To Hardware offload s b
Eival evepyo =
(By default eivou evepyo) vl

\v| Broadcast Flood
[ | Trusted

\v| Hardware Offload

\enabled inactive Hw. Offload
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VLAN Configuration — 3° Brjpo

* Anuovpyovpe ta VLANS oto
Bridge

www.MikroTikTraining.gr | MUM GREECE NoéuBplog 2019

Bridge Ports VLANs |MSTIs Port MST Ovemides Fiters NAT Hosts MDB

|[+][=] = [7]

Bridge + |VLAN IDs Current Tagged |Current Untagged
[=1E3 [=]E3
Bridge: |brdan s Bridge: |brdan 7|
VLAN IDs: [99 |4 VLAN IDs: [100 i
Tagged: | ¥ Tagged: | v
Untagged: | =2 Untagged: | ¥
Curent Tagged: | Comment Current Tagged:
Cument Urtagged: | Curvert Unitagged: |

Remove Remove
enabled enabled

[=]E3 [=]E3
Bridge: |brian Ik Bridge: |brian =]
VLAN IDs: (200 & VLAN IDs: [300 1%
Tagged: ‘ |4 Tagged: ; =
Untagged: Untagged: =
Current Tagged: | Current Tagged: |
Cument Untagged: Cument Untagged: |
Foins
enabled enabled '
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VLAN Configuration — 4° Brjpa

* Opidoupe TIC BUPEC OTIC OTIOIEG
exouvue Tagged kivnon

sfp-sfppluss1: VLAN99, 100, 200 &300
ether17: VLAN100 &300

www.MikroTikTraining.gr | MUM GREECE No€uBplog 2019

Bridge Pots VLANs |MSTls Port MST Ovemides Fiters NAT Hosts MDB

lenabled

Current Untagged:

enabled

Remove

+l= =T

[Bridge [VLAN IDs Current Tagged Cument Untagged
[=]/E3] [=][E3]
Biidge: |brian =] Bridge: |brian [E3
VLAN IDs: [99 |4 VLAN IDs: 100 -
Tagged: |siosfopus? [ ¥ % Teaged: [stostonis? | ¥ | %
o I+ e
Curent Tagged i i
Curent Untagged: | Current Tagged: | |

Curent Untagged: | | Remove
enabled enabled

[=]E3) [Cl[x]
Bridge: :br{an |* Bridge: |brfan | *
VLAN Ds: [200 = VLAN IDs: [300 |4
Tagged: |shosfoptus? [ 4 -App|y Tagged: |sio-sfoois? [+ ] 4 -Aop!y
Untagged: | ¥ -_Disable etherl7 %] % -_Disable
Cument Untagged: | Cumrent Tagged: | Vv
Remove
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VLAN Configuration

* TIP — NpoaBcaote e€tpa otNAN pe T Tagged kau Untagged
Interfaces oto Winbox.

TRAINING.GR

Bridge Ports VLANs EMSTIs Pot MST Ovemides Fitters NAT Hosts MDB
+[=] [¢]l%] [a] | 7]

_ |idge  /|VIANIDs |Current Tagged |Current Untagged i I
:  brdan 99 )
B i LML 15 st as st ata b ANBI st atatatatatatatat b atatatatatatatatatatatatatatatatatlbatatatatatatatatatatatatatatatatatablistatatatatatatatatatatatatatatatatatatatatatatatatataiatatis]
o 100 Show Categories
‘ brdan 200 Detail Mode
| brdan 300 Inline Comments
+ Bridge Show Columns >
i VLAN 1Ds Find Ctrl+F
Tagged Find Next Ctrl+G
Untagged
Bl Cunent Tagged Select All Ctrl+A
~  Current Untagged Add INS
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VLAN Configuration

* Mg aUTO TOV TPOTIO, EXOUME KAAUTEPN EIKOVA TOU setup HOG.

Bridge =] E3
Bridge Ports VLANs ‘ MSTls Port MST Ovemides Fiters NAT Hosts MDB
= 18] |E] [T Find _||
| |Bidge  /|VIANIDs  |Tagged |Untagged  [CumentTagged ~ |Cument Untagged IRd
NIET TR - - T sfp-sfpplus1 T T T i
] brdan 100 sfp-sfpplus1, ether17 I
| brdan 200 sfp-sfpplus 1 I
|

i brdan 300 sfp-sfpplus1, ether17
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VLAN Configuration — 5° Brjpo

TRAINING.GR

* Opidoupe TIG Qupeg oTIg oToieg exouue Untagged kivnon.

et h e r 1 . V Ll \ N 1 O O Bridge Ports | VLANs MSTIs Port MST Ovenides Fiters NAT Hosts MDB
= v % O T
eth erg . V LA N 2 OO # ]  [inteface [Bridge [Horizon [Trusted |Priority (h... |Path Cost |PVID [Role Root Pat... |
) @E Iﬁ“z] Bridge Port <ether17>
General STP VLAN |Status General STP VLAN | Status General STP VLAN | Status
ether1 7. VLAN 99 PVID: [100 ’ PVID: [200 ] pvD: [
Frame Types: |admit all L2 Apply Frame Types: |admit all v Frame Types: |admit all v
Ingress Filtering - Ingress Filtering - Ingress Filtering -
Tag Stacking :Istable [ "] Tag Stacking |_| Tag Stacking
Remove Remove
enabled inactive Hw. Offload enabled inactive Hw. Offload |enabled inactive Hw. Offload
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VLAN Configuration — 6° Brjpo

Management Interface
« XpeladopaoTte pla 6tevbuvon IP yia tnv dlaxelpion touv Switch.

* 270 setup pag, exovue opiosl To VLAN99 wg management
VLAN.



& —
MikroTik www.MikroTikTraining.gr | MUM GREECE Nopfprog 2019

TRAINING.GR

VLAN Configuration — 6° Brjpa

I 14 |
* Anpnovpyoupe sva VLAN e
l’ V | Inteface | ntefface List Fthemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
interface oto bridge interface. |*.. = I =™

. | [Name  [Type Interface <vlan99-MGMT> EE
R 4tbrdan Bridae — (
R 4Hvian93-MGMT  VLAN General | Loop Protect  Status  Traffic
S <ivetherl Ethemet | 0 :
S ebether? Ethemet Name: |GEQEESNCIINN 1 Cancel
S <etherd Ethemet :
S dcthers Ethemet = VAR
S ¢ivethers Ethemet MTU: | 1500 =
S <pethers Ethemet o e g
S <ivether7 Ethemet uak 2

¥ Comment
S <ivether8 Ethemet L2 MTU: [1588 ‘
S CE*etherB Ethemet ’ e -Copy
S <ether10 Ethemet MAC Address: |B8:65:F4:B5:70:9E [
S <ether Ethemet == Remove
S «dether12 Ethemet ARP: |enabled ¥ ==
S evether!l Ethemet ARP Tineout: | = 2
S <ivether1d Ethemet Sl !
S <pether1s Ethemet —
S <ivetherlb Ethemet VLANID: |59
S <ivetherl7 Ethemet e =1
S evetherld Ethemet késece: (lbrion b
S <ivether1S Ethemet || Use Service Tag
S <ether20 Ethemet
S <pether21 Ethemet
S ¢ivether22 Ethemet
S <ivether23 Ethemet
RS <ivether24 Ethemet
S <sfpsfpplusi Ethemet
S <i*sfp-sfpplus2 Ethemet
S <»sfpsfpplus3 Ethemet
S <4»sfpsfpplusd Ethemet
lenabled [running
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VLAN Configuration — 6° Brjpo

* [MpooBetoupe 1o Bridge w¢ Bupa Tagged oto VLAN9O.

2NUOVTIKO
* [MpooBetoupe dlevBuvon IP oto VLAN interface.
Bridge VLAN <99> Of Address <192.168.1.10/24> of x|

Bridge: BTN *| | oK Address: |[PRCRRIEY | OK

VLAN 1Ds: [89 '+ | Conce Network: [15216810 |4 | Cancel

Tagged: %#p—dm{s’ £ :-; |* Apply Interface: vlan99—MGMT 3 Apply

e F® Disable

Uktaed: | & e Disable
Current Tagged: Copy oo

Curmrent Untagged: Remove Copy
enabled Remove

enabled
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VLAN Configuration - 7° Bu«

Interface <brdan>

* Evepyottotovpe 1o VLAN filtering —— oy ——
oto Bridge. VI

EtherType: | 9(8100 e o
PVID: |1

o

] «

Disable
Frame Types: |[admit all

| Ingress Fittering Comment

Remove

= O

énabled ¥ i |running
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Ingress Filtering

e [la peyoAUTEPN QOPAAELD, TIpOTEIVETOL N XPNnon Ingress Filter
ota Ports kol oto Bridge.

* Mg tnv evepyottoinon to Ingress Filter, ta frames pe VLAN tags
TIOU OV EIVAL KATAXWPNUEVA OTOV TIiVaKa, Ba amtopplmtTovTal.
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Ingress Filtering

* Opidoupe avTioTOLXO KOL TIG
OUpEC OTIG OTTOLEG EXOVE s=l[vxlally]

Tagged |Cument Tagged |cume

4 [=]/E3 [=]|E3
U n ta g g ed K lV r] Gr] Bridge: |brdan ¥ Bridge: |brdan ¥
VLAN IDs: [99 = VLAN IDs: [100 ¢
Tagged: |spsiopls? || % Tagged: |sfpsoplus? | %] 4

. brdan ’; s Disabl ether17 ; s Disabl

ether1: VLAN100 - )
h . Cument Tagged: | Curent Tagged: |
etherd: VLAN20O e i s |

ether17: VLAN99 jenabled [oried

=]
[x]
=]
[x]

Bridge: [brfan =] Bidge: [brian x

VLAN IDs: 200 = VLAN IDs: [300 14
Tagged: |sosfoplis? | ¥ | % Apply Tagged: |sosfoplis? | ¥ | % Apply

Untagged:| etherd = etherl7 | 37‘ —

Curmrent Tagged: | | Comment Untagged: | -

Cument Untagged: : Copy Current Tagged: | -m

b2
3
2
a

Remove Current Untagged: |

enabled |enabled
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 Evepyomolovpe to Ingress Filtering oe kabBe port.
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Ingress Filtering

[=1|E3}
Bridge Portts |VLANs MSTis Port MST Overides Fiters NAT Hosts MDB
+ = v|% a7
# [inteface  |Bridge [Horizon [Trusted [Priority 1... |Path Cost |PVID [Role [Root Pat... | [+ .
[=]|E3) [=]|E3) [s]|E3)

General STP VLAN | Status General STP VLAN |Status General | STP VLAN | Status
Frame Types: |admit all |+ Frame Types: |admit all | ¥ Frame Types: |admit all ¥

LITag Stacking Tag Stacking T Tag Stacking

Remove Remove

enabled inactive Hw. Offload enabled inactive "~ |Hw. Offload enabled |inactive Hw. Offload
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Ingress Filtering

 TEAOC, evepyoTioloupe To Ingress Filtering ko oto Bridge.

m[E3) |
| Bridge Pots VLANs MSTIs Port MST Ovemides Fiters NAT Hosts MDB
j L - VX Cl Y| | Settings
: {Name  [Type [L2mTu [Tx R [Tx Packet p/s) _|Rx Packet p/5) _[FP Tx FP Rx hd
| R 4dbrdan Bridge 1592 Obps 12.9kbps 0 28 Obps
=13
General STP VLAN | Status Traffic
v| VLAN Filtering Cancel
EtherType: (h(8100 =] Aoply
PVID: |1

Frame Types: |admit all

venabled :.running
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LAG, DHCP Snooping, MAC based VLAN
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DHCP Snooping

* H Aetrtoupyia DHCP Snooping TTpOoTaTEVEL TO OIKTLO ATIO
rogue DHCP server 1tou pmopel va TomtoBeTn oL Evag
ETUTIOEUEVOC UE OKOTIO TOV EAEYXO TWV TIEAATWV.

» Evepyormoinote tnv Asttovpysia DHCP Snooping oto switch
0pL{OVTAC TNV TTOPTA TIOV CLVOEETAL [E TO router wg trusted.

» OL umtoAolreg BUpecg tov switch opilovtal w¢ untrusted.

2 - DHCP Snooping enabled A
Router / trusted - e untrusted
DHCP Server | ssseses...u ‘\v/‘
[ |
l’ untrusted
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DHCP Snooping

Bridge iPoﬁs VLANs MSTIs Port MST Ovemides Fiters NAT Hosts MDB
# | = |v|%| O T | Setings |

L Name ____/Type_ LMy J7x [Rx [T Packet p/s) [P Packet /) __[FP Tx
R 4tbrdan Bridge Obps 20.9 kbps 0 41
[=|E3] [Olx]
General |STP VLAN Status Traffic General | STP VLAN  Status
Name: |brdan Interface: :ethePZ [*
Type: ;Bn‘dge Apply Bridge: |brian 3 Apply
uru| ol -
s 0 ]
22 1592 ! (¥l Unknown Unicast Flood Copy
MAC Address: |B8:69:F4:B5:70:9E | [v] Unknown Multicast Flood Remove
; — emove v
ARP: |enabled [E3 — vl Broadcast Flood
: 0
ARP Timeout: | v
Admin. MAC Address: |B8:69:F4:85:70:9E - L e S okl
Ageing Time: [00:05:00
_| IGMP Snooping
DHCP S
[| Add DHCP Option 82
\¥| Fast Forward
:énabled \ (running |enabled inactive %vaAOfﬂoad
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Link aggregation / Bonding

* To Link aggregation opiletal ano ta mpotuna IEEE 802.3ad &
IEEE 802.1ax ko etiutpetel to interface bonding.

Cloud Router Switch

O "

B o AL
il o
o |8 o

Bonding

Cloud Router Switch
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Link aggregation / Bonding

* To Link aggregation opiletal ano ta mpotuna IEEE 802.3ad &
IEEE 802.1ax ko etiutpetel to interface bonding.

* Mg 1o Link aggregation / Bonding HTTOPOUE VO EVWGCOUE
QUOLKA 2 N Tteplocotepa Interfaces aBpoildovtag TIg TaXVTNTEC
TOUC.

* H oeipa CRS3xx vrtootnpilel hw-offload yia bonding interface.
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Link aggregation / Bonding

Interface  Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding | LTE

[#][=] [v][x] [a] [¥]
| [Name  /[Type IMTU  [Actual MTU [L2MTU [Tx [Rx
RS bbonding Bonding ‘
Bx Bidge Pots |VLANs MSTis Port MST Overides Fiters NAT Hi
General Bonding | Status  Traffic I i = =
Slaves: |etherl |*l+ + I e G ,?,
jether2 sl | # | |inteface |Bridge Horizon | Trusted |Pri
Mode: [8023ad = : . 0{H | 4tbondingl bridge 1 no
= = 1|1H | ttether23 bridge1 no
ek 1 = 2AH | 4tether24 bridge 1 no
ink Monitoring: |mii | ¥
5 = -Copy
Transmit Hash Policy: |layer 2 |¥]
emove
Min. Links: |0 =
0l
Down Delay: |0 | ms
Up Delay: D 7. ms
LACP Rate: [30s 3
MIl Interval: [100 | ms
K1
\3items
‘—‘,» e - enabled .hjnﬁihg |slave
|1item out of 30 (1 selected)
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AAAEC AELTOVPYELEG

* MAC/Protocol based VLAN

* Q-in-Q

* Port Security / Port Isolation / Port Mirroring
* VLAN translation

* IGMP snooping

* MPLS HW Offload

 K.a.
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2UUTIEPOIO U

* Ta tpotovta switch tTng MikroTik kat Wdaitepa n osipa CRS3xx
OTIOTEAOLV KOPLPALX AVON GTO KOUMATL TOU Layer2
TIPOCPEPOVTAC VPYNAEC ETILOOTELG KOL TIOAAATIAEC ASLTOVPYLEG OF
LOLOUTEPOL XAUNAEC TLMEG.

e ETIIAEETE TN oWOTN ovokeun!

e [MapapeTpormoote cwata!
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[Npoypappa Ekrtaidevong MikroTikTraining.gr

 https://www.mikrotiktraining.gr/programma-ekpaideysis/

MikroTik Manual

* https://wiki.mikrotik.com/wiki/Manual:CRS Router#CRS3xx series switches

 https://wiki.mikrotik.com/wiki/Manual:CRS3xx series switches

* https://wiki.mikrotik.com/wiki/Manual:Layer2 misconfiguration

* https://wiki.mikrotik.com/wiki/Manual:Interface/Bridge

* https://wiki.mikrotik.com/wiki/Manual:Switch Chip Features#Bridge Hardware Offloading



https://www.mikrotiktraining.gr/programma-ekpaideysis/
https://wiki.mikrotik.com/wiki/Manual:CRS_Router#CRS3xx_series_switches
https://wiki.mikrotik.com/wiki/Manual:CRS3xx_series_switches
https://wiki.mikrotik.com/wiki/Manual:Layer2_misconfiguration
https://wiki.mikrotik.com/wiki/Manual:Interface/Bridge
https://wiki.mikrotik.com/wiki/Manual:Switch_Chip_Features#Bridge_Hardware_Offloading

