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2XETIKA To MikroTikTraining.gr

* To MikroTikTraining.gr SnuLOVPYNONKE UE ATIOKAELOTIKO OKOTIO

TNV OLOPYAVWGON ETIIONUWY EKTIALOEVTIKWY CEULVOPLWY TNG
MikroTik

* [Mpogpxetal amo tnv etaipia Hellascom EME (HAskTtpoviko
kataotnua Linkshop.gr) mou dlopyavwvel EKTIALOEVTIKA
oepwvapla MikroTik amo to 2011 kot eivat to 1o MikroTik

Training Center otnv EAAGOQ, Kol TNV €TOLPLA
DC ELECTRONICS
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To NAeKTPOVIKO Kataotnua LinkShop.gr tpogpxetal amo tnv
etaipla HellasCom M. ETE mtovu givat o 1°¢ emtionuog MikroTik
dlavopeag otnv EAAada arto to 2001!

[l TOUQ ETTAYYEAPATIEG TIAPEXETAL N OUVATOTNTA XOVOPLKAG OTA
[Tpoiovta “ MikroTik & Aowma& tpoiovTa “ JUUTIANPWOTE TNV
aitnon B2B mov Oa Ppeite oto LinkShop.gr

www.linkshop.gr
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Evotnta 1.
Eloaywyn otov CAPsMAN




CAPsMAN [Tt etvau

e Elval pa Asttoupyia tov RouterOS

* [1POCPEPEL LA KEVTPLKN TIAQTPOPUQ
dlaxeipliong Wireless Access Points

* Yrtapyxel o€ kaBe ovokeun MikroTik
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CAPsMAN [XapaKTnploTIKX

Kevtplkr olaxeipion APs pe Astitoupytlko RouterOS
YmootnptEn Dual Band (2,4GHz & 5GHz)
Provisioning twv APs

Erukowwvia Layer2 (MAC) kou Layer3 (IP) pe APs
Ymootnpién Certificates otnv emikowvwvia Twv APs
AuvvoTOTNTA LOOUOLPACUOV TIEAATWVY

A&lTouvpyia OpOOAOYNONG ATIO TOTIKO OLKTLO
RADIUS MAC authentication

Yoot pén MPOCaPUOCHUEVNG TIOPAETPOTIONONG

WO oo oy Un b YEoE
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CAPsMAN |Oplopol

CAPsMAN
» Controlled Access Point system Manager
« Kevtplkog eAeyktng Access Point

CAP
* Controlled Access Point
 RouterOS Access Point
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CAPsMAN |EE£AEEN

* To 2014 tapovaotaotnke o CAPsMAN v1kal evowuatwOnke oto
package Wireless-fp otnv ¢kdoon 6.11rc1 tou RouterOS

* To 2015 kukAo@opnoe o CAPsMAN v2 o otoiog evowpotwOnkKe
oto veo package Wireless-cm2 otnv ekdoaon 6.23 tovu
RouterOS

* To 2016 otnVv £kdoon 6.37, katapynodnkav ta package
Wireless-fp kol Wireless-cm2 kal avtikataotaOnkav amo to
Wireless-rep to omoio petovouaotnke o wireless
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Evotnta 2.
Mpoamnattovpsva CAPsMAN




CAPsMAN |Amtautnoelg

ATtauteltal n vtapén tovAaxlotov evog CAPsMAN
(Kevtpikou eheyktn Wireless Access Points)

« CAPsMAN
» Yuokeun RouterBoard, x86 1 Virtual Machine (CHR)

BB MW e o o i

VM
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CAPsMAN |Amtautnoelg

ATtauteltal n vmtapén tovAaxlotov evog CAP
(Wireless Access Points yia dlaxeiplon)

 CAP

» Yuokeur MikroTik RouterBoard r) x86

* Na dlaBetel TovAaxloTtov eva Acupuato Interface pe chipset Atheros
(a/b/g/n/ac)

* Na dlaBetel TovAalotov Leveld adeiag RouterOS

r= & 5
g ','.:': Nr > p / b @
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CAPsMAN |Emtikowvwvio CAP pe CAPsMAN

 Layer2 (MAC) * Layer3 (IP) TpoTELVOUEVO
* CAP kat CAPsMAN Tipemel va e CAP kot CAPsMAN urmopei va
glval oto SLKTLOo elval o€ SLOPOPETIKO SLKTLO
« Agv amouteltal « O CAP Ba mpemel va £XeL TNV
TmapaueTpormnoinon IP SUVATOTNTA VO ETILKOLVWVIOEL

ue tov CAPsMAN pe IP
« AelToupyel Kot Tiiow orto NAT

e H erukowvwvia petau CAP kaw CAPsMAN sival ao@aAng Ye Tnv
xprjon DTLS (Movo yia tnv dtaxeipion twv CAPs).

* H kivnon twv client tou CAP &¢ev lval kputttoypa@nuevn. Av
OTIALTELTOL KPUTITOYPAPNON, XPNOLUOTIOEIOTE KaTolo Tunnel
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Evotnta 3.
[lapapetpol CAPsMAN




CAPsMAN [Mevou

e Interfaces » Datapaths « Remote CAP
* Provisioning * Security Cfg. « Radio

» Configuration * Access List » Registration Table
* Rates

 Channels

1 CAPsMAN CAP Interface | Provisioning Configurations Channels Datapaths Security Cfg. Access List Rates Remote CAP  Radio Registration Table I
uldici L ] (=| | Y| | Reselect Channel || Manager AAA
1 Wireless
= Name Type MTU Actual MTU (L2 MTU |Tx Rx Tx Pack| v
& Bridge
= PPP
“13 Mesh [admin@DC-AEY ; »
&5l |P I [admin@DC-APO1 3§
= [admin@DC-RAPO1] > caps-man
7 MPLS ’ i emo
#2 Routing idia ccn
rates export

5 System

QQueues [admin@DC-APOLl] > caps-man L 2
| Files
Log + »

o Radius 0O items out of 13 % —
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CAPsMAN [ lepapxio TOpOapeETpWVY

CAPsMAN

> CAP Interfaces

|

»  Kavoveg Provisioning

|

> Config_;uration

|

Channels | Datapath | Security Cfg. | Rates

CAF Interface

+

Provisioning | Configurations || Channels

Datapaths Secunty Cfg. | Access List | Rates

&= | T

Reselect Channel

Manager ARA

Remaote CAP  Radio

Reqgistration Table
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CAPsMAN | lepapxio TTOpOPETPWV

Channels | Datapath | Security Cfg. | Rates
CAP Interfface  Provisioning CurrfiguratinnsDatapaths Security Cfg.  Access

L o = | T

Mame Frequency Contral Chann... |Band Estension Cha... | Tx Power
i 2.4 Channel 2412, 2437 2462  20Mhz 2ghzg/n  disabled 110

CAP Interface  Provisioning Configurations  Channels SEcur'rt'_.' Cfg. Access list Rates

L o = | T

Mame Bridge Local For... |Cliert Ta . |WLAN Mo |VLAN 1D

dpl brprivate use tag 10

CAP Inteface Provisioning Configurations Channels Datapaths| Securty Cfg. | Access List Rates Remote CAP
E AT

MName Authentication Type | Encryption Group Encryption | Group Key Update | Passphrase
- WPAZ WPAZ PSK aes ccm aesccm e

CAF Intefface Prowvisioning Configurations Channels Datapaths Securty Cfo.  Access IJstHemnte CAF PBRadio Registration Table
+ =T

Mame Basic Rates |Supported Rates HT Basic MC5  |HT Supported MCS WHT Basic MCS WHT Supported MCS
. rate-profile GMbps 12Mbps 18Mb... 3456711121314 none MCS 0-7, MCS 0-8, M...
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CAPsMAN [ lepapxio TOpOapeETpWVY

Confi ti
CAPs Corfig <M “ort CAPs Configuration <Master-Config: CAPs Configuration <Master-Config> = E3

Wireless | Channel Rates Datapath  Security Wireless Channel | Rates | Datapath = Securty Wireless Channel Rates | Datapath Security
Name: IEETERSEE Q@ - mEEm 7]« 2 Rate: e
Mode: |ap EPN Ppply ¥~ Basic Rates
Frequency: -
w- Supported Rates
e — -
SSID: [ Micro Th Training or Control Channel Width: - v~ HT Basic MCS
Hide 5510 - Copy Band: - *— HT Supported MCS Copy
. . - — -~ WVHT Basic MCS
Distance: |indoors ¥ | km « Tx Power: hd
Hw. Retries: |4 - Save Selected: hd
Hw. Protection Mode: hd
Frame Lifetime: hd
CAPs Corfiguration <Master-Config> CAPs Configuration <Master-Corfigs
Di ct Timeout: hd
sconnect fimso Wireless Channel Rates Datapath | Security Wireless Channel Rates Datapath Security
Keepalive Frames: hd =
3 Datapth. R ® - 3]
Courtry: |greece ¥ |~ -
MTL: A ol Authertication Type: - Peply
Installation: hd
e L2 MTU: b Encryption: hd
Max Station Court: - ARP: g Group Encryption: = Copy
Multicast Helper: |defautt ¥ |~ Bridge: - Group Key Update: -
HT T Chains: [0 [vi1 (w2 « Bridge Cost: - TR v
e — Dizable PMKID: 7

HT Rx Chains: [v/ 0 (w1 (w2 &

ua erval: 7 S —
e MikroT ik




CAPsMAN | Provisioning

O CAPsMAN €eKTEAEL TOVC KAVOVECG provisioning HE TLG
TIOPAPETPOVG oV KaBopilovue

Radio MAC: |00:00:00:00:00:00 QK Radio MAC: | 00:00:00:00:00:00 QK
Hw. Supported Modes: |gn ¥ Cancel Hw. Supported Modes: |ac ¥ Cancel
|dentity Regexp: |\mAP Apphy |dentity Regexp: |cAP_AC*  Apply
C M R ; C M B :
ommon Mame Regexp Disable ommaon Mame Regexp Disable
IP Address Ranges: (10.0.0.10-10.0.0.40 = IP Address Ranges: [10.0.0.50-10.0.0.99 -
Comment Comment
Action: |create dizabled ¥ Action: |create disabled *
Copy Copy
IMaster Configuration: |Master-Config 245 ¥ IMaster Configuration: | 2nd5510-Config 5G *
Remave B Remaove
Slave Configuration: |2ndS51DConfig 24G | % | ¥ Slawe Configuration: |2nd551D-Corfig_5G ¥ -
Mame Format: |prefix identity ¥ Mame Format: | prefix identity *
Mame Prefix: E.EIG= . Mame Prefix: |5G .

enabled enabled N —
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CAPsMAN [Master — Slave Configuration

H Asitoupyia Master - Slave Configuration mpoo@éEpet tnv
duvatotnta onuovpyiag Virtual APs (moAAamAa SSID) og kaOe

AP

 Master e Slave

« XpNOLUOTIOLEL OAOLG TOVG e OL Wireless TopapeTpOL TOV

Wireless mapapetpoug Tou Config ayvoouvTtal
anflg: Frequency, channel-  AQPBAVEL TOUC TIPOUETPOUG
width, TX power Tou Master Interface
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CAPsMAN | Interfaces

Channels | Datapath | Security Cfg. | Rates

Intedace <2g-Room KK-103-1>

CAP Interface | Provisioning Configurations  Channels Datap:}aﬂérl Wireless Channel Rates Datapath Securty Status | Traffic oK
Master Interface T | | Resslect Channel Last Link Down Time: |Jan/19/2019 10:48:35 Cancel
Last Link Up Time: |Jan/19/20159 10:48:15 Apply
PAfteface
AP Interface Link Diowns: (14 Dissble
CAP Interface
SB CAP Interface Curment State: |running-ap Comment
sB CAF Interface ——
SMB i 20-Room KK-104-1 CAF Interface Current Channel: | 2437/20/gn(20dBm}) Copy
SB 4 2g-Room KK-104-1-1  CAP Interface . . . . . .
KADAT2 CAP Interface fCurert Rate Set: |CCK:1-11 OFDM:6-54 BW:1x 5GI:1x HT:0-15 Remove
Slave Interfaces | _
K-104-1-3  CAF Interface Cumrent Basic Rate Set: [CCK:1-11 Tarch
SMB 4 2g-Foom KK-105-1 CAP Interface
5B 4% 20-Room KK-105-1-1  CAP Interface _ o Scan...
5B #2g-Room KK-10512  CAP Interface Il e L E
5B 4P 2g-Room KK-105-1-3  CAP Interface Cumrent Authorized Clients: [0 Reselect Channel
SMB 4 2g-Room KK-106-1 CAP Interface
*
452 items out of 484 (1 selected)

.
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Evotnta 4.
[Tapapetpol CAP




CAPsMAN | Evepyortoinon CAP

é’ O . AD 3 D b3
i 1 Interfaces | Nstreme Dual Access List 2 ation \viiEnabled OK

S v = CAP , Interfaces: — Eee
4 NP ' jNamre ' Type | Actua Certificate: none ¥ o
& Bridge R <4bwlani Wireless (Atheros ARS... R ™

< i :
=g PPP b | |57

Lock To CAPsMAN

== Switch
2 Mesh CAPsMAN Addresses: | v
= ) CAPsMAN Names: | =
7~ MPLS ) | A

g CAPsMAN Certificate Common Names: v
&2 Routing ) | ,

N — Bridge: none +
52 System | ¢ 3
B | : || Static Virtual

Q Queues '1item out of 3 © e
L] Files ' Requested Certfficate:
L) Log Locked CAPsMAN Common Name:
) Radiis
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CAPsMAN | Emikowvwvia os Layer 2 (MAC)

1. KaBopilovue Discovery Interfaces yix
TNV €rkowvwvia pe tov CAPsMAN

2. EmuAgyoupe Interfaces (Wireless) tou Cotoese o __TeTe ] o]

Ba Stoxetpiletar o CAPsMAN —— [ |

:

{

3. EmiAeyoupe CAPsMAN Names S :
(I_I p 00l p ETlKé) — atC/ZPsMAf'J :amesi CAPsMAN 1 3
4. Evepyorolovpue tov CAP e

Requested Certificate:

Locked CAPsMAN Common Name:

‘Mﬁmﬂk\



CAPsMAN | Emikowvwvia o€ Layer 3 (IP)

KaBopidovpue tnv dtevbuvaon IP tou

CAPsMAN caP EE
v/ Enabled |T|
=1

EruAeyoupe Interfaces (Wireless) ou g S |
/ : | Apply

Oa diaxelpiletal o CAPsMAN .

EVEpYOT[OlO() HE TOV CAP CAPsMAN Addresses: 110.0.10.1 —

Static Virtual

Requested Certificate:
Locked CAPsMAN Common Name:

‘Mﬁm.‘.’k\



CAPsMAN | High Availability

2€ KPLOLUEG EQAPMOYEC OTIOU cre =6

’ . y_ , v| Enabled
amtarteitan High Avalability, prtopoupe ictces. ¢
va eloayovpue ota CAP meplocoTEPOLC :
C APSM AN S. Discovery Interfaces: — =
ZE 'r[Ep['r[TwO'r] 'I-[OU U'r[dpxsl CAPsMAN Addresses: |10.0.0.1 i
SuoAsttovpyia otov 1° CAPsMAN, to .

CAP Ba ouvdebel oTOV ETIOMEVO. T X
T . E—

Static Virtual

Requested Certfficate:

Locked CAPsMAM Common Mame:
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Evotnta 5.
E&tpa Asttoupyleg CAPsMAN




CAPsMAN | Auto Certification

« O Tumog Authentication emiAsyetal otov Manager:

« Xwplg authentication

* YOXpeWTIKN Xpnon certification

CAPs Manager =] E3
iEnabled OK
CAPs Certficate: v
M ana g er CA Cettfiicate: v l Poply }
Require Peer Certificate
l Interfaces ]
Generated Certificate:
Generated CA Certificate:

Package Path:

“l

Upgrade Policy: \none

CAP

Interfaces:

ﬁ Certificate: none

Discovery Interfaces:
Lock To CAPsMAN

CAPsMAN Addresses:
CAPsMAN N :

CAPsMAN Certificate Common Names:
Bridge: |none

Requested Certificate:
Locked CAPsMAN Common Name:

‘Mﬁm.‘.’k\



CAPsMAN |Auto Certification

* Mg 1o auto certification dnuovpyovpe KAsWOLX PKI
* CAPsMAN-CA-<mac address> (Self-signed CA)

e CAPsMAN-<mac address>

CAPs Manager =1 E | Certificates = E
v Enabied OK Certfficates SCEP Servers SCEPRA Requests OTP CRL
e: |auto 3 A L Y| | Impot Card Reinstall Card Verify || Revoke || Create Cert. Request || Settings
-Cancel
CAP ertifilate: |auto ¥lla: lame Issuer Common Name Subject Alt. N...
S : Apply ‘ oL CAPSMAN-CA4C5EOCEBDCES  :: 204¢
Require Peer Certficate — C ertiticates ——— CAPSMAN-4C5E0CGBDCES : 04
— e —— | Interfaces J CAP-6C3B6BE95D88 CAP-6C3B6BE95D88 e 204¢

Manager

e |CAPsMAN-4C5E0C6BDCES

Generated CA Certificate: |CAPsMAN-CA-4C5EQC6BDCES

Package Path:

Upgrade Policy: \none

‘Mﬁmﬂk\



CAPsMAN |Access List

H Access List ipoo@epel

KBGO PLOPOU KaVOVWVY YLO TOV
eAeyx0 TpoaoPacnc Twv clients oto
WiFi.

Mew CAPs Access Rule = E3
MAC Address: |80:5E:C0:80 5E:C0
- |30:5E:C0:00:00:00 Cancel
Interface: b
S510 Regexp: Disable
Signal Range: |-80.120 -
Allow Signal Out Of Range: I}I}:DD:1I}| ¥ Copy
a8 Time
Time: |08:00:00
Days: sun v mon v tue sat
Action: |accept ¥ |~
AP Tx Limit: b
Cliert T Limnit: b
I Private Passphrase: |CustomKey AI
Client To Client Forwarding: v -
RADIUS Accounting: b
VLAMN Mode: |use tag ¥ A
VLAN ID: |11 -

enabled

.
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CAPsMAN |Load Balance

H Asitoupyia Load Balancing Group tpoc@epeL TNV SuvaTOTNTA
opadotmoinong Twv Access Point Ttou Bpiokovtal Tov 110 Xwpo,
wote o0 CAPSMAN va @povTidel TOV LOOUOLPATHO TwV clients

HETOEL TOUC.

Wireless | Channel Rates Datapath Security

Mame: |Master-Corfig_2 4G

Mode: |ap ¥ | A

S51D: | Mikero Tik Training ar -
Hide 55I0: hd

I Load Balancing Group: TrainingCerﬂer_;’-‘-rea| ¥ AI

Xwpig Load Balancing

18 Users 8 Users 1 User

Mze Load Balancing

9 Users 9 Users 9 Users
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CAPsMAN [Datapath ‘local forwarding’

EvepyomtoliwvTtag tnv Astitovpyia ‘Local forward’ otic puBpioeslg
Ttov Datapath, n Kivnon Twv mMeEAATWY TTAVEL VO OPOOAOYELTOL
neco tov CAPsMAN kot OpopoAoyeital amo To TOTIKO Bridge

Tou Access Point

Provider

Local Forwarding = Yes

Provider
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