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IPvé Basics
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Why IPvé ?

e Q1 dlabeoiuec dievbovvoelc IPv4 eEavTAovvTal
e AlaoLVEEON ATTO AKPO O€ AKPO
e MEeIUEVN TTOALTTAOKOTNTA SIKTLOUL

o ACPAAEIO

v 4 ¥ & 7 X
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IPvé

To IPvé atroTteAeiTal atto 8 11edia pe unkoc 16 bits
[oarTn o€ 6eKae€EASIKOLC APIBUOLC

Alaxwpiletal ye colon *:

2001:0db8:0be0:75a1:0000:0000:0000:0001
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Compare IPv4 - IPvé
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Address space
Possible addresses
Address format
Header length
Header fields

IPsec

IPVv4
32 bits
2N\32
192.0.2.1
20 bytes
14

Aegkadiko 0-9

TTOOQIPETIKO

IPVvé
128 bits
2/N128
2001:db8:3:4:5:6:7:8
40 bytes
8

Aekae€adbiko 0-9, A-F

YTTOXQEWTIKO
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Address Notation

e 2001:0db8:0be0:75a02:0000:0000:0000:0001
e Ta apxIKG PINSEVIKA UTTOOOLYV VA dlIaypapoLV
e 2001:db8:be0:7502:0:0:0:1

e Ta dladoxika TTedIa TV UNSEVIKWV UTTOQOLV VO

AVTIKOTAOTABOLYV PE *:

e 2001:db8:bel:75a2::1
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Address Notation

e 2001:0dp8:0000:0000:0010:0000:0000:0001

e AV LTTAPXOLYV TTOAAG SIadoxIKA TTESIA pE UNSEVIKA,
UOVO £VA UTTOPEI VO AVTIKATAOTABOE]

e 2001:db8::10:0:0:1  2001:db8:0:0:10::1 (H ibia
SievBvvon IP. Kai o1 6LO gival EYKLEEC AANQ TTOOTEIVETA
N TPWTN)
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e Evepyotroinon
TTOWTOKOAAOL ipVé

/system package enable ipv6

/system reboot
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RouterOS kai IPvé

@ admin@O0C:FE:43:71:CB:00 (IP¥6) - WinBox v6.45.6 on CHR (x86_64)

Session Settings Dashboard
KO || 4| | SafeMode | Session: |0C:FE:43:71 :CB:00
As Quick Set
i CAPsMAN
|8 Interfaces
1 Wireless
gg Bridge Package List
=3 PPP Y| | CheckFor Updates . Enable Disable Uninstall || Unschedule Downgrad]
715 Mesh Mame ? |".fersion |Bui|d Time |Scheduled
sl 1P I B routeros-x86 6.45.6 Sep/10/2019 09:06:31
& advanced-tools  6.45.6 Sep/10/2019 09:06:31
22 IPve I S dhep 6.45.6 Sepf10/2019 09:06:31
7 MPLS P S hotspot 6.45.6 Sep/10{2019 09:06:31
: . N Sipvé 6.45.6 Sep/10/2019 09:06:31
Routing S mpls 6.45.6 Sep/10/2019 09:06:31
i25 System P Sppp 6.45.6 Sep/10{2019 09:06:31
Srouting 6.45.6 Sep/10/2019 09:06:31
Queues S security 6.45.6 Sep/10/2019 09:06:31
| Files B system 6.45.6 Sepf10/2019 09:06:31
L,J L Sups 6.45.6 Sepf10/2019 09:06:31
09 B wireless 6.45.6 Sep/10/2019 09:06:31
M raDIUS
A Tools I
Mew Terminal 12 items (1 selected)
4} Dot1x
| . Make Supout.rif
& Manual
Y New WinBox
[ Exit

Pournaras Athanasios - XPATIT



IIIIIIIIIIIIIIIIIII
AAAAAAAAAA

Subnetting

2001:0db8:0be0:
Routing prefix: 48 bits

2001:0db8:0be0:7
Routing prefix: 52 bits

2001:0db8:0be0:75
Routing prefix: 56 bits

2001:0db8:0be0:75a
Routing prefix: 60 bits

75a2:
Subnet:16

5a2:
Subnet:12

a2:
Subnet:8

2:
Subnet:4

0000:0000:0000:0001
65536 x /64

0000:0000:0000:0001
4096 x /64

0000:0000:0000:0001
256 x /64

0000:0000:0000:0001
16 x /64
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Address Types

Type
Link Local
Global unicast

Multicast

Unigue local

Range
fe80::/10
2000::/3

ff00::/8

fc00::/7
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Unique Local Address

e AE XPNOIUOTIOIEITAI TTOTE OTO Internet
e fc00::/7 prefix exel SeopevTel yia ULA
o Alaipeital o€ fc00::/8 kal fd00::/8

e To fd00::/8 ueExpl oTIYUNC €ival TO HOvo prefix TTou
XONOIUOTTOIEITAN
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EUI-64

64-bit extended unique identitier (EUI)
Napayeral amo TNV 48-bit MAC address
00:0c:29:0c:4/7:.d5

+ ff:fe

00:0c:29:ff:fe:0c:47:.d5
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Modified EUI-64

e Xpnoluyotroleital oTo stateless address auto
configuration (SLAAC)

e To ¢RSopo bit amo apiotepa (Universal/Local) tTpérel
VA AQVTIOTOAPE

e 00 (L) — 02 (U)

e 02:0C:29:ff:fe:0c:4/:d5
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Modified EUI-64

e |[Pvé prefix
e 2001:db8:be0:7502:./64

e To TpotmtotmroiNuevo EUI-64 amo Tn MAC address
e 02:0c:29:ff:fe:0c:47:d5

o ATTOTEAECUO

e 2001:db8:be0:75a2:020c:29ff:.fe0c:4/7/d5

29 e Y &
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Link Local Address

e fe80::/64 + Interface |ID (Modified EUI-64)
e AvTioTOIXN HWE TO 169.254.0.0/16 ©¢ IPv4

@ admin@0C:FE:43:71:CB:00 (IP¥6) - WinBox v6.45.6 on CHR (x86_64) - |‘1|5|

Session Settings Dashboard

Session: |0C:FE:43:71:CB:00| N
| As Quick Set

I CAPsMAN E E

/8 Interfaces \Address / |From Pool Interface iv
1 Wireless DL Pfed0::efe:43ff:fe71:cb00/64 etherl

S g DL 9Pfes0::efe:43ff:fe71:cb01/64 ether2 no
2 Bridge DL SPfed0::efe:43ff:fe71:cb02/64 ether3 no
=2 PPP DL Sofes: efe:43ff:fe71:ch3ifd etherd oo
°18 Mesh DL <fes0::efe:43ff:fe71:cb04/64 ethers no

OK

MName:

Cancel

Type: IEthernet

Apply

MTU: |1500

Disable

P ) L2 MTU: |0

MAC Address: |0C:FE:43:71:CB:04 UEiE

2l 1Py I
/7 MPLS I*
& Routing I
$55 System I*
Q Queues

| Files

|| Log

A rRaDIUS

K Tools I
| Mew Terminal

4» Dot1X

|
|
|
Actual MTU: 1500 I
|
|
I Cable Test

ARP: |enabled ” ¥

ARP Timeout: | | v 2t

| |
| |
| |
| |
| Comment I
| |
| |
| |
| |

Reset MAC Address

« »
S items (1 selected)

| ) Make Supout.rif
& Manual

R 2N P B ) 9 New WinBox
»
MUM He-

|running | |link ok
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IPvé Static Routing
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IPvé Subnetiing

e 2001:db8::1/120

e MeyioTo unkoc IPvé = 128bit
e Mnkoc trediov = 16bit
e 2001:db8:0000:0000:0000:0000:0000:0000 (16bit)
o ffff.ffff.fff.FEFf.FEFF.F1F.fTF.0000
o ffff.ffff.fEff.fEff.FEFF.FFF.FFF.0001

o FEFF.FFeF FEerFEFE.Fer FEEFFFT.FFEF
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IPvé Subnetiing

e 2001:db8:0000:0000:0000:0000:0000:0000(8bit)

o fff.FEFf.FFEF.FEFEFFFF.FFFF.FFFFFOO

* IPV6 Range

e 2001:db8::0/120 -2001:db8::FF/120

e 2001:db8::100/120 -2001:db8::1FF/120

e 2001:d8::200/120 -2001:db8::2FF/120
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IPvé6 Address (Routers)

R1

add address=2001:db8::1/120 advertise=no interface=ether5
add address=2001:db8::202/120 advertise=no interface=ether?2
add address=2001:db8::a01/120 advertise=no interface=ether4
R2

add address=2001:db8::2/120 advertise=no interface=etherl
add address=2001:db8::101/120 advertise=no interface=ether5
add address=2001:db8::b01/120 advertise=no interface=ether4
R3

add address=2001:db8::102/120 advertise=no interface=etherl
add address=2001:db8::201/120 advertise=no interface=ether5
add address=2001:db8::c01/120 advertise=no interface=ether4

R1-1Pv6Host R1 R2 R2-IPV6Host
(T | < )
e0 etherS etherd e0
ether?2

etherd

R3-1 Host
el
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IPvé6 Address (R1)

IPv6 Address <2001:db8::1/120> [=] E3 IPv6 Address <2001:db8::202/120> =] E3
P b 001 :db::1/120 | OK PR Tl 001 :db::202/120 | OK
From Pool: l ] e Cancel From Pool: l ] e Cancel
Interface: |etherS IEI Apply Interface: |ether2 IEI Apply
L EUI64 Disable L EUI64 Disable
.| Advertise __| Advertise
Comment Comment
.| Mo DAD .| Mo DAD
Copy Copy
to R2 Remove to R3 Remove
enabled |Global |enabled |Global
- -

IPv6 Address <2001:db8::a01/120>

PN Tl 00 1 :dbs: 1201120 | OK
From Pool: | | e Cancel
Interface: [ether4 ]@ Apply
|| EUIe4 Disable
|| Advertise
Comment
.| Mo DAD
Copy
. o . ’enabled ’Global
Y e
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IPvé ping (R1)

o R1 — telnet 172.16.202.129 5013 — 82x18

[[admin@R1] > 2001:db8::2

SEQ HOST SIZE TTL TIME
2001:db8:: 56 255 Oms
2001:db8:: 56 255 Oms
2001:db8:: 56 255 Oms
2001:db8:: 56 255 Oms
2001:db8:: 56 255 Oms
2001 :db8:: 56 255 Oms
nt=6 received packet-] 1in-rtt avg-rtt=0Oms

[admin@r1] > |} o R1— telnet 172.16.202.129 5013 — 82x18

[[admin@R1] > 2001:db8::201

SEQ HOST SIZE TTL TIME
2001:db8::201 56 64 Oms
2001:db8::201 56 64 Oms
2001:db8::201 56 64 Oms
2001:db8::201 56 64 Oms
2001:db8::201 56 64 Oms
2001:db8::201 56 255 Oms
) 6 received packet-] 1in—r Oms

[admin@R1] > I
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IPvé6 Address (Hosts)

(10 TO OLYKEKPIPEVO TTARASEIYUA EXEI XONOIUOTTOINGEI N
Siavoun Ubuntu Cloud Guests 18.04 kal oTaTiKN

SlevBvvon IPvé e xpnon tov Netplan
R1-IPvb6Host : 2001:db8::a02/120

R2-IPvéHost : 2001:db8::b02/120
R3-IPvéHost : 2001:db8::c02/120

o 0 & thanos — R1-IPv6Host — telnet 172.16.202.129 5004 — 82x18

(root@Rubuntu:~# cat /etc/netplan/50-cloud-init.yaml

# This file is generated from information provided by

# the datasource. Changes to it will not persist across an instance.

# To disable cloud-init's network configuration capabilities, write a file

# /etc/cloud/cloud.cfg.d/99-disable-network-config.cfg with the following:
# network: {config: disabled}
network:
version: 2
ethernets:
ens3:
addresses:
- 2001:db8::a302/120
gatewayé6: 2001:db8::a@l
dhcp4: true
match:

N\ % 5.2 macaddress: Oc:fe:43:83:a4:00
’\zfg set—-name: ens3

EEEEE root@Pubuntu:~# I




T
A

R1

add
add

R2

add
add

R3

add
add

distance
distance

distance
distance

distance
distance
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IPvé Static Route

1 dst-address
1 dst-address

1 dst-address
1 dst-address

1 dst-address
1 dst-address

R1-IPvbHost

2001:
2001:

2001:
2001:

2001:
2001:

db8:
db8:

db8:
db8:

db8:
db8:

:b00/120
:C00/120

:200/120
:C00/120

:200/120
:b00/120

gateway
gateway

gateway
gateway

gateway
gateway

2001:
2001:

2001:
2001:

2001:
2001:

db8

db8::
db8:

db8:
db8:

112
db8:

1201

1102

1202
1101

etherl

ether5

R2-1PV6Host

el




IPvé Static Route (R1)

IPv6 Route <2001:db8::b00{120> =] E3
General ’Attributes oK
001 dba::bo0/120 ] Cancel
Gateway: I2001 :dbg::2 ]E |reachab|e ethers = Apply
Check Gateway: | | 7 Disable
Type: |unicast IE T
Distance: Il l - Copy
Scope: |30 | Remove
Target Scope: IIU IPv6 Route <2001:db8::c00/120> =] E3
Received From: | General ‘ Attributes oK
001 : dbs: :c00f120 l Cancel
Gateway: [2001 :db8&::201 ]@ |reachab|e etherz =] Apply
R 1 > R2 Check Gateway: | l i Disable
Type: lunicast HEJ .
Distance: Il ] - Copy
| Remove
|
|

Ienabled [active |static
' Scope: |30
Target Scope: |10
Received From: |
R1>R3
Ienabled [active Istatic
-
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IPvé Static Route (R1)
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print

R1— telnet 172.16.202.129 5013 — 82x18

[[admin@R1] > ipvé route
Flags: X - disabled, A - active, D - dynamic,

C - connect, $§ - static, r — rip, o — ospf, b - bgp, U - unreachable
DST-ADDRESS

2001:db8:
2001:db8:
2001:db8:
2001:db8:
2001:db8:

[admin@R]

:/120

:200/120
:af0/120
:b00/120
:c00/120

GATEWAY
etherbs

ether2

ethers
2001:dbB::2
2001:db8::201

DISTANCE
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Traceroute (R1)

o R1 — telnet 172.16.202.129 5013 — 82x18

[admin@PR1] > tool address=2001:db8::b02

# ADDRESS LUSS SENT LAST AVG
1 2001:db8::2 0% 5 0.5ms 0.5
2 2001:db8::b02 0% 5 0.7ms 1.1

o R1 — telnet 172.16.202.129 5013 — 82x18

[admin@R1] > tool address=2001:db8::c02

# ADDRES§ " LGS5 SENT i
[admin@R1] > |} 1 2001:db8::201
2 2001:dbB::c02

[admin@R1] > I

RANEAD
"N % 44
SIS 4V
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IPvé Dynamic
Routing Protocols
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IPvé Dynamic Routing

e To RouterOS vrmooTtnpilel Ta €ENC SLVAUIKA
TTOWTOKOAAO SPOUOAOYNONC YIA TO IPV6 :

+ OSPF
+ BGP

* RIP
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OSPFv2 vs OSPFv3

OL eAaxioteg puOpioelg yia evepyortoinon Tou MPWToKOAAov oc IPv4 kal IPv6

ALVVAUIKO TIPWTOKOAAO OSPFv2 OSPFv3

Yriootnpidel IPv4 IPv6

[la TNV evepyoTtoinon

: Network Interface
TIPETIEL VA PLOUILOTEI
Avtopata XpnolJoTIoLEL TNV [1pETIEL VA OPLOTEI
Router-ID HIKpOTEPN IP arto eva XELPOKIVNTA KAl TIAPAUEVEL
evepyo interface oe 32bit IPv4 Format

MMMMMMMMMMMMMM
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OSPFv3

e OI BaoIkEC apxeg Aeitovpylag Tov OSPFv3
TTAPAPEVOLV Ol I8IEC

e Designated Routers Elections (DR-BDR)
e YrTooTtnplién Trepioxwyv (Backbone - Area Type)
e YrroAoyiopol yia to Short Path First (SPF)

e AAYOpPIBUOC Flooding
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Router-ID

e [lavTa Xpnoluotrolovue static IP yia 1o router-ID kai
ATTo £va interface 1mou eival TavTa Running

e To RouterQOS 6¢v exel loopback interface

e Anuiovpyouvue £va bridge interface kai Tou
Balovue IP

2 % ¥ & 7 X
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Router-ID

R1

/interface bridge add name=loopback
/ip address add interface=loopback address=10.0.0.1/32

R2
/interface bridge add name=loopback
/ip address add interface=loopback address=10.0.0.2/32

R3
/interface bridge add name=loopback
/ip address add interface=loopback address=10.0.0.3/32

R1-IPv6Host R2-1PV6Host

ether5

etherl

etherd

Host
0

IIIIIIIIIIIIIIIIIII
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Evepyommoinon OSPFv3

R1
as—-type-1 10.0.0.1
backbone loopback
backbone ether2
backbone ether5
R2
as—-type-1 10.0.0.2
backbone loopback
backbone etherl
backbone ether5
R3
as—-type-1 10.0.0.3
backbone loopback
backbone etherl
backbone ether5

Pournaras Athanasios - XPATIT
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Evepyomoinon OSPFv3 (R1)

OSPFv3 =] E3

Interfaces |Instances Areas AreaRanges VYirtualLinks Neighbors MNBMA Neighbors LSA Routes ...
+ = o7 || 8% v

Area / |Interface Cost Priority Metwork Type |Instance  Meig... |State v
..................... backb... loopback 10 1defaule  default 0 designatedr... |

&backb... ether2 10 1 default default 0 designatedr...

#backb... ethers 1 default default 0 designatedr...

OSPFv3

Interfaces Instances |Areas Area Ranges VirtualLinks Meighbors MNBMA Neighbors LSA Routes
3 items |=| || |E] | T
MName / |Router ID Redistribute Connected Routes __ Runnin
v Wdefault 10008 .. SRS S LS A——
OSPFv3 =] E3

Area Ranges Virtual Links MNeighbors ’NBMA Meighbors LSA Routes AS Border Routers OSPFv3 Routers ...

1 item ? Finct
hnﬂance / Router ID lﬁ.ddress |Ir|L§|ia;:e State Changes v
' & default 10.0.0.3 fed0::efe:43... etherz 5
&default 10.0.0.2 feg80::efe:43... etherS 4
2 items
. _ . - —
¥ i/ ' X
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EAeyxog OSPFv3

R1 — telnet 172.16.202.129 5013 — 80x15
[admin@PR1] > routing ospf-v3 neighbor
%)

default 10.0.0.3 feB0::efe:43ff:fef4:604
ether2 pri 1 I I I ' 10.0.0.3 "Full"
5 ret %) 0 di ' )
é6m5s
default feB0::efe:43ff:fea7:1e00
ethers | ' 10.0.0.2 "Full"
A 0 ' )
6m24s
o # thanos — R2 — telnet 172.16.202.129 5016 — 80x15
[admin@R2] > routing ospf-v3 neighbor
0 default » r-1d=10.0.0.3 . feBO::efe:43ff:fef4:600
[admin@R1] > |} ether5 p: 1 dr=10.9.9.3 h: p—dr=10.0.0.2 "Full"
) %) 0 di %)
7m7s
default » r-10d=10.0.0.1 feB0::efe:43ff:fe71l:cbo4
etherl p: 1 10.0.0.1 b: ' r=10.0.0.2 "Full"
5 %) 0 di 0
7m56s
&) & thanos — R3 — telnet 172.16.202.129 5018 — 80x15
[[admin@ER3] > routing ospf-v3 neighbor
o %) v default 10.0.0.1 feB80::efe:43ff:fe71l:cbll
[admin@rR2] > i ether5 p: 1 dr=10.9.0.1 backup-d:
5 .

7m56s

10.0.0.3
0 ri

"Full®
0

default

etherl
5
7m26s

feB80::efe:43ff:fea7:1eb4

10.0.0.2
a ~

. . . %)
RANE DI

[admin@R3] > I
K USER MEETING
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‘EAeyxog OSPFv3 (R1)

o R1 — telnet 172.16.202.129 5013 — 82x18

[admin@PR1] > tool address=2001:db8::b02

# ADDRESS LUSS SENT LAST AVG
1 2001:db8::2 0% 5 0.5ms 0.5
2 2001:db8::b02 0% 5 0.7ms 1.1

o R1 — telnet 172.16.202.129 5013 — 82x18

[admin@R1] > tool address=2001:db8::c02

# ADDRESS —LGS5 SEnt i
[admin@RrR1] > |} 1 2001:db8::201
2 2001:db8::c02

MIKRO
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