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MUM Presentacion Personal

v Nombre: Jose Armando Cartagena Mendoza.
v Pasante Universitario.
v’ Estudiante del Instituto Técnico Departamental “Espiritu del Siglo”. (2011-2017)

v’ Experiencia desde 2015.

{ % Cartagenami3
G @Cartagenam13
() +504 9511-5263

@, cCartagenam13@gmail.com

MUM



mailto:Cartagenam13@gmail.com

MUM Acerca de la institucion

([ d

v Fundado en 1930.

v Institucién Publica.
v 65 Docentes.
v Colegio - Técnico Insignia Del Departamento De Colon.

v' Oferta Educativa:
= 5BTPY 1 BCH.

= Ciclo Basico Técnico.
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MU Introduccién & Objetivos

Tips Basicos-Principiante

MikroTik® (RouterOS y Routerboard) nos ofrece herramientas muy poderosa y

sobre todo demasiado amplias, pero como en todos los casos, hay que saber
configurarlo correctamente.

v Mostrar los descuidos mas comunes.

v Demostrar que con unos pPocos pasos se pueden mejorar las
configuraciones, incrementando la seguridad y reduciendo las posibles fallas.
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Usuarios por Defecto

v'Descuidos en los accesos por defecto, dejando la puerta completamente abierta

para ingresar al router con las credenciales por defecto. [N e s

Admin
Admin 1234
Userl

v Casos en gue a Userl le otorgamos permiso solo de lectura y Admin con permisos
Full B

Users Groups | SSH Keys SSH Private Keys Active Users
+ = O T
|Name Policies | Skin - v
& ful local teinet ssh fip reboot read write policy test winbox password web sniff sensitive api romon dude tkapp  default

Hread local telnet ssh reboot read test winbox password web sniff sensitive api romon tikapp default
& wite local telnet ssh reboot read write test winbox password web sniff sensitive api romon tikapp default

Name: | Ter]

Policies: |+ local v telnet
¥ ssh fip
— T ¥ reboot v read
write policy
v test v winbox
v password |v| web
v sniff v sensttive

3items (1 selected) ¥ api ¥| romon
dude v tikapp
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ldentifica Tu Equipo

Das

Session

Settings

K> | 4| | Safe Mode

1 CAPsMAN
| Interfaces
1 Wireless
31 Bre
=& PPP

°12 Mesh

&8 P P e E P PR
8! IPv6
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MUM Firewall -

v"Una de las primeras acciones a realizar en todo equipo es poner al
menos un pequefo firewall para prevenir los ataques mas comunes.

Firewall

Filter Rules |H.ﬂ-.T Mangle Haw 5Service Portz  Connections  Address Liste Layers Protocols

e (= ||| 8 T | (oo 00 Reset All Counters [ input ¥
i Action | Chain Src. Address  Dst Addrezs  Protoc. | Sre. Part Det Port Ins Inter... Out. [t Bytes Packets |»
0 ikems
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Los ataques tienen principalmente 2 objetivos:
v Tomar el control del router.

v' Provocar una denegacién de servicios (CPU 100%, consumo de todo
el ancho de banda, etc.)

Principales problemas:

v’ Ataques por Fuerza Bruta
v Ataque al DNS
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MUM Firewall

Torch {Running)

Ataque por DNS

Basic Filtters

¥ Src. Address: |0.0.0.040

T e T S P A S T S S S T T

Interface: |[E40

Entry Timeout: |00:00:03 g Dst. Address: |0.0.0.0/0

Collect Src. Addressg: |:/0

v Src. Address v Src. Addressb i A g

v Dst. Address v Dst. Addressé i
MAC Protocol v Port MALC Protocol: |al
Protocol VLAN Id Protocol: |amy

Port: |dns *
LA 1dl |amy
S Prot... | Src. [Cist. WLAM Id| Tx Rate © |Rx Rate |Tx Pack... |Rx Pack
800 {ip) 115.238.184.126:12633 33 (dns) E.0kbps 344bps 0
200 p) 115.238.184.125: 26701 53 (dns) E.0kbps 344bps 0
200 lip) 115.238.184.126:43545 53 (dns) E0kbps 344 bps ]
200 lip) 115.238.184.125:16375 53 (dns) 60kbps 344 bps 0
800 {ip) 101.71 7410917231 33 (dns) E0kbps 344 bps ]
200 {ip) 101.71.74.110:20153 :53 (dns) 6.0kbps 344 bps ]
800 (ip) 115.238.184.125.50075 :53 (dns) 6.0kbps 344 bps ]
200 iip) 115.238.184.126:55531 33 (dns) 6.0kbps 344 bps 1]
800 {ip) 115.238.184.126.:62555 33 (dns) 6.0kbps 344 bps 1]
200 (ip) 115.238.184.126:34375 53 (dns) E0kbps 344 bps ]
200 lip) 115.238.184.126:48267 53 (dns) E0kbps 344 bps ]
200 (ip) 101.71.74.109:58126 53 (dns) 60kbps 344 bps ]
200 {ip) 101.71.74.110:24377 53 (dns) 6.0kbps 344 bps ]
800 (ip) 115.238.184.126:26573 53 (dns) E.0kbps 344 bps ]
800 (ip) 115.238.184.126:43181 53 (dns) 60kbps 344 bps ]
200 (p) 115.238.184.126:48380 53 (dns) 6.0kbps 344bps 0
300 (ip) 101 .71 74 109: 14222 53 (dns) 6.0kbps 344 bps 1]
300 (ip) 115.238.184.126:17981 53 (dns) E0kbps 344 bps 0
200 lip) 115.238.184.125:49059 33 (dns) EO0kbps 344 bps ]
200 (ip) 101.71.74.109:9467 33 (dns) 6.0kbps 344 bps 0
200 {ip) 101.71.74.109.42021 53 (dns) E.0kbps 344 bps ]
800 {ip) 101.71.74.109.62197 OO 53 (dns) E0kbps 344 bps ]
Total Tx: 724.7 kbps Total Rx: 176.6 kbps Total Tx Packet: 2 Total R Packet: 2
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IP -> Service

v Deshabilita Servicios innecesarios, y proteger los demas con reglas de
firewall o especificar.

[F Sermvice List

IP Service List

[Find 2] [§
N:n;si + | Paort o5 Avalable From | Certificate | v Marme . I Part Available From
@ api-ss| 8729 none R T
@ ftp 1 X @ apl-zsl 5729
@ ssh 22 — (3 fip 21
@ telnet 23 @ zsh 22
@ winbox 8291 % @ helhet 23
O www 50 T8 winbox 5291 192 168.10.0/24
K@ wy-53] 443 none
. o QETATINTEY a0
8 items # @ g 443
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MUM  Servicios Principales a Proteger

Puerto Protocolo Comentario Puerto Protocolo Comentario
20,21 TCP FTP 2000 TCP Bandwidth Server
22 TCP SSH, SFTP 3128,8080 TCP WebProxy
23 TCP TELNET 5678 UDP Neighbour Discovery
53 TCP/UDP DNS 8291 TCP WinBox
80 TCP HTTP 8728 TCP API
123 UDP NTP 1701 UDP L2tP
161,162 UDP SNMP 1723 TCP PPtP
179 TCP BGP 1812,1813 UDP User Manager
443 TCP HTTPS /(HotSpot)
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MUMI Actualizacion de Equipos

v NUNCA actualizar solo porque si

v Leé

\& L1} P
MfKrO' 'k Home  About Buy Jobs Hardware  Software  Support  Training  Account
Softwa re Downloads Changelogs Download archive RouterOS  The Dude

Release 6.42.4 2018-06-19

What's new in 6.42.4 (2018-Jun-15 14:14):

®

bridge - allow to make changes for bridge port when it is interface list;

*

bridge - fixed FastPath for bridge master interfaces (introduced in v6.42);
*) certificate - fixed "add-scep” template existence check when signing certificate;
chr - fixed adding MSTI entries;

*) chr - fixed boot on hosts older than Windows Server 2012 when running CHR on Hyper-V;

*

*

chr - fixed various network hang scenarios when running CHR on Hyper-V;

*

)
)
)
)
)
)
) console - fixed script permissions if script is executed by other RouterOS service;
*) dhcpv4-server - fixed DHCP server that was stuck on invalid state;
*) health - changed "PSU-Voltage" to "PSU-State" for CRS328-4C-20S-4S5+;
*) health - fixed incorrect PSU index for CRS328-4C-20S-4S+;
*) ipsec - improved reliability on IPsec hardware encryption for RB1100Dx4;
*) kidcontrol - fixed dynamically created firewall rules order;
*) led - added "dark-mode" functionality for hREX S and SXTsq 5 ac devices;

)

)

)

)

*) led - fixed CCR1016-12S-1S+ LED behaviour after Netinstall (introduced in v6.41rc58);

*

led - use routers uptime as a starting point when turning off LEDs if option was not enabled on boot;

INformatica

*

ppp - fixed "hunged up" grammar to "hung up" within PPP log messages;
*) quickset - added missing wireless "channel-width" settings;



v No dejar el usuario como “admin” en el HotSpot sin contrasena

_reake local HokSpok user

Marne of Local HotSpot User: |a|:|mir| |

Passwiord For the User: | |

Back:, Mexk Cancel

v El bypass oculta el HotSpot, pero no controla el ancho de banda!
Hotspot IP Binding <192,168.10,15=
MAC fddress: | |-
Address: |192.168.10.15 | =
To Address: | |-
Server: |all &
Type: |bypassed &
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MU Introduccién & Objetivos
Integracion de HotSpot con User Manager

¢, Que es un HotSpot?

v Sistema de autentificacion de clientes mayormente por un USUARIO Y
CONTRASENA al abrir el navegador.

v Comunmente utilizados para dar acceso en lugares publicos.

USUARIO:
CODIGO PIN:

PUNTO WIFI PROTEGIDO
POR FAVOR PREGUNTE EN BARRA

G
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MU Introduccién & Objetivos

¢, Que es UserManager ?

v' Es una aplicacion RADIUS desarrollada por MikroTik que cumple con los
estandares de AAA (Autorizacion, Autenticacion y Contabilizacion). A traves de el
es posible administrar servicios PPP, HotSpot, DHCP, Wireless y RouterOS

Ventajas de utilizar UserManager

v' Sin costo adicional.
v  Administracion centralizada de toda la red.

v'Unica base de datos (o réplicas) aislada de la configuracion del server principal.

v Permite crear usuarios por lotes y generar Boucher o exportarlos a un archivo en
CSV para una posterior impresion de tarjetas prepagas.
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MUM Requerimientos y Consideraciones &

v Se debe tener la misma version de RouterOS vy del paquete UserManager.
v Funciona en arquitectura X86, MIPS, PowerPC y Tile.
v' Hardware Minimo: 32MB de RAM y 2MB de HDD.
v' Software: RouterOS.
v' Licencia MikroTik RouterOS de UserManager.
= Nivel 3: 10 sesiones activas.
= Nivel 4: 20 sesiones activas.

= Nivel 5: 50 sesiones activas.

= Nijvel 6: sesiones ilimitadas.
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Wifl Normal

mum Fuente:www.4ipnet.com






Wifi HotSpot
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_aboratorio

Inteface <wlan1>

General Wireless HT HTMCS WDS Nstreme Status Traffic
Mode: YT
Band: |2GHz-B/G/N
Channel Width: | 20MHz
Frequency: |2412
v Después de crear nuestra red WIFI, SSID: [LAB 1
configuramos de las misma AP1 LAB 1 Scan List: |defau #]

Y AP2 LAB, configuramos de la " =

Securty Profile: |default

misma forma, de tal manera que no WPS Hode: [poon I

Paso 1: Configuracion Basica De Wifi

EIRETIaR

+
=
o
[ ]

IR

- . - 7 ———| General Wireless |HT HTMCS WDS Nstreme Status Traffic
tenga que pedlr autenticacion Bridge Mode: enabl .
] Mode: _ dl
(Password) al momento de registranos. VLAN Mode: [no ta - EEI I3]
VLAN ID: 1 Channel Width: | 20MHz - ¥
Frequency: 2412 ¥ | MHz
Defautt AP Tx Rate: | | SSID: [LAB 2 -
Defautt Client Tx Rate: e e
Wireless Protocol: |802.11 Kl
v De Security Profile: |default &2
v De WPS Mode: |push button i .
mum o Bridge Mode: |enabled _3 D = y
Y “




.7 MPLS " DHCP Server

42 Routing " DNS

o System | Firewall

& Queues ['ﬁuTsB& """"""
Hotspot Setup =] B3

Local Address of Network: | [EPRISECRIZ
[v| Masquerade Network

--->

MUM
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Hotspot Setup =] E3
Set pool for HotSpot addresses

Address Pool of Network: SPRISRLWREFRRFEY +

==

--->

Hotspot Setup

Select Certflicate:

0=

none ¥

imEon other certificate

INformatica




_aboratorio

Hotspot Setup

Name of Local HotSpot User: |
Password for the User: |

| |
1 | o —p===== - |
Back Il Nex |! Cancel
L @]
| | | | .

|
DNS name of local hotspot server |
DNS Name: ‘

Hotspot Setup

I | Back N Net || Cancel

Setup has completed successfully

Hotspot Setup =E

DNS Servers: TR | @

4

INformatica
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_aboratorio

Paso 3: Configuracion del User Manager

——@

@ admin@4C:5E:0C:60:5A:8D (MikroTik) - WinBox v6.40.8 on RB750i1(mipsbe) !

[2dmin@AULA ] > system reboot§
https://mikrotik.com/dowload -

Ve

u routeros-mipsbe-6.40.8 (1).npk
[ routeros-mipshe-6.40.8.npk
0 routeros-mipsbe-6.42.6.npk

=] 7| B @] | Backip || Restore | | Upload... | [F

|File Name /| Tyoe Size |Creation Time
| [skins directory Jan/01/1570 00:(
seleccionado 848 KB

m U m 1iem (1 selected) 126.8 MiB of 128.0 MiB used 79% free

D routeros-smips-6.40.8.npk
[ routing-6.40.8-mipshe.npk
0 security-6.40.8-mipsbe.npk
] system-6.40.8-mipsbe.npk
[ tr069-client-6.40.8-mipsbe.npk

0 ups-6.40.8-mipsbe.npk
[] user-manager-6.40.8-mipsbe.npk
1] wireless-6.40.8-mipsbe.npk
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_aboratorio

Paso 4: Configuracion del Hostpot y User manager

Radius Server <192.168.88.1> IP 192.168.87.1
IP 192.168.87.2

RADIUS 192.168.88.1

———— | # | Smce Address: |192.168.88.1

1 | Py
i : |
1 Reset Status
L Authentication Port: [1812
1
Log ] Accounting Port: 1813
I—h--‘d— — - -— 1

----- Timeout: | 300 ms

— | I Arcnuintina Rackaon

Hotspot Server Profile <hsprof1>

m— e
Servers Server Profiles | Users User i | v|Use RADIUS

~ Name / |DNS Name | {  LocationID: |

@ default | :

 @hsprof S —; =

INformatica



_aboratorio

[ Router details IZI I
I |
A Main I
| Name: SALA 2
s \ !
| Owner: admin
| IP address: |
I Shared secret: || I
| Time zone: | Parent time zone . = I
| Disabled: | | Router details %] I
|1 Autharization suci o |
I Lo EVEHtS'@ Authorization failu. 4 M@" I
| g "[ "] Accounting succe = |SAL_A 1 |
| [ 1 Accounting failure Owner: admin |
I IP address: |
I Shared secret: |
Time zone: | Parent time zone v |
1 Disabled: [ | |
| | ] Authorization success
I Log events. ¥/ Authorization failure |
g ‘[ ] Accounting success |
I [ ] Accounting failure I
I -
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_aboratorio

Paso 5: Configuracion User manager ( PERFIL)

Mikrotik User Manager: I X
0O g

|
(= C'1| ® Noesseguro | 192.168.88.1/userman /
[ 5 |

B nstalar Free McBoc B Descargar Juegos P« Fief Minis Mega Collecti  Fif  GTA: Vice city Storie:  fiif God Of War: Ghost B INcio |

MUM

MikroTsk | Profiles | Limitations
Mikrotik User Manager T ——————————— —
Profile: MUM |
e Y T » ® *» ®™ ® % ® % §® % § °§
| Routers | Name: MUM I
Name for users: v Period
| Users | : 1 Days:[y Sunday
| Sessions | 3 quer: admin 1 Monday
| — | Validity: | vl Tuesday
Starts: At first logon [v| Wednesday

| Logs | Price: |0.00 v Th.ursday
,I% Shared users: not used gg:‘ﬁlay

1
1 Profiles Save profile Remove profile ]
;l I | — I | Time: 0:00:00 -23:59:59
r--S-BE-"-Q-S-“T Unlimited profile o

Add new limitation ——
| Reports | | | _D_ IE” I_t1_ -—
= | Iv 5MIN I
SeSSIOnS = - L _§ B N § |
I New limit I Cancel | Add

| OAuses | e 1
| Advanced search |
| Maintenance |
| Logout |




_aboratorio

Paso 6 : Configuracion User manager ( Usuarios )

User details E3

A Main

Mikrotik User Manager _
Owner: admin

I Username: | i
MikroTik |IEZHE { Password:| |
w Constraints

Batch
Routers w Wireless

Disabled:
@: Users ’ Assign profile: 1 MUM v
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DUDE
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v Leer!

v Implementar
v Fallar

v Volver a Leer
v Corregir

v Testear

v Documentar.

MUM

\-\ LI J
Mikror ik

SI Documentation

Main Page
Recent changes

Tools

What links here
Related changes
Special pages
Printable version
Permanent link
Page information

Main page Discussion

Main Page

Welcome to the MikroTik documentation wiki

MikroTik RouterOS
RouterOS software documentation.

RouterBOARD hardware
RouterBOARD hardware documentation.

The Dude network monitoring utility for Windows.
SwOs

SwOS software for MikroTik switch products.

Woobm
Woobm software documentation.

@ The Dude

f':""'& MikroTik News
—_— The PDF newsletter with product announcements and software news.

Mr?:’oﬂk ome Abodt Buy Jobs  Hardwar Sofware  Supporl  Training  Account

Software i Changeiogs  Downicad archive  Rouler0S  The Duce

Release 6.42.4 2018-06-19

oo check whan signing cenificate;
5,

when running CHR on Hyper-V;

than Windows Sarves
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MikroTik User Meting

. PREGUNTAS?
iMUCHAS GRACIASY

“El verdadero progreso es el que pone la tecnologia al alcance de todos” ... Henry Ford

Armando Cartagena >
ITDES &

INnformatica

MUM HONDURAS 2018

MUM



	Número de diapositiva 1
	Número de diapositiva 2
	Número de diapositiva 3
	Número de diapositiva 4
	Número de diapositiva 5
	Número de diapositiva 6
	Número de diapositiva 7
	Número de diapositiva 8
	Número de diapositiva 9
	Número de diapositiva 10
	Número de diapositiva 11
	Número de diapositiva 12
	Número de diapositiva 13
	Número de diapositiva 14
	Número de diapositiva 15
	Número de diapositiva 16
	Número de diapositiva 17
	Número de diapositiva 18
	Número de diapositiva 19
	Número de diapositiva 20
	Número de diapositiva 21
	Número de diapositiva 22
	Número de diapositiva 23
	Número de diapositiva 24
	Número de diapositiva 25
	Número de diapositiva 26
	Número de diapositiva 27
	Número de diapositiva 28
	Número de diapositiva 29
	Número de diapositiva 30

