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Users 

• Default password: 

  admin / <blank> 

 Change it! 

• User groups with unique Policies 

Protection against unauthorized access 
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Login only from allowed addresses 

Protection against unauthorized access 
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Don’t publish your settings 

Protection against unauthorized access 
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Limiting services 

Protection against unauthorized access 
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Secure access via VPN tunnel 

Protection against unauthorized access 
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Access of services with „security code”: 

1. You have to knock some ports on the router 

2. In a short time you can access the router 

 

Protection against unauthorized access 
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You knock Router-ports in the correct order, e.g.: 

1. 1 packet to UDP/10130 port 

2. 2 packets to UDP/21516 port within 2 seconds 

3. 1 packet to UDP/ 51123 port within 2 seconds 

You have to create proper filter rules on the router! 

If you knock in the proper code: 

4. Winbox login will enabled for 10 seconds 

Port Knocking 
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Functions: 

 

• Winbox login with unique pre-saved parameters 

• Centralized secure Router-database – even in the Cloud 

You will see same router-list on your desktop PC, on your Laptop, etc. without manual 

synchronization of Winbox managed lists 

• Unique Port Knocking configuration for all routers (if needed) 

Port Knocking – my own application 
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MikroTik router filter rules for port knocking example: 
/ip firewall filter 

add action=add-src-to-address-list address-list="Már tiltólistán vagy!" address-list-timeout=5s chain=input \ 

        dst-port=10000-10002 protocol=udp src-address-list=WinboxDenied 

add action=add-src-to-address-list address-list=Knock1 address-list-timeout=10s chain=input dst-port=10000 \ 

        protocol=udp src-address-list=!WinboxDenied 

add action=add-src-to-address-list address-list=Knock2 address-list-timeout=10s chain=input dst-port=10001 \ 

        protocol=udp src-address-list=Knock1 

add action=add-src-to-address-list address-list=WinboxDenied address-list-timeout=20s chain=input dst-port=10001 \ 

        protocol=udp src-address-list=!Knock1 

add action=add-src-to-address-list address-list=KnockOK address-list-timeout=10s chain=input dst-port=10002 \ 

        protocol=udp src-address-list=Knock2 

add action=add-src-to-address-list address-list=WinboxDenied address-list-timeout=20s chain=input dst-port=10002 \ 

        protocol=udp src-address-list=!Knock2 

add action=accept chain=input dst-port=8291 protocol=tcp src-address-list=KnockOK 

Port Knocking – my own application 
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Let’s see in practice... 

Port Knocking – my own application 
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Including but not limited to: 

• MNDP (CDP) attack 

• DHCP attacks – Discovery, Rogue, ... 

• TCP SYN attack 

• UDP Flood 

• Password Brute Force 

• Port Scanner 

Most common router attacks 
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MNDP (CDP) attack 
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DHCP Starvation attacks 
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TCP SYN attacks 
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UDP Flood attacks 
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Password Brute Force attacks 
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Port Scanner 
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• Sophisticated Firewall system of RouterOS 

 

 

 

 

 

• Unique protection for all forms of attack 

Preventing attacks 
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• Rate-limiting for each new TCP connection 

• Rate-limiting for each new UDP connection 

• Disable DNS proxy on MikroTik if not reuired 

• Limiting the number of times a user can unsuccessfully attemp to 

log in 

• Users have to create and periodically change complex passwords 

• Disabling unused services 

• Port scanner limitations 

Preventing attacks 
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How can you learn MikroTik security? 

 

 

 

 

MikroTik Certified Security Engineer 

a brand new MikroTik course since march 2019 

Protect your routers! 

21 



www.mikrotikgyor.hu 

First MikroTik Certified Security Engineers in Hungary 

Győr 

 

 

 

 

 

Budapest 

Protect your routers! 
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Thank You! 
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