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I'm Aldo Frashéri & \\\ ﬂ

2012 - Informatic Engineering Diploma ' }
2004 - Founded my own ISP

2079 — MTCNA, MTCRE, MTCWE

Experience in small to mid size wired and
wireless networks, FTTH installations
(GPON, EPON etc.




Projects

SIEMENS

- OmniTIK5
3G TIM Usb Key
- SIEMENS PLC




» 2015 - Container
Terminal Installation




Industrial environments have
specific requirements for the
equipment to be used and its

reliability.
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Customer needs




l Specific needs

The client is a company that has:
Field container storage and movement
A covered warehouse
Chrome field storage
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‘ Specific needs

Surveillance System for all areas
Wireless Coverage for Employees

Phone Communication between different
Doints (work undergoing)

-ire Alarm system for the covered
warehouse




108,000 me

Area to be



‘ Specific needs

Containers, 35000 m?
A covered warehouse, 3000 m?

Chrome storage fields, 47000 and
23000 m?



All of this without WIRES!!
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Equipment




h Equipment

Wireless

MikroTik equipment:
SXTsq Lited
MANTBoOXx 15s

MANTBox 15s for handheld
terminals

60GHZ Link
CRS112-8P-4S-IN
CRS328-24P-4S+RM
RB4011iGS+RM

Cables and Power
Industrial Outdoor CAT5e
Industrial UPS

Surveillance
HikVision 5SMP IP Cameras
Network NVR

Fire Alarm
Siemens Fire Alarm



60GHZ Link
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‘ Equipment, Main Rack

Main Rack
CRS328-24P-4S+RM | |
RB4011iGS+RM - TSeSS SS%S 255t R a..
UPS 24PoE Gigabit, 4SFP+

ARM 32bit, 1.4GHZ 4 Core, 1GB Ram, 512MB NAND,
10 Gigabit Ethernet, 1 SFP+

NikreiTe



Equipment, Main Rack




Equipment, Main Tower

Main Tower
Wireless Wire Dish 60GHZ
mANTBox 15s = Total 3

2 Gb/s aggregate link up to 1500m+

5GHz 120 degree 15dBi dual polarization sector
Integrated antenna with 720Mhz CPU, 128MB RAM, SFP



Equipment, towers

. Low-cost small-size 16dBi 5GHz dual chain
Towers, in total 17 integrated CPE/Backbone

SXTsq Lited, 17pcs
MANTBox 13s, 17pcs
CRS112-8P-4S-IN, 17pcs

2-4 |P Cameras for each =
tower

R

8PoE Gigabit, 4SFP



Equipment, Warehouse

Warehouse = o
> Wireless Wire DiSeEsieIcizZ= [T
> MANTBox 155 et &=

> 8 IP Cameras
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Configuration




h Configuration

The network was configured in Bridge mode so
all the cameras could connect to the NVR in the

main offices

Sector Antennas for Staff connectivity were
added to a CAPsMAN configured in the
RB4011



Configuration, Very important first steps

Upgrade all devices to latest RouterOS version

Input Identity to them

Create another user with admin rights and

delete the default admin user

Disable all un-needed services in IP -> Services



Configuration, APs in main Offices

A bridge will be created that will have as ports wlan1 and
ether1

AP configuration in wireless with SSID and security profile

sinterface bridge add name=bhridgeMAIN

A1ip address add address=192168.1.101-24 interface=bhridgeMAIN
sinterface bridge port add interface=etherl bridge=bridgeMAIN
sinterface bridge port add interface=wlanl bridge=bridgeMAIN
sinterface vireless set ssid=AP_ZoneBl wlanl mode=ap-bhridge

interface wireless enable wlanl

sinterface vireless security-profiles set default authentication—types=wpalZ-psk

wpaZ-pre-shared-key=xxxxxxxx mode=dynamic-keys




Configuration, PtMP clients in the towers

The only differences are in red color

sinterface bridge add name=bhridgeMAIN

Aip address add address=192168.1.>c24 interf ace=hridgeMAlIN
sinterface bridge port add interface=etherl bridge=bridgeMAIN
sinterface bridge port add interface=wlanl bridge=bridgeMAIN

interface wireless set ssid=AP_Zonell wlanl mode=

interface wireless enable wlanl

sinterface vireless security-profiles set default authentication—types=wpalZ-psk

wpaZ-pre-shared-key=xxxxxxxx mode=dynamic-keys



Configuration, PtMP clients in the towers

9 admin :69:F4:D8:AC:33 (CLTower01) - WinBox v6.42.7 on sq 5 (mipsbe)
@ @B8:69:F4:D8:AC:33 (CLTowerD B 6.42.7 on SXTsq 5 (mip
Dashboard

Session Settings

A& Quick Set
1 CAPsMAN
|/ Interfaces
1 Wireless
2 Bridge
®F PPP
=32 Switch
°13 Mesh
sl P

MPLS
42 Routing
452 System
Q Queues
. Files

Log

Safe Mode | Session:|B8:69:F4:D8:AC:33)

Interface <wlan1>

General Wireless HT HTMCS WDS Nstreme NV2 ..
Mode:

Band:

Channel Width:
Frequency:

SSID:

Scan List:
Wireless Protocol:
Security Profile:

v Default Authenticate

¥ J
5GHz-A/N 3
|20/40MHz Ce [+]
5180 ¥ | MHz
'AP_Zone01 -
default s
any *
default ¥

Advanced Mode

Torch

WPS Accept

WPS Client

Setup Repeater

|
[
|
|
| Comment
|
|
|
|
|
|

Scan...

|
|
|
|
|
|
|
|
|
|
|
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Configuration, APs in main Offices

> Clients connected to the first AP

Wireless Tables
Interfaces Nstreme Dual Access List Registration ‘Conned List Securty Profiles Channels

:‘ Y‘ 00 Reset ‘

Radio Name + |MAC Address Inteface  |Uptime  |AP |W...|Last Activit... T</Rx Signal ... Tx Rate | Rx Rate
4pCLTower01 B8:69:F4 wian1 00:00:05 no no 0.980 -50/-29 6Mbps 6Mbps
4pCLTower02 B8:69:F4 wian1 00:00:05 no no 0.990 -50/-27 6Mbps EMbps
4pCLTower03 B8:69:F4 wlan1 00:00:05 no no 0.980 -51/-35 6Mbps 6Mbps
4pCLTower04 B8:69:F4 wian1 00:00:05 no no 0.980 -54/-26 6Mbps 6Mbps




Configuration, APs in main Offices

> Clients connected to the second AP, etc

Wireless Tables
Interfaces  Nstreme Dual Access List Registration ‘Comect List Securty Profiles Channels

=| | Y| |00 Reset‘

Radio Name /' MAC Address Interface AP \W Last Activit... Tx/Rx Signal ... | Tx Rate 'Rx Rate ‘

B8:69:F4 owanl ~~ no  no  0450-50/27  300Mbps-.. 6Mbps

‘ 4pCLTowerD5 69 wian1 no no 0.450 -47/-23 108Mbps-... 60Mbps-4...

‘ 4pCLTowerD6 B8:69:F4 wlan1 no no 0.450 -51/-27 54Mbps 27Mbps-4...

‘ 4CLTowerD7 B8:65:F4 wian1 no no 0.450 -45/-21 48Mbps 6Mbps

‘ 4pCLTower08 B8:69:F4 wlan1 no no 0.450 -49/-25 48Mbps 6Mbps

| 4PCLTower09 B8:69:F4 wlan1 no no 0.450 43/-22 48Mbps 6Mbps

| 4pCLTower10 B8:69:F4 wian1 no no 0.440 -39/-19 48Mbps 6Mbps

| 4PCLTower11 B8:69:F4 wian1 no no 0.430 -40/-16 36Mbps 30Mbps-4...
4PCLTower12 B8:69:F4 wlan1 no no 0.430 -34/-9 24Mbps 6Mbps

| 4)CLTower13 B8:69:F4 wlan1 no no 0.430 -34/-8 12Mbps 6Mbps




Configuration, APs in the towers

The access points in the towers are connected via the
switches with the SXT connecting to the main offices AP so
we need to just enable CAP configuration on them

sinterface wireless cap set discovery-interfaces=etherld

sinterface wireless cap set interfaces=wlanl

sinterface wireless cap set enabled=yes




Configuration, RB4011 main router

On the main core router we create:

One bridge for ethernet connected network

One bridge called bridgeWirelessClients for CAPsMAN

wireless clients

Add IP for both bridges

(optional) Add dhcp-server for both bridges
Configure CAPSMAN in it (next slide)



Configuration, RB4011 main router

CAPsMAN config

scaps—man datapath

add bridge=bridgellirelessClients client-to—client—forvarding=no name=datapathl
Acaps—man security

add authentication—types=wpa-pskuwpaZ-psk encryption=aes—ccmname=securityl
passphrase=>0000xxx

caps—man configuration

add datapath=datapathl mode=ap name=cf gl security=securityl ssid=ContainerField

.-""Il[.‘--EI.DS_ITI-ElI'I manager

set enabled=yes

Acaps—man provisioning

add action=create—enabled master—configuration=cf gl name-format=identity



| CAPSMAN

T

. Interface

-4‘6 tems

CAPsMAN

CAP= Scanner
551D

\MAC Address
4

00:EC:0A:45E1:18
B4:5C:DF:.CA:EAET
43:4B:AA58:F0:B7
50:E1:7B:62:00:4A
00-AE:FA:RD:D1:81
20:A6:0C:2A:58:16
48:2C:AN53:B1:68
BC:A5:8B:EA:B91A
04:D6:AASE: 36:22
70:28:3B.E2:6D:75H
20:47:DA25.08:65
CC:3A:61:8E:45:D3
40:D3:AE:56.BF A4
h8:40-4E3E:F9-35
80:58:F3:18:E0:D4
68:E7.CZBD:1B: 7B
F3:38:80:AF.D7-AC

[EAP Identty | Tx Rate

263.2Mb...

150Mbps...

433 3Mb...
SMbps
72.2Mbp...
6Mbps
72 2Mbp...
433 IMb...

155Mbps...

433 3IMb...
72.2Mbp...
72 2Mbp...
252 5Mb...
72.2Mbp...
35Mbps-...
43 3Mbp...
&Mbps

115.5Mb...

CAP Inteface Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access List  Rates

R Rate

150Mbps...
351Mbps...
130Mbps...
72.2Mbp...
6.5Mbps-_.
T2 2Mbp...

&EMbps
12Mbps

433.3Mb...
72 ZMbp...
72 2Mbp...
433.3Mb...
72 2Mbp...
14 4Mbp..
159.5Mbp...
&.5Mbps-...
130Mbps...

Remote CAP  Radio

:T:-: Signal :H:-: Sig... .Llptime

-37
-48
-38
-32
-7
-3
-59

Registration Table

Tus/Rx Packets
00:20:38.38 201/191

" 00:042130 17 044711525

01:31:47.48 31 0B80/58 863
01:45:19.29 575 658/233 447
00:01:.07.01 37/62
00:00:53.32 7 4463 317
00:01:17.02 2/22
00:30:41.93 12 200,59 007
00:19:29.92 5 010/5 115
00:38:08.60 32 214113319
00:36:59.82 22 313212 036
00:43:59.21 11 473/8 087
00:43:19.55 23 553/107 431
00:04:41.55 4 041/2 136
00:16:38.98 17 496/12 443
00:37.08.28 100 153/26 534
00:45:19.09 65 959/60 751
00:00:24.35 50142
00:10:10.10 22 46314105

| Tx/Rx Bytes [ b
175KBA7IKE =
22 IMiB/1765.2 ...
120.0 MiB/13.3 MiB
820.3 MiB/16.0 MiB

16.5 KiB/7 .4 KiB
9.7 MiB/393.1 KiB
334 B/3814 B
1417.5 KiB/123.5...
2037.7 KiB/955.6...
421 MiB/32536 ...
29 3IMiB/21472
10.3 MiB/1478.1 ..
24.5 MiB/127.3 MiB
4463.0 KiB/354.2...
18.6 MiB/2121.3 ...
123.5 MiB/3244 5. .
12.5 MiB/5.6 MiB
23.7 KiB/20.5 KiB
26.3 MiB/408259 .. -




Configuration, other equipment

Wireless Wire Dish 60GHZ comes by default with bridge
configuration, so we don't have really anything to do there,
except creating username/pass for secure login, upgrade, etc

All IP cameras and NVR are vendor specific operations to put
them in the same subnet so the NVR can get video signal
from the cameras

Fire Alarm equipment also gets configured to connect via the
network for remote notification alarms



‘ Equipment

Other equipment, that includes: cables, UPS, boxes to mount
equipment in the towers, and even bolts and screws, should
be industrial grade and as much resistant to the harsh
environments as possible.



Monitoring

Because of the production critical nature of the setup, it is

always advised to put up a monitoring server for the
equipment

Container Field - CPU Utilization
160

a0
G0

40

Percent

20

Wed 0O:00 Wed 06:00 Wed 12:00 Wed 12:00
From 201%/05/14 20:21:08 To 2019/05/15 20:21:08

Bl CPU Utilization Current: 3 Average: 2 Maximum: 7



Monitoring

Container Field - Voltage&Temperature

N Voltage, Board and CPU Temperature
E 40 T, pu—
[S-)
. 30
n 20
I
5 10
=
D .
Wed 00:00 Wed B6:00 Wed 12:00 Wed 18:00
From 2019/85/14 20:18:54 To 2019/05/15 20:18:54
O volts Current: 23.95 Average: 23.94 Maximum: 23.98
M Board Temperature Current: 42 .50 Average: 42 .01 Maximum: 43 .A0
CPU T t C it 56.008 A 3 55.78 Maxi . . .
= EMPErature Hrren At s pa! I Container Field - CapsMan Registration Table
= "
o ol : L
w g0 | T o Tl i et W .I . .. ___N\-r'. 1.
T 60 { A e |
5 - Wl W T ¥
o v
= 40
Pl
[=1]
L 20
-
w o e
; Wed 00:00 Wed 0G:00 Wed 12:00 Wed 18:00

From 2019/05/14 20:158:09 To 2019/05/15 20:18:09

Wireless Registered Clients = g, ..c veere

Current: 59 Average: 75 Maximum: 96
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Conclusion




n Conclusion

MikroTik equipment has proven itself as the right choice for
industrial installations

When in production critical and harsh environment, carefull
selection of equipment must be done

Monitoring is a must



nat is all.
nanks for your attention!

Any question?

aldo.frasheri@gmail.com




