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- First MUM in Prague 2006

S ine viggest MUM In 2014, Inaonesia™="2aEd
people (or 201527?7?)
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MikroTik at the MUM

* Arnis Riekstins (CTO)

Edmunds Aperans (Sales, Training,
Academy)

*Martins Strods (Support, Hardware,
Scripting, Tunnels)

»Janis Megis (Support, Training, Packet Flow,
Fast Path, Queues, Firewall)




Whny us?

*19 years experience of developing networking
software and hardware

*Millions of RouterOS powered devices
currently routing the world

»Over 22’000 RouterOS trained and certified

network engineers around the world



Hardware and Software

» More than 200 different hardware products
available now

» Our products cover all possible networking
needs

» Almost identical operating system across all
oroducts — MikroTik RouterOS

»Learn how to use one MikroTik product and

you will know how to rate use them all



L earn MikroTik

» Thousands of pages of documentation,
examples, application notes and guides

» Helpful and active user forum

» Worldwide network of certified consultants,
trainers and training centers

 More than 1600 training classes last year
» More than 250 MikroTik Academies

(~100 here in Indonesia)
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“Vocational schools

- Other institutions which offer semester

S CE colirses



MikroTik Academy

Reqguirements:
Motivation
*Space and all the equipment needed
for the labs
* Appropriate Internet access
‘MikoTik Academy Trainer

» Approved training materials



Academy Trainer
Reqguirements:

-Must be a lecturer at the educational
Institution

*MTCNA certificate (score at least 75%)
»Any MikroTik engineer level certificate
(score at least /5%)

» Appropriate teaching skills
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Special thanks
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AINFOMEDIA
www.mikrotik.id
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NAP lite

- \ery affordable home Access Point "

.’-—l [

» Full RouterOS functionality

» 2.4GHz dual chain 802.11b/g/n
SZREaST Ethernet ports
geswviSz CPU

» Powered by 5V (microUSB)




NAP

Blitiprovea popular RB951-2n

» 2.4GHz dual chain 302.11b/g/n |

-5 Fast Ethernet ports < -,
.650Mhz CPU » ey, A
» 300MHz DDR2 RAM
- U Sishiole]at

R E i and PoE-out on port 5




NEX lite

*Very affordable home Ethernet EXchange

router

vz CPU (o/c up to 1GHZz)
»+ 300MHz DDRZ2 RAM

*Improved popular RB750
* 5 Fast Ethernet ports




i farets
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$59.95



NEX POE lite

* Improved popular RB750UP
EREaisi Etnernet ports ~
.650Mhz CPU > = Ry
.300Mhz DDR2 RAM | @l
ool GLO] i
| /G]=id

- 4 PoE-out ports with max PoE-out current —

1A per port, or 2A total $59.95



'50P Series in outdoor box

o

Ethernet ports

» Weatherproof

- Pole mountable

$69



WAP

» Small weatherproof wall Access Point

-360 degree antenna S
* Ix 100Mbps port y ‘f"-:;;? ==
+2,4GHz dual S

%

chain 802.11 b/g/n
- Black and white

Version Q







R R 1009 PC

e (GHz TILERA CPU (o/c up to 1.2GHZ)

gSilent, passive cooling case

ERICEDIE Ethernet ports, 1SFP and 1 SEP = GEiSis

IR Sd S? 0 S S o S ST ST ST ST ST ST ST ST ST ST ST NN NT S .\ Cloucd! Core Router
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7 fg l | E /_l [ 20Mbps A
aSFps+s3 = SFPr a2 8FPss00 SFPs s BFP+? 02 SsFP+a44 ETH! usaz .~ 2 usAa) RESET SMART CARD

mercere [GHz TILERA'CPU o/ CUp Ion RS
- Dual redundant hot-swap PSL

Re R cages and | Gigaoit Bicince e
- 16GB ECC RAM

$3050



CCR1072-1G-BS+

CCR1072-1G-BS+

~ Mode

Bridging
Bridging
Routing
Routing

Routing

none (fast path)

25 bridge filter rules
none (fast path)

25 simple queues

25 ip filter rules

Configuration

none (fast path)

25 bridge filter rules
none (fast path)

25 simple queves

25ip filter rules

Tile 72 Core (1200Mhz, DDR1600) Max possible throughput

1518 byte

kpps Mbps
6,502.0 78,960.3

6,502.0 78,960.3
6,502.0 78,960.3
6,502.0 78,960.3

5,247.6 63,726.9

512 byte

kpps
18,790.0

9,099.2
18,790.0
13,500.0

6,125.5

Mbps
76,963.8
37,270.3
76,963.8
55,296.0

25,090.0

Tile 72 Core (1000Mhz, DDR1600) Max possible throughput

1518 byte

kpps Mbps

6,502.0 78,960.3
5,764.8 70,007.7
6,502.0 78,960.3
6,502.0 78,960.3
4664.7 56,648.1

512 byte

kpps
18,790.0

8,240.2
18,790.0
11,073.5

5,200.3

Mbps

76,963.8
33,751.9
76,963.8
45,3571

21,300.4

kpps
119,047.6

10,432.3
94,668.4
13,683.5

6,104.0

64 byte
kpps
98,873.5

8,866.3
76,201.0
11,444.4

5321.0

Mbps
60,952.4
5341.3
48,470.2
7,006.0

3,125.2

Mbps
50,623.2
4539.5
39,014.9
5,859.5

27244



5521 (10D

- Bidirectional SFP+ 10G module kit
- Two SFP+ modules

»Up to 10KM distance

$34



RS [12-3G-45-IN

* Small size desktop switch
4 SEP cages and 8 Gigabit Ethernet ports

)
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$139
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+720MHz CPU
-300MHz DDR2 RAM
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kgﬁ@rafdev

e e

Pz CPU
300MHz DDR2 RAM
One Gigabit Ethernet port

$179
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~ +802.T1ac upgrade for 5X
r + /20Mhz CPU -
- DDR2 RAM
+17dBi




quickMOUNT

- Basic wall/pole mount adapter for small

DOINt-to-point and sector antennas

»|ldeal for mounting two SXT units in

y

FEEECErSetup

* special composite material - anvilNITE
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» special composite material - anvilNITE $9 50






AP ac lite

» Our first dual-band home AP
g4 GHz dual chain 802.11b/g/n
» 5GHz single chain 802.11ac
EEREES I Etnernet ports

* 650MHz CPU ~

B
Owg, I

- 300MHz DDR2 RAM
S ele]a

BReEinicnd PoE-out on port 5




BAP ac

» Our first Gigabit dual-band home AP
» 2.4GHz high power 3 chain 802.11b/g/n
» 5GHZz high power 3 chain 802.11ac
BRGIgaoit Etnernet ports & 1 SFP cage
gz CPU
» 300MHz DDR2 RAM
S B port

@ eEnicnd PoE-out on port 5




R11e-5Hacl

*miniPCle card with 5GHz 3 chain 802.11ac

» Upgrade your existing devices to 802.11ac
standard

* MMCX connectors




RB3011 Series

slpgrade for RB2011 Series

* Dual core 1.4GHz ARM CPU

B eGICa0it Ethernet ports and 1 SEP cage
»miniPCle slot (replacing built-in wireless carad)
»More than 2x performance

geeE @l (Upto 0,7A) on etherld

B —aliar size L/SB3




BES011 Series
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RB3011 Series

i
2345

o —— e T __.____._____.__.____-.___ —
—

+RB30T1UIAS-RM: $179
»RB301T1UIAS-2HND-IN: $199
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- Can be purchased from our worldwide distributor
network






ROMON

» Router Management Overlay Network

gSecure Layer 2 style access to all MikroTik ROUTEREE
devices

» Works similar to neighbor discovery only over

multiple hops

» Discover, manage and upgrade your entire remote

network with an easy to use tool

- More info in our manual:
http://wiki.mikrotik.com/wiki/Manual:RoMON




WinBox 3

@ WinBox v3.0rc16 (Addresses) —

File Tools

Connect To: |10.5.100.203 Keep Password
v| Secure Mode
Login: |admin
Autosave Session
e [ Open In New Window
Session: |<own: ¥ || Browse...
Mote: | Flatais
Group: " *
RoMON Agert: | ®
Add/Set Connect To RoMON Connect

Managed Meighbors

T Refresh Sind

MALC Address |P Address |dentity Version Board
— CRS125-24G-15-2HnD

00:0C:42:00:.C4:.D2 10.5.100 254 Mikcro Tiks 6.33rc16 festing) CRS5125-243-15-2HnD
— RB951-2n

D4:CA:6D:2D:88.CE 10.5.100.154 Mikcro Tike 6.33rc16 festing) RB%51-Zn

D4:CAED:2F-47-C0 10.5.100.155 Mikcro Tike 6.33rc16 festing) RB%51-Zn

D4:CAED-7C:FACE 10.5.100.156 Mikcro Tike 6.33rc16 festing) RB%51-Zn
— X386

2C:41:38:B7.7B:E1 10.5.100.203 Flatais 6.33rc16 ftesting) %86

D4:CAED:13:7EAT 10.5.100.200 Shaurais 6.33rc16 festing) %26
& items




jeieen, Save, Import, Expo
password) to yo
*Load, Save and
oreferences

Eise any
ROMON
* Discove
ROMON

WinBox 3

U device
Manage your session layout

t and Protect (set
IStS

MikroTik RouterOS device as

g ent
rall ROMON
agent's conr

*Connec
devices

siacioles

nected r

Cto internal
via WINnBox

devices in the
etwork

ROMON enablead



Without FastTrack

ﬁﬂﬁjﬂ“!ﬂ Mangle Senvice Pots Connections Address Lists  Layer7 Protocols

_||7 |r'_] Tl 00 Reset Courters || 00 Reset Al Counters. | i | [forward I:;I
BES E Action Chain S, [Dat. . [Protocel [Se. . Dt [in. k2|0t 1. |Btes Packets v
| A defa_lmnﬁg.lm'an == :
1UiAS-2HNnD G — Pt Farreg |
Rt =i+ default configuration MName | Usaoe vl
1 Rdop forward 440 I
N . default configuration 245 1N
R —-r'a | O n 2 K drop forward 125 1
1050
i1 651
10}
e AP a_ 10
e lw[IP Forward | gg
ilff::dmﬁaﬁms = [EE
. hd |
= T =
|w Secure 5 :
| | | |
A - A ICPU ¢ |Load (%) [IRQ (%) |Disk (%) |||
; cpul 100 3 0
v Allow Fast Path

RP Fiter: inc- 3 |

i P Stream) [ TCP SynCookies

1 item

Max ARP Ertries: (8192 | [l e o k55

FEPU0ad: e e — -
. R \Tx Packet {p/s})  |RxPacketp/s) | v

o I 5.7 Mbps 358 bps 15293 1

o b st L : .7 Mbps 3588 Mops 15294 29924

< ) 358 8 Mbps 7.3 Mops 29910 15278

1 00 A) LIPﬂFaelPﬂ:hk:lm:l O Qi - 5

IPvé Fast Path Packets: |0 | 0bps 0 bps 0 0

— ¥ Obps (bps 0 0

A IPv4 Fast Path Bytes: 0B | 0 bps Obps 0 0

: 0 bps O bps 0 0

) || IPv4 Fasttrack Active Obps D bps o 0

il 0 bps 0bps 0 0

IPv4 Fastirack Packets: ,}ul .| e s 7 G

44(y IPvé Fasttrack Bytes: |0 B | 0bps 0bps 0 0

-12 items




With Fastlrack

do FiEfHIjHEN.&T Mangle Service Ports Connections Address Lists  Layer7 Protocols

“':_‘ . 4= v % @ T/| 00 ResetCounters 00 Reset Al Counters | | Find forward | ¥ |
e 3 4| Action Chain Src. .. Dst... Protocol Src... Det... In.int..|Owt |. |Bytes  |Packets | v
N 1 defauk configuration ' i
011UiAS-2HND — | B
) . default configuration Mame | Usage T |
o { 1 ' accept forward sthemet 360 IR
1. - . . defaull corfiguration idle 165
U ra | O n 2 K drop forward bridging 130 0
. : i :;; default corfiguration networking 125 0
- SN 3 ¥ drop forward wireless g0l
4 B e unclassified 651
t Home AP el 6ol
Lo . [wiTE Eorward | oK management 101
J Y E— profiling 05|
T winb
1put: e, =) ™ =
C 8
o . Apply E— |
e v Secure Redirects | ] Ill |—||
e - CPU_ / [Load (%) [IRQ (%) |Disk (%) [|v]
B e R
JIVIDPS "
o 3 onaelails RP Fiter: |no ¥ =
one TCP stream) TP ks
Max ARP Entries: |8132 f piia Borstens | ETE
+ CPU load: s o -
. R |Tx Packet fp/s)  |RxPacketp/s) | v
. 12.0 Mbps 368 bps 37214 1
o ICMP Rete L 10 ! 18.0 Mbps 890.6 Mbps 37215 73857
' , 890.6 Mbps 17.9 Mbps 73848 37 203
86 /o [ IPv4 Fast Path Active i i 5 =
IPv4 Fast Path Packets: |0 | Obps 0bps 0 0
= Obps (bps 0 0
. . IPv4 Fast Path Bytes: DB | Obps Dbps 0 0
gilic ol CPU (03 - e —
A [v IPv4 Fasttrack Active 0 bps 0 bpa 0 0
J 0 bps 0 bps ] 0
IPvd Fastirack Packsts: |91 ?:.11.553 J s s 5 5
6 % IPvé Fastirack Bytes: |84.5 GiB J Obps Obos 0 0

I12 items
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ch & (onntrace =

ed as action for firewall

o

i ]

u| -|I|.I|'a.: e
N

J &

-.:I

‘maintain connection tracking table



fkact [racls

1F Settings BIE

IF Forward

Firewall

Fiter Rules | NAT Mangle Service Pots  Cormections  Address Lists  Layer7 Protocols

ofe (== || % O || |vv Reset Courters || uw Reset Al Counters Cind Forward: o
b= Action Chain Src...|Dst...|Prot... | Src. Port |Dst. Port [In. |..|Out.... |EByes Packets | s
:» Drop new connections from irtemet that is not dst-natted &
52 & drop Forward eth... 0B 0
; fasttrack connections that have related and established packets
53 b fasttrack connection  forward
- accept related and established packets
h4 & accept Forward 202MB 3153850
.. drop invalid packets
55 & drop Farward 40.5 KiB 765
. drop data to bogon |1P's
56 & drop Forward brid... “43.0 KiB 2398
> Drop all other local subnets
57 & drop forward 119... brid... 0B 0
- drop data from bogon |P's
58 o drop Forward eth... 0B 0
.. jump to vinuses chain -
Sitems out of 335 (1 selected)

|Pv4 Fasttrack Active
IPv4 Fasttrack Packets:@ 15 773 551

|Pv4 Fasttrack Bytes:§ 15.1 GiB




RouterQsS version types

* Bugfix — stable Route

known bugfixes incluc

rOS vb version withrell
ed

- Current — RouterOS v6 version with the |latest set

Bl icd features and

fixes

* Release candidate — RouterOS vo version to try-
out and test fresh features and fixes
 Development — RouterOS v/ beta versions (not

available yet)

- Legacy — RouterOS V5 latest version



_ite cycle

Bughfix only




Dﬂwnl ui‘-‘;l:i'kroTik software products

RouterOS Please select version: Bugfix (6.30.4) v
: : Bugfix (6.30.4)
Please choose your instruction set: Current (6.32.2)
Legacy (5.26)
mipsbe BaseBox, CRS series, NetBox, NetMetal, PowerBox, QRT, RB4xx series, RB__Release candidate (6.33rc16)

DynaDish, RB2011 series, SXT, OmniTik, Groove, Metal, Sextant
pPpc FRB3xx series, RB600 series, RB800 series, RB1100, RB1000
x80 PC / X86, RB230 series
ﬂ]fpS.fE RBlxx series, RB5xx series, Crossroads
tile CCR series

SMIPS  hAP lite

SwitchOS

switches RB250GS, RB260GS, RB260GSP

By downloading any of the Mes on his page, you agree Lo the bernms and oondiLions



Check tor Updates

T Check For Updates i Checl For Updates
Name Version Channel: |bugfix only ¥ OK
& option £.33c16 budgfix an
S routeros-mipsbe  6.33c16 - &— Download
S advancedt.. 6.33c1g | StAIed VESION: | ioace candidate
& dhecp 6.33rc16 Latest Version: -S2yElopment Download&install
hiotspaot 63316
Bipvb 23e1% | What's newin 630 4 (Aug 25 15-12559:46) ~
S ppp 6.33rc16 *) bridge fastpath - fieed updating bridge FOB on receive (could cause TX traffic flooding
routing 6.33rc16 on all bridge ports)
& security £.33c16 *) bonding fastpath - fixed possible crash when bonding master was also a bridge port
& system £.3%c16 *} usermanager - fixed zoom for user-manager homepage when mobile devices used
: *Itoal fetch - dont tim jftp leading slashes
Eﬁlfl?fff_rlz E%ﬂ}ﬂf *) conntrack - fieed problem with manual connection removal
eledady (B0 T ) winbox - restrict change dynamic interface fields
*}romon - fieed crash on SACKed tr segments
) route - fixed crash on removing route that was aggregated;
*)ipsec - fixed crash in when gcm encryption was used
“lipsec - allow to set peer address as "/ 0"
*)ipsec - fived empty sa-src address on acquire in tun mode
*)ipsec - show proposal info in export ipsec section
*)ipsec - preserve port wildcard when generating policy without port ovemide
*)ipsec - fix replay window, was accidently disabled since version 6.30;
13 tems What's new in 6.30.3 (2015-Jul-24 08:06):

factony-onty release

What's new in 6.30.2 (2015-Jul-22 11:17):

*)pptp & |2tp - foved problem where android client could not connect i W

Mew version is available




CHR

Cloud Hosted Router

» Special virtual machine image tor VMware,

itiaiBox, HyperV, Qemu and more
*No traditional license key
IMDIt limit per interface = free use

- Unlimited subscriptions coming soon

- All info @ http://forum.mikrotik.com



Newest Features

» FastPath support for MAC-winbox, MAC-telnet,
raffic Flow

» COA support for PPP
@R support for MTU > 1492

» All Tunnels support DNS name as remote
address

»Improvements tfor 802.11ac chip-set single

connection TCP pertormance (802.11)



Need help?

- Ask a local distributor
- Read the manual wiki.mikrotik.com
- L ook/ask on the forum.mikrotik.com

‘Email support@mikrotik.com

‘Hire a consultant

» Attend a training class or join an Academy
class in a University
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