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Pemisahan Traffic Browsing & Game




Tujuan Pemisahan

- Agar ada skala prioritas antara Traffic Game dan
Browsing

- Ketika ada yang Streaming maka Bandwidth
Game tidak akan terganggu



Pemisahan Traffic

Untuk scenario ini , ada beberapa hal yang perlu
dikonfigurasi , seperti :

= Marking Paket Game dan Browsing ( Mangle )
= Management Bandwidth :
= Konfigurasi PCQ Upload dan Download

= Konfigurasi Queue Tree untuk Game dan Browsing (

Download/Upload)



MANGLE

- Mangle adalah cara untuk menandai ( marking ) paket
paket data tertentu. Tanda tersebut dapat diterapkan di

fitur fitur mikrotik lainnya .

- Marking ini hanya bisa digunakan pada router yang

sama dan tidak terbaca di router lain



Penggunaan Mangle

- Ada 3 Jenis Marking yang dapat digunakan di

MikrOtik ) yaitu : Qlll:llll
FIREWALL
. MANGLE MARK
» Connection Mark [ l
»Packet Mark e - fEeecieiy
»Route Mark — T
— P ROUTING
> STATie ROUTE)




Topology Jaringan




Langkah Konfigurasi

- Tandai Koneksi dan Packet dari setiap Game

- Untuk menandai Koneksi game bisa berpatokan pada
Protocol dan Port Setiap Game

- Untuk mengecek Protocol dan Port Game bisa dilakukan
secara manual dengan fitur Torch. Atau bisa di cari
internet



Jenis Chain pada Mangle

 Prerouting
 Input
 Forward
 Output

* Postrouting
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Pemilihan Chain pada Mangle
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INTIEPRII-—ELCE Sumber : Mikrotik KungFu Kitab 3 INTERFACE
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Mangle Untuk Game.

Konfigurasi Mark-Connection untuk setiap Game

Mangle Rule <172.16.11.0/24-=27000-27050:

General |Mvanc:ed Exdra Action Statistics | oK |
Chain: [forward 4] |  Cancel |

Src. Address: [ |[172.16.11.0/24 |~ || Aoply |

Dst. Address: | |~ | Disable |
Protocol: [1[17 (udp) [$]4 || Comment |

Src. Port: | B ¢ | Copy |

Dst. Port: [1|27000-27050 4 || Remove |

Mangle Rule <172.16.11.0/24->27000-27050:

Genersl Advanced Bdra Action | Stafisics | oK |
Action: |mark connection " * | | Cancel |

[ ] Log | Apply |

Log Prefix: | | i | Disable |

New Connection Mark: |Knneksi-Game " * | | Comment |
Passthrough | Copy |

[ = I
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Mangle Untuk Game.

Konfigurasi Mark-Packet untuk Koneksi-Game

Mangle Rule <>
General ‘Mvanc&d Bdra Action Statistics
Chain: |forward =] Cancel
Src. Address: | | Aoply
Packet Mark: | |-
Connection Mark: [_||Koneksi-Game (%] a
Routing Mark: | |~

Mangle Rule <=

Genersl Advanced Bdra  Action ‘Statistics
Action: | mark packet =] Cancel

O Log

cape| -

Mew Packet Mark: |PAKET-GAME =]

] Passthrough
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Mangle Untuk Game.

Firewsall

Filter Fules  NAT Mangle | Service Ports  Connections  Address Lists = Layers Protocols
[#|[=] [«][s2] [=] | = Reset Counters || 00 Reset Al Counters |

# | |Action |Chain \Src. Address \Dst. Address |Proto... |Src. Pot | Dst. Port In. Inter...|Out. Int... |Bytes  |Packets |
o AYD DANCE
0 S mar... forward 172.16.11.0/24 & ftop) 18501-18509 0B 1]
.. Counter Strike
1 #mar... forward 172.16.11.0/24 & ftcp) 36567.8001 0B 0
2 S mar... forward 1721611.0/24 17 ... 2001 0B 1]
. Dragon MNest
3 S mar... forward 172.16.11.0/24 & ftop) 14300-14440 0B 1]
4 S mar... forward 17216.11.0/24 & ftop) 14400-14401 0B 1]
5 #mar... forward 172.16.11.0/24 17 {u... 15100-15150 0B 0
.. Lost Saga
& S mar... forward 17216.11.0/24 17 (... 14009-14026 0B 1]
7 S mar... forward 172.16.11.0/24 & ftop) 14009, 14010 0B 1]
:» Point Blank
g #mar... forward 172.16.11.0/24 & ftcp) 35150 0B 0
9 S mar... forward 1721611.0/24 17 ... 40000-40010 0B 1]
o Dota 2

10 S mar... forward 172.16.11.0/24 17 ... Z7000-27050 0B 1]

11 S mar... forward 17216.11.0/24 17 (... 438034784 0B 1]

12 #mar... forward 172.16.11.0/24 & ftcp) 27014-27050 0B 0
. Chaos Online

13 S mar... forward 17216.11.0/24 & ftop) 30000-30050 0B 1]

14 S mar... forward 172.16.11.0/24 17 ... 20000-20020 0B 1]
. PACKET GAME OMLINE

15 A mar... forward 0E 0




Mangle Selain Game

- Untuk mangle selain game ini akan cukup
mudah , tinggal membuat rule dari koneksi

semua client selain dari mangle game diatas.



Mangle Untuk Selain Game

Konfigurasi Mark-Connection untuk SELAIN Game

Mangle Rule <172.16.11.0/24=

General |M'~ranc:ed Extra Action Statistics | oK |
Chain: |forward [#] | cancel |

Src. Address: [1[172.16.11.0/24 & || Apply |

Dst. Address: | I | Dsable |

Mangle Rule <172.16.11.0/24=

Genersl Advanced Edra Action | Statistcs | oK |
Action: |mark connection || * | | Cancel |

[] Log | Apply |

Log Prefoc: | | h | Disable |

New Connection Markc: | KONEKSI-BROWSING =] | Comment |
Passthrough | Copy |




Mangle Untuk Selain Game

Konfigurasi Mark-Packet untuk Koneksi-Browsing
Mangle Rule <> =] E3

General |Mvanc:ed Extra Action Statistics | 0K |
Chain: forward [#] || Cancel |
Src. Address: | |~ || Apply |
4
Packet Mark: | s
Connection Mark: [ | KONEKSI-BROWSING E2PS
Routing Mark: | | =7

Mangle Rule <=

Genersl Advanced Exra Action | Stafistics | 0K |
Action: |mark packet " * | | Cancel |

[ Log | Apply |

Log Prefic: | | h | Disable |

Mew Packet Mark: |Paket-Erowsing " ¥ | | Comment |

[ ] Passthrough | Copy |




Firewall

Hasil Akhir Marking .

Filter Rules NAT Mangle |Sewic:e Ports Connections Address Lists  Layer? Protocols

|| =] | «|| &2 T | | i= Reset Counters || 00 Reset All Counters

# | |Action |Chain |Src. Address Dst. Address |Proto... |Src. Port | Dst. Port In. Irter... | Out. Irt... | Bytes \Packsts |
o AYOD DANCE
0 #mar... forward 1721611.0/24 & ttep) 18501-18505 0B 1]
. Courter Strikee
1 & mar... forward 172.16.11.0/24 & tcp) 365678001 0B 0
2 #mar... forward 1721611.0/24 17 u... 2001 0B 1]
:» Dragon Mest
3 & mar... forward 172.16.11.0/24 & tcp) 14300-14440 0B 0
4 #mar... forward 1721611.0/24 & ttep) 14400-14401 0B 1]
L] #mar... forward 1721611.0/24 17 (u... 15100-15150 0B 1]
:i: Lost Saga
& #mar... forward 1721611.0/24 17 {u... 1400514026 0B 1]
7 #mar... forward 1721611.0/24 & ttep) 14009 14010 0B 1]
::: Point Elank
2 A mar... forward 172.1611.0/24 & tcp) 39150 0B 0
9 #mar... forward 1721611.0/24 17 {u... AD000-400110 0B 1]
i Dota 2

10 & mar... forward 172.16.11.0/24 17 ... 27000-27050 0B 0

11 #mar... forward 1721611.0/24 17 u... 43803478 4 0B 1]

12 #mar... forward 1721611.0/24 & ttep) 27014-27050 0B 1]
. Chaos Online

13 #mar... forward 1721611.0/24 & ttep) J0000-30050 0B 1]

14 #mar... forward 1721611.0/24 17 (u... 20000-20020 0B 1]
. PACKET GAME ONLINE

15 #mar... forward 0B 0
o BROWSING

16 S mar... forward 172.1611.0/24 0B 1]

17 A mar... forward 0B 0



About Passthrough

Firewall

Filter Rules MNAT Mandle | Service Pots  Connections  Address Lists  Layer7 Protocols
L &= T Reset Counters || 00 Reset All Counters
# Action  |Chain Src. Address Dst. dddress | Proto... [Src. Port |Dst. Port In. Inter...|Out. Int... | Bytes Packets
o BYO DANCE
0 # mar... forward 17216.11.0/24 & {tcp) 18501-18%09 ] 1]
. Courter Strikee
1 # mar... forward 17216.11.0/°24 & ftcp) 65678001 0B 1]
2 # mar... forward 17216.11.0/24 ... 200 DB 1]
:» Dragon Mest
3 # mar... forward 17216.11.0/°24 6 ftcp) 1430014440
4 # mar... forward 17216.11.0/24 & ftcp) 14400-14401
5 # mar... forward 172.16.11.0/24 ... 15100-15150
:i: Lost Saga .
5 #mar... forward 172.16.11.0/24 7 ... 1400914026 Mark= Koneksi
el & {tcp) 14009,14010 Game
& ftcp) 39150
# mar... forward ™ 11.0/24 v 7 .. A0000-40010
;: Dota 2
10 # mar... forward 17216.11.0/°24 7lu... 27000-27050
11 # mar... forward 17216.11.0/24 ... 438034784 .
1i cj-,a.:.fgjnn?i:,; forward 172.16.11.0/24 6 ftcp) 27014-27080 Mark= Packet
13 # mar... forward 17216.11.0/24 \l/ 6 ftcp) 30000-30050 Game
14 # mar... forward 172.16.11.0/24 7lu... 20000-20020
o PACKET GAME OMLIME
15 # mar... forward
;» BROWSING
16 # mar... forward 17216.11.0/24 DB 1]
17 A mar... forward 0B 0

Passthrough = No
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About Passthrough

Firewall

Filter Rules MNAT Mandle | Service Pots  Connections  Address Lists  Layer7 Protocols

L (=1 | | | = ResetCounters | 00 Reset All Counters

# Action  |Chain Src. Address Dst. Address |Proto... [Src. Port  |Dst. Port In. Inter...|Out. Int... | Bytes Packets
oo AYD DANCE
0 #mar... forward 172.16.11.0/24 B ttcp) 18501-18909 0B 0
. Courter Strikee
1 #mar... forward 172.16.11.0/24 & tcp) 36567.8001 0e 0
2 mar... forward 172.16.11.0/24 17 ... 2001 0B 0
:» Dragon Mest
3 mar... forward 172.16.11.0/24 6 tcp) 14300-14440 0B 0
4 mar... forward 172.16.11.0/24 B ttcp) 1440014401 0B 0
5 #mar... forward 172.16.11.0/24 17 ... 15100-15150 0B 0
:i: Lost Saga
B mar... forward 172.16.11.0/24 17 ... 1400914026 0B 0
7 #mar... forward 172.16.11.0/24 G ttcp) 14009, 14010 0B 0
.1 Point Blank
8 mar... forward 172.16.11.0/24 6 tcp) 359150 0e 0
9 #mar... forward 172.16.11.0/24 17 ... 40000-40010 0B 0
;: Dota 2

10 #mar... forward 172.16.11.0/24 17 ... 27000-27050 0

N Pmar 17 1. eyl Mark= Packet 0

IS Passthrough = Yes 6 ticp) 27014-27050 Game
:i: Chaos Onlind

13 #mar... forward 1721611.10 & ftcp)

14 # mar... forward 172.16.11.0/24 17 ...
- PACKET GAME ONLINE Mark= Packet

15 # mar... forward G
s BROWSING BrOWSIHg

'I'II':I #mar... forward 172.1611.0/24
17 # mar... forward 0B 1]




Management Bandwidth

Untuk contoh disini saya menggunakan Akses Internet
sebesar 5Mb

Akan dibagi mejadi :

4 Mb Browsing
1 Mb Game
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CQueue Type <PCA-Download:

Type Mame
Kind

Rate:

Limit:

Total Limit:

Burst Rate:
Burst Threshaold:

Burst Time

Konfigurasi PCQ

Simple Queues | Interface Queues  Queue Tree  Queue Types |

E | PCQ-Download

 |peq

- Classffier
[ Src. Address
[] Src. Port

Dst. Address
[ ] Dst. Port

Src. Address Mask:
Dst. Address Mask:
Src. Addressé Mask:
Dst. Address6 Mask:

Type Name
Kind

Rate:

Limit:

Total Limit:

Burst Rate:
Burst Threshold:

Burst Time

- | PCQ-Upload

: |peq

- |D0:00:10

- Classifier

Sre. Address
[] Src. Port

[] Dst. Address
[] Dst. Port

Src. Address Mask:
Dst. Address Mask:
Src. AddressE Mask:
Dst. Addressé Mask:




PCQ-Classifier

192168102 )

192.166.10.3

192.1656.10.4

192.1656.10.5

192.166.10.6

192.166.10.7

B

Upload
Src-Address = 192.168.10.X




PCQ-Classifier

192168102 )

192.166.10.3

192.1656.10.4

192.1656.10.5

192.166.10.6

192.166.10.7

B

Download
Dsi-Address = 192.168.10.X
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QUEUE TREE

Pemberian Total Download dan Upload

[=1/E3
Simple Queues  Interface Queuss Queus Tree |l]ueu&Typ&a
Queve <Total Dowrload> [m]|E3| | Gueue <Total-Upload:
General |Staﬁsucs | 0K | General |Statisti::s | oK |
Name: |Total Download /| Cancel | Name: | Total-Uload ||| Cancel |
Parent: |sther2 [E3 | enky | Parent: |stherl [#] | Apply |
PacketMarks: | |% [ Deabe | Packet Marks: | - | Dkabe |
Queue Type: |defaut [#] | comment || QueueType: [defaut [#] || Comment |
Priority: |8 || Copy | Priority: |8 || Copy |
Limit A: | | bits/s | Remove | Limit At: | v bits/s | Remove |
Max Limit: |5M |« bits/s | Reset Counters | Meoc Limit: | 1M | & bits/s | Reset Counters |
Burst Limit: | v bits/s | | Reset Al Counters | Burst Lim: | |~ bits/s | | Reset All Counters |
Burst Threshold: | | ¥ bits/s Burst Threshold: | | w bits/s
Burst Time: | v s Burst Time: | ¥ s
enabled enabled
|




Parent Untuk Upload dan Download

Mangle | Mangle .| Mangle | HTB Simple
Prerouting | Forward "|Postrouting | clobal Queue
F)
Queue Upload ¥
Interface
1M HTE
v >
INPUT OUTPUT
Interface Interface
ether 2 ether 1
OUTPUT INPUT
<€ [nterface Queue Interface
1 Download 5M
Interface
HTB
X
4
Simple | HTB ) Mangle Mangle | Mangle
Queue | Global | Postrouting | Forward | Prerouting

Sumber : Mikrotik KungFu Kitab 3
Rendra Towidjojo
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QUEUE TREE

Pemberian Bandwidth DOWNLOAD untuk Game dan Browsing

: m[E3)Y Queue <Game-Download:
| General |5tati5tics | OK | || Genersl | Statistics | 0K |
MName: |Bmwsing-DuwnlnEld | | Cancel | MName: | Cancel |
Parent- Total Download 3 | Poply | Parent- | Total Download I3 | enky |
Packet Marks: |Paket-Browsing |#|= | — | Packet Marks: | PAKET-GAME EE | — |
Queue Type: |PCQ-Download =] | Comment | Queue Type: |PCQ-Download K3 | Comment |
Priorty: |8 | coy | Priorty: |8 | coy |
Limit At: | v bits/s | Femove | Limit At | v bits/s | Remove |
Max Limit: |4M | & bits/s | Resat Counters | Max Limit: | 1M | & bits/s | Reset Counters |
Burst Limit: | |v bitz./= | Reset All Counters | Burst Limit: | |v bits/s | Reset All Counters |
| Burst Threshold: | ¥ bits/s | Burst Threshold: | ¥ bits/s
Burst Time: | |" g I Burst Time: | |" s
\enabled \enabled
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QUEUE TREE

Pemberian Bandwidth UPLOAD untuk Game dan Browsing

@E | Co Cueue <Browsing-Upload:
General |5tatistics | oK | E General |Statistics | oK |
Mame: |Game-l._lplnad | | Cancel | Mame: |Erow5ing-UpIoad | | Cancel |
Parent: |TntaI-UpIuad ||$| | Apply | Farent: |Tnta|—l._lplnad || $| | Apply |
Packet Marks: |PAKET-GAME [#|= | — | Packet Marks: | Paket-Browsing |+ |2 | — |
Queue Type: | PCQ-Upload [#] || Comment | Queue Type: | PCQ-Upload [#]| | Comment |
Priority: |B | | Copy | Priority: |B | | Copy |
Limit A: | 512k | bits/s | Remove | Limit At: |512k | bits/s | Remove |
Maxc Limit: | 1M | & bits/s | Reset Counters | M Limit: | 1M | & bits/s | Reset Counters |
Burst Limit: | |v bits.s | Reset All Counters | Burst Limit: | |v bits.= | Reset All Counters |
Burst Threshold: | | w bits/s Burst Threshold: | | ¥ bits/s
Burst Time: | |v 8 E Burst Time: | |Y g
enabled -|E.-nabled




HASIL AKHIR QUEUE TREE

CGueue List

Simple Queuss  Interface Queuss  Gueue Tree | Clueve Types

k| =] ||| 52 T | | = Reset Courters || 00 Reset Al Counters
|Name |F'E|rent |Fad{e¢ Marcs | Limit At... # | Max Limit ... Avg. Rate |li]ueued Bytes |Eh'tes HT

{2 Total Download ether? &M Obps 0B 0B

{8 Browsing-Download  Total Download Paket-Browsing 4M O bps 0B 0B

{8 Game-Download Total Download PAKET-GAME ™ (bps 0B 0B

{2 Total-Upload etherl M Obps 0B 0B

18 Browsing-Upload Total-Upload  Paket-Browsing A2k M 0bps 0B 0B

18 Game-Upload Total-Upload  PAKET-GAME 13 M O bps 0B 0B




PENGUJIAN

Firewsall

Filter Fules  MAT Mangle |Ser'u'ice Portz Connections  Address Lists  Layer7 Protocols

= v x| 00 Reset Counters || 00 Reset Al Courters | [Fina | [l

# | |F~c:tinn |D'|E|ir1 |Src.Address |Dst.Mdress |F‘rotm:u| |Src. Port |Dst. Port  |In. Irrter...|[| Eytes |Pad~:e¢s
13 Fmar... forward : Ailws 72017208
14 #mar... forward

Gueue List

15 S mar... forward
- Anime Fighter Simple Queues | Interface Queues  Gueus Tree |D.ueue Types
1?;; Uﬂaufgnili;; Forward IE' IE' | i~ Reset Cournters || 00 Reszet All Counters |
17 Fmar... forward |Name |F'E|rerrt |F'Eld{E.‘t Marks ||Jm'rt A s ||'u'|ax Limit ...|A'u'g. Rate |Gueue.-d Bytes |E}ftes |F‘ad{e‘ts ||v
18 S mar... forward & Total Download ether2 &M 86.0 kbps 0B 342MB 38330
.o FIFA Online 3 & BrowsingDownload  Total Download Paket-Erowsing 4M 86.0kbps 0B 342MB 38341
15 4 mar... forward & Game-Download Total Download PAKET-GAME M ['bps OB 0B [1]
20 S mar... forward & Total-Upload etherl 1M J4kbps 0B #9328 ... 22048
21 S mar... forward & Browsing-Upload Total-Upload  Paket-Browsing 513 1M J4lkbps 0B 25323 ... 22048
;o BROWSING & Game-Upload Total-Upload  PAKET-GAME B3k M 0 bps 0B 0B 1]
22 S mar... forward
23 S mar... forward

24 items (1 selected)
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