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CAPsMAN overview

Apa itu CAPsMAN




CAPsMAN Definitions
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CAPsMAN Features

+ Central Management Access Points

-+ Radius MAC Authentication
- Manage Client Authentication

- Grouping Configuration

- Datapath Configuration

+ Rate Configuration



Missing CAPsMAN Features

+ Nstream AP Support

+ Nv2 AP Support



CAP to CAPsMAN Connection

- Establish using 2 Transport Protocols

- Management Connection between CA
CAPsMAN is secured using DTLS

S and



CAPsMAN

As Quick Set

& CAPsMAN *

8 Interfaces
1 Wireless

3,‘; Bridge
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CAPsMAN Requirement

- CAPsMAN v2 workir

g starting from v6.23

- CAPsMAN work on

Y | CheckFor Updates Enable Disable Uninstall [
Mame 7 Version Build Time Sched
& advanced-tools 6.35.2 May/02/2016 10:09:26
S dhep 6.35.2 May/02/2016 10:09:26
S hotspot 6.35.2 Mayf02j2016 10:09:26
Bipve 6.35.2 May/02(2016 10:09:26
Sled 6.35.2 May/02/2016 10:09:26 ® CAPS MAN v2
S mpls 6,35.2 May/02/2016 10:09:26
S multicast 6.35.2 May/02/2016 10:09:26 ' i
Sintp 6.35.2 May/02/2016 10:09:26 WO rkl ﬂg Startl ng
S openflow 6.35.2 May/02/2016 10:09:26
Sppp 6.35.2 May/02/2016 10:09:26
Srouting 6.35.2 Mayf02j2016 10:09:26 frO m VG n 35
& security 6.39.2 May/02j2016 10:09:26
— S : May/02/2016 10:09:26
¥ wireless-cm2 6,35.2 May/02/2016 10:09:26
j ¥ wircless-fp 6.35.2 May(02/2016 10:09:26
& wireless-rep .35, e eelooioO foane. s

RouterOS v6.11
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CAPsMAN v2

+ wireless-cm?2

As Quick Set

i CAPsMAN |

# Interfaces

e "
- Wirela=e

« wire

Interfaces Provisioning Configurations  Chanmels Datapaths Security CFg.  Access List Remaote CAP  Radio  Redistration Table

+ = Ol T

| i I I I i i I I

ess-rep

Aw Quick Set CAPsMAN

1 CAPsMAN
|# Interfaces
2 Wireless

Interfaces Prowisioning Configurations |Channels Datapaths Security Cfg. Access List emote CAP Radio Registration Table
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CAPsMAN v2

+ wireless-cm?2

New CAPs Configuratior
Wireless |Cbuvwl Datapatn  Security

=] E3

Name: [cf:l J

Mode: [ap E a

SSID: |test A

Hide S5ID: | |

Luad Balencing Group: | | =

Country: |[gbslg=F]

Max Station Count: | | »
Multicast Helpar: [ ]'
HT Tx Chains: | |w

HT Rx Chains: | -

HT Guarc Interval: | v

Cancel

Commant

Copy

Remove

+ wireless-rep

New CAPs Configur &kion

Dictance: [

Hw. Retriss: |

Ha. Protection Mode: |

Frame Lifeine: [

Diswonr el Timeoul: [

Counbry: 1r-d:vrn::-|.:

Max Station Count: | |-
Multicas: Helpar: [ J'
HT Tx Chains: | v

HT Ry Chains: | |

H1 Guard Irkerval: | | w

Wreless  Charnel Rates Datapath Security CK
Name: [rfcl Cancsl

Mode: [ao 3 - Lpoly
SSID: |test S pe—

Hide SSID: | |~ —
Load Baandng Group: | - —
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CAPsMAN v2

+ wireless-cm?2

New CAPs Channel

Mame:

Frequency:

wWidth:

Band:

Extension Channel:

Tx., Power:

channell

2412 MHz & i
o |

2ghz-b Cor

2ghz-bjg
2ahz-bfa/n
2ghz-onkyg
2qhz-onlyn

2l
g ('

Sghz-a
Sghz-ain
Sghz-ajn/ac
Sqhz-onkyac

Sahz-onkyn

+ wireless-rep

CaPs Channel <channell >

Mame:

Frequency'.

Width:

Band:

Extension Channel.

Tz, Power:

channel

2412

MHz &

2ghz-q/n

|
b

2ghz-b
2ghz-bjg

2ghz-onkyn
Sghz-3
Sghz-ajn
Sghz-ajnjac
Sahz-onlyac
Sghz-onkyn
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CAPsMAN Service

- Certificate auto generate
Aw Quick Set

= 1
2 CAPsMAN

CAPs Manaaer

3 Enabled

88| InterfBces Certificate: |auto ¥ A Cancel
* WII’E'SS CA Certificate: Ell Apply

| Require Peer Certificate

‘, & - Bridae

Generated Qertificate:

Generated C4 Qertificate:

CAPsMAN

Interfaces

A=

Daktapaths  Sec

A

MTL L2 MTL




CAPsMAN Security Config

innels  Datapaths Security CFg, ‘Access List Remote CAP Radio Registration Table

CAPs Security Configuration <securityl >

MName: securityl oK
Authentication Type: | | WPAPSK | |WPAZPSK | |WPAEAP | (WPAZEAP - Cancel
Encryption: || aes cem tkip - Apply
Group Encryption: v R
Passphrase: — e

EAP Methods: - T
EAP Radius Accounting: hd
TLS Mode: v
TLS Certificate: v
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CAPsMAN Datapaths

- ROSV 6.37.1 + ROS V 6.38rc12

dew CAPs Datapath Configuration (] 3
) . : Name: jrtr athl
W@ Configurations Channels Datapaths ’ Security CFg,  Access S o
MTL: v Cancel
CAPs Datapath Configuration <datapathl >
. L2 MTL: A Apply
' Mame: OK
- ARP; v
. — Comment
Bridge: br-hscap | ® & Cancel
. Bridge: v Copy
Bridge Cost: hd Apply i
Bridge Cost: v Remove
Bridge Horizon: v Comment
Bridge Horizon: v
Local Forwarding: A Copy
Local Forwarding: v
Client To Client Forwarding: i Remove
Client To Client Forwarding: v
YLAN Mode: v
YLAMN Mode: v
' A4
VLANID: YLAN ID: v

R — e ———— R — Ea—



CAPsMAN Channels

Interfaces Provisioning Configurations “hannels |Datapaths Security Cfg. A

+ = ol |7
Marme / |Frequency Width Band Ex
channell 2412MHz 20MHz 2ghz-bfg/n
ZAPs Channel <channell » =] E3
Mame: | dyfauEl oK
Frequency: 2412 MHz Cancel
width: |20 MHz - Apply
. . > A
Band: Zghz-bfgin || * Comment
Extension Channel: hd
Copy
Tx. Power: v
Remove
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CAPsMAN Config

A Quick Set ‘| APsMAN

Remote CAP Radio Registration Table

New CAPs Corfigur okion Mew CAPs Config ratics New CAPs Configuration Newe CAPs Configur ation

Wreless Charnel Rates Datapath Security ‘Wireless ~hanne ’Dataoet'l Securizy Wreless Channs  Datapath ‘Security wireless  Channel Datapath Se-uwikv ‘
Nane: | ft Crannel: T+ ~ Datapatt: (TSI = ~ Sezuriy
Mode: |zp [#]
Frequsncy: | - aridge: | v Auth entic ation Type | -
SSID: [test -
. - - 2 : - e -
Hide 55D: | - whcth: | J Dridge Cost [ ] Cncryption [
. 2 - v ="
Load Baandng Group: [ - Band: l v Bricge Horacr: [ Group Encryption [ v
Extension Lhannel: v Paszprase v
Distanze: | v | ' Lucal Furwardig: | v P [ 4
Tx. Power: | | > - : FAP Me hunks | -
Hw. Retrizs: | |» Clent To Clent Forwardirg: [ |~ <
[ CAP Radius Acccunting | -
Ha. Protection Mode: N .
| ) 7LAN Moce; [ 1 TLS Mode | -
Frame Lifecime: v :
itk [ ¥ TLS Cartficate [ o
Disuonrecl Timeoul; [ -
Counbry: |[==lt=sil]
Max Station Count: | -
Multicas: Helpar: [ v
HT Tx Chains: | v
HT Ry Chaine: | v
HI Guard (reerval: I v
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CAPsMAN Interfaces

Whmfaes |provieonng Coniguratons Channels Datapaths Secunty Cfg. AccessUst Remote AP <ado “egstratin Tatle

EI - v %X A T | Menage ABA
vl IM, ' [;v&m ‘ Interface <rapl> =1 3
REME  4caps mearfacos | General |Wireless Cherred Celapall Seaurly Siabis .. General Wireless | Charmel Pates Datapath Secarty ... ok Obps
Name: canl Cancel
Type: Iierfaces PPy
MTL: 1500 :
2MIL: 1600 SSID: [ﬂ‘vnﬁ.:»:ec't Dsable
. Comment
MAC Accross: E4:8D 8CEZ:X3 Hide SSID: |
Arr: crablec H? Load Balarcng Group: | Cupy
Remave
ol Reviu MAC: E4:8D BC:E7:mvix Distance: | —
2items out of 23 {1 szected) Master Ierfae: (oo I3 He. Retries: |

Huw. Protertion Mode: |

Frames LFetme: |

Disrannert Trrenut: |

Lourkry: |n:lonesua

Max Salon Count: I

Mukicas: Haloer: |

HT Tx Chains: |

HT Rx Chains: |

HT Guard [nt2rval: |

In.mhg |clrn master beund
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CAPsMAN Interfaces

s e e ,
R 3 CRPSMAN
SMAN Interfaces ’ frovisioning  Cenficurations  Chonnels  Daztopaths  Seauity Ca, Aocesslist Ramzs Remote CAP Fado  Rzgist-abon Tzblz
rfaces E E] l:] |: @ il Man=ge l l AL
dess | e v M. ad.dMTU L2ZMTU [T 2= Te2ethe. o) RzPadel pfs)  FPTx FPPx
e IRMB  #apac Irtetfaces 1520 1520 1600 0bps Zops 0 C 0bpz
LB 4cazs Irtetfaces 150 150 1600 Ubps -5 u L Ubps
CIE eap Irteifaces 1520 1570 1600 0bps Zops 0 C 0bps
ch "R A a a3 Te beerlan s 15M 15M 1407 N hps T n r 0 hyps
LIE HrcapA Irbetfaces 1520 1520 1600 0bps Zops 0 C 0bps
i CB 4rcanis Irtatfaces 150 150 16UJ U bps - ps u L Ubpz
R g = 4PcapE Irketbaces 1520 1520 1600 0bps o5 0 C 0bps
;. ||CD ®cazd? Irteifaces 1520 1520 1600 0bps Zops 0 C 0bps
i nIF & apF Ti beeelan e 15M 15M 1407 nhps T n r 0l
5 " llce 4pcanza Irtetfaces 150 150 1600 0bps Zops 0 C 0bps
e LE pcapal Irtetfaces 15N 15N 16UJ Ubps - ops u L Ubpz
| CB Hpcazs: Irkettaces 1520 1520 1600 0bps Zops 0 C 0bps
ting B 8 eapiz Irteifaces 1520 1520 1602 0 bps Zops 0 C 0bps
- | a4 =3 Ti beslan v 15 157 1607 N s T n r 0 lyes
| IIE Hrcapad Irterfaces 1520 1520 1600 0bps Zops 0 C 0bps
e oB dpcaces Irtatfaces 150 150 16UJ Ubps - ps u L Ubps
; CIE Pcapié Irkethaces 1520 1520 1600 0bps Zops 0 C 0bps
~n AP ra-<? TrteiFares 15N 15N 1607 N hps T s n r N hps
CVE dhapss I Lerfaces 1520 1520 1600 0 Lps TS 0 c 0 Lps
s CB dpcace9 Irtatfaces 150 150 1600 0bpe Zops 0 C 0bps
LE 4Pcapal Irterfaces 15N 15N 16UJ U bps - ps5 u L U bps
< [ Co 4 cazs: Irteitaces 1570 1570 1600 0bps Zops 0 C 0bps
) Termiral TF @ apsr Ti Lerlan e 157 15 1607 0 by BT n r 0 lyrs
B 4pcazss3 Irbetfaces 150 1520 1600 0bps Zops 0 C 0bps
LHE 4pcap-A Irtetfaces 150 150 16U Ubps s u L Ubps
aROIITFR CB 4P cazss Irtetkaces 1520 1520 1600 Obps s 0 C 0bps
CRMD  $Pcapil Irteifaces 1520 1520 1600 0bps Zops 0 C 0bps
kon "R Ara 57 Ti Leeelan e 157 157 1607 0 by T n r 0 hyrs
8 Supout nf || ZHE dpcapss Irtetfaces 1520 1520 1600 0 bps zops 0 C 0bps
i~ oB 4pcacsy Irtatfaces 150 150 16UJ U bps - s u L Ubps
CIHE 4PcapsC Irketkaces 1520 1520 1600 0bps - s 0 C 0bps
t WirDox Co Wcazi: Irteifaces 1520 1520 1602 0bps Zops 0 C 0bps
TRME @hapss Ti teefan e 15M 15M 1607 0 hps BT n r 0 b
B 4pcace3 Irtetfaces 1520 1520 1600 0bps Zops 0 c 0bps
- Moe amna Iebasfacas 1k 1k 16000 0 hee - " 1 k-
.
Filens cul of =1




CAPsMAN Registration Table

Ay Quick Sel
4. CAFsMAN
S [nterkaces
o Wielecs
54 imize
e
“ =wch
“12 Mesh
= P
i [P

LS

- OpenFlow

o0 Rodiny
ot Tsba
B o
| Fi=
e
A, lonks
M Newe (mrmnal
Fun
T MetzRCU (21
L. raticon
|, Make Sugoct rf
& Maruzl
9 Nz WinBox

B ocat

CAPLSAR

rtefares Pevasonng  Drefigiatnts  Draares Dateptths ceruab, (Fg Avess st Ratts Bamete AP Radn Ysdvracun Talds |

B0

|[ntestace = M&T Address T»Pate RxRske T« Ggnzl  Rxdigra  Jptive  ToyRixcPadets TayRi Dyzes [ -
cazl lctSpot Cealzma 7014 O7:52:04 0 175%fs .. (Zbzs... 0 522002, 2SRII%3 17620 <D/791 7., »
" Tant AlSpd Dualaa 63:03 SAME 06:27 SlLps-... 65Lps 0 =67 T0:34:l... 23219 IZTAKBZIE5 B )
Laui2 AlSpud Dua g F0:74:53 L0:B4:05 2EMbps-... 3EMLps-.. 0 65 Z0:2¢:L 39S 35 102, vB1222....

Laui2 AlSpud Dualaa 10027 B3:AT:E0RE 240 Lps 2l . 0 =52 Z0:0e:l... ETITIISS ITIEH BB €.,

a3 AlSpud Dualeaca 20037 42:47 F1:4F Mo Mops 0 32 Z0:0l:.... =)=7 343/4434 3

LS AlSpud Dealaa  A4DB:iZ0:8E 37:5F S4r’bpe-... S81MLp:-., 0 =32 Z.:02:5.. 391223002, 6.7 MBI7 S MiE

Lauis AlSpud Dea laca AMEZ:3D E3:i94:44, 3507y, 27MLpe-., 0 31 Z0:57:2,,, +5<95/34 255 44,6 MBS Z M

cac.s HctSpat Coalza  2OCTINSALOFS SqI“bpe-... SIMEpz-., 0 =74 ZiS7i2,., 38806038 83 20,. MBS S M2

tac.ls HctSpat Cocalza  AC 312104 4712 Sél“bps-... BIMEpsz-., i} =TI OCOSSiZ,., 3480835116 39.. MBS ? ™2

tac.s HctSpot Coalza 5403 CRAZINCIE- BEFbpe-.,, 42 by 0 -84 ZOi<€:0,,, 39374035119 529 MBS 2 M2

can.s HctSpat Coalza  742500F 05 CO00 15.97bz,  6ZMEpz-.. 0 -T4 ZOieiiZ,,, 30269035 285 47,9 MBI7 L IZ

tac.ls HctSpot Ccalza  5CB7 (OEL 96:2E Sdl“bpe-... .vb[s 0 54 003, ZL L2l =09 14.7T MBS 2 MIZ

s Jut ) HdctSpat Cealz=a  ZOCH Z-REQIZAE 18¥bes .0 JZLSYD 0 62 ZOi3Ei... 3L 16.15507% 10,3 MBIZE.T B

ac.s HctSpat Cealz=a  ZC ™nI5CTi3%114 18¥bes . JZLSYD 0 T2 ZllA.,, BT LI 7 OMIE)22E. . <13

manlsy Hdcthpot Uga lza =868 LR L) 1L8¥brs .. B1MEps .. u 8o L., > lSYS U3 b1z U<B'=8 1.,

s Jupt dctspot Lealz=a  JBwWbAn S8zl 1L5¥bes o, bzMEps ., u UL, 1100 e S 3 MBIAEZ: 7.,

rarh Aetspat IEalma AR FRig L0 T Sevhra .. HIMERS L. 1} E LTI U A TR ALY KRN R

ranis Aetspet IEalma IR 28A 0 H Serhps ... 2=MEps . 1 He AL THAIEOA 0 1ULE MEITE- ...

TAn Irt et Iealza T4 ALy tdrhns B o Tt ] = e IHRnT e L SRR Ll 1) B

rarh It ot Iealza G IEesiN: 44 HFhs-... oL . 1 =1 TN, VANpS Y | (AR T P

A Irtpek Toalza 44107 2047 TN 24Kbps 2iMbps-.. n 7S AR 1GATI219TG TN TS NN

~anh Itk Mealza 00 07004007 2rhps-... SdMEps-.. n 17 T4 TRTMN4 349 sL.aMniG T MiT

Azl lctSpok Coa [ma  40:CZ:4< C1:20:05 SAlbps-... SdMEps-.. 0 07 20070, 04027509 0.7 MD7T T MIC

Azl lctSpok Cea [=ma 74005 0:7M:0C 4 OlFbps-... O1MEps-.. 0 07 20505, 79700 ZS.0MD7T 2 MIC

a6 AlSpd Dealeca FOTENB:22:24 6 3Ly Z4MLp> 0 =594 Z0:5%2:4... 34075724 737 I0OMBMETE 5.

a6 AlSpud Dealaca 13:45 F7:3F:94 04 108"0s .. LZLSSL 0 20312, 190479 17.2152)57.5¥E

a6 AlSpdd Dealecas Z0:DZ LD:0Z BZ:Z7 ZErll.py-... S 4 TN 0 S Z0:3C:5... 54360055396 8.3 MBS Z M

Lanib AlSpdd Dea laca 5293 2000 75:23 3Ly “iMlps- 0 <77 C0:2e:l. . 25 1449123093 Z8.AMBMEEE 6 ... =
a6 HlSpdd Dealaa  74:2F:63 cFDI SE SEL..  25MLps-.. 0 S Z0:2l:n... 1956707 19.9MBI2Z07 L ...

Lauib AlSpd Dealzca 10:08:61 EE0Z2:91 2y~ 35MLp:-., 0 S Z0:0%:4,., 1055712375 1l.. MBMZ.Z 8.,

auib HlSpud Dealza  40FCZE £86F:25 350°Lpe-... SiMLp:-., 0 =75 Z0:0%:L... 10010/3522 Z 7ME). 385, KB

tac.b HctSpot Coalz=a 4CiB3 S3:36:62 L. 2EMbpe-... B,5Mzp:., 0 51 Z0i03:3.., 3806953228 8.8 MBS Z M2

cac.s HctSpot Coalzma  DaSiZalzmm 351bpe-... SiMtpsz-., 0 ~¥s 2020, 1950p. =TV 2004,7<B235 ...

cac.s HctSpot Coalz=a  ZOIAS G742 L9 15.5bz,  S4Mbpz-.. 0 z C0L2.,, 179l 15s 1452, 5<B/123 €,.,

cac.y HctSpot Coalz=a  ZOAS §9:30i62 E9 S17bps-... .ZL.5™> . 0 =T Z004:3.,, 2087515 5T ISSEMB14.3MB T}
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CAPsMAN Access List

# | |MAC Address MAC Mask Interface Signal Ra... Action Client To Clie... ¥LAN Mode VLAN ID
0 < all -120..-75 reject
CAPs Access Rule <=
MAC Address: | oK
MAC Mask: v Cancel
Interface: all S Apply
551D Regexp: Dicable
i ' - - a~
Signal Range: |-120..-75 Comment
¥ Time
Copy
| Ackion: reject ¥ A Remove
' AP Tx Lirnit! =
Client Tx Limit: v
Private Passphrase: v
Client To Client Forwarding: v
RADIUS Accounting: v

0000 —



CAP

Ay Quick Sek
L CAPSMAN
## Interfaces

., Bridge
=g PPP
== Switch
12 Mesh Wireless Tables
TP | Interfaces nstreme Dual Accesslist hefZion Connect List Security Profiles Channels
. MPLS P | || =] | o] 52 ATd I Scanner | Freq, Usage | Alignment | Wirel
4 Routing I MName /| Type Tx Rx 1
Lo System I’ --- managed by CAPsMAN

--- channel: 2412/20-Ce/gri20dBm), S5ID: @wiFi.bitech, CAPsMAN Forwarding
& Queues wlan1 Wireless (Atheros AR... 409.5 kbps 11.9 kbps
__ Files
| Log




CAP Service

- |2 Connection

- L L L)

J# Interfaces

- 1

&, Bridge

Wireless Tables

[nterfaces |Nstreme Dual Access Reqgistration Connect Lisk  Security Profil

2
- S Beoun i | kl‘ Scanner Freq. Usage Alic

Tx Rox

= e

Enabled

| 4

Interfaces:§ wian! +

Certificate:

etherl +

Lock To CAPsMAN

Cancel

Discavery Interfaces:

CAPsMAN Addresses:

CAPsMAN Mames: i RO-CAPsMAN

CAPsMAN ldentity Router

CAPsMAN Certificate Common MNames:

Bridge:

Requested Certificate: § CAP-D4CABDF24ES0

Locked CAPsMAN Common Mame: § CAPsMAN-000C 42449343
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CAP Service

- .3 Connection

- L L L)

@8 Interfaces

- 1

1 Bridge

Wireless Tables

[nterfaces |Nstreme Dual Access Ligt  Registration Connect Lisk  Security Profil

2
T kl‘ Scanner | Freq. Usage || Alic

— Tx Rux
Enabled 3 oK

Chalcar

Interfaces:f§ wian!

Cancel

Certificate | request

Discovery InterfFaces:

| Lock To CAPsMAN

CAaPsMAN Addresses:§ 10.0.0.1

CAPsMAN IP Address

CAPsMAN Names:

CAPsMAN Certificate Common Names:

none

Bridage:

Requested Certificate . CAP-D4CAGBDFZ4ESD

Locked CAPsMAN Common Mame:§ CAPsMAN-000C42A449343
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CAP Reqguirement

- CAP Device Level 4 RouterOS license

Y14 Mesh Disks
= 1P " Drivers
" MPLS " Health
4 Routing " History .
License
2o System I Identity
Software ID: | INYZ-YNM7 OK

’ Queues LEDs
__| Files License Levell [ Paste Key
| Log Logging Features: eerrren
M) Radius Packages

2 : Export Key...
A, Tools I Ppassword
Newe Terming r—m Update License Key
¥4 MetaROUTER Reboot Upgrade/Get Mew Key. ..
b= Partition Reset Confiquration
| . Make Supout. rif Resources
& Manual Routerboard
Y Mew WinBox SNTP Client
B Exit Scheduler

Srrimks




CAPs Connection

Result CA

P Connection in CA

PsMAN

Diefaces  Provisiving  Configurations  Channel  Celaoachs  Security Ty, AwessList  Fabes  Remole Z8F  Fadio IQ:dslrdbn Table

)

Frovaon

-

TTOPTTDID VIOV OVOVTOVTDID VOO DO

F.adio Moy

E<: 809145 AMFS

E=:80:8C:4D:65:F3
E4: 8080131 ADES
Fedmnear (TFIRTAN
E4: 8080 Ee Al
Esralna_iabiAntll
C4:00:0C:44:22:0D
[T HRe- S AT 0 1)
E=:80:8C: E:0D:62
<CEEDC: 3= T9 BD
E=:80:8C:40:D3.DF
E«: 8000 D1
iy L e o e )
<R ETRD
Eeraa_ 33 a0 23
C4:00:00:57:42 <r
LRSS ) . I e

\demobe COP Mame | “emote LOP 1. ¢ |Interiace
_ CAF-ZATCECSFA...

CAF-Z42CECFA...
CAF-Z43CEC=DEB...
CAr Z12CEC/8A...
TAF-FHAFCCFR. ..
Al z12CeCCEs...
AR-z3UE 564,
CAF-T4ICCC<AC .,
AR-z3Uel e, ..
CAF-Z45CECCES...
CAF-4TEECC3FT ...
CAF-Z45CEC=0D...
A z12CeCCEs...
TAF-FHEFCCFR. ..
ZAr 1ZEECCCEC o
AR-z U SBA, .
CAF-T4ICCCoM=..,
ARSMAN-LA-UU.

CAF A-CahitahZ-1

CAF A -Qahirah2-2
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Implementation

CAPsMAN j
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Implementation

1. Enable or Install CA

P and CA

PsMAN

Y | Check For Updates

Disable

Urinstall [

Sched

&, Bridge Console

=2 PPP Disks

= Switch Drivers

“12 Mesh Health

=i 1P " History

e TPV " Identity

/7 MPLS " LD

- OpenF, LEDs

4 Routing " License

o System g o

& Queues NTP Cl

| Files NTP b

L oo
M Radius Password

%, Toals " Ports

B New Terminal Reboot

= LCD Reset Configuration
T4 MetaROUTER Resources

Name /| Version By &

& advanced-tools 6,352 12016 10:03;26
& dhcp £.35.2 Mayf02/2016 10:09:26
& hatspot 6.35.2 Mayi0z/z2016 10:09:26
Sipve 6.35.2 Mayi02/2016 10:09:26
=1 6.35.2 Mayi02/2016 10:09:26
S mpls 6.35.2 May 02,2016 10:09;26
& multicast 6.35.2 Mayi02j2016 10:09:26
Snitp 6.35.2 May02) 2016 10:09: 26
& openflow 6.35.2 May 02,2016 10:09:26
S ppp 6.35.2 May/02/2016 10:09:26
& routing 6.35.2 Maywi02/2016 10:09:26
& security 6.35.2 Maywi02/2016 10:09:26
& system 6.35.2 Maw 022016 10:09:26
¥ wireless-cmz 6.39.2 Mayw 02/2016 10:09:26
% wireless-fp 6.35.2 May 022016 10:09:26
= Wireless-rep 6.35.2 Mayi0z/z2016 10:09:26

L& items
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Implementation

1. Interface WAN to Internet

2. Interface Lan

) CAPsMAN J

- Create vlan

- etherd1 : vlan101, vlan102, and vian103.

- ether1 CAPsMAN = 192.168.1.1/30 I ROUTER J

- ether2 CAP = 192.168.2.1/30

! 1)) il )]
] ”‘l‘l‘!‘ pma i

UL Ny
”'I'I"‘ LR 1

11— PR I

- vlan101 =172.16.1.1/24

- vlan102 = 172.16.2.1/24

3. Interface Bridge

- create br-hs = 172.16.3.1/24 and add port interface vlan103 to br-hs
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Implementation

4. CAPsMAN Configuration
Ax Quick Set

= 1
2 CAPsMAN

8 Interfpces

CAPs Manaaer

3

1 Wireldss

33‘; Bridge

CAPsMAN

Interfaces

Certificate:

CA Certificate:

Generated Qertificate:

Generated C4 Qertificate:

Enabled

auko

Cancel

| Require Peer Certificate

Apply

Daktapaths  Sec

A=

A

MTL

L2 MTL




Implementation

5. CAP1 Configuration

- L L L)

J# Interfaces

- 1

&, Bridge

Wireless Tables

[nterfaces |Nstreme Dual Access Reqgistration Connect Lisk  Security Profil

2
— ¥ canner req. Usage i
' 1™ cap 5 Freq. U Al

Tx Rox

) CAPsMAN )

Lock Ta CAPSMAN

=

Emabled

*|

¢ ¢ O

Interfaces:§ wian!

Cancel

Certificate: request

Discovery Interfaces:

CAPsMAN Addresses:f|192.168.1.2 H
CAPsMAN Names:§ RO-CAPsMAN =
CAPsMAN Certificate Common Names: - ( CAP3 )
Bridge:§ none ¥ \

I pllj]
iy e e

=) (=

Requested Certificate:§ CAP-D4CAGDFZ4ESD

Locked CAPsMAN Common Name:fl CAPsMAN-000C424493A3
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Implementation

6. CAP2 dan CAP3 Configuration

- L L L)

J# Interfaces

- 1

&, Bridge

Wireless Tables

[nterfaces |Nstreme Dual Access Reqgistration Connect Lisk  Security Profil

2
- S Beoun i | kl‘ Scanner Freq. Usage Alii

= I
e Tx Rox
Enabled
. = | 4
Interfaces: | wian! + ¥ o
Certificate: )
CAPsMAN
Discavery Interfaces:§ etherl ¥ )

Lock To CAPsMAN

CAPsMAN Addresses: -
CAPsMAN Mames: i RO-CAPsMAN —

A

v

CAPsMAN Certificate Common MNames:

+|

Bridge:

I pllj]
iy e e

=) (=

Requested Certificate: § CAP-D4CABDF24ES0

Locked CAPsMAN Common Mame: § CAPsMAN-000C 42449343
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Implementation

10. CAPsMAN Security

Interfaces | Provisioning | Corfigurations Channels Datapaths Security Cfog. |Access List Remote CAP \ Radio Registration T.

| = | T
Mame / |Authentication T... Encryption Group Encryption  Passphrase EAP Methods
security 1 WPA PSK WPAZ ... aes com tkip S
CAPs Security Configuration <securityl >
QK
Authertication Type: v WPA PSK WPAZ PSK | | WPAEAP | WPAZEAP - Cancel
Encryption: v aesccm v tkip - Apply
N -
Group Encryption: Comment
Passphrase: |+tkkttk -
Copy
EAP Methods: -
1 item (1 selected) h Remove
EAP Radius Accounting: hd
TLS Mode: hd
TLS Cettificate: hd

T — T E—=——————————



Implementation

9.

CAPsMAN Datapaths

Py PORS (Bl AT s
*| = v x| a7

Dricge Fot wvlan| Dl

et ral |m
fidwelocn: Al ]
Dridca:  cevlenlclL |

Frocy: O | e
Poth Cest: L0

Hoeioxn: | =

s
Towlam |slentr? .
nege bevanicz 5
Faxeke Ly b

Fath Zosz .0 |
Motz | |=

Interfaces Provisioning Configurations Channels Datspaths | Securty Cfg. Accesslist Remote CAP Radio Registration Table

+=] & T

vy

Tonwla w a1 @

CAPsMAN

VLAN Mode:

YLAN ID:

d MName:

datapathl

Bridge:

br-vlan101

Bridge Cost:

Bridge Horizon:

Local Forwarding:

Client To Client Forwarding:

MName:
Bridge:
Bridge Cost:

Bridge Horizon:

Local Forwarding:

Client To Client Forwarding:

YLAN Mode:

YLAN ID:

datapathz

br-vlan102

Name:
EBridge:
Bridge Cost:

Bridge Horizon:

Local Forwarding:

Client To Client Forwarding:

YLAN Mode:

YLAN ID:

oK

br-vlan103 | %] & | cancel

v Apply

v Comment

v Copy

v Remove

v

v

T —
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Implementation

8. CAPsMAN Configuration

Interfaces Provisioning Configurations Channels ’Datapaths Security CfQ,  Access List Remote CAP  Radio  Registration Table

* = =T
Mame / \Frequency Width Band Extension Channel Tx. Power
channel1 2412MHz 20MHz 2ahz-bfajn
channelé 2437MHz 20MHz Zghz-bjg/n
channel12 2462MHz 20MHz 2ahz-bfajn
CAPs Channel <channellz > @ m
Mame: channell Mame: channelé Name: QK
Frequency: 2412 MHz - Frequency: 2437 MHz & Frequency: 2462 MHz &~ Cancel
Width: |20 MHz - Width: |20 MHz - Width: |20 MHz -~ Apply
' - ¥ A ' - | ' . ¥ a
Band: |2ghz-bia/n | ¥ Band: |2ghz-bja/n | ¥ Band: |2ghz-bjoin || ¥ Corran
Extension Channel; v Extension Channel; hd Extension Channel; hd Copy
Tx. Power: v Tx. Power: v Tx. Power: v
Remove
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Implementation

/. CAPsMAN Configuration

New CAP<s Configuration New CAPs Configuration New CAPs Corfiguration
Wireless | Channel Dazapath  Security Wireless | Charnel Datepath  Sewurity Wireless | Channel Datapath Securty K
Name: |cfql ] Name: [cfgz ‘ Name: [cf;S 4 Cancel
Mode: |ap ¥ - Mode: |ap A Mode: |ap - Apply
S5ID: |Guests - . [OFfi | : -
Gues ] 55ID: |Office - 55ID: |Students J —
Hide SSID: | | v Hide SSID: | |» Hide SSID: | | w
Copy
Load Ealancng Group: | ¥ || LoadBalarcing Group: | ‘¥ || Load Dalancing Group: | 1~ | IR
Courkry: [E - Country: [in:ionesia | ® -~ Country: [indonesia E -
HesiCAbS Condigaration New CAPs Configuration New CAPs Configuration
Wireless Channel \Datapam Security - Ch ‘
_ annel
wireless  Channel ’ Datapath [ Wireless Datapath 0K
Chennel: EETETE + ~
- Channel: |XyEli=pPa - Cancel
New CAPs Configuraton channelt

Wireless Channel Datapath |Secuty New CAPs Configuration

New CAPs Configuration

Daapatt: FEEEMNNE * ~ | wieless Channel Datapath ‘Security |: Wireless Channel Datapath ’5“'-“‘7 oK
Datapath: [(sfEle]ak]dgY - |: Datapath: Cancel
. Apply
: Bridge: | >
hNew CAPS QOfTIgUthIOﬂ
Bridge Cost: [ ] - Comment
Wireess Channel Datapath SOCJ'KV‘
Bridae Horizon: | v Copy
Seaurity:
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Implementation

11.CAPsMAN Interfaces

- CA

- CA

-+ CA

P1 = Office and Student

P2 = (Guest, Office and Student

P3 = Guest and Office




Kesimpulan

» CAPsSMAN mempermudah administrator
memonitor Akses Point secara terpusat

» CAPsMAN memungkinkan untuk dapat

menentukan lewat mana trafik data yang akan
dilewatkan user
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Further Reading

> http://wiki.mikrotik.com/wiki/Manual: CAPsMAN

> http://down

oad?2.mikrotik.com/news/mikrotik-

news-59-JuU

N2014.pdf

40



‘

“Sekian dan Terimakasih”

— Rivan Firman Maulana

OR L .
\C’ email@rivan.web.id

W rifa_slank

n http://facebook.com/rivan.f.maulana
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