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Profile
Rivan Firman Maulana 
MTCNA, MTCRE, MTCINE, MTCUME, 
MTCTCE, MTCWE 

Mikrotik Since 2005 V 2.97


Activity 

Bina Techindo Solution

http://www.bitech.net.id/


Ponpes Daar El-Qolam

http://www.daarelqolam3.sch.id/


Ponpes Ar-Rahman

http://www.arrahmancidadap.com/
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Implemantasi CAPsMAN di Sekolah
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CAPsMAN overview

Apa itu CAPsMAN 
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CAPsMAN Definitions
• CAP (Controlled Access Point) yaitu Perangkat 

Akses Point yang configurasi nya di menej oleh 
CAPsMAN 

• CAPsMAN (Controlled Access Point system 
Manager) yaitu Perangkat yang Mengatur CAP 
cofigurasi secara terpusat
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CAPsMAN Features
• Central Management Access Points 

• Radius MAC Authentication 

• Manage Client Authentication 

• Grouping Configuration 

• Datapath Configuration 

• Rate Configuration
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Missing CAPsMAN Features 
• Nstream AP Support 

• Nv2 AP Support
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CAP to CAPsMAN Connection
• Establish using 2 Transport Protocols 

• Management Connection between CAP and 
CAPsMAN is secured using DTLS
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CAPsMAN
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CAPsMAN Requirement
• CAPsMAN v2 working starting from v6.23 

• CAPsMAN work on RouterOS v6.11
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• CAPsMAN v2 
working starting 
from v6.35



CAPsMAN v2
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• wireless-cm2 

• wireless-rep



CAPsMAN v2
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• wireless-cm2 • wireless-rep



CAPsMAN v2
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• wireless-cm2 • wireless-rep



CAPsMAN Service
• Certificate auto generate
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CAPsMAN Security Config
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CAPsMAN Datapaths
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• ROS V 6.37.1 • ROS V 6.38rc12



CAPsMAN Channels
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CAPsMAN Config
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CAPsMAN Interfaces
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CAPsMAN Interfaces
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CAPsMAN Registration Table
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CAPsMAN Access List
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CAP
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CAP Service
• L2 Connection
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CAPsMAN Identity RouterRO-CAPsMAN



CAP Service
• L3 Connection
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CAPsMAN IP Address



CAP Requirement
• CAP Device Level 4 RouterOS license
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CAPs Connection
• Result CAP Connection in CAPsMAN
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Implementation
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INTERNET

CAPsMAN

ROUTER



1. Enable or Install CAP and CAPsMAn
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Implementation



1. Interface WAN to Internet 

2. Interface Lan 

• create vlan 

• ether1 : vlan101, vlan102, and vlan103. 

• ether1 CAPsMAN = 192.168.1.1/30 

• ether2 CAP = 192.168.2.1/30 

• vlan101 = 172.16.1.1/24 

• vlan102 = 172.16.2.1/24 

3. Interface Bridge 

• create br-hs = 172.16.3.1/24 and add port interface vlan103 to br-hs
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Implementation

INTERNET

CAPsMAN

ROUTER
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Implementation
4. CAPsMAN Configuration
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Implementation

INTERNET

CAPsMAN

ROUTER

CAP3

CAP2CAP1

5. CAP1 Configuration
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Implementation
6. CAP2 dan CAP3 Configuration
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RO-CAPsMAN

INTERNET

CAPsMAN

ROUTER

CAP3

CAP2CAP1
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Implementation
10.CAPsMAN Security
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Implementation
9. CAPsMAN Datapaths
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Implementation
8. CAPsMAN Configuration
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Implementation
7. CAPsMAN Configuration
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Implementation
11.CAPsMAN Interfaces 

• CAP1 = Office and Student 

• CAP2 = Guest, Office and Student 

• CAP3 = Guest and Office INTERNET

CAPsMAN

ROUTER

CAP3

CAP2CAP1



Kesimpulan
CAPsMAN mempermudah administrator 
memonitor Akses Point secara terpusat 

CAPsMAN memungkinkan untuk dapat 
menentukan lewat mana trafik data yang akan 
dilewatkan user
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Further Reading 
http://wiki.mikrotik.com/wiki/Manual:CAPsMAN 

http://download2.mikrotik.com/news/mikrotik-
news-59-JUN2014.pdf
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– Rivan Firman Maulana 

email@rivan.web.id 

rifa_slank 

http://facebook.com/rivan.f.maulana

“Sekian dan Terimakasih”
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