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Bruteforce Attack

BHTE FORCE ATTAK




Apa itu Bruteforce ?

Brute force attack adalah sebuah
metode penyerangan terhadap sebuah
sistem, dengan mencoba semua
kemungkinan password (kata kunci).

—

Brute force attack merupakan serangan
yang dapat meningkatkan resource spu
secara drastis, karena mencoba seluruh
kemungkinan kata.




Perbedaan Dictionary attack dengan Brutef
orce attack

Dictionary attack menyerang target dengan me
ncoba semua kata—-kata yang didefinisikan dal
am sebuah list (disebut juga dengan istilah

kamus atau dictionary).

Berbeda dengan Brute force attack yang mengg
unakan semua kemungkinan kombinasi karakter
yang lingkup katanya sangat luas

Makalah tentang kriptografi oleh Imam Prabow



Brute force Attack

* Penyerangan brutal dengan menggunakan
seluruh kemungkinan

Contoh : aaaa s/d zzzz
AAAA s/d 2222
aAaA s/d zZz2Z
AaAa s/d 2z2=z

* Serangan ini membutuhkan waktu yang
sangat lama

* Persentase keberhasilan yang cukup besar




Dictionary Attack

* Penyerangan yang mencoba kemungkinan
seluruh kata yang telah disusun dalam list
kamus (Dictionary)

Contoh : admin 4dm1n
admin123 ADMIN
admin321 4DM1N

* Persentase yang didapat kurang menentu,
tergantung kita memperkirakan password
yang dibuat oleh adminnya

* Dapat memakan banyak waktu jika
amunisinya cukup banyak dalam menebak
password




Pendeteksian Bruteforce MikroTl
K

Log E H

a3

Sep/10/2016 2000547  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh *
Sep 102016 20:05:47  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh
Sep/M02016 20:05:47  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh
Sep/10/2016 20:09:48  memary system, emor, crtical  loain failure for user admin from 10.10.10.253 via ssh
Sep/1052016 20:05:48  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/10/2016 20:05:48  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/107°2016 20:09:48  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/10.°2016 20:09:48  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
SepA0/2016 20:05:45  memory system, emor, critical  login failure for user admin from 10.10.10.253 via ssh
Sep/M0/2016 20:05:45  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh
Sep/10/2016 20:09:45  memary system, emor, crtical  loain failure for user admin from 10.10.10.253 via ssh
Sep/1052016 20:05:45  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/10/2016 20:09:45  memory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/105°2016 20:09:45  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/105°2016 20:05:45  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/A10/2016 20:05:45  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh
SepA0/2016 20:05:45  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh
Sep/M0/2016 20:05:45  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh
Sep/10/2016 20:09:45  memary system, emor, crtical  loain failure for user admin from 10.10.10.253 via ssh
Sep/1052016 20:05:45  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/10/2016 20:09:45  memory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/105°2016 20:09:45  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/105°2016 20:05:45  memaory gystem, emor, crtical  login failure for user admin from 10.10.10.253 via ssh
Sep/A10/2016 20:05:45  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh
SepA0/2016 20:05:45  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh
SepM0/2016 20:05:50  memory system, emor, critical  login failure for user admin from 10.10.10.253 wia ssh

[¢] |




Tools Bruteforce

1. Hydra

3. Ncrac




Penanganan Bruteforce SSH

Disable service SSH




Penanganan Bruteforce SSH dengan Firewa
|

Mew Firewall Rule Mew Firewall Rule

General| Advanced Extra Action Statistics | oK | General -"l-d"-'Ef‘lCEd|Eﬂ:m Action Statistics | |
Chain |0 I II | Cancel | Src. Address Lis [ ip_blacklist | % & | Cancel |
Src. Address | | i | Apply | Dst. Address Lisl | | 7 | Apply |
Dst. Address i i )
| | | Disable | Layer7 Protocol | | - | Disable |
Protacal [ |6 (tcp) EIS | Comment | | Comment |
Content | | i
Src. Port: - | Copy | | Copy |
Connection Byte | | e
Dst. Port: [ |22 |~ | Remove | | Remaove |
- 0 0 O OO O Connection Rat | | w7
Any. Port: - | Reset Counters | | Reset Counters
@E All Counters

P2P: | | - Reset Al

General Advanced Extra Action | Statistics

In. Interface | | | it |
Action |dro ¥ | |
Out. Interface | | |drop = Cancel
[ Log | Apply |
Log Prefin | - | — |
Comment |
Comment for New Firewall Rule
Drop Bruteforce 55 III Copy |
e |
;I Reset Counters |

| Reset All Counters




Penanganan Bruteforce SSH
dengan Firewall

New Firewall Rule

General| Advanced Extra Action Statistics

Chain

Mew Firewall Rule

Src. Address |

General AdVﬂﬂCEd|E:d:m Action Statistics

Dst. Address |

Src. Address Lis |E| -

Cancel

Apply

Protocol [_||6 (tcp)
—

Sre. Port:

Dst Addressbist || ¥ ||
Layer7 Protocol | 7 |

Disable

Dst. Port: [ ][22

Content

Mew Firewall Rule

Any. Port: |

Connection Byte

P2P: |

Comment

Connection Rat

In. Interface |

Out. Interface |

Connection Type |

Connection Stat [ [ | invalid [ ] established [_| related

Connection NAT Stat |

Action | Cancel |
Per Connection Classifi
[tog | ey |
Src. MAC Address
Log Prefix | |~ | Disable |
[ 3 = Comment
Address Lisl |ip_blacklist + | |
— . in_ &

. Timeoul |10d 00:00:00 |- | Copy |
| Remove |
| Reset Counters |
| Reset All Euunter5|




Penanganan Bruteforce SSH
dengan Firewall

New Firewall Rule

General| Advanced Extra Action Statistics

=i

Mew Firewall Rule

General Advanted|am Action Statistics

In. Interface |

Out. Interface |

[ o |
Chain =]
Src. Address Lis |E| - | Cancel |
Src. Address | | d
Dst Addresslist | | v | | Apply |
Dst. Address | g
% Layer7 Protocol |:| N | Disable |
Protocal Bt ¥ |
rotocal [] (tcp) I " | | Comment |
Src. Port: | - Content I:l -
| Copy |
. ap o] e[~
i ) | Remaove |
Any. Port: ConnectionRat | | ¥
et | | | Reset Counters |
PP | Per Connection Classifi |:| b

oK

Connection Type |

Cancel

Connection Stat [ [ | invalid

[ ] established [_| related

[w] new

L] Log

Apply

Log Prefix | | R

Connection NAT Stat |

Disable

Address Lis! |ssh3 | =]

Comment

Timeoul |00:01:00 |

Copy

Remove

Reset Counters

Reset All Counters




Penanganan Bruteforce SSH

dengan Firewall

New Firewall Rule

General| Advanced Extra Action Statistics

Mew Firewall Rule

Chain

Src. Address |

Dst. Address |

Protocol [_||6 (tcp)
—

Sre. Port:

Dst. Port: [ ][22

Any. Port: |

P2P: |

In. Interface |

Out. Interface |

Connection Type |

Connection Stat [ [ | invalid [ ] established [_| related

[w] new

Connection NAT Stat |

ConnectionRat | |~

Par Connaction Claseifi || ¥

Mew Firewall Rule

General Advanced Extra -ﬁ-ttiﬂﬂ|5tati5tic5

Reset Counters

=l E3

=l E3
| General AdVﬂ"CEd| Extra Action Statistics oK |
Src. Address Lis |E| - Cancel |
Dst Addresslist | | w Apply |
Layer7 Protocol - Disable |
Comment |

Content | |¥
Copy |

ConnectionByte | |~
Remove |
=]

[ x|

| Cancel |

[ Log | Apply |

Log Prefix | g | Disable |
Address Lisi |ssh2 E | Comment |
Timeouf | 00:01:00 |~ | Cony |

| Remove |

| |

| |

Reset Counters

Reset All Counters




Penanganan Bruteforce SSH

dengan Firewall

EEHEFE||Aduanced Extra Action Statistics | 0K |
Chain =1 | Cancel |
Src. Address | AR Apply |

Dst. Address | bl _—

% Mew Firewall Rule
erece |:|r3ttcp.'l—. General Advanced Extra Action | Statistics
Src. Port:

Ok

Luil: Tyl 50 src to address list Cancel
Dst. Port: [ ][22
[ Log Apply
Any. Port: |
Log Prefix | I Disable
P2P: |
In. Interface | Address Lisl |55h1 || 3|
Out. Interface | Timeoul |00:01:00 |- Copy

Remove

Connection Type |

Reset Counters

Connection Stat [ [ | invalid [ ] established [_| related new
Reset All Counters

| Comment

Connection NAT Stat |




Hasil akhir Filter Rules

Firewall =] E3
FI|1IEFRU|EE| HA.T| Hanljﬂ| SE“II:-EFII‘II| Cumeﬂ:mé Adliemhsu{ I.ayeﬂ'l’nnnals|
L = e iTi Reset Counters || 00 Reset All Counters | Fing | {an =]
£ | |Ar:n'm | Chain \Proto...|Dst. Port | Connection State |Bytes  |Packets | |¥
++s Drop Bruteforce S5H
0 # drop input B itcp) 22 12 6 KiB 199
1 t add src to address list input B (tcp) 22 new 52B 1
2 t add src to address list input Bitcp) 22 new 3128 B
3 =t add src to address list input Bitcp) 22 new 3726 11
4 = add src to address list input Bitcp) 22 new 432B 16

Sitems




Testing Bruteforce SSH

Firewall

Filter Rules MNAT Mangle Service Ports Connections AddressLlists || ayer7 Protocols

=] | e || 5 i Find | |an
|Name £ |Address Timeout

D @ ip_blacklist 10.10.10.253 9d 23:59:46

D @ sshl 10.10.10.253 00:00:45

D @ ssh2 10.10.10.253 00:00:46

D @ ssh3 10.10.10.253 00:00:46




Penanganan Bruteforce FTP

Disable service FTP




Penanganan Bruteforce
dengan Firewall

MNew Firewall Rule

General | Advanced Extra Action Statistics | oK |
Chain: ir| ut ||3| |
Src. Address: | | N
st Address: | | - Mew Firewall Rule
5 General Advanced |E:d:m Action  Statistics | oK |
Protocal: [ |6 (tep) - [
Sre. AddressList: [|ip_blacklist [ %] & I | Cancel |
Src. Port: | | N [
Dst. Address List: | - | Apply |
Dst. Port: [ ]|21 - I [
Any. Port: | g [ Layer7 Protocal: | g | Disahle |
p2p: | | [ o = | Comment |
In. Interface: | | 7 IE”E
Connect . L
| = General Advanced Extra Action |9_'at|5t|:5 | oK |
Qut. Interface: Connec —
I Ction: |drop S| cancer |
Per Connection |
L] Log | Apply |
Src. MAC
B Log Prefic | AT
Comment for New Firewall Rule | Comment |
Drop Bruteforce FTP | Copy |
| Cancel | | Remove |
LI | Reset Counters |
| Reset All Counters |




Penanganan Bruteforce FTP
dengan Firewall

Mew Firewall Rule Mew Firewall Rule = E
General| Advanced Extra Action Statistics General -"thﬂﬂCEd| Extra Action Statistics | oK |
Chain 3! src. Address Lis ; | | Cancel |
Src. Address | | - Dst. Address Lisl | | S | Apply |
Dst. Address i :
| | Layer7 Protocol | | - | Disable |
= Comment
Protocal 6 (tc ¥ |~ & | |
E” (tep) " | >3 Content |:||530 Login incorrect | —
Src. Port: | |~ Conmerteae | Copy |
Dst Port: | | - Mew Firewall Rule E H
- Connec ; >
R General Advancgd Extra |Act|nn Statistics | oK |
Any. Port: | | - .
Per Connection —»— Connection Limit
PP | | = Re = | Cancel |
1A —w— Limit v
Mew Firewall Rule [m] E3 - | Apply |
General Advanced Extra Attiun|5taﬁsﬁcs | oK | Rate | £|min = | Disable |
B [ acton R v | [ __cace | Burst: 9 [ comment |
Limit By |dst. address ¥
e [ oy | 4 BT e ]
| | Expire |60.00 |'s o
Log Prefis - | - | | emove |
Disable Nth
| Comment | Time | Reset Counters |
| Copy | 5rc. Address Type | Reset All Cuunter5|
Dst. Address Type
| Remove | pSD
| Reset Counters | Hotspat
IP Fragment
| Reset All Cnunter5|




Penanganan Bruteforce FTP
dengan Firewall

New Firewall Rule

General| pdvanced Extra Action Statistics
Chain I
Src. Address | |~
Dst. Address | |~
Protocal [ 1|6 (tcp) ¥~
Sre. Port: | | »
Dst. Port: | |
Any. Port: | |~
P2P: | |
In. Interface | | »
Out. Interface | |~

1 o 1 5

=1 M

MNew Firewall Rule

General -ﬁ-dVEF‘ICEd|E1¢m Action Statistics

Cancel |

Apply |

Disable |

Src. Address Lis | |-
Dst. Address Lis! | R
Layer7 Protocol | | -

Content |:||53CI Login incorrect | -

Connection Byte: N

Comment |

Copy

Conn Mew Firewall Rule

Cancel

Apply

Log Prefis |

Disable:

Address Lisl |ip_blav:klist

Timeout |03:00:00

Copy

Remove

Reset Counters

Reset All Counters

| Comment |




Hasil akhir Filter Rules

Firewall ) x|

Fl|tE'rRU|F-'5| IIA.'I'| “‘_"’!"4 SEIHI-I:-EI’II’II| C{llnlﬂ:ll[lq Ad{l’Eﬁl.lﬂ# I_aleﬁ'I’l'm:nl:{Is|

L o F iTd Reset Counters || o0 Reset All Counters | Fing | |an =]
|

£ || |m:|:'nn |Chain  |Proto...|Dst. Port |Bytes  |Packets R
13 Drop Bruteforce FTP
0 &K drop input Bitcp) 21 1156 B 23
1 o accept output B (tcp) 305 B 5

2 =t add dst to address list output b (tcp) 366 B ]




Testing Bruteforce FTP

Filter Rules NAT Mangle Service Ports Connections Address Li5t5| Layer7 Protocols

+[=] [V 2] [v

|Name £ |Addre55 Timeout |
D @ ip blacklist 10.10.10.253 025827




Penanganan Bruteforce Telnet

Disable service Telnet

IP Service List

Available From

@ api 8728
@ api-ssl ara
& fip 21
0 ssh 22
& telnet 73 Available From Certificate
............... e @ api 738
@ W a0 @ api-ssl 2723 none
X | ® wnw-ssl 443 @ ftp 21
@ ssh 22
¥ ® telnet 23 |
& winbox AT g
[ RTRTRTH a0
X | ® wwew-ssl 443 none

2items (1 selected)
I

2 items (1 selected)



Penanganan Bruteforce
Telnet dengan Firewall

Mew Firewall Rule

General| Advanced Extra Action Statistics

Reset Counters

Chain ||3| Mew Firewall Rule
Src. Address | |- |: General Advanced | Extra Action Statistics | |
Dst. Address. | - I: Sre. Address List [ |ip_blacklist E2R | Cancel |
= Dst. Address List | |~ | | Apply |
Protocal [ 1|6 (tcp) E3S I:
src. Port: | |- I: Layer7 Protoco | - | Disable |
Dst. Port: [ |23 |- I: | Comment |
Content | | v
Any. Port: | | R I: @E
Con
P2P: | - E General Advanced Extra Action | Statistics | oK |
Cor
In. Interface | |- Action |drop =l | Cancel |
Per Connei
Out. Interf R | Appl |
ut. Interface | | - [iLog pply
|
e Log Prefix | | ¥ Disable |
L L o x Comment |
Drop Bruteforce Telnet
Copy |
Remaove |

| Reset All Counters




Penanganan Bruteforce

Mew Firewall Rule

Telnet dengan Firewall

General| Advanced Extra Action Statistics | oK |
Chain | [{ssiyi *
" | Mew Firewall Rule E m
-
Src. Address General Advan::ed| Extra Action Statistics | Ok |
Dst. Address | v o :
Src. Address Lis | | d | Cancel |
Protocel [ |6 (tep) [#] Dst. Address Lis! | R | Apply |
Src. Port: w :
| | Layer7 Protocaol | | - | Disable |
Dst. Port: | | b | Comment |
I—I ~
Any. Port: | | - Content [| Login failed, incorrect username or password | — |
ConnectionByte: | |
P2p: >
| | MNew Firewall Rule E E
I Connection R

General Advanced Extra httinn|5taﬁm'cs | oK | |

Per Connection Clas:

[ Y=yl ccdd dst to address list | Cancel |

Src. MAC Addr

Reset Counters

Reset All Counters

/= [ I Log | Apply |
Log Prefix | A | Disable |

Address Lis! |ip_blacklist =] | Comment |

Timeout | 10:00:00 |~ | Copy |

| Remove |




Hasil akhir Filter Rules

Firewall

FiltEFRU|E5| I'IAT| Han-y-e| Smu-nehh| Culnechuul .ﬂul-[iml_lsls| I.ayer?l’nnn:dsl

=] ||| &2 iTi Reset Counters || 00 Reset All Counters Eind all |+

# Action Chain Proto...|Dst. Port | Bytes Packets b
113 Drop Bruteforce Telnet '
0 K drop input b (tcp) 23 0B 0

1 = add dst to address list output B (tcp) 0B 0




Terima Kasih
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