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About me

My Name :
Rizky Agung Pratama

*  Graduated from Diploma Electrical Engineering, Gadjah Mada
University

* Learn Mikrotik since 2012

* Blogger at Mikrotiklndo.blogspot.com since 2013

«  Work as IT Analyst at Government Corp since 2014



The Background

* | work for electrical company who has a lot of Intelligent Electrical Devices (IED).

 Most of them are connected and monitored via Network (IP Based).

* | need a simple application to monitor the status of those devices and notify about
their status changes.
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And the Answer is... NG - =
The Dude
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An Introduction

What is The Dude?

The Dude is a free application by MikroTik, which can dramatically improve the way you manage

your network environment.

It will automatically scan all devices within specified subnets, draw and layout a map of your networks,
monitor services of your devices and execute actions based on device Status changes.
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What we Need?

Software & Hardware we need to integrating SMS Notification on The Dude
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1. Mikrotik device which capable 2. PC as The Dude Client

to Install The Dude Server

dude-6.37.1-tile.n  dude-install-6.37.
pk Texe
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3. USB Modem (Supported by RouterOS) 4. The Dude Installation file

(C:) » plink
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5. Plink SSH Software (Free) 6. Some SMS Package
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SMS Notification Integration on
The Dude Version 6.37.1



The Dude Server Installation

1. Download The Dude Server package from Mikrotik.com
2. Make sure you download the dude as same version of your RouterOS

M};—\“{rol-" Home Purchase Software I Downloads Products Support Training Account
Downloads RO
6.34.6 (Bugfix only) 6.37.1 (Current) 5.26 (Legacy) 6.38rc10 (Release candidate)

MIPSBE CRS, NetBax, NetMetal, PowerBox, QRT, RBSxx, hAP, mAP, RB4xx, cAP, hEX, wAP, BaseBox, DynaDish, RE2011, SXT, OmniTik, Groove, Metal, Sextant, RBTxx

Main package

Exira packages

SMIPS hAF lite

Main package -

Extra packages -

TILE CCR

Main package -

Extra packages -

The Dude server -

PPC RB3xx, RBA00, RBExx, RB T

Main package

Extra packages



s V———SS
The Dude Client Installation

1. Download The Dude Client installation file from Mikrotik.com
2. Make sure you download The Dude Client as same as The Dude Server version

Mﬁ'—k{rol—"'k Home Software Downloads Products Support
GENERAL
Netinstall = - ~ —
The Dude client = - —
Changelog
MDS



The Dude Installation Files

System requirements for server
package

Home Share View

« 4 ™5 ThisPC » DATA(D:) » MASTER > NETWORK > Mikrotik > Apps

3 Mikrotik " RouterOS:
'l A " -
o — v6.34rc13 or newer
Btest I
% MIKROSTATOR
™ Netinstall dude-6.37.1-tile.n  dude-install-6.37. m :
* The Dude pk 1.exe MikroTik CCR series hardware
b 257 RouterOS x86 installations

RouterOS CHR environment




The Dude Server Installation

3. Copy the .npk file to Mikrotik Device = Reboot
4. Make Sure The Dude package has installed - open System -> Packages

Check For Updates Dizable Uninstall Unschedule Chech Installation

|NE“T'E |"'r’5"5'° File List Package List
S advanced4ools £.37.1 =
o et E| EAERE Up load e | Upoad. | | Check For Updates | | Enable || Disable | | Uninstal || Unschedule
S dhep 6.37.1 [l Size (Creation | Neme + | Version |Build Time |Scheduled
Sgps 6.37.1 | - 13041TKB "0ct/10 ™ & 2gyancedools 6.37.1 Sep/30/2016 102841
Shotspot 6.37.1 17.0KB  Oct/08) g calea £.37.1 Sep/30/2016 10:28:41
Sipve 6.37.1|| [Dusermanager directony = a7 LI LTS L LN
S mpls 6.37.1 [l usermanagerogsgldb file:
B multicast 6371 [=l user-manager/sgldb file =
Eintp £.37.1| [ Before_Upgrade_6.37.1 backup backup Sep/30/2016 10:28:41
S operflow 6371 Ddude directory Sipvé 6.37.1 Sep/30/2016 10:28:41
& pop 6.37.1 =] dude/dude.db-shm .db-shm file 4.0 KiB Simpls £.97.1 Sep/30/2016 10:28:41
& routing 6371 [= dude/dude db db file GD00KE Oct/D & mutticast 6371 Sep/20/2016 10:28:41
& security 6371 [= dude/dude db-wal db-wal file A4MEIKE  Oct/0 Sntp £.37.1 Sep/30/2016 10:28:41
S system 6.37.1 O dudeiles directory Oct/0d| S operflow 6371 Sep/30/2016 10:28:41
Sups £371| [ autosupout rf if file S100KE  Oct/0d| Sppp 6371 Sep/30/2016 10:28:41
17 items [Elautosupout old if Tif file MOOKE  Oct/0d| Srouting 6371 Sep/30/2016 10:28:41
Epub directory Oct/03 S securty 6.37.1 5ep/30/2016 10:28:41
I' & B4 - TRUNK.. r e e N+ S system 6.37.1 Sep/30/2016 10:28:41
B ups 6.37.1 Sep/30/2016 10:28:41
S user-manager  5.37.1 Sep/30/2016 10:28:41
& wireless 6.37.1 Sep/30/2016 10:28:41
18 items (1 selected)




Run The Dude Server

Open the Terminal input the following Command :

Enable The Dude Server : Check Whether The Dude Running or not:
dude set enabled=yes dude print

Teminal

TITTITITITIT
HHMH HHHM KKK TITTITITITIT EKK
MMM MMMM MMM IITI EEK EEK REREER 000000 ITT IIT KKK EEE
MMM MM MMM III EHEEEK EEE EREE OO0 OO0 ITT IIT EEEEE
MMM MMM TIII EKEEE EEE EEREER 000 000 ITT III EEK EEE
MMM MMM TIII EEE KKK ERE ERR  OQ0000 ITT III KKK EEE

I*lﬂ

MikroTik Router0S5 6.37.1 (c) 1999-2014 http: //www.mikrotik.com/

[2] Gives the list of available commands
command [?] Gives help on the command and list of arguments

[Tak] Completes the command/word. I the input is ambkigucous,
a second [Tak] gives possible options

! Move up to base lewvel
. Move up one lewvel
Scommand Use command at the base lewel

[rizkyBROUTER_APFBALI] > dude set enabled=ves

[rizkyRROUTER APPBRALI] > dude print
enabled: yes
data-directory: dude
3tatus: running

[rizkyRROUTER APPERLI] > hd

The Dude Server is now Running




The Dude Client Installation

3. Install the .exe file to your PC

D) » MASTER ¢ NETWORK » Mikrotik *+ Apps * TheDude » 6371

A

i‘

dude-6.37.1-tile.n
pk

E Mdamlan E

dude-install-6.37
1.exe

Open
G Run as administrator

Troubleshoot compatibilit

Run with graphics process

Ins=talling
Flease wait while The Dude is being installed.

Pin to Start

Extract: dude.exe

Show details

mullsoft Inskall Sywstem we2-0ck-2015,cvs

« Back

Close

Cancel
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The Dude Client Installation

4. After the installation = Open The Dude Application
5. Fill in The Dude Server IP Address = Click Connect

& not connected - The Dude 6.37.1 — O X
| Prefersnces | Hep | HBTSPOT, GONTROLLERS -> Www|
Server: |132.163.1.1 Connect
Mode: ¢ plain " secure
S
Port: |8251
Rem
Uzer Mame: Irid{:.' e
Password: I‘“““
¥ Remember Password
Comment: I
Address : |User Name Comment
< >
Client: nc Dbps /b 0 bps | |disconnected




Build Your Own Network Map

1. Once you connected The Dude Client to The Dude Server, Build your own Network Map
2. You can add your devices manually or just scan it using Discover Tool

M Q
. 192.168.1.0/24

B
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Set up The USB Modem

1. Plugin your USB Modem to one of the Mikrotik CCR USB Ports
2. Check whether Mikrotik CCR detect your USB Modem or not
3. Go to menu System > Ports

=13
Ports |F{emnteﬂmas
=| |T| | Fimware The USB Modem has been
| Name + |Used By Channels |Baud Rate | Flow Control | | ¥ Detected and Installed by RouterOS
& seriall Serial Console 1 5600 naone
& seniall 1 5600 none
o usb3 4 5600 none

Port =ush3=

UsedBy: | |
Channels: |4 Apphy
Baud Rate: E
Data Bits: IEI
Paity: [none [ ¥
3items (1 selected) Stop Bits: [1bt | ¥

|
. U

Remove
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Set up The SMS

We need to make sure The USB Modem can be used to Send SMS

1. Go to menu Tools = SMS = Choose the USB Port used by USB Modem —> tick Receive
Enabled = Apply

2. Send a SMS Message = Click Send SMS = Choose Port, fill in the phone number you
want to send SMS, & fill in the Message = Click Send SMS

3. Check your phone

[=]|E3

Ports | Remote Access

= Firmware Find
Jﬂ':lme s |Used By |Channels |Eaud Rate |FI|::|'.».I Contral | |"
S'senall Serial Console 1 9600 none
=zenall 1 3600 none
Susb3 sms toal 4 5600 none
[Ol[x]
Receive Enabled oK
i
Channel: |1] | . o omc
Send SMS
Secret; 7T
| | Pot: jusb? | %] | Send SMS
Alowed Number: |:| hd Channel: [0 Cancel
: | nc
3items (1 selects] Keep Max SMS: |ﬂ | Phone Number:

smsc: | |-
Message:
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Add a New User for SMS

We need to add a dummy user for SSH login to send SMS Message
1. Open Menu System = Users
2. Add a New User with write group & don’t forget to set the password

(=]
Users |Emups SSH Keys  SSH Private Keys  Active Users
*|[=] [« T|| Am
|Name £ |Gmup |Nluwed Address |Lr:|51 Logged In | |T
. system default user
& admin Full New User
drdy e
Mame: @ | QK
Group: |wr'rte ” ¥ | Cancel
Allowed Address: | | = Apply
Last Logged In: | | Disable
Password: | =" | Comment
Corfim Passward: |*“"""‘ | Copy
Femove
2items bled
n - —




The Integration Configurations

1. Download Plink SSH Application. We can download it here :
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
2. Copy plink.exe to directory c:\plink

| = | plink — 0 %
Home Share Wiew - o
— v » This PC » SYSTEM (C:) » plink w 0 Search plink 0
v Hl This PC ~  Mame Date modified Type
> [ Desktop ‘@ plink 12/12/2015 8:27 PM Application

» Documents
» ; Downloads
» J’l Music
» [&=/ Pictures
» E Videos
v i SYSTEM ()
Logs
PerfLogs
plink
» Prograrm Files
» Prograrm Files (x36)
» Users

» Windows


http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

The Integration Configurations

3. Open The Dude = Go to menu Notifications = Add New Notification

4. Fill in the Name - Tick Enabled = Type : execute locally = Fill in the following command :

II@ | Preferences ” Help |

C:\plink\plink.exe -ssh -I

mikrotik_sms_username -pw
mikrotik_sms_password
mikrotik_sms_ipaddress "/tool sms send
phone-number=yourphonenumber
usbportnumber message=\"[Probe.Name]
on [Device.Name] is now [Service.Status]\""

] Metworks
] Motifications
= ] Panels
[ rizky 10,91 6...
] Probes
] Root
£ Services

] Tools

< >

r ey AULA T LY B0 AT LY
-
& SMS Motification - Motification O x
General | Schedule  Advanced (o ||
Mame: ISMS Maotification Cancel I
¥ Enabled Apply
Type: Iexeu:ute localhy ;I
* Insert Varable
C:hvplink\plink.exe —ssh -1 sms -pw smalZ3 Remove
1892_.168.1.1 "/tool sms send phone-
number=089673639989 usk3 message= e

Command:

" [Probe Name] on [Device _Name] is now
[Service_Status]\™"




Test SMS from The Dude

Test SMS 132 AM

-

Probe.Nam n
@ SMS Motification - Motification [ Obe a E]O

[Device.Name] is now
Service.Status

[Probe.Name] on
[Device.Name] is now
[Service.Status]

General | Schedule  Advanced

Mame: ISI'U'IS Motification
¥ Enabled

Type: Iexem.rte localhy

 Insert Varahble

Cohvplinkhvplink.exe —-ssh -1 sms -pw smslZ3
152 _168.1.1 "/tool sms send phone-
number=083&73635358% usb3 message=
W"[Probe . Name] on [Device.Mame] is now
[Servin:E_Status]'\““l

£ 2:06 AM

© (03

Command:
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Apply SMS Notification to Network Map

LIEIPEIE
]

_ontents

(] =R @] 3

| Settings | IDiscmrer || ¥ Tools | @

] Address Lists

1 Agerts

(] Chars

] Devices

[ Files

] Functions

] History Actions

] Links

L7 Log

] Mib Nodes
= 5] Metwork Maps

3 Mikrotikindo

] Metworks

] Motffications
=] Parels

] rizky 10516

] Probes

E] Root

£ Services

E] Toals

& Mikrotikinge - Network Map

General Polling ‘DMEges Appearance  Background

v Enabled

default
Probe Interval: - |’I

T
default 25 55 10s 1

default

Probe Timeout: -| 2

T
default 25 55 10s 1

default

Probe Down Count: I vI I,J ] :

default 2 3

v Use Notfications

=

|Name

v SMS Notfication

beep
flash
Motifications: log to events
log to syslog

popUp

0
Cancel

Apply




Test The Configuration

Disconnect one of your monitored devices to test the configuration

dude on Web Server is
now down

ping on Web Server is
now down

netbios on Web Server is
now down

http on Web Server is
now down B2z:30

2| ®]




Test The Configuration

When devices you monitor change their Status to down, SMS Message will sent to your phone number

dude on Web Server is

now down
n 2y
: ping on Web Server is
wiie e S SHE Sener, now down
netbios on Web Server is
now down

http on Web Server is
now down D233

ftp on FTP Server is now
down D 23:40

ping on FTP Server is
now down

netbios on FTP Server is
now down

_ \

ssh on FTP Server is now
down

http on FTP Server is now
G ] down D231

Antiirus Server. 2 o [l



Test The Configuration

When their Status change to up, SMS Message will sent to your phone number

=B @ B 3[4 .al 48% & 23:44
¢ NETWORKMONITOR.. ¥ (. yoe

M & / ssh on FTP Server is now
: down

http on FTP Server is now

down D23:47
http on FTP Server is now

up

netbios on Web Server is

now up

netbios on FTP Server is

now up 2342
ftp on FTP Server is now

. 192.168.1.0/24
up

ping on Web Server is
now up

dude on Web Server is
now up

ping on FTP Server is
now up

http on Web Server is

now up

Iﬁ Ii

ssh on FTP Server is now
up 2343

2| © o3




The Polling Options

How long we have to wait until the device we monitored declared as down?

& Server Configuration | * Probe Interval :
General SNMP Poling | Server Agerts Syslog Map Chat Repot Discover RouterdS Misc How often does it query (ping) a
specific device.
v Enabled: Aoply
30s Probe Timeout :
Probe Interval: -1 , _J . . . . . . FTOVEC THNICUML . :
5 155 1m 5m 15m  1h 3h 12h How Iong The Dude waits for a
10s 1
e T o o | reply from a ping or check of a
55 15 Im  Sm  15m 1lh  3h  12h telnet, ssh, or http port before
: o .
o be Do Court. i 5 _ M considering it a failed response.
'|I 2 3 4 5 6 7 8 9 10 14 18 25 100

Motfications that are performed on service status .

How many failed responses are

|Name £ |

required before The Dude
SMS Notfication declares the device as a failed

beep

device.

Default configuration is 30 second poll interval with 10 seconds timeout and down count of 5.
Therefore, you would have 5 polls at 30 second intervals plus 10 seconds would need to be failed
before you see a declaration of a failed device (2 minutes and 40 seconds).




The Polling Options

We can override the Global Server Polling Configuration on Network Map Polling Options or
directly on The Device Polling Options.

|
| @ Server Configuration

o X
| General  SNMP Poling Sever Agents Sysbg Masp Chat Repot Discover RouterdS Misc h @

| sece e s
| ¥ Enabled . |.
Probe Interval: Im vI

@ Mikrotikindo - Network Map
Probe Timeout: |EEEEI]I] VI

General Poling |Dutages Appearance  Background

ﬁﬁult
PI'CIbE |rrtean||: il ) T T T T T T T T T T T T T T T
Probe Down Count: IE vI ult 2z 55 10s 15 1m 2m 5m 15m lh 2h 2h Bh 12h 1d
i ult
i Pmbe -nmeﬂut il ) T T T T T T T T T T T T T T T
i ult 25 55 10s 15s Im 2m 5m 15m 1h  2h 3h 6Bh 12h 1d
| 1
! Pmbe ann CﬂIJthZ I jv I ) T T T T T T T T T T T T T T T T T T
| |NEIITIE #ult 2 3 4 5 5] 7 ] =1 10 12 14 16 18 20 25 50 100
! SMS Netification | [ |Jse Notifications
beep
log to events |N ;
v  logto syslog I
- r—
popup SMS Motification
beep
flash
Motifications: log to events
log to syslog
popup




Customization

If you think that Services you monitor are too many, just remove them. Leave the ping service alone.

S, 1| @8 %[ .a 48% & 23:44
& NETWORK MONITOR... ¥ CALL MORE
& FTP Server - Device
ssh on FTP Server is now i
down General | Poling Services |Dutages Snmp  History  Tools
R . # B [ ] W&
1§ 23:41 —
Type # | Probl |Nntes
http on FTP Server is now o ftp ak X
up - hitp ok X
netbios on Web Server is F ﬂ?‘tblﬂs ok X
now up I~ ping ok V
- ash ok X
netbios on FTP Server is

now up B2342

ftp on FTP Server is now

up /

ping on Web Server is Too ma ny
now up .
services?

dude on Web Server is
now up

ping on FTP Server is
now up

http on Web Server is
now up

ssh on FTP Server is now
up D234s3

2| © I3 |




Customization

If you think that Services you monitor are too many, just remove them. Leave the ping service alone.

|
.

& FTP Server - Device
General Poling Services |Dutag&a Snmp  History  Tools

# ] =|Re|@ (][] ] (]S Seus: [ v] |Fv] |[_camce

|T1_.rpe § | Problem | Motes Apphy
|~ ping ok

b

II

ave

* Tools

g

=3 P

onnect




Customization

If you want to monitor a lot of devices, maybe you’ll consider to change the SMS Notification
with Email Notification

-
E“E‘ IT | Settings | | Discover || * Toolz | @ Layer: | links d Zoanm: |50°/° ;I
T T Ay

How to do that?? You can find the Tutorial | have wrote here :
http://mikrotikindo.blogspot.co.id/2015/12/cara-membuat-notifikasi-email-thedude-mikrotik.html



http://mikrotikindo.blogspot.co.id/2015/12/cara-membuat-notifikasi-email-thedude-mikrotik.html

Any Question?

Visit My Blog for more Mikrotik Indonesia Tutorials :
http://mikrotikindo.blogspot.com

Ask question online at Mikrotikindo Fans page :
http://facebook.com/mikrotikindo

Or Just Email me :
admin@rizkyagung.com


http://mikrotikindo.blogspot.com/
http://facebook.com/mikrotikindo

Thanks for Your Attention
OO

KUMPULAN
TUTORIAL MIKROTIK INDONESIA
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