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Mangle BGP

Bridging Firewall filter

Switching

VLAN
Routing

OSPE ~ MPLS



”saya tidak menunggunakan fitur-fitur itu semua”
“saya hanya butuh forwardingnya saja”
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Fast Path

 Mulai RouterOS v6

* Melewatkan traffic tanpa melalui fitur-fitur yang ada di RouterQOS,
sehingga load CPU lebih rendah dan delay juga lebih rendah.
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CPU:42%
]| E3

Session: [192,168.88.1

IP Settings

Interface |Inte \wEIP Forward WRRP Bonding  LTE

IEI IEI E Send Redirects Cancel

HE

IName [ | Accept Redirects Apply [Rx % Packet (p ,'5}| -
R 4isetherl secure Redirects 0bps 59.5 Mbps
R #jpetherz 74.5 kbps 7.7 kbps
it kS Rout
4i#ethers [ Accept Source Route 0bps 0 bps
4#etherd Allavs Fast Path 0 bps 0bps
R #ethers Route Cache 0.6 Mbps 0 bps 503

Ta n pa . RP Filter: |no K4 . o
Fa S t Pa t h [ ] TCP SynCookies

Max Meighbor Entries: |8192 |

ARP Timeout: |00:00:30 |

-
6 items

ICMP Rate Limit: |10 |

[ ] 1Pv4 Fast Path Active

IPv4 Fast Path Packets: |5 054 593

|
IPv4 Fast Path Bytes: |7.1 GiB |

[ ] 1Pv4 Fasttrack Active

IPw4 Fasttrack Packets: ID |

IPv4 Fasttrack Bytes: ID B |
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Dengan
FastPath

Session: (192,165,881

IPv4 Fast Path Bvtes

IP Settings
Interface | Inte
|| —
|Name
R #j#etherl
R rether?
eethers
eeetherd
R ¢ieethers
;3 dmlani
RP Filter:
Max Meighbor Entries
ARP Timeout
* .
- ICMP Rate Limik:
6 items
IPv4 Fast Path Packets:

\VEIP Farward oK VRRP  Bonding  LTE
Send Redirects Cancel Finc
|| Accept Redirects T I S Packet (pfs)| ¥
Secure Redirects 0 bps 60.1 Mbps
|| Accept Source Route 72.6 kbps 7.1 kbps
0 bps 0 bps
Allows Fast Path 0bps 0bps
Ruute Cache 60.6 Mbps U bps 5 03
0 bps 0 bps
no K
|| TCP SynCookies
: |s192
: |00:00:30
»
10
| IPv4 Fast Path Active
033173
;11,3 GiB




.[' CITRAWEB
SOLUSI TEKNOLOGI

Hardware Compability with FastPath

* RB6XX series

* Most of the RB7xx series
* RB80O

* RB9xx series

* RB1000

* RB1100 series

* RB2011 series

* RB3011 series

* CRS series routers

* CCR series routers

etherl,2
all ports
etherl,2
all ports
all ports
etherl-11
all ports
all ports
all ports
all ports
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Virtual Interface

* bridge interfaces (since 6.29)
* vlan, vrrp interfaces (since 6.30)
* bonding interfaces - rx only (since 6.30)

* eoip, gre, ipip interfaces (since 6.33).
Eoip, gre, ipip interfaces have per interface setting "allow-fast-path”.

Allowing fast path on eoip, gre, ipip interfaces have side effect of bypassing firewall, connection tracking,
simple queues, queue tree with parent=global, ip accounting, ipsec, hotspot universal client, vrf assignment for
encapsulated packets that go trough fastpath. Note that allowing fast path for tunnel does not guarantee that
all packets will go fastpath, so for slowpath packets regular processing happens as before
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Syarat FastPath

 firewal rules are not configured;

* firewall address lists are not
configured;

e Simple and queue trees with
parent=global are not configured;

* no mesh, metarouter interface
configuration;

* sniffer, torch and traffic generator is
not running;

* connection tracking is not active;

ip accounting is disabled (/ip
accounting enabled=no);

VRFs are not set (/ip route vrf is
empty);

Hotspot is not used (/ip hostspot
has no interfaces);

IpSec policies are not configured
(ROS v6.8);

/tool mac-scan is not actively used;
/tool ip-scan is not actively used;
route cache must be enabled
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Kekurangan FastPath

* Tidak bisa dijalankan di semua hardware/interface.
List lengkap, cek di wiki...

e On-off berlaku untuk keseluruhan trafik pada router tersebut, tidak
bisa memilih mana trafik yang FastPath dan mana yang SlowPath

e Banyak fungsi yang sama sekali tidak bisa jalan: firewall, mangle,
torch, etc.
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FastTrack
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FastTrack g e <ioa0 125101025

General Advanced Extra  Action ‘Statistics

.[' CITRAWEB

Fitur pada mangle dan filter, action: |
di mana kita bisa memilih
) | |log
connection tertentu untuk |
Log Prefix: e

menjadi “fast-track”,
sehingga paket established
dan related berikutnya tidak
lagi diperiksa di mangle,
filter, QosS, dll.
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Filter/Mangle Accept FastTrack

* (established, related - accept) » Paket yang masuk FastTrack
tidak akan diproses fungsi
berikutnya, langsung ke interface
keluar.

» Paket data tidak diproses oleh rule
berikutnya di chain tersebut,
tetapi tetap akan diproses oleh
fungsi lain berikutnya. * Misalnya, firewall/filter

chain=forward

action=fasttracked-connection,
maka paket tidak akan diproses
oleh chain postrouting dan QoS.

* Misalnya, firewall/filter
chain=forward action=accept,
maka paket tetap akan diproses
oleh chain postrouting dan QoS.
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FastTrack Flow
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FastTrack Restrictions

* no mesh, metarouter interface configuration;

* sniffer, torch and traffic generator is not running;
* /tool mac-scan is not actively used;

e /tool ip-scan is not actively used;
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FastPath atau FastTrack ?

Tanpa connection-tracking Berdasarkan connection-tracking
Berlaku untuk seluruh sistem Untuk paket established dan related
Untuk traffic apapun Hanya untuk TCP dan UDP

Bisa memilih koneksi yg fast-track
Tidak berjalan untuk paket tanpa koneksi
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Firewall-RAW

* Mulai ROS 6.36rc21

* Firewall RAW memungkinkan kita memilih untuk melewatkan atau
mendrop paket SEBELUM connection tracking, sehingga menghemat
load CPU.

e Sangat berguna untuk DDOS mitigation.

* Hanya bisa dilakukan pada chain prerouting dan output, posisinya
tepat sebelum connection tracking.
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| ROUTING .|  MANGLE ‘ FILTER :
DECISION | FORWARD FORWARD |
S IR outTPUT
' : T Routne 0L wANGE | !
' -~ ! I : L, I
I OSTNAT : i | ADJUSMENT [+ ' | POSTROUTING | |
| f A INPUT | 1 L |
! o - : ! FILTER S - !
! MANGLE L : ! L !
| ! _
| PrRerouTING |1 | MANGEE | t o SROENAT 1 |
| t ! : | MANGLE L :
I I \ 4 I I 4 I
! | CONNECTION | ! 1 ' t S !
: TRACKING ! FILTER i ' [ CONNECTION | ! ' | GLOBALHTB | !POST
: 3 L . || TRACKING |1 ‘_i====g=————-_ROUTING
1 | : v : 1 ! v
I | 1 I I
PRE | RAW | | GloBALHTB | | RAW ' lNTE';FB -
ROUTING! T [] [ S . : I .
L |
INPUT LOCAL | ROUTING OUTPUT
INTERFACE PROCESS |  DECISION INTERFACE
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Filter Rules MAT Mangle] Faw | Service Porks  Connections  Address Lists  Layer? Protocals
| = : S0 Y | o0 Reset Counters || 0o Reset All Counters | Finc | |a|| ”EI
# l |Fucti0n |Chain |Src. Address |Dst. Address |F‘r0t... |Src. Port |Dst. Port lIn. Ink... |0ut. T IB';.-'tes |F‘ack.ets | |T
‘ Mew Raw Rule Mew Raw Rule
General |Advanced Extra Action General Advanced IExtra Action Advanced Extra ’ Action  Statistics
chans (SO |5 sc advess gt [ w | -t
—¥— Dsk, Limit
grc. Address: | | b Dst. Address List: |:| i
Dst, Address: | | S —w— Time
Conkent: o
|:| —¥—5rc, Address Type
Protocol: | | St Per Connection Classifier: I:l o7 ~w-— Dst, Address Type
Src., Part: | |~ Src. MAC Address: l:l v | "¥OP3D
— | l - —¥— Hotspok
150, Horks
IPsec Policy: I:l hd —¥— IP Fragment
Any. Port: | | bt —
; I Priarity: S . AM8ML.
In. Interface: | |~ naress Pririys || Raw tidak memiliki parameter yang berhubungan dengan
Out. Interface: | - Priority: || ¥ connection-tracking, seperti connection-state, L7, packet-
| | psce(Tosy: | |- mark, dll.
In. Interface List: b
| | Tcemss: [ |
Out, Inkerface Lisk: >
Packet Size: w7
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admin@192.168.88.1 (MikroTik) - WinBox v6.40.4 on RB751U-2HnD (mipsbe)

cPU:z7. M 5

Interface ‘ Interface List  Ethernet EoIP Tunmel IP Tunmel GRE Tunmel YLAM  WRRP  Bonding LTE IP Forward oK
IE' IE‘ Send Redirects
|Name ¢ |T'y'pe |.ﬁ.ctual MTU |L2 MTL |Tx [Rx || Accept Redirects Apply
R 4jretherl Ethernet 1500 1600 Obps 90.5 Mbps 0 7 544 S e
R 4iretherz Ethernet 1500 1598 80.1 kbps 7.7 kbps q 11
ipethera Ethernet 1500 1598 0 bps 0 bps 0 0 ] Accept Source Route
4iretherd Ethernet 1500 1595 0bps 0bps 0 0 Allow Fast Path
R 4irethers Ethernet 1500 1593  93.0 Mbps 0 bps 7736 1] Route Cache
% dwlanl Wireless (Atheros AR... 1500 1600 0 bps 0 bps o 0
Firewall =] E3 = |n|:| “"I
Filter Rules \ MAT Mangle Raw  Service Porks  Conneckions  Address Lists  Layer? Protocols [ 1 7CP synCookies
E E ‘ 00 Reset Counters || 00 Reset All Counters ‘ I Finet ] IaII |E ties: |a192 |
# I I.ﬁ.ction IChain lSrc. Address |Dst, Address IProt... ISrc. Port IDst. Port |In. Ink... |0ut. llooo IB':.ftes IPackets I I"'
e T — - - out: |00:00:30 |
0w  Mfas... Forward 0B 0
1 s acc,,. Forward 1.1.1.1 2.2.2.2 0B 1]
2 ofacc.. fForward 1111 2.2.2.2 0B 0 imit: |10 |
3 o acc,,. Forward 1.1.1.1 2.2.2.2 0B 1]
4 ' acc,.. Forward 1.1.1.1 2222 0B 1] [] 1Pv4 Fast Path Active
cets: |4 119 936 |
tes: |5.5 GiB |
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admin@192.168.88.1 (MikroTik) - WinBox v6.40.4 on RB751U-2HnD (mipsbe)

CPU:[14%

&
[x]

Interface ‘ Interface List  Ethernet EoIP Tunnel IP Tunnel GRE Tunmel YLAM VRRP Bonding LTE IP Forward
[#~][=|  send Redrects
|Name § |T'fpe Actual MTL (L2 MTU | Tx R Tx Packet (pjs) IRx Packet (p/s) |FF‘ 1" [ | Accept Redirects Apply
R 4j#etherl Ethernet 1500 1600 Obps &89.6 Mbps n 7 468 S R
R 4ibether? Ethernet 1500 1593 79.3 kbps 7.1 kbps a 10 O
sivethers Ethernet 1500 1593 0 bps 0 bps 0 0 FIEEET S S T R
4jretherd Ethernet 1500 1598 0 bps 0bps 0 0 Allows Fast Path
R 4irethers Ethernet 1500 1595 90.0 Mbps 0 bps 7 432 ] I R
& dpwlani Wireless (Atheros AR, 1500 1600 0 bps 0 bps ] 1]
Firewwall =] E3 s |no “*|
Filter Rules  MAT  Mangle Raw ‘ Service Ports  Connections  Address Lists  Layer? Protocols [ ] TCP SynCookies
= ‘ 00 Reset Counters H 00 Reset all Counters | Ciref ¥
EB T ‘ LFing__| [al =] fres: 8192 |
# | IAction IChain |Sr|:. Address |Dst. Address |F'rot... lSrc. Pork |Dst. Pork [In. Ink... |Qut, L., IBytes IPackets I I"l"
out: |00:00:30 |
imit: |10 |
IPw4 Fast Path Active
kets: |4 001 044 |
tes: 5.6 GiB |
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admin@192.168.88.1 (MikroTik) - WinBox v6.40.4 on RB751U-2HnD (mipsbe)

Dengan RAW — 10-20% CPU Load

cPU:14% | H =

Interface ‘Interface List Ethermet EolP Tunnel IP Tunnel GRE Tunmel YLAM YRRP Bonding LTE

][] []lx] [=] [7]

Finict

Firewall

Name /| Type \Actual MTU L2 MTU | Tx Rx Tx Packet (pjs) |Rx Packet (pjs) [FP ¥
R 4iretherl Ethernet 1500 1600 Obps £9.58 Mbps 0 7487
R 4ipether? Ethernet 1500 1593 80.1 kbps 7.7 kbps q 11
4irethers Ethernet 1500 1593 0bps 0bps 1] ]
4ietherd Ethernet 1500 1595 0bps 0bps 0 0
R 4jrethers Ethernet 1500 1598 90,9 Mbps 0 bps 7557 i
dpwlanl Wireless [atheros AR, 1500 1600 0 bps 0 bps 0 0

Filker Rules  MAT Maggle Raw ‘Ser ce Ports  Conmections  Address Lists  Laver? Protocols
IE‘E \El \El 00 Reset Counters H 00 Reset All Counters |Fing | [l |®
= } iHLLIUII {l\_l TamT iJrl_. Huurm:- il"l’UL... ]JI’L. 15n a8 }UbL. 5n g illl. T ]ULIL. T ]D}"LE-; }rm:, } |"
0 no track  prerodting  10.10.1.2 10.,10.2.2 431.5 MiB 339755

ries:

1| pout:

Lirnit:

IP Forward

Send Redirects

|| Accept Redirects
Secure Redirects

[ | Accept Source Route
Allow Fast Path
Route Cache

[Ol[x]
Ok

Apply

: |n0

[ | TCP SynCookies

8192 |

00:00:30 |

10 |

[ | IPv4 Fast Path Active

ttes

kets:

4 119 986 |

: 5.5 GiB |
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Contoh Aplikasi RAW

 RAW untuk trafik yang melalui router, sedangkan pengamanan
“input” tetap bisa menggunakan L7, connection-tracking, dll.

* Firewalling, port-scan, ddos detection menggunakan firewall forward.
Jika terdeteksi ada serangan, add-src-to-ddress-list.

* RAW action=drop untuk trafik yang berasal dari address-list
penyerang tersebut

* CPU load yang dibutuhkan untuk melakukan drop pada RAW jauh
lebih kecil dibandingkan Filter-drop
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FastPath FastTrack

Raw
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FastPath

* Berlaku pada seluruh
trafik di router tersebut,
tidak bisa memilih

* Tidak bisa menjalankan
connection-tracking,
firewall, dll

RAW

e RAW adalah matcher untuk masuk ‘fast-
path’

 Berlaku sesuai dengan matcher, traffic
lainnya bisa melalui “slow-path” atau “fast-
track”

* Connection-tracking tetap dapat berfungsi
untuk trafik non-RAW, juga fitur komplex
lainnya

* Bisa digunakan untuk connection-less
traffic (di Fast-Track tidak bisa)

* RAW juga bisa digunakan melakukan drop
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Lihat lebih detail:

* FastPath: https://wiki.mikrotik.com/wiki/Manual:Fast_Path
 FastTrack: https://wiki.mikrotik.com/wiki/Manual:IP/Fasttrack

* RAW: https://wiki.mikrotik.com/wiki/Manual:IP/Firewall/Raw
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Thank You!

PT Citraweb Solusi Teknologi
www.mikrotik.id

Yy @valensriyadi

@ @valensriyadi
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