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Objective @
e Traffic shaping? @

 Hierarchical Token Bucket

e Hirarchical in HTB

* Bucket Size in HTB

 Bucket Size in Hotspot Network
* Bucket Size vs Burst
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Traffic Shaping?

Recreational

E-mail, FTP, etc

Business Critical Applications

Usage without shaping.
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Traffic Shaping?

Recreational

E-mail, FTP, etc

Business Critical Applications

Usage with shaping.
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Hierarchical Token Bucket

* All quality of service implementation in RouterOS is based on
Hierarchical Token Bucket

« HTB allows to create hierarchical queue structure and
determine relations between parent and child queues and
relation between child queues

« Now, HTB allows us to manipulate bucket size parameter
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Hierarchical

{ Max-limit=10M |

"Queuel1”
parent=Local-interface

Limit-at=4M
Max-limit=10M

"Queue02"
parent=Queue01

Limit-at=6M Limit-at=2M Limit-at=2M
Max-limit=10M Max-limit=10M Max-limit=10M
Priority=1 Priority=3 Priority=5
"Queue03" "Queuel4" "Queued5s”
parent=Queue01 parent=Queue02 parent=Queue02
6 8M 2M
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Token Bucket Algorithm
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Token Bucket Algorithm

TOKEN BUCKET
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Token Bucket Capacity
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Bucket size

Mew Simple Gueue

General Advanced |Statim'::s Traffic  Total Total Statistics

Packet Marks: |E-mark ||_EJ =
Target Upload Target Download
Limit At: i?nlim'rted ||i unlimited ||r3 | bits/s
Priority: |8 g |
Buckst Size: |0.100 0.100 | ratio
Queue Type: |default-small [ﬂ ' default-smal | *
Parent: \none |i_3_|
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The Rule

Get additional bandwidth

Normal Trafic

Packet not sent
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Example Case

- max-limit=512K, bucket-size=10

* bucket capacity = 5M (512K * 10)
« 5Mb without limitation

* client use TMbps -> get 10 second

* client use 2Mbps -> get 4 second
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Kalkulasi bucket capacity

Deik ke

 max-limit=512K

. 512K 512K 4.5M

* bucket capacity = 5M 2 512K 512K 4M

+ Trafic yang digunakan 1TMbps 5 512K 512K 3.5M
4 512K 512K 3M
5 512K 512K 2.5M
6 512K 512K 2M
7 512K 512K 1.5M
8 512K 512K TMb
9 512K 512K 512K
10 512K 512K 0
11 512K

13
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POC

e Client menggunakan 1 Mb

Received: 1.588 Gbit
Current 2 50 Mbit/s

541.09 Kbit/s

Avera

1.25 Mbit/s

I ‘II|\||I|||||||||||||||||| —

TSTMBS 71 1 20 <cale

531.58 Kbit/s
Max
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Kalkulasi bucket capacity

 max-limit = 512K
* bucket capacity = 5M
 Trafic yang digunakan 2Mbps

Deticke- | Maxlimit | bucket | sisa bucket

1 512K 1.5M 3.5M
2 512K 1.5M 2M
3 512K 1.5M 512K
4 512K 512K 0

5 512K
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POC

e Client menggunakan 2 Mb

Graph | Options | Display | About
Received: 1.717 Gbit
Curent 2 50 Mbit/s

1.25 Mbit/s
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When the bucket full?

TOKEN RATE

< QUEUE-SIZE
| [z T8 PASS)
QUEUE-TYPE
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EXAMPLE CASE




How data work?

 Without queue

M NetPerSec =@
Graph | Options | Display | About
Received: 4954 24 Mbit
CLm
TR 2.50 Mbit/s
Iﬂiagﬂ 0 I I 1.25 Mbit/s
. .I|-I| S -| IIII caalles allsalla . & uh.itfs

153 Mbit/s jm.:me
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Try to create queue

Simple Queue <queued:

General Advanced Statistics Traffic Total Total Statistics

Name: ﬁueue3

Target: |192.168.20.90 LA

Dst.: | -
Target Upload Target Download

Max Limit: | 128k s | 51 | % | bits/s
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Trafic with queue

1Ml NetPerSec o [@® =]

Received: 545.84 Mbi
Current
| - 1.00 Mbit/s
Average -

20714 Koi/s " | 0
Max I :

“* Dbit/s
96988 KBt/S ) Ao scale
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Try to open google

/ - https:,f’fmw.guu-gle.cn.ib}t \i \

X | B Secure | https://www.google.co.id/url?sa=ifirct=j&qg==&esrc=s8isource=images&icd=
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Open a picture

pic size = 1200x674
need 39 seconds to access 1 picture

W ™| Netpersec — e s
Graph | Options | Display | About |
Received: 685.38 Mbit
Cumm 5.65 Kbit/s 1.00 Mbit/s
Mmggaﬁ.&a Kbit/s 500.00 Kbit/s
- R 'u‘ ﬁutc: lscale Tk
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Open a picture (without queue)

" NetPerSec

Graph | Options | Display | About |
Received: 775.22 Mbit
Curmrent .
| 4.00 Mbit/

| 39.61 Kbit/s ;
Avaage llllll | fl

ﬂ3382 Hhﬁj"rs .............................................. zmm 5
e | | |‘ |

: T e — el bee - o Dbit/s
S8TWBRS (7)Ao scale
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Modify bucket size
 Smple Queve cqueved

General Advanced | Satistics Traffic Total Total Statistics

Packet Marks: | e
Target Upload Target Download
Limit At: :_uni'nited ]If unlimited | ¥ | bits/s
Priority: |8 8
Bucket Size: |10.000 | [10000 | ratio
Queue Type: | default-smal | % | |default-small |#]
Parent: :nnne | + |
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Open a picture

Ml NetPerSec

Graph | Options | Display | About |

o] ® |uksal

Cument

Received: 795.82 Mbit

7.94 Kbit/s |
Average
335.17 Kbit/s
Max = 5 Ve
282MBYS (7)o scale
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4 .00 Mbit/s
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This is how to bucket size work

ID-Networkers | www.idn.id



BUCKET SIZE
In
HOTSPOT NETWORK




Dynamic Queue

Mew Hotspot User Profile

Simple Queue <hs-<hotspot1>>

General | Queue Advertise  Script :
| . = General Advanced Statisics Traffic Total
Wame: |userl-profile | | Cancel |
Address Pool: |none ¥ | Apphy Packet Marks: | |
Session Timeout: e i Copy Target Upload  Target Download
Idle Timeout: none ¥ - Remove .
_ Limit At: unlimited unlimited
Keepalive Timeout: | 00:02.00 b :
Status Autorefresh: |00:01:00 | Priority: |8 | |8 _
T . | Bucket Size: |0.100 0.100 |
Rate Lt oy 512005124 |+ Queue Type: hotspotdefaut | | hotspotdefautt |
vl Add MAC Cookie |
MAC Cookie Timeout: |3d 00:00:00 Parent: \none |
29
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Burst

rate-Llimit (string; Default: ") Rate limitation in form of rx-rate[/tx-rate] [rx-burst-rate[/tx-burst-rate] [rx-burst-threshold[/tx-burst-
threshold] [rx-burst-time[/tx-burst-time]]]] [priority] [rx-rate-min[/tx-rate-min]] from the point of view
of the router (so "n" is client upload, and "tx" is client download). All rates should be numbers with
optional 'k' (1,000s) or 'M' (1,000,000s). If tx-rate is not specified, rx-rate is as tx-rate too. Same goes for
tx-burst-rate and tx-burst-threshold and tx-burst-time. If both rx-burst-threshold and tx-burst-threshold are
not specified (but burst-rate is specified), rx-rate and tx-rate is used as burst thresholds. If both rx-burst-
time and tx-burst-time are not specified, 1s is used as default. rx-rate-min and tx-rate min are the values of

limit-at properties

Rate limitation in form of rx-rate[/tx-rate] [rx-burst-rate[/tx-burst-rate] [rx-burst-threshold[/tx-burst-
threshold] [rx-burst-time[/tx-burst-time]]]] [priority] [rx-rate-min[/tx-rate-min]] from the point of view
of the router (so "rx" is client upload, and "tx" is client download).
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Manipulate Bucket Size

Hotspot User Profile <userl-profile:

General | Queue Advertise Scripts

Hotspaot Lser Profile <userlprofile:

General Queue Advertise 5c=ripts||

MName: |u_ser'|-pEﬂle On Login:
Address Pool: none — -global ip [/ip hotspot active get ffind user="user1"] -
- value-name=address];
Jqueue simple add target="%ip/ 32" max-
Session Timeout: | x limit=512E./512K bucket-size=10/10
ldle Timeout: |none || A
Keepalive Timeout: !_{PEEIE{P[I' e
Status Autorefresh: |00:01:00 | =
Shared Users: |1 N On Logout:
e CE YT e e OO /queue simple remove ffind target="%ip./32"] -
Rate Limit footbe: [ B
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The Script

* On Login

:global ip [/ip hotspot active get [find user="userl"]
value—-name=address];

/queue simple add target="$ip/32" max-1limit=512K/512K
bucket-size=10/10

* On Logout

/queue simple remove [find target="$ip/32"]
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The Result

Simple Queue <queued:

General Advanced Statigtics Traffic Total Total Statistics

Packet Marks: | |3
Target Upload Target Download
Limit At: | uniimited |% | unlimited | ¥ | bits/s
Priority: |8 g
| Bucket Size: [10.000 10.000 | ratio
Queue Type: default-smal | % |defautt-small |
Parent: |none ||i|

ID-Networkers | www.idn.id

Reset All Counters

Torch




Bucket Size vs Burst
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How Burst Work
E

« max-limit = 51 2kbps 1 (0+0+0+0+0+0+0+0+0+0+0+0+0+0+0+0)/16 1024
2 (0+0+0+0+0+0+0+0+0+0+0+0+0+0+0+1024)/16 64 1024
* burst-threshold = 384kbps 3 (0+0+0+0+0+0+0+0+0+0+0+0+0+0+1024+1024)/16 128 1024
* burst-limit = 1024kbps 4 (0+0+0+0+0+0+0+0+0+0+0+0+0+1024+1024+1024)/16 192 1024
e burst-time = 16s 5 (0+0+0+0+0+0+0+0+0+0+0+0+1024+1024+1024+1024)/16 256 1024
6 (0+0+0+0+0+0+0+0+0+0+0+1024+1024+1024+1024+1024)/16 320 512
7 (0+0+0+0+0+0+0+0+0+0+512+1024+1024+1024+1024+1024)/16 352 512
8 (0+0+0+0+0+0+0+0+0+512+512+1024+1024+1024+1024+1024)/16 384 512
9 (0+0+0+0+0+0+0+0+512+4512+512+1024+1024+1024+1024+1024)/16 416 512
10 (0+0+0+0+0+0+0+512+512+512+512+1024+1024+1024+1024+1024)/16 448 512
11 (0+0+0+0+0+0+512+512+4512+512+512+1024+1024+1024+1024+1024)/16 480 512
12 (0+0+0+0+0+512+512+512+512+512+512+1024+1024+1024+1024+1024)/16 512 512
13 (0+0+0+0+512+512+512+4512+512+512+512+1024+1024+1024+1024+1024)/16 544 512
14 (0+0+0+512+512+512+512+512+512+512+512+1024+1024+1024+1024+1024)/16 576 512

15 (0+0+512+512+512+512+512+512+512+512+512+1024+1024+1024+1024+1024)/16 608 512
16 (0+512+512+512+512+512+512+512+512+512+512+1024+1024+1024+1024+1024)/16 640 512
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