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« Citraweb Solusi Teknologi

— Mikrotik distributor,
training partner
(mikrotik.co.id)

— ISP (citra.net.id)

— Web developer
(citra.web.id)
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Router = Switch

OSI Layer 3 OSI Layer 2
IP ADDRESS MAC ADDRESS
PAKET FRAME
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Bridge == Switch

Software Hardware

Semua ROS (RB & PC)  Routerboard tertentu

Lambat Cepat
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e 1== Switch (2

CRS125-24G-1S

Ether 1-8 ports

Ether 9-16 ports

Ether 17-24 ports

micro
UsB

Serial

LEDs

600MHz

NAND CPU

128MB

RAM
128MB

AR9344

Beeper

Touchscreen LCD

dg
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Qctal PHY

bctal PHY |
X QSGMII
ire Speed

wire speed
Il Switch Chip
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Octal PHY
2x QSGMII
Wire Speed

Gigabit PHY
SGMII
Wire Speed

SFP1

BRIDGE
SWITCH




Loglka Switch Chip
IEII CPU Controlled .,

L CC-IC]

ether2-ether16 diset masterport=ether1

CPU Controlled
Bridging, Routing, Firewall, dll

Switch Chip Controlled
n Switching, VLAN, ACL, dlI
G0

= masterport = Switch - CPU Port
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Master Port - CPU Port

* Master port merupakan penghubung antara
interface pada RouterOS dengan interface
virtual "Switch-CPU Port" pada switch

 Pada CRS, support multiple "master-port”
untuk membentuk banyak switch group dan
setiap interface hanya bisa berada dalam 1
switch group. Tetapi fitur Switching tidak
akan maximal.

 Rekomendasi hanya menggunakan 1
master-port untuk semua interface

- _—
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Fitur MikroTik Switch
CRS125series™

 Forwarding
— Full non-blocking Wirespeed switching

* Mirroring
— Port, VLAN, MAC based mirroring
« VLAN

— Support 802.1Q & 802.1ad

— Flexible ( Port, Protocol, MAC based VLAN)
« Port Isolation & leakage
* Trunking

— Support Link Aggregation Group

— Hardware automatic failover & loadbalance

QoS, Shaping & Scheduling

* Access Control List* *Tergantung tipe switch chip
™ —_—
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Contoh 1 - Simple Switch

S il ol olyleolealy 00000

{z " _!. o i—!! e !.-—..-— -.--_- _-,_'— _— L ,
g PC to PC Full wire Speed
192.168.1.2/24 —

PC to internet slower

192.168.1.2/24

192.168.1.3/24 é
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Contoh 1 - Simple Switch

S il el olrolvolealy 0700

linterface ethernet

set ether3 master-port=ether2
set ether5 master-port=ether2
set ether7 master-port=ether2

192.168.1.2/24

/ip address
add address=192.168.1.1/24 interface=ether2

192.168.1.2/24

DHCP server, Hotspot server dsb bisa

diterapkan di Ether2

192.168.1.3/24

S
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Contoh 2 - Port Based VLAN
(1)

2 il ol olvoleolealy 7 ?fv‘,’ffff

i L PEWE PEEW @
tagged vian1 "=+ ||v S S S e

i taggedvian2 |y
T ————
untag vian1
192.168.1.2/24 *a

172.16.2.2/24

192.168.1.3/24 untag vian1
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Contoh 2 - Port Based VLAN
(2)

-

B T T T I T T T W T T e
1 bl PEYY BSES N
tagged vian1 ° i I L

~1
i tagged vian2 ||

R1

linterface vlan
add interface=ether2 name=vlan1 vian-id=1
add interface=ether2 name=vilan2 vian-id=2

untag vian1

192.168.1.2/24

untag vianZ /ip address

172.16.2.2/24 add address=192.168.1.1/24 interface=vlan1
add address=172.16.2.1/24 interface=vian2

192.168.1.3/24 untag vian1
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Contoh 2 - Port Based VLAN
(3)

Ether1 CRS berfungsi sebagai trunk port /
tagged port

* Ether3 dan Ether7 CRS berfungsi sebagai
access port / untagged port dari vian-id=1

» Ether5 CRS berfungsi sebagai access
port / untagged port dari vlan-id=2

* Perangkat dengan vlan-id=1 sudah
berbeda broadcast domain dengan
perangkat vlan-id=2

- —_—
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Contoh 2 - Port Based VLAN

Switch YLAN <1 (=] E3
(4) vLan 10: | | oK
Ports: E = Cancel
i ]
P - ehers 314 [ aoeh
YLAN | Eg. VLAN Tag In. YLAM Tran. Eq. YLAN Tran. ... __ ~
= = @ h Disable
+|= ‘ ‘ = ‘ v Find =
Comment
\VLAN ID / lports ‘ SA Learning
1 etherl, ether3, ether? —
2 etherl, etherS Switch VLAN <2> =] E3 |
D 4095 etherd, ether9, ether10, et...
YLAN ID: |2 | oK
Ports: E = Cancel
sthers | ¥[$ Apply
s —
: isable
\VSA Learning
"] Flood Comment
" | Ingress Mirror
Copy
Q05 Group: [none }@ i
Definisikan membership vlan di masing-masing port
I ‘enabled

& —
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Contoh 2 - Port Based VLAN

(5 ) Egress-vlan-tag untuk
mendefinisikan egress port yang
SHRCIVLAN O}l butuh menggunakan vlan tag
yLaN Eg. YLAN Tag ‘ In. VLAN Tran. Eg. YLAN Tran. ... | Jika lltagged_port" tidak cocok
*| =] [~][s2] =] [T ¢ || maka vlan tag akan diremove
WLAN ID / Tagged Ports A hd
E 1 etherl
5 4092 ether1 | Switch Egress Tag YLAN <2 =] E3
| VLAN ID: VLAN ID: |2 QK
3 items Tagged Ports: :etherl \i — Tagged Ports: {i = Cancel
Apply
Disable
Comment
Copy
Remove
enabled enabled

& —
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Contoh 2 - Port Based VLAN

Eg. VLANTag In. VLAN Tran. |Eg, VLAN Tran. 1:1 ¥LAN Switching

#||=] [+]%] [a] ¥

D etherd, ether9... any

o]

| Ingress YLAN Translation <ether3, ether7 > Of %

Customer YLAMN Lookup For: tuntagged or tagged
Customer YID: iU
New Customer YID: il

| PCP Propagation

, V| 54 Learning
‘enabled

ports: [ ER |
iether? ¥

(4] |

-~
v
| -~
v

.

S A

kk 1 |
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\Ports / |Customer YLANL. .. Customer YID :New Customer YID :SA Learning V

ether3, ether?  untagged or taggedA 0 1 ves
etherS untagged or tagged 0 2 yes

4095 no

Ingress-Vlan-translation,

digunakan untuk memodifikasi
frame yang masuk ke Switch dari

B

Tenabled

v| 54 Learning
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J:l sebuah port
Ports: 3 = QK
: Remove
Customer YLAN Lookup For: \untagged or tagged | *]
Customer VID: :U -
New Customer YID: :2 3: -
| PCP Propagation
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Contoh 2 - Port Based VLAN

— _ Disable forward-invalid-vlian untuk
= PPP i
= ‘ memblok semua frame yang tidak
| kita definisikan di vlan table

mltk=n FDBs (security purpose)

Lakukan ini setelah yakin semua

2 1P " Ports

MPLS ‘ 05 .
, e vlan sudah berjalan!!
¢ Routing Settings
o System ‘ YLAN
Switch Settings =] E3

Generic  VLAN ’ Exceptions  Mirror OK
Drop If YLAN Mot Set On Ports: [ ] v Cancel
Drop If Invalid YLAN On Ports: \ ] v Apply

Invalid VLAN Lookup Mode: ¢ IVL & SYL

| Forward Invalid YLAN

& —
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DST SRC ETH DATA FCS
MAC MAC § TYPE PAYLOAD
6 6 2 46-1500 4

access port / untagged port

T il o ool ol ol ol ol ol ""“"?5%2‘?5
- TP Y TUVw PUSW W .

trunk port / tagged port

DST SRC 802.1Q ETH DATA FCS
MAC MAC 4 TYPE PAYLOAD
6 6 2 42-1500 4
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Logika CRS (1)

Ingress-vian-
trans

<
=
>
Z
5
=2
®

Egress-vlan- Egress-vilan-
trans tag

& —
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Log I ka C RS (2) R1 tagged to PC untagged vid=1

Ingress-vian-
trans

<
=
>
Z
5
=2
®

Egress-vlan- Egress-vilan-
trans tag

& —
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Logika CRS (3)

R1 tagged to PC untagged vid=1

[ 3

Switch YLAN
Eg. YLAN Tag In. VLAN Tran. ‘ Eg. YLAN Tran. 1:1 YLAN Switching

9|qel NVIA

W\
MK

+|=||v|x a7
[Ports ! [Customer YLAML... [Customer YID MNew Customer VID [SA Learning ]V
__ether3, ether?  untsggedortagged 0 1vyes
_ ethers  untaggedortagged O  2yes
D etherd, ether9... any 4095 no
‘| | »
3 items (1 selected)
——
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Log I ka C RS (4) R1 tagged to PC untagged vid=1
E
T Ingress-vian-
H trans
1

Switch YLAN =1 E3
VLAN ‘ Eg. YLAN Tag  In. VLAN Tran. Eg. VLAN Tran,
*||=| ||k (2] |T

orfen] V| o] oams

diteruskan ke egress port

Egress-vlan- Egress-vilan-
trans tag

& —
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Log I ka C RS (5) R1 tagged to PC untagged vid=1
E
T Ingress-vian-
H trans
1

Switch YLAN =1 E3
VLAN ‘ Eg. YLAN Tag  In. VLAN Tran. Eg. VLAN Tran,
*||=| ||k (2] |T

orfen] V| o] oams

diteruskan ke egress port

E
T Egress-vlan- Egress-vilan-
H trans tag

3

91J€L NVIA
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Log I ka C RS (6) R1 tagged to PC untagged vid=1

=

Ingress-vian-
trans

Switch YLAN =] E3
yLAN Eg. VLAN Tag ‘ In. YLAN Tran. Eq. YLAN Tran.
+|=| ||| A |T
YLAN IR gaad I v

vlan tag dihapus

_ Y

Egress-vlan- Egress-vilan-
trans tag

& —
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Log I ka C RS (7) R1 tagged to PC untagged vid=1
E

T Ingress-vian-

H trans

1

9|qel NVIA

23 23 1 ey
E

T Egress-vlan- Egress-vilan-

H trans tag

3

& —
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Log I ka C RS (8) R1 tagged to PC untagged vid=1

Ingress-vian-
trans

<
=
>
Z
5
=2
®

DO HE
e | e ]
t tag
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Log I ka C RS (9) R1 tagged to PC untagged vid=1

Ingress-vian-
trans

<
=
>
Z
5
=2
®

B3 B3 )
Egress-vlan- Egress-vilan-
trans tag
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M/Kro | | www.mikrotik.co.id




Log I ka C RS ( 1 O) Untagged PC ke R1 tagged vid=1

Ingress-vian-
trans

S

<
=
>
Z
5
=2
®

Egress-vlan- Egress-vilan-
trans tag
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M/Kro | | www.mikrotik.co.id




Logika CRS (11)

E
T Ingress-vian-
H trans
3
B3 B3 I

VLAN tag ditambahkan

Switch YLAN =] E3

Eg. VLAMN Tag In. ¥LAN Tran. ‘Eg. YLAN Tran. 1:1 VLAN Switching ...

Untagged PC ke R1 tagged vid=1

<
=
>
Z
5
=2
®

o ethero —untaggedortaggead U eves
D etherd, ether9... any 4095 no

< ::E ¢ | ’
3 items (1 selected)

& —
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Logika CRS (12)

E

T Ingress-vian-

H trans

3
oafsa] V| refomm

VLAN tag ditambahkan

Switch YLAN =] E3

Eg. VLAMN Tag In. ¥LAN Tran. ‘Eg. YLAN Tran. 1:1 VLAN Switching ...

Untagged PC ke R1 tagged vid=1

<
=
>
Z
5
=2
®

o ethero —untaggedortaggead U eves
D etherd, ether9... any 4095 no

< ::E ¢ | ’
3 items (1 selected)
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Logika CRS (13)

lII)»Il

Switch YLAN

YLAN ‘ Eg. YLAN Tag In. MLAMN Tran. Eq. YLAN Tran.

Ingress-vian-

trans I

Untagged PC ke R1 tagged vid=1

v

=

M/K/’ oni1k

VLA
o 1 etherl, ether3, ether? S
Z etherl, ethers

D 4095 etherd, ether9, ether10, et...

Egress-vlan-

Egress-vilan-
trans tag

www.mikrotik.co.id
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Logika CRS (14)

lII)»Il

Switch YLAN

YLAN ‘ Eg. YLAN Tag In. MLAMN Tran. Eq. YLAN Tran.

Ingress-vian-

trans I

Untagged PC ke R1 tagged vid=1

v

=

M/K/’ oni1k

VLA
o 1 etherl, ether3, ether? S
Z etherl, ethers

D 4095 etherd, ether9, ether10, et...

Egress-vlan-

Egress-vilan-
trans tag

www.mikrotik.co.id

DR

Di forward ke ETH1

9|qel NVIA
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Logika CRS (15)

Switch YLAN

Untagged PC ke R1 tagged vid=1

D 4095

3 items

9|qel NVIA

vian id tetap ada

oasa] V| refoam f [
E
T Egress-vlan- cgress-vlan-
H trans tag
1

& —
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Log I ka C RS ( 1 6) Untagged PC ke R1 tagged vid=1

Ingress-vian-
trans

<
=
>
Z
5
=2
®

B BV 1
Egress-vlan- Egress-vilan-
trans tag

& —
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Log I ka C RS ( 1 7) Untagged PC ke R1 tagged vid=1

Ingress-vian-
trans

<
=
>
Z
5
=2
®

oasa] Ve foam
Egress-vlan- Egress-vilan-
trans tag

& —
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Contoh 3 - Komunikasi Switch

) —

o offmollolo o ofoloDeoDy o oy oy ol C"’“"?fv‘,’ffff
TEWYy PUSw W

i tagged vian1 "=~
1 tagged vlan2

l - Untuk management port

- CRS hanya boleh diremote
langsung dari vian2

- Perangkat dari VLAN1 jika
remote CRS melalui R1 (inter
vian routing)

.. 4 - CRS bisa memberikan service ke
perangkat di vilan2 (DHCP server,
untag vlan1 hotspot server dll)

- CRS bisa ke internet melalui R1

untag vian1

192.168.1.2/24

untaqg vian2

192.168.1.3/24
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Contoh 3 - Komunikasi Switch

(2)

Interface <vlan2> =] B3
General ’ Loop Protect  Status  Traffic QK
"'-.'.k .--- Mame: L ] Cancel
y - F Type: VLAN | Apply
tagged vian1 ' |I
i tagged vian2 1 VLAN ID: |2 |
P e e o s e e J' Interface: {etherl }E}
I I I B B S S .
" | Use Service Tag
untag vian1 ‘enabled ‘running
192.168.1.2/24 ;
¢ lan2 Address List
untag vian
+|=] | =) ¥
172.16.2.2/ . \Address ! \Network \Interface \V
T ’%’1?2.16.2.5124 172.16.,2.0 vlanz
°192.168.128.... 192.168.128.0  monitor
192.168.1.3/24 untag vian1 (4] | e
2 items
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Contoh 3 - Komunikasi Switch

( ) Switch YLAN <2

VLAN ID: |3 | oK
Switch YLAMN
Cancel
YLAN ‘ Eq. YLAMN Tag In. YLAN Tran. Eg. VLAN Tran. 1:1 VLAN Switching
Apply
+|=| [v][%] (=] [¥]
WLANID 7 Ports S¥L  |SALearn... Flo Disable
——————ei e — no____. ves no C E
2 ether1, etherS, switch1-cpu no ves no SA Ldarning ommen
T T e T e, no no no ] Flood Copy
* __| Ingress Mirror o
ELETE QoS Group: [none ”EJ
’enabled

& —
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Contoh 3 - Komunikasi Switch

(4)

Switch Egress Tag YLAN <2>

Switch YLAN VLANID: |2 | OK
yLaN  Eg. VLAN Tag ‘In. YLAN Tran. Eg. YLAN Tran. 1:1VYLANSw Tagged Ports: S Cancel
+ = v % 4 T switch1-cpu | ¥ | % Apply
WLAN ID ¢ {aed Ports { ——
D i Comment
Copy
3 items (1 selected) ‘ Remove
enabled

& —
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Contoh 4 - Port Isolation (1)

i 00 WBwolaolol o ool ol o ol ol ol C"’“"?ﬁ’v‘,’[i}f
Ty Py W

_-_-_-_-_-__ - Port Isolation bisa kita

gunakan untuk
172162224
192.168.1.3/2%”"1:39 vian1

menambah security di
M/KrO' 'k www.mikrotik.co.id

dalam broadcast domain
yang sama.




|Isolation Port

 Pada CRS, kita bisa menerapkan isolation
berdasarkan profile di masing-masing port
sesuai kebutuhan misalnya
— Promiscuous Port (profile 0), digunakan pada

Trunk port agar frame dari trunk port bisa ke
semua port

— Isolated Port (profile 1), digunakan untuk port
yang hanya bisa akses ke trunk port

— Community port (profile 2-31), digunakan
untuk membentuk custom group

- _—
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Contoh 4 - Port Isolation (2)

“a Mesh
228l IP
MPLS

¢ Routing

o System

\
MIKror s

QoS
Settings
YLAMN

Sunikek Dorts

Ports BTrunk Port Isolation Port Leakage

IName WLAN Type  Isolation Profile - §Isolation Prof... |
etherl  network port 290 (promiscuous)
ether3  network port 29 1 (isolated)
etherS  network port 29

ether?  network port 29 1 (isolated)
ether2z  network port 30

ether4  network port 30

etheré  network port 30

etherd  network port 30

ether9  networkport 30

ether10 network port 30

etheril network port 30

etherl2 network port 30

etherl3 network port 30

etherl4 network port 30

ether1lS network port 30
26 items (1 selected)

www.mikrotik.co.id




Contoh 4 - Port Isolation (3)

Switch Port <etherl>

Generic ‘Ingress VLAN Egress YLAN Mirroring QoS Queues TPIDs Counters

MName: Ietherl ‘

VLAN Type: |[pEala g qulags @

Isolation Profile Override: ID {promiscuous)

Switch Port <ether3=
Generic ‘Ingress YLAN Egress YLAN Mirroring QoS Queues TPIDs Counters

MName: \ether3 ‘

YLAN Type: #

Isolation Profile Override: Il (isolated)

Isolated

Switch Port <ether7>

Generic ’Ingress VLAN Egress VLAN Mirroring QoS Queues TPIDs Counters

Mame: |ether?

VLAN Type:

Isolation Profile: |29

Isolation Profile Override: [1 (isolated)

www.mikrotik.co.id
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Contoh 4 - Port Isolation (4)

Switch Ports

Ports  Trunk Port Leakage -
[#][=] [«][s2] j New Switch Port Isolation
#\ ‘Ports \Type ‘Forwarding Type ) E—
0 ethert dst routed bridged Ports: etherl + ¢ Ql
1D etherl, ether3, ... dst routed br?dged | —
2 D switchl-cpu dst routed bridged Type: - sre @ d ot =
Forwarding Type: v routed |v/ bridged App
Traffic Type: v broadcast v multicast v unicast T
154
Registration Status: v unknown v known
| Comn
5 Protocol Type: v RIPv1 Vv DHCPvE
3items VIDHCPv4 v ND Coy
v ARP Rem
MAC Profile: v
Port Profile: |1| -
YLAN Profile: v
_ (L

& —
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Contoh 5 - Hybrid Port (1)

R1 - —

cosedvian M il S
tagged vian2 v
:: tagged vlian100 ||'

I tagged vian200 1

el

192.168.1.2/24 é

VAP1 vlan100 _ (& sesssr =eeee

- Hybrid port, jika didalam
port tersebut terkoneksi
ke perangkat yang
menggunakan tagged
serta untagged frame

- Bilasa digunakan untuk
memisahkan trafik

untag vian1

VAP2 vl untag vlan2 ) :
Vianz09 tagged vian100 VirtualAP pada wireless
tagged vlian200
M/KFO' 'k www.mikrotik.co.id




Contoh 5 - Hybrid Port (2)
R1

Interface List E B
GRE Tunnel VLAN ’VRRP Bonding LTE ... R2
+| = ' =l Interface List =] E3
{Name ! hype IVLAN ID IInterfa&V :
IP Tunnel GRE Tunnel YLAN |YRRP Bond LTE
R &pvlani YLAN 1 etherl Hnne Hnne ’ onding
R 4Pvlan2 YLAN 2 etherl | — JRr=INN ¢ _—[,.,].1-
R &P vlan100 YLAN 100 etherl
R 4bvlanz00 YLAN 200 etherl [Name / ]Tvpe [VLAN ID hnterfaﬂ& ]'
R 4pvlani00  vLAN 100 ethert
« || R 4bvlanz00  vLAN 200 etherl
4 items out of 10
—_—————————— . 2 items out of &___
+|=| [v]|%] =] ]7] —
Mddress / INetwork |Interface v | || = ‘ = | Find
172.16.1.1/24 172.16.1.0 vlan1 *
172.16.2.124 172.16.2.0 vlanz Address + |Network Interface ¥ | |
172.16.100.1/24 172.16.100,0  vlan100 w172.16.2.3/24 172.16.2.0 ether1
172.16.200.1/24  172.16.200.0  vlan200 |4 ![ T192.168.128.... 192.168.128.0  ether2
¢ 1 » 3 I »
6 items 2 items

& —
M/Kro | | www.mikrotik.co.id 48




Contoh 5 - Hybrid Port (2)

| Switch VLAN [= E3

Kk 1 |
MIKror s

YLAN ’ Eg. YLAN Tag In. YLAN Tran. Eq. YLAN Tran. C RS
+|[=| [v][x] =] ¥
WLANID 7 |Ports YL |SA... fw
1 etherl, ether3, ether? no ves no
2 etherl, etherS, switch1-cpu no  ves no
100 ether1, etherS no ves no
200 etheri, etherS no  ves no || (BRI =B
D 4095 ether2, etherd, etheré, ether... no  no no yLaN  Eg. YLAN Tag ‘ In. VLAN Tran.  Eq. YLAN Tran,
¢ | ol |[#]l=] [»][® v
5 items (2 selected)
WLANID / |Tagged Ports { v
1 etherl
2 etherl, switchi-cpu
100 ether1, etherS
200 etherl, etherS
D 4095
5 items (2 selected)

www.mikrotik.co.id




Contoh 6 - Loop Protection (1)

A\

ol ool ofvololealy 0000
v Teww wvew =

-  Mulai v6.38rc2, CRS bisa
menggunakan fitur RSTP yang
ada di bridge untuk mencegah
looping

S
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Contoh 6 - Loop Protectlon (2)

Interface <bridge-for-switching=

General \STP Status  Traffic OK
Name: [bridge-For-switching ‘ Cancel
Type: [Bridge l : Apply
MTU: |

Actual MTU: | 1500

General STP ’ Status  Traffic oK
LzMTu: 6855 |
Protocol Mode: (" inone : " stp & rstp Cancel
MAC Address: l .............
Priority: l8000 ‘ hex Apply
ARP: lenabled
ARP Timeout: | Max Message Age: |00:00:20 | Disable
Admin. MAC Address: l Forward Delay: lUD 00:15 ] Comment
Transmit Hold Count: {6 l Copy
Ageing Time: |00:05:00 | | | Remove
Torch
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Contoh 6 - Loop Protection (3)
e T-]

Bridge

‘ General | Status OK
Bridge Ports |Filtkers MNAT Hosts : — |
R Interface: |etherl | *] Cancel
(Fli=] (2] 1S eridge: T+ | | o
Bridge | #| |contains | ¥ |bridge-for-switchi , ‘

Ninterface 7 Ten = Role Priority: |80 | hex Disable
ttethert bridge-for-switch... designated port Path Cost: 10 Comment
D 4tether3 bridge-for-switch... backup port : o
DI 4tethas bridge-for-switch... disabled port Horizon: | | ¥ Copy
D 4tether? bridge-for-switch... designated port

| =1 Remove
4 items out of 20 Edge: |auto 2
: Point To Point: |auto I3
External FDB: |auto | *]

Cukup masterport yang dimasukkan ke dalam bridge port,
otomatis slave-port akan ditambahkan

wHIguicya

™ —_—
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Check For Updates =] E3

Sl clease candidat=______|K3 oK

Installed Version: |6.40.3 | Download
Latest Version: |6.41rc47 || Downloadadnstall
What's new in 6.41rc47 (2017-Oct-18 10:38): -~

Important note!!! Backup before upgrade!

RouterOs (v6.40rc36-rc40 and) v6.41rcl+ contains new bridge
implementation that supports hardware offloading (hw-offload).

This update will convert all interface "master-port" configuration into new
bridge configuration, and eliminate "master-port" option as such.

Bridge will handle all Layer2 forwarding and the use of switch-chip (hw-offload)
will be automatically turned on based on appropriate conditions.

The rest of RouterOS Switch specific configuration remains untouched in
usual menus For now,

Please, note that downgrading to previous RouterOS versions will not restore
"master-port" configuration, so use backups to restore configuration on
downgrade.

1 bridge - general implementation of hw-offload bridge (introduced in

v6,40rc36);

1y detnet - implemented "finterface detect-internet"” feature;

https:  fwiki. mikrotik, comjwikifManual:Detect_internet

1Y routerboot - RouterBOOT version numbering system merged with RouterOs;

*) bridge - assume "point-to-point=yes" for all Full Duplex Ethernet interfaces
when STP is used (as per standard);

*) console - removed "fsetup”;

*) crs3xx - added ingress/eqgress rate input limits;

*) discovery - use "finterface list" instead of interface name under neighbour j

{New version is available

& —
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-
HW-Offloading

* Mulai versi 6.40rc36, Interface bridge pada
RouterOS akan menghandle L2 Forwarding
dan bisa menggunakan switch-chip (Hw-
offloading) jika kondisi memungkinkan

» Tidak ada lagi pengaturan masterport pada
interface
» Hati-hati jika sudah diupgrade ke versi baru,

jika di downgrade tidak akan otomatis
menggunakan setting masterport

- _—
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Fitur HW-Offload

Switch Switch Bridge Bridge
Routeroard Menu R/STP MSTP

Bridge Bridge
IGMP VLAN Bonding
Snoop Filtering

CRS3xx
CRS1xx
CRS2xx
QCA8377
AR8327
AR8227
AR8316
AR7240
MT7621
RTL8367
ICPlus175D

<
<
<

<X <X X X X <X <X < < <

Y
N Y N
N NN
SN NN
N NN
SN NN
SN NN
N NN
SN NN
N NN
SN NN

Ol
Ol
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Contoh 7 - Bridge VLAN (1)

tagged vianT ' gy el el ool 0
tagged vianz PESY PEEE g

— — —_ - - »- =

:: tagged vlan100 ° ||'

t d vian200 |
Il faggedvian ! - Trunk port untuk R1

- Access port untuk PC

- Hybrid Port untuk perangkat
R2

- Management port untuk akses
CRS vilan 1

192.168.1.2/24 é

VAP1 vlan100 _ (& sesssr =eeee

untag vian1

VAP2 vian200 untag vian2
tagged vlan100
\ tagged vlian200
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Contoh 7 - Bridge VLAN (2)

Interface <bridge-mainan-vlan=

& = ¢ ¥ O ’Y Settings

[Name HEJ [contains ]E] [vlan

TP YLAMN Status  Traffic

Name Type  |L2MTU |Tx Rx LTI ridge-mainan-vian |
R 4tbridge-mainan-vlan Bridge =~ 1588 Obps 1 0 Type: [Bridge |
MTU: | v

Actual MTU: 1500

|
L2 MTU: |65535 |
|

«| MAC Address: |A2:E2:C3iFC:FE:31
1 item out of 32 (1 selected) 200 |anahled IE3

Interface <bridge-mainan-vlan=
General STPY VLAM § Status  Traffic
"] ¥LAN Filtering
PYID: |1 |

enabled running

& —
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Contoh 7 - Bridge VLAN (3)

odge

Bridge Ports 'yLANs MSTIs Pork MST Overrides Filters MNAT Hosts MDB

+|=| | v|% al T

{Bridge l@ [contains }@ {bridge-mainan-vlan
# Hlnterface \Bridge

I.]Hardware Offload IP'v‘ID IHw. Offload

.................................. lyes
17 4tether3 bridge-mainan-vlan

yes
18 4betherS bridge-mainan-vlan ves

3 items out of 19 (1 selected)

Bridge Port <etherl >

General ‘STP YLAM  Status
Interface: BT +
Bridge: lbridge-mainan-vlan }@
Horizon: [ ]V
External FDB: |auto IE2

kk 1 |
MIKror s
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Contoh 7 - Bridge VLAN (4)

l Bridge Port <ether3:>

General ’sw YLAN Status

Interface: MR +

Bridge: [bridge-mainan-vlan

Horizon: ’ ] o

External FDB: [auto ]E

Hardware OFfload
' Bridge Port <ether3=

General STP VLAN ’Status

1
Frame Types:  admit all E

__liIngress Filtering

kk 1 |
MIKror s

l Bridge Port <etherS:

General ’STP YLAN Status

Interface: etherS

Bridge: [bridge-mainan-vlan

Horizon: ’ ] o

External FDE: [auto ]E
Hardware OFffload
Bridge Port <etherS=

General STP VLAN ’Status

1
Frame Types: admit all @

__liIngress Filtering

PVID digunakan untagged frame

www.mikrotik.co.id




Contoh 7 - Bridge VLAN (5)

Bridge =] B3
Bridge Ports VLANS 'MSTIs Port MST Overrides Filters NAT Hosts MDB
= (7] [=] [¥] s
WBridge YLAN IDs Tagged Untagged Current Tagged \V
bridge-mainan-vlan 1 etherl ether3 etherl
bridge-mainan-vlan 2 ether1, bridge-mainan-vlan ethers bridge-mainan-vlan, etherl
bridge-mainan-vlan 100 ether1, etherS etherl, etherS
bridge-mainan-vlan 200 ether1, ethers ether1, ethers
« »
4 items

di menu bridge-vian, kita tentukan vian membership dari masing-masing port

™ —_—
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Contoh 7 - Bridge VLAN (6)

‘ Bridge VLAN <1> | Bridge YLAN <2>

See el bridge-mainan-vian K3 Bridge: [+
YLAN IDs: |1 |4 YLAN IDs: |2 | $
Tagged: |etherl 2K Tagged: |ether1 B
Untagged: |ether3 3K bridge-mainan-vlan | ¥ 4
Untagged: |ethers IE3E=

Bridge YLAN <100> | Bridge VLAN <200>

el bridge-mainan-vian K3 0l ridge-mainan-vian K3
YLAN IDs: |100 I YLAN IDs: | 200 -
Tagged: |ethert IE3E= Tagged: |etherl =%
ethers K3 ethers K35

Untagged: | |$ Untagged: | -

& —
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Contoh 7 - Bridge VLAN (7)

Interface List

Interface ‘Interface List Ethernet EoIP Tunnel IP Tunnel ... [S5is e et ke
dev = & | %8| (30| || | Detect Internet [ General ’Loop Protect Status Traffic
IName - ITVD? IActuaI Name: vlanZ ‘
R 4tbridge-mainan-vlan Bridge
R &Pvlanz YLAN Type: leAN ‘
RS <dethert Ethernet .
. %vetherz  Ethernet VLAN ID: |2 |
RS ¢ivether3 Ethernet Interface: |bridge-mainan-vlan IE3
4ietherd Ethernet O _
RS  <ietherS Ethernet Use Service Tag
4ivetherd Ethernet Address List
R <¢ivether? Ethernet
4ivethers Ethernet & = 7183 || [T
4
2: ‘;’:E:Z:?D Ei:::::t lAddress / ‘Network ‘Interface ‘ lv
RS ¢;?ether11 Ethernet _TP172.16.2.5/24  172.16.20 vanz
. °192.168.128.... 192.168.128.0 monitoring
RS 4i*ctheri2 Ethernet
‘|
32 items (1 selected)
2 items

& —
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Contoh 7 - Bridge VLAN (8)

Bridge =] E3
Bridge ‘ Ports YLAMNs MSTIs Port MST Overrides Filters MNAT Hosts MDB

+|=| v|%] 0] |7 | settngs |
Name }E} contains }@ [vlan } ’ + |- Filter

 |Name Type  |L2MTU |Tx Rx TxPac... Rx... FPTx / |FPR ¥
R 4tbridge-mainan-vlan Bridge 1588 0 bps 0 bps 0 0 0 bps

Interface <bridge-mainan-vlan=

General STP VLAN ’Status Traffic

. ! 1 vV VLAN Filtering

1 item out of 32 (1 selected) | PvID: h

VLAN filtering diaktifkan Sesudah semua vlan dibuat
« Berfungsi supaya bridge mengenali vlan dan bisa memodifikasi frame

™ —_—
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Tips

M/KFO' 'k www.mikrotik.co.id

Meskipun di Bridge juga terdapat fitur VLAN, fitur
Switch saat ini juga masih bisa digunakan

Biasa
masu

Biasa

Kan untuk menyisakan 1 port yang tidak
K bridge / switch

Kan menggunakan ROS versi sama

Jika melakukan pengubahan konfigurasi switch
dan tidak berjalan, Flush table FDB switch

Pada

versi ini, fungsi VLAN pada bridge masih

belum bisa menggunakan HW-Offload, gunakan

menu

switch pada CRS1xx series

Gunakan CRS untuk switch ©




Thank You!

Diijinkan menggunakan sebagian atau seluruh materi pada modul ini,
baik berupa ide, foto, tulisan, konfigurasi dan diagram selama untuk
kepentingan pengajaran, dan memberikan kredit kepada penulis
serta link ke www.mikrotik.co.id

0J©
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