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Virtual Private Connection (VPN)

• Nowadays, it’s used for WAN over Internet

• Commonly used by road warriors (Mobile User)

• Securing to access internal traffic through internet

• Mikrotik support Protocols VPN : PPTP, L2TP, SSTP, 
IPSec, OVPN, PPPoE, EoIP, GRE Tunnel, IP Tunnel



Mikrotik – SSTP VPN

• Provides PPP traffic through an SSL/TLS channel

• TCP 443

• Available for Linux, BSD, Windows 

• Require Certificate to deploy

• Support authentication user by Local Database / 
LDAP/ Active Directory



Somedays..

• Company A has a HO and a few branches 
different sites

• Every sites need to be connected to HO for their 
internal application requirements

• Need to secure the internal application and data
• Internet at HO has more bandwidth and 

dedicated IP
• Allow only to access internal network from 

mobile users
• Budget extend will be going on unpredictive time
• The Routers is Mikrotik RouterOS





Split Tunnel

• Access internal network through the VPN, at 
the same time using the different network 
connections

• Lets you route some of your device or app 
traffic through the VPN while other device or 
apps maintain direct access to the internet
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We do at some points..

• Deployment on Mikrotik HO :

Certificates

DHCP IP Pool

PPP Profile

PPP Secret

Configure SSTP Server

• Configure Split Tunnel on Mikrotik Branch

• Configure Split Tunnel on Endpoint 
(Windows)



Mikrotik – Configure 
Mikrotik HO



Create Certificate Root CA Self Signed



Create Certificate Server Self Signed



Create IP DHCP Pool for SSTP Clients



Create PPP Profile for SSTP Clients



Create Username for Mobile Users and Mikrotik Branch



Enable SSTP Server Interface on Mikrotik HO



Mikrotik – Configure Mikrotik
Branch as Split Tunneling VPN



Import Certificate Root CA + Private Key Mikrotik HO



Create new SSTP Client interface



/ip firewall mangle

add action=mark-routing chain=prerouting dst-address=192.168.100.0/24 
new-routing-mark=split-to-ho passthrough=no protocol=icmp

add action=mark-routing chain=prerouting dst-address=192.168.100.0/24 
dst-port=443 new-routing-mark=split-to-ho passthrough=no protocol=tcp

/ip route
add distance=1 dst-address=192.168.1.0/24 gateway=split-tunnel-toHO
routing-mark=split-to-ho



Result – Split the connection



Mikrotik – Configure Split 
Tunnel SSTP Connection on 
Endpoints



How do we split route on endpoints?

On >100 endpoints?



Create Executable Files VPN Profile with CMAK



Create Route Table Profile for SSTP Client Interface



• Create a new txt file

• Define the routes will be through the VPN

• i.e -> ADD 192.168.100.0 MASK 255.255.255.0 default METRIC default IF default

• Save the file with .txt name

• Then, choose the file on CMAK



Import Certificate Root CA Mikrotik HO



Install the executable file VPN SSTP Profile



Result – Without Split Tunnel





Routes without split the connection



Result – With Split Tunnel





Routes with split the connection



Conclusion & Notes

• Minimize bandwidth utilization on HO Network from 
Road Warrior

• Split only traffic internal through VPN Connection
• Certificate can be using trusted CA to get effortless 

deployment
• Road warrior only split by IP Address, however Site-

to-Site will able to be splited by ports and IP
• Able to massive deployment on endpoints with 

software deployment tools
• Secure to access internal network through Internet
• Port 443 is common with HTTPS so the firewall is not 

big deal to block or prevent
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