OSPF OVER L2TP
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Tujuan

Adapan tujuan dari presentasi ini adalah

- Memahami konsep dasar cara kerja OSPF di Mikrotik

- Memahami Konfigurasi OSPF dengan L2TP
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Route

- Routing adalah proses untuk meneruskan paket data dari
satu jaringan ke jaringan yang lain di segment yang

berbeda.
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Route — cont.

- Routing merupakan fungsi standar dari mikrotik.

[admin@MikroTik] > /faystem package print
Flags: X - disakle=d
#

[ TS I L 3 B R P

1]

10

HAME WERSION SCE
system

wireless G.42.5

hotspot 0.42.5

dhcp 0.42.5

mpls 0.42.5

routing 0.42.5

FER 6.42.5

Security 0.42.5

advanced-tools G.42.5

[admin@MikroTik] >
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Route - cont.
- Keuntungan routing :

- Pengawasan jaringan lebih mudah.

- Lebih aman
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Route —Cont.

Static Routing

Interior Gateway Protocols

Dymamic Routing Protocols

Exterior Gateway Protocols

1

\

Distance Vector Protocols

Y Y

BGP

Link-State Protcols

Y Y

RIPv1 IGRP OSPF IS-IS
RIPv2 EIGRP
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Route —Cont.

[A]ctive Routes |Nadhnps Rules VRF
[S]tatic \EE .@ . .

[D]lynamic
[A]lctive

[Clonnected

Route List =] E3
[Find | [al ||
|Dst Address |Gatewa‘f |D1'star1ce |HOLrtir1g Mark |v
AS I- 0.0.0.0/0 152.168.100.1 reachable wlan1
DAC > 152.168.100.0  wlan1 reachable
BAC 1521682000  etherl reachable

0
0

1
1
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Tunnel

- Merupakan sebuah motede enkapsulasi paket data dalam
jaringan.

- Paket Data mengalami modifikasi sebelum dikirim, yaitu
penambahan header.

- Ketika data sudah melewati tunnel dan sampai di tujuan
tunnel, maka header dari paket data akan dikembalikan
seperti semula (header tunnel dilepas).
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Tunnel — cont.
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VPN

- Sebuah cara aman untuk mengakses local area network
dengan menggunakan internet atau jaringan publik
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Tunnel And VPN

Tunnel

IPIP

PPPOE
EolP
VLAN

Gre Tunnel

« PPTP
« L2TP

* OpenVPN
* IPSec

- SSTP
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L2TP

- Layer 2 Tunneling Protocol

- Menggunakan Protokol UDP(Port 1701),

- Lebih aman di bandingkan PPTP
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L2TP — cont.

- Membuat Server L2TP
- Basis Perintah

[admin@MikroTik] » interface l2tp-server server set enabled=yes
[admin@MikroTik] > /ppp secret add name=thomas pasaword=perdanall local-address=10
.10.10.1 remote-address=10.10.10.2
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- Winbox

LZTP Server

Max MTU
Max MRLI

MRRL:
Keepalive Timeout:

Default Prafile

Authertication

|Psec Secret:

L2TP — cont.

Enabled QK
: |145'D | Cancel
. 1450 | Poply
| |~
130 |~
: |defauft-encwptiur1 || ¥+ |
. [w| machap? mschap 1
chap pap
[ ] Use IPsec
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PPP Secret <thomas:

MName: | oK
Password: |perdanaﬂ1 | & Cancel
Service: |any E3 Apply
Caller ID: | g -
Dizable
Profile: |default E3 f——
Local Address: |10.10.10.1 . Copy
Remote Address: |10.10.10.2 & | Remove
Routes: | | S
Limit Bytes In: | | S
Limit Bytes Out: | | hd
Last Logged Out: | |

\enabled




L2TP — cont.

- L2TP Client

- Basis Perintah

[edmin@MikroTik] » finterface 12tp-client add user=thomas password=Perdanall connect-to=192.168.100

.1

[edmin@MikroTik] > finterface l2tp-client print

Flags: X - disakled, R - running

0 X name="12tp-outd"™ max-mtu=1430 max-mru=1450 mrru=disabled connect-to=158%2.168.100.1
user="thomas™ password="Perdanall™ profile=default-encryption keepalive-timeocut=&0
add-default-route=no dial-on-demand=nc allow=pap,chap,mnschapl, machap2
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L2TP — cont.

- Winbox

Interface < 2Zp-out?: General Dial Out |Status Traffic

General | Dial Out  Status  Traffic Connect To: | [EXRITRI0N |
Name: | Bigau. | Cancel User: [thomas |
Type: ||-2TP Clignt | Apply Password: |Perdana0i |~

L2 MTU: | | Profile: |defauhﬂencr_fptinn " + |
Max MTU: [1450 | Keepaiive Timeout: [60 RS
Max MRU: [1450 | ] Diel On Demand

MRRU: | v (] Add Default Route
Remove Default Route Distance: |'I
Tarch
Allow: mschap2 mschap1

chap pap
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OSPF

- Open Shortest Path First.

- Merupakan protocol routing otomatis yang memiliki
kemampuan untuk menjaga,  memelihara dan
mendistribusikan informasi routing antar jaringan.

- Termasuk didalam IGP(Interior Gateway Protocol)

- Menggunakan Protokol 89.
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OSPF — cont.

- Kenapa menggunakan OSPF?

Area l
Area 0

AS

Area 3
Area 2
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co o b~ W

R2
R2
R2
R2
R2

OSPF - Discovery Process

~N

| Neighbor | State____

1

| Neighbor | State____

DOWN 1 DOWN
2 R1 INIT
2-WAY
ExStart 5 R1 ExStart
ExChange 7 R1 ExChange
Loading 9 R1 Loading
Full 10 R1 Full
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21

[admin@Branch] > /frouting o3p

OSPF - cont.

[admin@Branch] » /frouting ospf network print
Flags: X - disakled, I - invalid

#

a
1
2

NETWORE AREA

10.10.34.0/24 kackbkone
192.168.4.0/24 backbone
10.10.24.0/24 backbone

f network add network=10.10.24.0/24 area=backbone

#210.10.24 0,24 backbone
#210.10.34.0/24 backbone
#2192 168.4.0/24 backbaone

enabled

Instances  MNetworks |.P«reas Area Ranges  Virtual Links Meighbors  NEMA Meighbors  Sham Links  LSA ...

*|=] [v[=]|g] [7

[Netwaork + |Area OSPF Network <10.10240/24> = E1 [N

[=1|E3

Jitems (1 selected)

Copyright © 2018. Wi-Learning. All rights reserved




OSPF Via L2TP[Example]
- Contoh.

Table 1 As L2TP-Server:
UserName:RX

Password:RouterX
LocalAddress : 172.16.X.1 \E___ :

RemoteAddress : 172.16.X.2

-
Table 1: 10571

L2TP Server Table 2:10.1.1.2 Table X:10.1.1.X

= = = =
4

—_ L2TP
192.168.X.254 1 — —
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OSPF Via L2TP[Example] — cont.

R1 as L2TP-Server

- R3

[admin@Rl] > frouting ospf network add net w::L 172.16.2.0/24 area=backbone
[admin@R1] > frouting oapf network add network=172.16.3.0/24 area=backbone
[admin@R1l] > frouting oapf network add network=172.16.4.0/24 area=backbone
[admin@Rl] > frouting ospf network add network=15%2.168.1.0/24 area=backbone
[admin@R1] » /routing ospf interface print

Flags: X - disakled, I - inactive, D - dynamic, P - passiwve

# INTERFACE COST PRIORITY HNETWORE-TYPE AUTHENTICATION AUTHENTICATION-EEY
<l12tp-R3> 10 1l point-to-point none

Etherl 1a 1 broadcast TOTE

~——

0D
1 D

[admin@R3] > /routing ocapf network add network=172.16.3.0/24 area=backbone
[admin@R3] > /routing oapf network add network=1%2.168.3.0/24 area=backbone
[adminfR3] > frouting ospf interface print

Flags: X - disabled, I - inactive, D - dynamic, P - passiwve

# INTERFACE CO5T FRIORITY NETWORE-TYFE AUTHENTICATION AUTHENTICATION-EEY
00 etherl 1a 1 broadcast TOne

1D l2cp-ocutd 10 1 point-to-point none
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OSPF Via L2TP[Example] — cont.

[2dmin@R3] > ping 192.1&3.1.100

SEQ HOST SIZE TTL TIME STATUS
0 1%2.168.1.100 56 €3 17ms
1 1%2.1658.1.100 56 €3 55%ms
2 1%2.188.1.100 38 €3 100ms
3 1%2.168.1.100 58 €3 40ms

sent=4 received=4 packet-loss=0% min-rtt=17ms avg-rtt=254ms max-rtt=559ms3

|:_ T

Pinging 192.1
Reply from
Reply from
Reply from
Reply from

red r
round trip times in milli-
Minimum = 29ms, Maximum = 142Zms,
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OSPF Via L2TP[Example] — cont.

- |P Route Table

[admin@Rl] » /ip route print

°© Rl Flags: X - disabled, A - active, D - dynamic,
C - connect, 5 - static, r - rip, b - kgp, © - o3pfi, m - mme,
B - klackhole, U - unreachakle, P - prohikit

# DST-ADDRESS PREF-SRC GRTEWAY DISTANCE
0AS 0.0.0.0/0 10.1.1.254 1
1 ADC 10.1.1.0/24 10.1.1.1 wlanl 0
2 ADo 172.18.3.1/32 172.16.3.2 114
3 ADC 172.16.3.2/32 172.16.3.1 <l2tp-R3> 0
4 ADC 192.1€3.1.0/24 192.1858.1.254  etherl a
5 ADe 182.168.3.0/24 172.16.3.2 110
© FQE; [admin@R3] » /fip route print

Flags: X - disakled, A - active, D - dynamic,
C - connect, % - static, ¥ - rip, b - bgp, © - ospf, m - mme,
B - klackhcoles, U - unreachakle, P - prohikit

# DST-ADDEESS PREF-5SRC GATEWAY DISTANCE
0A S 0.0.0.0/0 10.1.1.254 1
1 ADC 10.1.1.0/724 10.1.1.3 wlanl a
2 AbC 172.16.3.1/732 172.16.3.2 litp-outd a
3 Abo 172.18.3.2/732 172.16.3.1 110
4 ADo 1%2.183.1.0/24 172.16.3.1 110
5 ADC  15%2.163.3.0/724 152.165.3.254 etherl a
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Summary

- Untuk jaringan yang besar lebih bagus menggunakan
dynamic route.

- Penggunaan L2TP lebih bagus dikarenakan L2TP lebih
aman.

- OSPF dapat di jalankan melalui L2TP
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THANK YOU

Copyright © 2018. Wi-Learning. All rights reserved




