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Why Packet Analysis?
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Why Packet Analysis?

o Information of 5W + 1H © Action/Decision
* What * Fix
= DD0S? Spam? Flood? * Stop
o who * Deny
= Router? PC? Server?

* When

= Now? Yesterday?

* Where

= AS? Network?
* Why

= Virus?
* How

= TCP? UDP?
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Who do Packet Analysis?

O Researchers: Access to RAW Data

O Administrator: Debugging Network Problems
O Analyst: Analyze the Traffic

O Incident Responders: Tracing the Incident
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How We Do Packet Analysis?

CAPTURE

&

ANALYZE




Capturing Packets

O Also known as SNIFFING
O PCAP is the common format of Packet Capture

O Perspective is Important
* In-band
* Qut-band
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In-Band Capturing Packets/Sniffing
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Out-Band Capturing Packets/Sniffing
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Out-Band Capturing Packets/Sniffing
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Capturing Packets in MikroTik - HTTP

/tool sniffer

set file—-name="example.pcap"
set file-1imit="1000"

set filter-ip-protocol="tcp"
set filter-port="80"

start

/file print where name="example.pcap"

r Contoso Ltd.
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Capturing Packets in MikroTik - HTTP

7 MPLS x ‘
4 Routing A Packet Sniffer Settings
457 System | Sies e General | Streaming  Fitter
e Queses Bandwidth Test N
Email Memary Limit: | 100 kb
|| Files . Ory Headers
] Lag Flood Fing v| Memory Scroll Aol
(Graphing
i -T:D[I: U3 - IP Sean File Mame: |example pcap G
. MAC Server File: Limit: | 1000 kb
|| New Temninal
=5 KvM Emtmcsh -
| 2 Make Supout rif acket niter -—H'E’Sts
& Manual Fing
& New WinBox Fing Speed
E Bt Profile
FRoMON
SMS
Telnet stopped
Tarch
Traceroute
Traffic Generator
Traffic Monitor
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Capturing Packets in MikroTik - HTTP

Packet Sniffer Settings

General  Streaming Flﬂ'E“'|

OK

Interfaces: E Cancel

MAC Address: | | Aoply
MAC Protocol: | | v
IP Address: | |+
IPv6 Address: | |
IP Protocel: [ 1|6 tep) EE
Port: []|80 hitp) EIE:
cPU: | |%
Direction: |E|r1'_.r ";

Fiter Operation: |ur

|stupped

[takeuchi@MikroTik] >

Packet Sniffer Settings

General  Streaming Flﬂ'E“'|

OK

Interfaces: E Cancel
. il

MAC Address: | | Aoply
MAC Protocal: =

. :

IP Address: | |+
IPv6 Address: | |
IP Protocel: [ 1|6 tep) EE
Port: []|80 hitp) EIE:
cPU: | |%
Direction: |E|r1'_.r ||3
Fitter Operation: |ur ||$

nnning

file print where name="exXample.pcap"”

TYIPE
.pcap file

SIZE
1000.2K1iB

r Contoso Ltd.

# HAME
0 example.pcap
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Capturing Packets in MikroTik - Storage Expense

Expense storage quickly!!!

0 10Mbps * 3600 (second) * 24 (hours) = 864000Mb

o0 864000Mb / 8 = 108000 Megabyte for 1 Day

10Mbps Bandwidth need 100+ Gigabyte storage for 1 Day
Double for full-duplex (200+ Gigabyte)

How big is your storage?

Solution? Use Out-Band Capturing Packets/Sniffing method
with Port Mirroring, TZSP Streaming or use HUB

r Contoso Ltd.
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Capturing Packets in MikroTik - Port Mirroring

O Port Mirroring is Switch Chip Feature

o MikroTik devices without switch chip can’t do Port Mirroring

/interface ethernet switch
set switchl mirror—-source=ether?

set switchl mirror-target=ether3

r Contoso Ltd.
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Capturing Packets in MikroTik — TZSP Configuration

/tool sniffer
streaming-server=ip.of.wireshark.box
set streaming-enabled=yes

start

Capture

...using this filter: I| udp port 3?DDE| By - ] |.-5.II interfaces shown =

Local Area Connection

I Wireless Metwork Connection ’Lﬂ__M_ml

TZSP is run on UDP/37008, you can listen on UDP/37008 with your
sniffing tools like wireshark (will introduced more in analyze step)

r Contoso Ltd.
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Capturing Packets in MikroTik — TZSP Configuration (Alt.)

/ip firewall mangle

add action=sniff-tzsp chain=prerouting
sniff-target=ip.of.wireshark.box
sniff-target-port=port.of.wireshark.box

Capture

...using this filter: I| udp port 3?DDE| By - ] |.-5.II interfaces shown =

Local Area Connection

I Wireless Metwork Connection ’Lﬂ__M_ml

.............................................................................................................................................

By default TZSP is run on UDP/37008, so you can listen on
UDP/37008 with your sniffing tools like wireshark
(will introduce wireshark more in analyze step)

r Contoso Ltd.
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Capturing Packets in MikroTik - Done

Are you done?
Let’s continue to analyze the PCAP!

r Contoso Ltd.
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Analyzing Packets - Fire On The Tools

Fire on your tools:
* Wireshark
" Open Source (GNU Public License)

= Multi-Platform (Windows, Linux, *BSD & MacOS)

= Advanced Filtering & Analyzing
" Used for Live Sniffing & Packet Analysis
* Some people use Wireshark for:

" Network Administrators: troubleshoot network problems

" Network Security Engineers: examine security problems

" Developers: debug protocol implementations
" Peoples: learn network protocol internals

r Contoso Ltd.
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Analyzing Packets - Getting Started with Wireshark

OTo getting started with wireshark you can open the pcap file
that you have from capturing packets

M The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

Open Ctrl+0 E TIEI=E QQE B

Open Recent r

Merge...

Import from Hex Dump...

Close Ctrle W to Wireshark

Save Ctrl+5 i

Save As... CtrlsShiftes  ter: (W [Enter a capture fiter ..

File Set b &l Area Connection™12 ______
al Area Connection™ 11

Export Specified Packets... al Area Connection™ 10

Export Packet Dissections » @l Area Connection™1 ____

Export Packet Bytes... Ctrl+Shift+X EFrinet H

Export PDUs to File... al Area Connection™ 9

Export S5L Session Keys...

Export Objects r
Print... Ctrl+P
Quit Ctrl+C
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Analyzing Packets - Getting Started with Wireshark

oOr you can capture the new packets ©

M The Wireshark Network Analyzer

Eile Edit View Go Capture Analyze Statistics Telephony Wireless

A = ® A ] = =

=

Pt P
i+ =1

. T

Tools

()]
—n 1L

Help

| |-.:-:--:E:5:- ' 1

[s1]

—
N~ Tl
L o, e

Welcome to Wireshark

Capture

...using this filter: | |E-' ter & captur

Local Area Connection® 12
Local Area Connection®™ 11
Local Area Connection® 10
Local Area Connection™ 1
Ethernet

Wi-Fi

Local Area Connection™ 9

2 N

r Contoso Ltd.
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Analyzing Packets - Wireshark Interfaces

A i - e
File Edit View Go Capture Anclyze Stetistics Telephony Wireless Tools Help
Am 3@ RE R e= QaaaH
[ W Ttep.Rags.syn [X] ~| Expression...  +
No. Time Source Destination Protocol  Length Info ~
2157 30.098742 172.16.50.60 172.16.50.1 Tce 118 38559 + 8291 [PSH, ACK] 5eq=6946 Ack=342772 Win=4106 Len=64 ]
2158 30.100370 172.16.50.1 172.16.50.60 Tcp 137 8291 + 38559 [PSH, ACK] 5eq=342772 Ack=7018 Win=501 Len=83 -
2159 38.112768 172.16.58.68 172.16.58.1 TcP 115 38559 » 8291 [ 818 Ack=342855 Win=4185 Len=61
2160 30.114232 172.16.58.1 172.16.58.60 TCP 121 8291 =+ 38559 [PSH, ACK] 58q=342855 Ack=7@71 Win=5@1 Len=67
2161 30.125736 172.16.50.60 172.16.50.1 Tcp 115 38559 > 8291 [PSH, ACK] 5eq=7671 Ack=342022 Win=4105 Len=61
2162 30.127318 172.16.58.1 172.16.58.68 Tcp 121 8291 » 38559 [PSH, ACK] Seq=342922 Ack=7132 Win=501 Len=67
2163 38.167254 172.16.50.68 172.16.58.1 TCP 54 38559 = 8291 [ACK] Seq=7132 Ack=342989 Win=4185 Len=8
2164 30.231886 157.248.24.20 172.16.50.60 TLsvi.2 185 Application Data ||
2165 30.238707 172.16.50.60 157.240.24.26 TLSvl.2 676 Ignored Unknown Record . ]
2166 38.254685 157.248.24.28 172.16.58.60 TP 68 443 » 38611 [ACK] Seq=132 Ack=624 Win=362 Len=8
2167 30.255217 157.248.24.20 172.16.50.60 TLsvi.2 89 Application Data I —
2168 30.295106 172.16.50.60 157.240.24.20 Tcp 54 38611 + 443 [ACK] Seq=624 Ack=167 Win=567 Len=
2169 30.5889652 172.16.58.1 172.16.58.68 Tcp 922 8291 + 38559 42989 Ack=7132 Win=501 Len=863 —
2176 30.628899 172.16.58.68 172.16.58.1 TCP 126 38559 » 8291 [ 132 Ack=343857 Win=4182 Len=72 f—
2171 30.632380 172.16.50.1 172.16.50.60 Tcr 1514 8291 = 38559 [ACK] Seq=343857 Len=1450 |
2172 30.632793 172.16.58.1 172.16.58.60 Tcp 1514 8291 > 38559 [ACK] Seq=345317 Len=1468 =
2173 38.632794 172.16.58.1 172.16.58.60 TP 1514 8291 + 38559 [ACK] Seq=346777 Len=14568
2174 30.632794 172.16.58.1 172.16.50.60 Tce 1514 8291 = 38559 [ACK] Seq=348237 Len=1468
2175 36.632794 172.16.50.1 172.16.50.60 Tcp 1514 5291 > 38559 [ACK] Seq=349697 Len=1460
2176 38.632795 172.16.58.1 172.16.58.60 TcP 1514 8291 + 38559 [ACK] Seq=351157 Len=14568 :
2177 38.632795 172.16.58.1 172.16.58.60 TCP 1514 8291 + 38559 [ACK] 5eq=352617 Ack=7284 Win=581 Len=146@ [ |
2178 30.632795 172.16.50.1 172.16.50.60 TCP 207 8291 + 38559 [PSH, ACK] 52q=354877 Ack=7204 Win=501 Len=153
2179 30.632834 172.16.50.68 172.16.58.1 Tcp 54 38559 » 8201 [ACK] Seq=7284 Ack=35423@ Win=4106 Len=g
2186 38.655949 172.16.58.68 172.16.58.1 TCP 123 38559 + 8291 [PSH, ACK] Seq=7284 Ack=35423@8 Win=4186 Len=69 v
Frame 2171: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface @ -
Ethernet II, Src: Intel f8:34:bf (@0:99:27:f0:34:bf), Dst: IntelCor_a8:b3:76 (20:79:18:a8:b3:76)
Internet Protocol Version 4, Src: 172.16.56.1, Dst: 172.16.50.60
Transmission Control Protocol, Src Port: 8291, Dst Port: 38559, Seq: 343857, Ack: 7284, Len: 1468
Data (1460 bytes)
28 79 18 a8 b3 76 @@ 98 27 fe 34 bf @8 8@ 45 e8 ¥y v 'o4 E ~
@5 dc 18 16 4@ @0 48 @6 6@ a8 ac 1@ 32 @1 ac 18 @@ " 2
32 3c 20 63 96 9f 95 @d be a2 66 81 51 21 56 18 < ¢ fqlp
81 5 1f 7 @0 80 ff 05 28 27 bc da 3 a2 @ @ :
bl 72 c7 7288 f5 6b f2 26 79 9b 4b d5 db Sb 2a  ror-ke By K- -[*
af 3b 21 b2 18 ¢3 b@ 6f c@ b8 b4 el 68 d9 @c 67 ;! o h-g
9a 38 21 @1 78 51 53 7e @8 83 21 e8 48 6d ba 34 8! xQsS~ !-Hm-4
52 b4 5d ed bf 41 37 46 9 3c a4 5b fd 22 59 33 R-]-ATF < [-"V:
49 3f 82 3d CB 13 63 66 55 bc 24 7e ce d3 3e a5 2= cf - Fv>
2c 01 Ba 56 12 de 3d fc fc c9 3a 7418 20 77 6d - -P-o=- it wm
88 af 82 e9 31 f7 b6 98 4b 67 98 d5 23 f1 67 9b 1 Kg -#-g P
Sb d3 18 e6 9 b9 4b B9 66 6a 46 d4 bb c8 86 ed [ K- fjF a et Byt e S
24 3d db de 67 88 18 @ 27 fe ac 66 8d 4 81 d2 =g - - ‘ :I<
€7 64 2e bf 52 20 69 15 43 20 0c 54 56 d3 37 aa  d.-Ri- I TV-7
78 3 99 af 5d 54 69 1f 31 83 5b c9 fb fe 28 b8 p-- JTi- 1-[--(
3c 39 3f 5e b6 @b 2c @6 @b 83 65 cb @9 93 72 4e €9, e rN
2f @6 f5 ba 5f b6 78 81 @a 60 @8 8@ 4c 41 Ba 5a / X RERIV. TV 4
df c3 a8 d3 d2 d4 6d 6b Ff d3 22 Ff 35 56 fe 19 mk "5V
41 5c 39 e5 cf 27 f2 18 59 57 21 &F 3b bd 47 1f A\~ '-- W6
a7 7f 24 £f db a9 al ff Ff 84 c3 of 98 47 0c 3 s G
6e ec 41 15 9e 5f 89 e2 3c bc a5 7e 21 f3 2c 53 neAs <oomle LS
ba al ec c4 61 d5 f6 95 b3 1a 2b 66 cf 11 @9 b6 a +f hd
7 Witeahark JE07 5 12 4608 B0E B77 3 ADTBUAC TSGR ] 201504030 45216  ~05356 peapng Packets: 2285 - Displayed: 345 (41,4%) - Dropped: 0 (0.0%) Profile: Default

=
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Analyzing Packets - Packet Filtering

OoWe can filter specific packet type in wireshark

M ~Wi-Fi

File Edit View Go Capture Analyze Statistics Telephony Wireless Toels Help

dn 0 IDRBE es=TaEEaqam

[ | tcp. flags.syn
|Nn. Time Source Destination Protocol Length Info
oYou can check the cheat sheet on

http://packetlife.net/media/library/13/Wireshark Display Filters.pdf

r Contoso Ltd.
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http://packetlife.net/media/library/13/Wireshark_Display_Filters.pdf

Analyzing Packets - Fetching a Messages

M sotp- N cap - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 7@ R R e=E = Qaaans
(W Tsmtg] [x] ~| Expression...  +
No. Time Source Destination Protocal  Length Info
249 3.510943 222.124.12.125 .96.138 SMTP. 1314 C: DATA fragment, 1248 bytes
250 3.511042 222.124.12.125 95.133 SMTP 296 C: DATA fragment, 224 bytes Mark/Unmark Packet Ctrl+M
252 3.511254 222.124.12.125 96.138 SMTP 1314 C: DATA fr‘agment, 1248 hytES lgnore/Unignore Packet Ctrl+D
263 3.513480 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 hytES Set/Unset Time Reference Ctrl+T
264 3.513671 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes
265 3.513789 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes Tz il EELShity
266 3.513898 222.124.12.125 96.138 SMTP 1314 C: DATA fr‘Engnt) 1248 hytES Packet Comment... Ctrl+Alt+C
267 3.514006 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes
277 3.519622 222.124.12.125 95.133 SMTP 1314 C: DATA fragment, 1248 bytes Edit Resolved Name
279 3.519912 222.124.12.125 96.138 SMTP 1314 C: DATA fr‘agment, 1248 hytES N
280 3.520058 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes SpEhectiey
283 3.520297 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes Prepare a Filter 4
285 3.520546 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes o veraliariEilies »
286 3.520660 222.124.12.125 96.138 SMTP 1314 C: DATA fr‘Engnt) 1248 hytES
Colorize Conversation 5
293 3.522538 222.124.12.135 96.138 SMTP 1314 C: DATA fragment, 1248 bytes
297 3.523053 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes scTp >
299 3.523323 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes Follow 4 TCP Stream Ctrl+ Alt+Shift+ T
300 3.523438 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes
UDP St Ctrl+ Alts Shift+ U
301 3.523550 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes Copy 4 reem e
302 3.523659 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes SSL Stream Ctrl+Alt+Shift+5
303 3.523768 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes Protocol Preferences L HTTP Stream Ctrl+Alt+Shift+H
311 3.529933 222.124.12.135 96.138 SMTP 1314 C: DATA fragment, 1248 bytes Decode As...
312 3.530173 222.124.12.125 96.138 SMTP 1314 C: DATA fragment, 1248 bytes T P W i
313 3.53@8306 222.124.12.125 .96.138 SMTP 1314 C: DATA fr‘Engnt) 1248 hytES
Frame 249: 1314 bytes on wire (18512 bits), 1314 bytes captured (18512 bits)

Ethernet II, Src: Routerbo 15:2d:41 (4c:5e:@c:15:2d:41), Dst: Routerbo 60:7d:d2 (4c:Se:@c:6@:7d:d2)

Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 47876, Dst Port: 25, Seq: 132743, Ack: 183, Len: 1248
simple Mail Transfer Protocol

222.124.12.125, Dst: EEEEEEN.96.138

4c Se Bc 68 7d d2 4c Se @c 15 2d 41 08 8@ 45 88 L~ }-L4 A E ~
85 14 e@ 7e 48 90 36 @6 51 1d de 7c @c 7d 92 c4 @6 '}
60 8a b7 =4 @2 19 @c =4 dd bS 13 6 44 db 30 1@ ]
00 63 6C 4a BB 00 @1 B1 @5 0a do ob 3b de @8 7@ -cl) ;op
ff 2f 2f 33 71 74 75 76 35 55 39 31 37 2f 37 72 //3qtuv 5U917/7r
58 2f 76 36 7@ 2f 66 58 35 54 72 53 6e 2f 39 6c  X/v6p/fP 5Trsn/9l
5175 2b 30 76 53 37 71 31 39 62 32 32 36 2f @d  Qu+avSTq 19b226/
Pa 36 64 6c 58 37 53 33 66 34 37 7@ 2f 2f 33 58 - 6d1X759 f47p//3X
37 37 57 4b 39 77 51 4c 72 6a 36 2f 59 2f 62 31  77WKOwQL rjé/v/bl
72 58 78 57 33 73 56 78 57 78 73 56 58 54 37 73 rXxW3sVx WxsVXT7s
6e 5a 4a 63 31 38 6b 58 32 78 4c 78 58 46 53 55  nzJc18kP 2pLxXFSU
45 33 74 53 4e 39 2f 2f 4a 65 76 39 69 od @a 6e  E3TSNY// Jewdi-n
6b 6d 35 47 31 5a 56 33 39 51 33 37 2b 2b 6c 39 kmSGIIVY 9Q37++19
52 45 52 45 52 45 52 45 52 45 52 45 52 78 45 52  RERERERE RERERXER
45 52 45 52 45 52 45 52 48 45 52 6c 4F 45 77 63  ERERERER HER1OEwh
45 52 44 43 47 43 49 2f 73 56 46 62 39 50 2f 49  ERDCGCI/ sVFboP/I
33 33 79 4d 63 6a 63 66 78 45 52 0d @a 45 63 52  33yMcjcf xER--EcR
45 52 45 52 45 52 45 52 45 52 2f 2f 2f 2f 2f 2f  ERERERER ER//////
2f 2f 2f 2f 2f 2f 2f 2f 4a 41 4c 6e 5a 71 43 2f  //////// JALnZqc/
2b 56 7@ 6c 61 66 2f 2f 2f 38 2b 6a 69 4c 6b 59 +vplaf// /B+jilky
58 7a 36 4f 49 32 2f 2f 32 73 71 5a 55 58 37 38 Pz60I2// 2sqZUP78
56 5a 53 6e 2f 37 61 58 6a @d @a 39 36 56 2f 2f  vZSn/7aX i 96V// ¥

@ 7 smipE—_cap

Packets: 122328 - Displayed: 29762 (24.3%)

=

Profile: Default

Contoso Ltd.
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Analyzing Packets - Fetching a Messages

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - smitp- BN, pcap — O *

——————— —ONow we got a messages

EHLO mail. N - com
25@-mail. N - com e

from email © and now we
258-AUTH LOGIN

2560 HELP

MAIL From:<Dery - con> SIZE=38575089

e v— can analyze the email

258 0K

RCPT To:<sarif N - com:

258 0K

RCPT To:<operational mmy N - com:

258 0K

RCPT To:<jenny(d N - con>

258 0K

RCPT To:<import4@ . con>

258 0K

RCPT To:<import3@ . con:

258 0K

RCPT To:<import{ . con>

258 0K

DATA

354 0K, send.

Received: from BPGDOMEL. N . COM (webmail. [N . con [19.608.0.6])
by mail. N - com (5.14.4/8.14.4) with ESMTP id w63Ahkww27114;
Tue, 3 Jul 2818 17:43:51 +@87080

In-Reply-To: <CADuhDSChu7ROk4LNRuhuXVpgb-GXVMIMX2pPeNifhyZwy@4LQ@mail. gmail. com>

References: <82e781d412aef96edbfcoicacozf4a50 - con> <CADURDSCbu7ROk4LNRuhuXVpghb-

GXVMMX2pPeNifhyZwMya4LQ@mail. gmail. com>

To:

Cc:

Packet 25, 1,164 cl

Entire conversation (213 kB) hd Show and save data as | ASCIT hd Stream

Find: | [ Findmext |

pkEl 13 server phs) 24 wrnfs) Click to select.

Filter Out This Stream Print Save as... Back Close Help

=
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Analyzing Packets - Exporting Object (PDEF, JPG, PNG, etc.)

F srntp- I . ca p
File = Edit ¥iew Go Capture Analyze Statistics Telephony Wireless Tools  Help

Open Ctrl+0 ED &S I=Eaaa
Open Recent L4
Merge... Destination Protocol  Length Info
Import from Hex Dump... 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Close Ctrl+W 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Tev Cirle5 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Save As... Chrl+Shift+5 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
- 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
File Set y L2 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Export Specified Packets... 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Export Packet Dissections y 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
. 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
s = ldi sl - .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Export PDUs to File... 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Rt e 125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
. o “77 . 96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Export Objects g DICOM... .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Print.. CtrleP HTTP... .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
IME... .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
Quit Ctrl+ 0} S .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
T T T IIToE TEETTEFTTE " .96.138 SMTP 1314 C: DATA fr‘agment, 1248 bytES
162 1.7393438 222.124.12 TFTP... .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
168 1.741913 222.124.12.125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
169 1.742832 222.124.12.125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes
178 1.742139 222.124,.12.125 .96.138 SMTP 1314 C: DATA fragment, 1248 bytes

Frame 57: 1314 bytes on wire (18512 bits), 1314 bytes captured (18512 bits)

Ethernet II, Src: Routerbo 15:2d:41 (4c:5e:8c:15:2d:41), Dst: Routerbo 6@:7d:d2 (4c:5e:8c:68:7d:d2)
Internet Protocol Version 4, Src: 222.124.12.125, Dst: HEEEEEN.Y6.138

Transmission Control Protocol, Src Port: 47876, Dst Port: 25, Seq: 327, Ack: 183, Len: 1248

Simple Mail Transfer Protocol

r Contoso Ltd.




Analyzing Packets - Flood Example (DNS)

M udpsipeap
File Edit WView Go Capture Analyze Statistics Telephony Wireless Tocols  Help

Am 1 ® RE Qes=F as5Eaaan
| |dns
Mo, Time Source Destination Protocal  Length Info
6321 32.997895 .68.178 5.8.4.4 DNS 74 Standard query 8xb&d3 A m9.tthbbre.com
2336 9.379658 .68.178 5.8.4.4 DNS 74 Standard query 8xb&d3 A m6.rszxbjn.com
2335 9.379443 .68.178 5.8.4.4 DNS 74 Standard query 8xb&d3 A m6.rszxbjn.com
856 3.542386 .68.178 5.8.4.4 DNS 75 Standard query 8xbe76 A m36.qjbyfic.com
855 3.542867 .68.178 5.8.4.4 DNS 75 Standard query @xb676 A m36.qjbyfio.com
2827 11.392291 .68.178 5.8.4.4 DNS 75 Standard query 8xb&e3 A ml@.qjwhpfe.net
2826 11.392877 .68.178 5.8.4.4 DNS 75 Standard query @xb669 A ml@.qjwhpfe.net
3397 13.788797 .68.178 5.8.4.4 DNS 75 Standard query 8xbe87 A m28.pgxgxmo.com
3396 13.788657 .68.176 8.8.4.4 DNS 75 Standard query @xb687 A m23.pgxgxmo.com
3173 13.838748 .68.178 8.8.4.4 NS 75 Standard query @xbe83 A m38.ddjctyf.biz
3172 13.838574 .68.178 8.8.4.4 NS 75 Standard query 8xbe83 A m38.ddjctyf.biz
662 2.6208354 .68.178 5.8.4.4 DNS 75 Standard query 8xb5c® A m31.swwgocu.net
661 2.6208628 .68.178 5.8.4.4 DNS 75 Standard query 8xb5c® A m31.swwgocu.net
4995 26.914537 .68.178 5.8.4.4 DNS 74 Standard query 8xbSbe A m7.brmgkod.com
4995 26.914357 .68.178 5.8.4.4 DNS 74 Standard query 8xbSbe A m7.brmgkod.com
7936 48.211485 .68.178 5.8.4.4 DNS 74 Standard query @xb596 A m9.bnwgcxl.com
7935 48,211193 .68.178 5.8.4.4 DNS 74 Standard query 8xb596 A m9.bnwgcxl.com
6961 35.918358 .68.178 5.8.4.4 DNS 75 Standard query @xb588 A m3@.atoifmo.com
69668 35.918128 .68.178 5.8.4.4 DNS 75 Standard query 8xb588 A m3@.atoifmo.com
7859 36.485497 .68.176 8.8.4.4 DNS 74 Standard query @xb54d A ml6.plswhqgl.cc
7858 36.485318 .68.178 5.8.4.4 DNS 74 Standard query 8xb54d A ml6.plswhgl.cc
134 ©.488968 .68.178 5.8.4.4 DNS 75 Standard query @xbSlb A m38.shbgnoe.net
133 @.488885 .68.178 5.8.4.4 DNS 75 Standard query @xb5lb A m38.shbgnoe.net
1256 5.829582 .68.178 5.8.4.4 DNS 75 Standard query 8xb5la A m31.gumgkle.net

r Contoso Ltd.




Analyzing Packets - Flood Example (TELNET)

A

aAms@ RE ] = = | Q qH

[N tcp.streameq 3 [X] ~| Expression.. | +
No. Time Source Destnation Protocol  Length Info

11 ©.098194
12 ©.898314

.69.50 TELMET
.69.50 TcP

95 Telnet Data
95 [TCP Retransmission] 23 + 54014 [PSH, ACK] Seq=1 Ack=1 Win=2878 Len=41

M Wireshark - Follow TCP Stream (tep.stream eq 3) - hajime-np.peap

13 8.898625 117.48 TELNET 61 Telnet Data

| —r—
—r—
l —63.56 TELNET 6 Telnet Data ... E—
: ; T

25 0.103711

¥ Authentication failed

.69.58 TELNET 68 Telnet Data ..

Username: admin
admin
Password:

.69.50 TELNET 66 Telnet Data ...
T [ > ] 123456

68 TanetDta eas % Authentication failed

68 alnet Data ...

69.50 TELNET 66 Telnet Data ...

.117.48 TCP 68 54814 + 23 [ACK] Seq=8 Ack=59 Win=14668 Len=9
= - - —_—

.117.48 TELNET 62 Telnet Data ...

.69.50 TCP 60 23 » 51014 [ACK] Se
= i ” =
TELNET 83 Telnet Data

.69.50

Frame 12: 95 bytes on wire (760 bits), 95 bytes captured (760 bits)
Ethernet II, Src: Routerbo 78:58:7a (6c:3b:6b:78:58:7a), Dst: Routerbo 83:d7:le (6c:3b:6b:83:d7:1e)

Internet Protocol Version 4, Src: EEEEEEN.117.48, Dst: EEEE.G9.58

Transmission Control Protacel, Src Port: 23, Dst Port: 54814, Seq: 1, Ack: 1, Len: 41 Entire conversation (102 bytes) hd

Show and save data as

ASCIT

Stream

Find:

| [[Findnext

Filter Out This Stream Print

Save as...

Back

Closz.

Help

6c 3b 6b 83 d7 le 6c 3b 6b 7@ 58 7a @8 B8 45 c@ 13k - 1; kpXz- E

8@ 51 Ge e3 48 @@ fb 86 66 bf 77 Ge 75 38 77 Ge on-@ F wnuBwn
45 32 99 17 d2 fe 46 bd Se ed fb 83 54 3 58 18 E2 Fe #oo.TOP
of ee e4 3 @0 00 ©d @a @d @a 25 20 41 75 74 68 % Auth

65 6e 74 69 63 61 74 69 6f 62 20 66 61 69 6c 65 enticati on faile
64 @d @a @d @a 55 73 65 72 6e 61 6d 65 3a 20 d Use rname:

@ 7 hajime-np.pcap Packets: 68981 - Displayed: 32 (0.0%)

=

Contoso Ltd.

Profile: Default
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Analyzing Packets - Flood Example (WINBOX)

F | hajime-np.pcap
File Edit View Go Capture Analyze Statistics Telephony  Wireless  Tools  Help

4 @ RE ] = LI EQaAqaaQn
| |tcp.|:|orteq 8291 || tcp.flags.syn
Mo, Time Source Destination Protocol  Length Info
63950 384.588312 .123.148 TCP 60 28889 = 3291 [SYN] Seq=0 Win=14688 Len=0

68960 384.588396 .118.138 TCP 60 19497 = 8291 [SYN] Seq=8 Win=14668 Len=8
: - = = ro— F - =

QoD

f

.106.187 = 8291

.68.94 + 8291
e =

.151.111

.98.233
.119.1591

[T¢ r] » [SYN] Len-0
15823 + 8291 [SYN] Seq=08 Win=14608 Len=0

384.581881

8 7 [TCP Out der] 3+ [S¥N] Se Len=8
63976 3@4.581129 .128.221 TCP 6@ 24557 = 8291 [SYN] Seq=0 Win=1468@ Len=0
68977 3@4.581157 .537.155 TCP 6@ 1857 = 3291 [SYN] Seq=8 Win=1460@ Len=0

TCP Out der]

54 [T F-Order]
63988 3@4.582189 .222.170 TCP 60 7828 + 23 [SYN] Seq=0 Win=14608 Len=0
68981 3@4.582296 .69.50 .18.124 TCP 60 58167 = 23 [SYN] Seq=8 Win=1468@ Len=0

Frame 6298: 68 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet II, Src: Routerbo 83:d7:le (6c:3b:6b:83:d7:1e), Dst: Routerbo 78:58:7a (6c:3b:6b:7@8:58:7a)
Internet Protocol Version 4, Src: HEEEEE.GS.50, Dst: HEEEEEN.151.148

Transmission Control Protocol, Src Port: 65287, Dst Port: 8291, Seq: @, Len: @

r Contoso Ltd.




Analyzing Packets - Flood Example (SMB)

M tcp S o cap

File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help
4 @® RE Re=Z2fFl5EaqQan
[ |tcp.porteq 445 || tep.flags.syn|
Ma. Time Source Destination Protocol  Length Info
@.eaaa08 192.168.1.46 157.281.73.159 TCP b6 + 445 [SYN] Seq=@ Win=8192 Len=8 M55=1460 WS=4 SACK PERM=1

w ey

1=

co R o ]

& [i=]

@.815284

oA

8.126188

192.168.1.46

192.168.1.46

1.46

192.168.
192.168.
1 168.1.
192.168.

192.168.
192.168.
" £ 1

192.168.

192.168.

155.81.49.177

Aq 177
3 49 177

212.182.121.241

219.78.8.88

78 .8.88

8

217.46.

7

18.126

91.38.86.182

183.175.128.189

126.38
1 8
a9

56217

] se ir

56216
[TC
56218
[TCP
56567
[TCP
56225
[TC

W5=4 SACK_PERM=1

] Seq Ler 'ERM=1
Len=@ M55=1468 WS=4 SACK_PERM=1
2 Ler

W5=4 SACK_PERM=1

1 L Ler 1

[TCP 55=1
=1460 WS=4 SACK_PERM=1

56226
[TCP
56229
[TC
56235
[TCP
56231
[TCP
56233
[TC
56575
[TCP

Len=@ M55

Len=8 M55

=1468

TCP
TCP
TCP
TCP

Ler

Ws=4 SACK_PERM=1

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: HostEngi 24:f6:2e (B@:e@:62:24:f6:2e), Dst: Routerbo_d4:5a:67 (d4:ca:6d:d4:5a:67)

Internet Protocol Version 4, Src: 192.168.1.46, Dst: 157.281.73.159

Transmission Control Protocol, Src Port: 56217, Dst Port: 445, Seq: @, Len: @

=

Contoso Ltd.
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Analyzing Packets — Wireshark Reference

oWireshark Website
http://www.wireshark.org

oWireshark Documentation
http://www.wireshark.org/docs/

oWireshark Wiki
http://wiki.wireshark.org

oNetwork analysis Using Wireshark Cookbook

http://www.amazon.com/Network-Analysis-Using-

WiresharkCookbook/dp/1849517649

ntoso Ltd.
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http://www.wireshark.org/
http://www.wireshark.org/docs/
http://wiki.wireshark.org/
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Study Case — Parabot OpenIXP

¢ " OpisBoy Zaman Now O OpenlXP is one of the biggest Internet
496 members, 21 online Excha nge in Indonesia

it

o and Parabot, a Bot in Telegram that

Parabot OIXP brewed by @ericksetiawan and the
Tratfic Monitor Alert Infrastructure was provided by
Trigger : RX >300M @mtakeuchi using MikroTik RouterOS
Interface::ethers - RX.454.09Mbps as a Probe & BGP router in OpenlXP,
Top 6 Traffic also Powered by Maxindo Networks
tsygze.zl%orzl |S:rf@r&t§ps o Parabot help to notify us when the

arp | 0]:]:119.71Kbps router receiving broadcast or flood on
ip | udp | 0.0.0.0:68 (bootpc) | )

255.255.255.255:67 (bootps) | OpenlXP interface

{r;;jg‘r?cpnipvf, |:]:]2.75Kbps o Parabot will do Torch and start Packet
mpls-unicast |0 | : | :| 2.4Kbps Sniffer on your Router

ip|tcp | 218.100.36.2:179 (bgp) |
218.100.36.198:56967 | 936bps

oS Powered by maxindo.net.id

r Contoso Ltd.
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Secure # Easy




Feel so hard to analyze?
Let me help you!

michael@takeuchi.id
https://www.facebook.com/mict404
https://www.linkedin.com/in/michael-takeuchi/

34



mailto:michael@takeuchi.id
https://www.facebook.com/mict404
https://www.linkedin.com/in/michael-takeuchi/

Question & Answer




Slide is available in my GitHub repository
https://github.com/mict404 /slide/
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https://github.com/mict404/slide/tree/master/MikroTik%20User%20Meeting/

