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Topics of Discussion

1. We are going to look and learn Ethernet and L-2 Frames
2. Analyse L2 frames dan Tunnels using GNS3 and Wireshark, such as:

Ethernet

VLAN (802.1Q)

VLAN Tunnel (QinQ)
PPPoE

EoIP Tunnel

ARP

L2TP VPN Tunnel

VLAN over EOIP Tunnel
Demo and Discussion
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GNS3’
@ Vlan 40 50 and Wireshark - GNS3 X
File Edit View Control Annotste  Tools Help
2. < | ==n Q Q
| — A ® 1>~ c Fmllo . [o]
| Topology Summary @8
Node Console
MikroTikCHR-1 BC:3 » @ Cloud-1 anie
== Dacy) m » @ Ethemetswitch-1 telnet 127.00.1:5021
e - » ) Ethemetswitch-2 telnet 127.0.0.1:5025
» ) Ethemetswitch-3 telnet 127.0.0.1:5037
b @ MikioTikCHR-1  telnet 127.0.0.1:5022
Trunk 40 50 b @ MikioTikCHR-2  telnet 127.0.0.1:5030
»

VirtualBox Host-Only Network
Winbox etherl

192.168.10.1 chrl

192.168.10.2 chr2

Ether3

UiOIh S

Access40

.
Console
GNS} managamer\t console,

nnnnnnnnnnnn 2.1.15 on Win dnvxs@%ﬁ%\t) with Python 3.6.8 Qt 5.12.1and PYQt 5.12.

Yoha ne@ﬁr\nmmmm 005N ] Ted
e Help ->> GNS3 Doctor to detect common issues.

MUM Kuta, BALI 24-25 Oct 2019

@ pc1 telnet 127.00.1:5016

» @ pc2 telnet 127.0.0.1:5018

» @ pc3 telnet 127.0.0.1:5027

» @ pca telnet 127.00.1:5035

» @ pcs telnet 127.0.0.1:5033

» @ pcs telnet 127.0.0.1:5038

Access50 Servers Summary ®

I GNS3 UM (GNS3 Vi)
» £ JOHN-ASUS-X555QA CPU 56.5%, RA.

[=E]
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Wireshark

M “standard input [MikroTikCHR-2 Ether3 to MikroTikCHR-1 Ether3]

File Edit View Go Capture Analyze Ststistics Telephony Wireless Tools Help
am @ BRE R3e==F 25 ®Q&aH
[Apply a display filter ... <Ctrl-/>

No. Time Source Destination Frotocol  Length Info
190 136.137998  192.168.50.254 192.168.20.254 ICHP 102 Echo (ping) request id=@x4c74, seq=5/1280, ttl=64 (reply in 191)
191 136.191915  192.168.20.254 192.168.50.254 IcHMP 102 Echo (ping) reply  id=0x4c74, seq=5/1288, ttl=63 (request in 190)
194 137.506696  Bc:12:87:87:62:82  Private_66:68:83 ARP 46 Who has 192.168.58.254? Tell 192.168.58.1
195 137.708684  Private 66:68:03 @c:12:8F:87:62:02  ARP 64 192.168.50.254 is at @@:50:79:66:68:03 [%
196 138.746965  10.0.8.2 255.255.255.255 MNDP 135 5678 > 5678 Len=33
197 138.747398 @c:12:8f:8c:66:02 CDR/VTP/DTP/PAgP/UD.. CDP 106 Device ID: CHR 2 Port ID: ether3trunk
199 138.748548  0.8.8.9 255.255.255.255

<

MNDP 138 5678 - 5678 Len=92

> Frame 194: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface @
> Ethernet II, Src: @c:12:8f:87:62:82 (B(:IZ:BF:ST:SZ:OZ), Dst: Pr‘ivatE_SS:SB:OE (00:59:79:55:58:03)

v £02.1Q Virtual LAN, PRI: @, DEI: @, ID: 50
. = Priority: Best Effort (default) (8)

. = DEI: Ineligible
. 8800 0211 8018 = ID: 50

Type: ARP (@x8886)
v Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (@x@300)

Hardware size: 6

Protocol size: 4

2000 e@ 58 79 66 68 @3 @c 12 8f 87 62 @2 81 00 @0 32 -Pyfh---

9010 B8 @6 0B 1 @F O @6 @4 ©8 @1 oc 12 8f 87 62 @2
@020 c@ aB 32 @1 @0 60 9@ 02 8@ @0 cb ad 32 fe
Yohanes Gunawan Yusuf (TR0639)

b

S
MUM Kuta, BALI 24-25 Oct 2019

GNS3 and Wireshark

VirtualBox Host-Only Network

Winbox etherl
192.168.10.1 chrl
192.168.10.2 chr2

WIRESHARK CAPTURE
on TRUNK

Yohanes Gunawan Yusuf (TR0O639)

Ethernetswitch-3

GNS3’ i

MilroTikCHR-1 pc-3
e =
"Ether2 ™ —

H 2

MUM Kuta, BALI 24-25 Oct 2019
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Frames to be analysed

e Ethernet Standard
*VLAN (802.1Q)
*VLAN in VLAN (QinQ)
* PPPOE
*EolP
*L2TP
* Tunnel in Tunnel
(EolP o L2TP and VLAN o EolP)

11

Ethernet Standard (Type II) Frame

12
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Ethernet Frame (Standard Type Il)

80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)

Ethernet Type Il Frame
(64 to 1518 bytes)

* Destination MAC (6 byte)

* Source MAC (6 byte)

* Type (2 byte)

« Payload (46 — 1500 byte) = IP, TCP or UDP, ARP, DHCP, ICMP, HTML etc

Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 13
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Ether Type

(It is used to indicate which protocol is encapsulated in the payload of the frame.)

* 0x0800 : IPv4 - Internet Protocol V4

* 0x0806 : ARP - Address Resolution Protocol

* 0x8100 : VLAN - Virtual LAN (with tagid)

* Ox86DD: IPv6 - Internet Protocol V6

* 0x8847 - 0x8848 : MPLS

* 0x8863 - 0x8864: PPPoE

* 0x9100 : VLAN (double tagging)

Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 14
14
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Ethernet Standard IPv4 Frame (0x0800)

Frame 5: 98 bytes on wire (784 bitsdll 98 bytes captured (784 bits) on interface 8

v Ethernet II, Src: Private 66:68;
Destination: @c:12:8f:87:8
Sgurce: Private 66:68:

| Type: IPvd (BxB388)

(88:50:79:66:68:082), Dst: Bc:12:8F:87:62:01 (Bc:12:8f:87:62:01)

1 (Bc:12:8F:87:62:01) Header 14 byteS

Internet Protocol Version 4, Src: 192.168.
Internet Control Message Protocol

54, Dst: 192.168.28.1

B@:50:79:66:68:82)
IPv4 20 + ICMP 64

7 5 7 BT e
14 @1 @8 ee cf 11 58 f7 @0 @3 @3 @9 8a @b éced - - - Peooveee
@e &f 18 11 12 13 14 15 16 17 18 19 1la 1b 1c 1d -~ -ovvve cveennn
le 1f 2@ 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d e ITHEE BT ()R, -

2e 2f 38 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d ./B12345 B789: ;<=

) e 3f >3
Yohanes gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Gct 2019

15
Ethernet Standard Frame Analysis (for ICMP)
* ICMP Data = 56 bytes
* ICMP Header (reply) = 8 bytes
* |Pv4 Header = 20 bytes -
Frame 5: 98 bytes on.wire (7:.34 }?its), ?8 I?ytfs fapfured (:M b:?s).c
* Total byte Ping = 56 + 8 + 20 "> eglation: sccnetiezioaior (ecrizetiariozseny
urce: Private_66:68:02 (80:50:79:66:68:02)
= 84 bytes Int?::::: i‘:‘;:oi?{ai:?‘)sinn 4, Src: 192.163.20.254, Dst: 192.168.20.1
Internet Control Message Protocol
* Ethernet Header = 14 bytes
* Total Ethernet Frame = 14 + 84 = 98 bytes
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 16
16
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VLAN (802.1Q) Frame

Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019

17

17
Ethernet Type (Standard vs VLAN)
gType/Len Data Original Ethemnet Frame
* 0x0800 --> IPv4 ethernet s Tag | Typellen Data FCS i‘::';;;f;agz
packet type T —
* 0x8100 --> VLAN ethernet 4~
packet type EtherType PRI VLAN-ID
2 Bytes 3bits |1bit 12 bits
Value = 0x8100 0-7 [0-1 0-4095
Token Ring Encapsulation Flag
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 18
18
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How VLAN work ?

*Tagged Ethernet frame with VLAN ID tag

*UnTagged Ethernet frame from VLAN ID tag

Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 19

19
* |EEE is a standardized encapsulation protocol that defines how to
insert (tagged) a into Ethernet header.
* RouterOS supports up to interfaces, each with a unique VLAN
ID, per interface (exception: 0,1 and 4095)
Preamble | Destination | Source Type PayLoad CRC/FCS
MAC MAC AT
address address
Preamble | Destination | Source 802.1Q, ype PayLoad Recalculated
MAC MAC header 0x0800 field
address address (VLAN ID) CRC/FCS
yles e
I EtherType | PRI || VLAN-ID
2 Bytes 3bits [1bit 12 bits
Valug=0x8100  0-7 [0-1 0-4095
Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 20
20
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|IEEE 802.1Q

Tagged

Preamble | Destination | Source 802.1Q PayLoad CRC/FCS
MAC MAC header

lecalculated
ield

RC/FCS

A

icl Router
Switch

| MikroTik i address address | (VLANID)
| e _—_~ N g i BN

e

T M A

UnTaggé

Ether Type: 0x0800 (IP4) , 0x8100 (802.1Q)

Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019
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VLAN Example (Trunk) CHR1

/interface ethernet ether3 TREHE

set [ find default-name=ether3 ] name=ether3-trunk

/interface vlan

add interface=ether3-trunk name=vlan40-eth3 vlan-id=40

add interface=ether3-trunk name=vlan50-eth3 vlan-id=50

/interface bridge port

add interface=ether3-trunk

/interface bridge vlan VLAN 40 50

add tagged=ether3-trunk vlan-ids=40

add tagged=ether3-trunk vlan-ids=50

add address=10.0.0.1/30 interface=ether3-trunk network=10.0.0.0

add address=192.168.40.1/24 interface=vlan40-eth3 network=192.168.40.0

add address=192.168.50.1/24 interface=vlan50-eth3 network=192.168.50.0

Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 22
22
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VLAN Example (Access) CHR2

/interface bridge

add fast-forward=no name=bridge1a40

add fast-forward=no name=bridge2a50

/interface ethernet

set [ find default-name=ether3 ] name=ether3trunk
/interface vlan

add interface=ether3trunk name=vlan40-eth3 vlan-id=40
add interface=ether3trunk name=vlan50-eth3 vlan-id=50
/interface bridge port

add bridge=bridge1a40 interface=ether4

add bridge=bridge1a40 interface=vlan40-eth3

add bridge=bridge2a50 interface=vlan50-eth3

add bridge=bridge2a50 interface=ether5

ether3 TRUNK

VLAN 40 50

Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 23
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© 2dmin®192.168.10.1 (CHR 1) - WinBox v6.43.4 on CHR (x86_64) - ul x|
Session  Settings Dashboard
j
|| ©4| | Safe Mode | Session:192.168.10.1 ]
Aa Quick Set [@x]
T ICAP:MAN + al (v
:
e Address Network Interace v | |
I Wireless 192168 10.1/24 192.168.10.0 etherl Interface | Inteface List Ethemy EolP Tunnel IP Tunnel GR
22 Bidge D 9192.168.10254/24  192.168.10.0 etherl %
e o 192.168.20.1/24 192.168.20.0 ether2 thsi = Detect Intemet
= =910.0.0.1/30 10.0.0.0 etherd4runk
08 Mesh 2152168 40.1/24 192.168.40.0 vianaetnd || = :‘i:fhen g::m - Lacd] MI;IDD =
S = <& 192.168.50.1/24 192.168.50.0 vian50eth3| Il (2 dscirerz i 750
= R dether3tunk  Ethemet 1500
7 MPLS r R hviandDethd  VLAN 1500
3 Routing P R 4vlanSDethd VLAN 1500
5 R 4bethert Ethemet 1500
LSRR R direihers Ethemet 1500
& Queves
[ Flles |
Bl . *
B Radius U
A Tools p DHCP | Networks  Leases Options Option Sets  Aletts
) New Temninal + - T | DHCP Config || DHCP Setup 7‘“
ems
@ Duds I Name Interface Relay Lease Ti
Make Spod dhep1 ether2 00:10:00 dhcp_peall  no
= dhep? viandDethd 00:10:00 dhep_pooli  no
€ Manual dhepd vian50-etha 00:10:00 dhep_pool2  no
@ New WinBox
Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 24
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© admin@192.168.10.2 (CHR 2) - WinBox v6.43.4 on CHR (x85_64) == [m] X
Session  Settings  Dashboard
LA K] Safe Mode | Session:| 192.168.10.2 ol
Asr Quick Set
I CAPSMAN [=][E3
[ Interfaces + Al
I Wireless |Address Network Interface| ¥
32 Brdge F10.00.2730 10.0.0.0 etheratunk
192.168.10.2/24 192.168.10.0 etherl
=3 PPP
“[2 Mesh @E
1P r Interface | Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel WLAN VRRP Bonding LTE
3
/‘_ MpLS L 14 = || | Detect Intemet
# Routing r . -
Name Type Actual MTU |L2ZMTU |Tx Rx -
“5¢ System " R ftbrdgeladd Bridge 1500 65535 Dbps o
& Cucues R fibidge2ab0  Bridge 1500 65535 Dbps 1]
R Ethemet
L] Files R Ethemet
o Log Bt oot Brdge Ports |VLANs MSTls Port MSTOvemdes Fkers NAT Hosts MDB
R Radus RS 4pvianSDethd VLAN +|[=| [v|[x]|[a| [¥
& Tools P[RS evethers Ethemet :
RS her5 Ethemet & Interface Bridge Horizon | Trusted | Priority (... |Patl
&) New Teminal +-bpppoe-out] PPPOE Clent 0 Tstherd bridge 1240 no
@ Dude I 1 Fhvlandl-ethd bridge 1240 no
§ 2 Advlan50-eth3 bridge2a50 no
| Make Supout it 3 Hdethers bridge2a50 no
& Manual
hanes Gunawan Y@RUE{TRO639) MUM Kuta, BALI 24-25 Oct 2019 25
&9 New WinBox o
Ems

PCS5 ping to PC3 thru Trunk

Welcome to Virtual PC Simulator, version ©.6.1 PC-5> show ip
Dedicated to Daling.

Build time: Jun 1 2015 11:42:32

Copyright (c) 2007-2014, Paul Meng (mirnshi@gmail.com)

All rights reserved.

PC-5[1]
192.168.50.254/24
192.168.50.1

192.168.506.1

562, 600/300/525
©0:50:79:66:68:03
10034
127.0.0.1:10035
1500

VPCS is free software, distributed under the terms of th
Source code and license can be found at vpcs.sf.net.
For more information, please visit wiki.freecode.com.cn.

Press '?' to get help.

Executing the startup file

PC-5> ping 192.168.20.254
bytes from 192.168.20.254 icmp_seq=1 3 time=259.066
bytes from 192.168.20.254 icmp_seq=2 3 time=349.087

PC-3> ip dhcp bytes from 192.168.20.254 icmp_seq=3 3 time=504.129

DORA IP 192.168.20.254/24 GW 192.168. bytes from 192.168.20.254 icmp_seq=4 3 time=269.068

3

time=138.036

bytes from 192.168.20.254 icmp_seq=5 ttl=6

PC-3>

PC-5>

Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 26
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Wireshark — Captured Trunk

M “Standard input [MikroTikCHR-2 Ether3 to Mikio TkCHR-1 Ether3]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dng@eIhRB YeszF 55 aAQQHE

(Aieno

No. Time Source Destination Protocol  Length Info

- 179 144.118752  192.163.50.254 192.168.20.254 ICHP 102 Echo (ping) request id=@xc2ef, seq=1/256, ttl=64 (reply in 134)
182 146.129174  192.168.50.254 192.168.20.254 e 162 Echo (ping) request id=excdef, seq=2/512, ttl=64 (reply in 185)

o€ 184 147.353432  192.168.20.254 192.168.50.254 e 102 Echo (ping) reply  id=exc2ef, seq=1/256, ttl=63 (request in 179)
185 147.353868  192.168.20.254 192.168.50.254 e 162 Echo (ping) reply  id=excdef, seq=2/512, ttl=63 (request in 182)
187 143.030147  192.168.50.254 192,168.20.254 P 102 Echo (ping) request id=bxcG8f, seq=3/768, ttl=64 (reply in 188)
188 148.604118  192.168.20.254 192.168.50.254 e 162 Echo (ping) reply  id=exceef, seq=3/768, ttl=63 (request in 187)
190 149,342836  192.168.30.254 192.168.20.254 e 162 Echo (ping) request id=éxc7ef, seq=4/1824, ttl=64 (reply in 191)
191 149,578749  192.168.20.254 192.168.50.254 e 162 Echo (ping) reply  id=exc7ef, seq=4/1024, ttl=63 (request in 19@)
193 150.878577  192.168.30.254 192.168.20.254 e 162 Echo (ping) request id=éxcsef, seq=5/1280, ttl=64 (reply in 195)

L 195 151.615441  192.168.20.254 192.168.50.254 e 162 Echo (ping) reply  id=excsef, seq=5/1280, ttl=63 (request in 193)

<

Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019
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Ethernet with VLAN Frame (0x8100)
Frame 179: 182 bytes on wire (816 [its), 182 bytes captured (816 bits) on interface @
| Ethernet II, Src: Private 66:63:03 (@0:58:79:66:68:83), Dst: @c:ae:62:9d:T3:82 (Bciae:62:9d:T3:82)
Destination: @c:ae:62:9d:f3:02 MBciae:62:9d:3:02)
Source: Private 66:68:03 (@@:98%79:66:68:83) 14 byteS
|Type: 882.1Q Virtual LAN (@xslee) |
v 8@2.10 Virtual LAN, PRI: @, DEI: @, ID: 5@
@ed. .... .... .... = Priority: Best Effort (default) (@)
we® sius waws wa.. = DEI: Ineligible
.... BBEE 2811 Bele = ID: 56
Type: IPvd (BxB508)
Internet Protocol Version 4, Src: 192.168.58.254,
Internet Control Message Protocol
B
la 1b 1c 1d 1e 1f 28 21 22 23 24 25 26 27 28 29 -+ I "#gER ()
G858 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35 36 37 3B 39 *+,-./B1 23456789
Bétaes Gmadbn Bsuf3tRBe0) 3T MUM Kuta, BALI 24-25 Oct 2€t8> ? 28
28
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VLAN (802.1Q) Tag

Frame 179: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface @
¥ Ethernet II, Src: Private_66:68:83 (@0:50:79:66:68:83), Dst: @c:ae:62:9d:¥3:02 (Bc:ae:62:9d:¥3:02)
Destination: @c:ae:62:9d:f3:82 (Bc:ae:62:9d:f3:02)
Source: Private 66:68:@3 (@8:58:79:656:68:83) 14 bytes
| Type: 8@82.10Q Virtual LAN (@x818@)|
v 882.1Q virtual LAN, PRI: @, DEI: @, ID: 5@

[ = Priority: Best Effort (default) (@)
A PP = DEL: Ineligible
- 4 bytes
Typg:
Interne 8.508.254, Dst: 192.168.28.254

IPv4 20 + ICMP 64

4008 Bc ae 82 o0 58 79 66 65 @3 31 00 [LQER]| b - P yfh - B
S 82 08 54 @f ¢l @0 00 42 @1 al 9b co as  [HE T+ @ - -
32 fe c@ a8 14 fe 88 8@ 5d fb c2 af 88 61 88 89 R |
Ba @b Bc ed e of 10 11 12 13 14 15 16 17 18 19  «covvre cnenenen
la 1b 1c 1d 1e 1f 28 21 22 23 24 25 26 27 28 29 .- DOTRIERT()
2a 2b 2c 2d 2e 2f 38 31 32 33 34 35 36 37 38 39 *+,-./81 23456789
Yoimnes GREwahY el (/P63 3F MUM Kuta, BALI 24-25 Oct 2913 ? 29
29
* ICMP Data = 56 bytes
* ICMP Header (reply) = 8 bytes
* |Pv4 Header = 20 bytes
. , Src: Private 66:68:03 (00:58:79:66:68:03), Dst:
L] Total byte P|ng = 56 + 8 + 20 = 84 bytes 882. 1 ual LAN, PRI: B, DEI: @, ID: 58
Int et Protocol Version 4, Src: 192.168.58.254, Dst: 192.1
v 1pffrnet Contral Message Protacal
« 802.1Q VLAN (Id 50) = 4 bytes oyt i
Code: @
Checksum: @xSdfb [correct]
* Ethernet Header = 14 bytes / Sdenkifier (BE): 48678 (oxczer)
Identifier (LE): 4834 (@x@fc2)
* Total VLAN 802.1Q =4 + 14 + 84 = 102 bytas e 60 e
[Response frame: 184]
D:ta (56 b:'tes) =
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 30
30
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VLAN in VLAN (QinQ) Frame

Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019

\-\ — -
O UNIVERSITAS SURABAYA MIKrO' 'k

31

31
’ data
untagged destination Source EtnerType (1P packet)
frame address OxB000 261500
tagged when
frame is forwerded out FCS Recalculated
a trunk [taqfﬁl port
VLAMN tagged| destination Source SU8.1q g {2 Bysss) EtherType
frame address TRID | oontral, OxE000
tegged when frame
is torwarded out a FCS Recalculated
prowider tunnel (Qind) port
)
VLAET&%ged destination Source BUS:1g fag (4 Bvtee) [IF‘?:-ZEQI]
e address address 36-1500
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QinQ @ MikroTik

Original Ethernet Frame

802.1Q Frame from Customer

Tag

802.1Q Frame on Trunks between service provider Switches

Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 33
33
W h H ? I VLAN-ID - 100 I
y QI nQ ° K e ,.'===L|;;::
o . WPt s
* QinQ is tunnelling 802.1Q - SVRDNES Ryl
* Often used by Ethernet Providers as a layer2 VPN for
customers.
* Easy to implement, you don’t need exotic hardware and
we don’t have to run any routing protocols between the
service provider and customer.
* From the customer’s perspective, it’s just like their sites
are directly connected on layer2 (Switch)
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 34
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QinQ Implementation

Campus B
network
(customer VLANS)

Campus A

Network
{customer VLANS)

VLAN Q

WLAN QuVLAM A

VLAN WLAN QVLAN B

—
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Source -> https:Wgroups.genl.net/gen|/W|k|/Q|anesu|ts

QinQ Simulati GNS3 (VIan 500 in 50)
& Vlan 40 50 and Wireshark - GNS3
File Edit View Control Annctate  Tools Help
Bl -, s
& OF> > NHC FmlIc--aal
@ MikroTikCHR-1 £
= DHCP h}
= Ether2 Y —
- 192.168.20.254/24
Trunk 40 50
Q VirtualBox Host-Only Network
Winbox ether1 Ether3 PC-5
192.168.10.1 chrl - &
192.168.10.2 chr2 2 m T L T TET]
Ether2 [ | —
& PC-7 >
=1 §
Access 500 in 50 @
QinQ T,
; 192.167.150.254/ 24
B . B2 ¥ /pcS
Access40
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 e 36
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Setting QinQ (Access 500 in 50

Session  Settings

Dashboard

© admin@192.162.10.1 (CHR 1) - WinBox v6.43.4 on CHR (x86_64)

[] ] | safe Mode | Session:[152.168.101

A& Quick Set
1 CAPSMAN
[ Interfaces
I Wirsless
21 Biidge
=g PPP

©12 Mesh

2 P

< MPLS
%2 Routing
& System
& Queuss
Files

12l Log

2 Radius
A Tools

&8 New Teminal
@ Dude

v v =

I

| Make Supout.if

@ Manual
@ New WinBox

[#][=] [2][] [=] [¥]

| Address | Wetwork |interfacs|
=7 192.168.10.1/24 152.168.10.0 etherl
57192.168.10.254/24  192.168.10.0
55192.168.20.1/24 152.168.20.0

5r100.0.1/30 10000

57192.168.40.1/24 152.168.40.0
7192.168.50.1/24 152.168.50.0

o 192.168.150.1/24 152.168.150.0 vian500

Interface List

) =

|maff5ce|hteffaml_i§ Bthemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

Name 7 |Type |Actual MTU [L2MTU [T« [Re
R #ether] Ethemet 1500 612 kbps
R #rether2 Ethemet 1500 Obps
R srether3trunk Ethemet 1500 Obps
R rvlandlethd VLAN
R viansletnd  VLAN
R vian500  VLAN

emet

Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 37
e admin@192.168.10.2 (CHR 2] - WinBox v6.43.4 on CHR (x86_64) i [m] x
Session  Settings  Dashboard

| safe Mode | Session:[152.168.10.2
& Quick Set =]
L CADNAN imerface | ierface Ust | Ethemet | EolP Tumnel | IP Tunnel GRE Tunnel VLAN VRRP Bondng LTE
Intef
e e e T FEre
I Wirsless
HName  Type |Actual MTU [L2MTU |Tx |Rx |-
22 Biidge
H R &tbidgelsdl  Bridge 1500 65535 Dbps 0
e R ftbidge2s50  Bridgs 1500 65535 Dbps 0
R Bridgs 1500 65535 Dbps 0
S R Bthemet 1500 85.7kbps 1076,
gl 1P I | Rs Ethemet 1500 432bps 0
R Ethemet 1500 464 bps 0
LaMiLS P llRs " pviansveths VAN 1500 448 bps 0
# Routing I {[Rs 4pvianS0ethd  VLAN 1500 480 bps 0
RS Hvians00  VLAN 1500 448 bps 0
& System PR wetnert a T i
& Queues RS eprethers [0
5] Files Brdge Forts |VLANs MSTls Por MSTOvemdes Fites NAT Hosts MDB
1 Log
N [#][=] [2][z¢]
S Raclus # | [intedace |Bridge |Horizon [Trusted |Priority (h_ [Path Cost |Role
S Tools I 0 ftetherd bridge 40 ng a0 10 d dport
: 1 Evlandlethd  brdgeladd no 0 10 designated port
I el 2 &fvlanSlethd brdge2as0 no a0 10 designated port
@® Dude I k3 tdethers hidge 2z no 80 10 designated port
- z 4 ftetherz bridge 32500 no a0 10 designated port
Make Supout i
L NEKE 1P 5 £3iansi0 bridge3a500 no ) 10 designated port
Yohanes Gunaw: 38
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PC7 ping to PC3 thru Trunk Q in Q (500 in 50)

VPCS is free software, distributed under the terms of the "BSD" licence.
Source code and license can be found at vpcs.sf.net.
For more information, please visit wiki.freecode.com.cn.

Press '?' to get help.

Executing the startup file

PC-3> ip dhcp
DDORA IP 192.168.20.254/24 GW 192.168.20.1

PC-3>

PC-7> ping 192.168.20.254
bytes from 192.168.20.254 icmp_seq=1 time=360.079
bytes from 192.168.20.254 icmp_seq=2 time=701.177
bytes from 192.168.20.254 icmp_seq=3 time=355.094

bytes from 192.168.20.254 icmp_seq=4 time=486.122
from 192.168.26.254 icmp_seq=5 time=526.125

Yohanes Gunawan Yusuf (TRO639 MUM Kuta, BALT 24-25 Oct 2019 39
‘ *Standard input [MikroTikCHR-2 Ether3 te MikroTikCHR-1 Ether3]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm e [ BRE ===FsE]Eaaan
[N Aply = display fiter ... <Ctrl />
No. Time Source Destination Protocol  Length Info
i 517 278.715849 192.168.158.254 192.168.28.254 TP 186 Echo (ping) request id=@x4da7, seq=5/128@, ttl=64 (reply in 518)
518 278.834289 192.168.28.254 192.168.150.254 TP 186 Echo (ping) reply  id=@x4da7, seq=5/128@, ttl=63 (request in 517)
521 279.579181 Bc:12:8f:87:62:02 Private_66:68:06 ARP 58 Who has 192.168.158.2542 Tell 192.168.150.1
522 279.631921 Private 66:68:06 0c:12:8f:87:62:82  ARP 68 192.168.150.254 is at @0:50:79:66:68:06
<
Frame 517: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on interface @
Ethernet II, Src: Private 66:68:06 (00:50:79:66:68:06), Dst: @c:12:8f:87:62:02 (0c:12:8f:87:62:02)
~ 802.1Q Virtual LAN, PRL: @, DEL: @, 1D: 58
@e8. .... .... .... = Priority: Best Effort (default) (@)
o8 eeer eier e... = DET: Tneligible 4b |d 50
g tes .
. 0006 8811 601G = ID: 50
Type: 8@2.10 Virtual LAN (@x3188)
~ 8@2.1Q Virtual LAN, PRI: @, DEI: @, ID: 588
@ea. .... = Priority: Best Effort (8)
+e® .eve ee. .... = DEI: Ineligible 4 bytes (Id 500)
.... 0981 1111 @106 = ID: 560
Type: IPv4 (BxB80@)
Internet Protocol Versd Src: 192.168.150.254, Dst: 192.168.20.254
eeee_ac 12 s g B b P yfh
pole| BN 01 fa]es ee]4s @0 @0 54 a7 49 @0 00 48 @1 E- TI--@
a6 12 c@ a8 96 fe c@ a8 14 fe 83 8@ d2 5T 4d a7 M
2@ @5 @8 09 @a 6b ec ed @e of 16 11 12 13 14 15
16 17 18 19 1a 1b 1c 1d le 1f 26 21 22 23 24 25 1"45%
Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 40
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QinQ Frame Analysis (for ICMP)

PC-7> ping 192.168.20.254

84 bytes from 192.168.20.254 icmp_seq=1 ttl=63 time=360.079 ms

— 84 bytes from 192.168.20.254 icmp_seq=2 ttl=63 time=701.177 ms

L4 ICM P Data - 56 bytes 84 bytes from 192.168.20.254 icmp_seq=3 ttl=63 time=355.094 ms
84 bytes from 192.168.20.254 icmp_seq=4 ttl=63 time=486.122 ms

84 bytes from 192.168.20.254 icmp_seq=5 ttl=63 time=520.125 ms

* ICMP Header (reply) = 8 bytes
° IPV4 Header = 20 bytes / Frame 517: 186 bytes on wire (848 bits), 186 bytes captured (248 bits) o

Ethernet II, Src: Private_66:68:86 (| 179:66:68:86), Dst: @c:12:8f:87

* Total byte Ping = 56 + 8 + 20 = 84 bytes ™. o o e ress cttare (stout) )
* 802.1Q VLAN (Id 500) = 4 bytes g cyre

v §02.1Q Virtual Lan, gT: e, DEI: @, ID: 560
* 802.1Q VLAN (Id 50) = 4 bytes o A e e
= ID: 5ee

° Ethernet Header = 14 bytes I Int;e%';;: Protocol Versiom 4, Src: 192.168.158.254, Dst: 192.168.20.254 3
* Total VLAN 802.1Q =4 +4 + 14 + 84 = 106 bytes

Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 41

41
Frame Analysis —802.1Q and QinQ
use header size tag size MTU FCS total frame size
standard ethernet 14 0] 1500 4 1518
802.1q VLAN trunk 14 +4 1500 4 1522
802.1ad (QinQ) VLAN "tunnel” 14 +4 +4 1500 4 1526
* Ethernet MTU = IP Header + TCP Header + Payload = 1500 bytes
* |P Header = 20 bytes
* TCP Header = 20 bytes
* Payload = 1460 bytes
* |f packet size more than MTU will be fragmented
Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 42
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AYA N
;J[NI:\JI-E]R?TAS SURABAYA MIKrO '

PPPoE Frame

Point-to-Point Protocol over Ethernet (PPPoE) is a network protocol for encapsulating PPP frames
inside Ethernet frames.

Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 43
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PPPoE Frame
(source: www.h3c.com.hk)
PPPOE 7 ™~ -
PPP
Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 44
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PPP Packet

* Point-to-Point Protocol (PPP) is a data
link layer (layer 2) communications
protocol between two routers directly
without any host or any other
networking in between.

* PPP may include the following LCP
options. It can provide connection
authentication, transmission encryption,
and compression.

* Point-to-Point Protocol over Ethernet
(PPPOE) is derivatives of PPP

Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019

PPPoE and TCP/IP protocol stack

Application  FTP SMTP HTTP ... DNS ...

Transport TCP UDP
Internet IP IPv6
PPP
Network access PPPoE
Ethernet

45

45
PPPoE Server and Client
PC-3
m Ethernetswitch-2
T e——y MikroTikCHR-1
PPPoE Server eth5
VT lost Onfletuort 21,
Winbox ether1 = l\
192.168.10.1 chrl
192.168.10.2 chr2 Ether2 L PPPOE Client eth2
Mikro HR-2
Ether4 Ethers
WIRESHARK CAPTURE pc-2 - et pC-5
on PPPOE Interface Link B2 eo vecs| veus
Access40 Access50
Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 46
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PPPOE Setting

F

Session  Settings Dashboard

Safe Mode | Session:[192.168.10.1

& Quick Set
1 CAPsMAN Interface. PPPoE Servers |See'as Profiles  Active Connections e | — 0K
e E
el CISIEIC] =
A CEcas s . 7 interf Max MTU | Max MRU |MRRU 5 v
225{@95 ervice. 1.‘| ace | ax lax Errs | ILl Aoply d
| P Y
| e P —
25 IP I
| jMFLS . Local Address: [1.1.1.1 | & Copy
|l % Routing P Remote Address: - Remove
& 1 © admin@192.162.10.2 (CHR 2] - WinBox v6.43.4 on CHR (x86_64) - u] X
®(; Settings  Dashboard
= Safe Mode | Session:[192.168.10.2 ]
§ & Quick Set
. CAPSMAN
| ES e Interface YPPPnESewers Secrets  Frofiles  Active Connections  L2TP Secrets
1 aces
| L (. +|=] [~][x] | PPP Scanmer || PPTP Sever || SSTP Sever || L2TP Server [ OVPN Server ||
Be B grice [Name 7 [Type [Actual MTU 12 MTU [Tx |Rix [1
O R 4bpppoeout] _ PPPoE Client 1480 Obps Obps
| 1= PP
a8
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 47
Ping from PPPoE Client to Server
Interface |PPPOESenrers Secrets  Profiles  Active Connections  L2TP Secrets
[+-][=] [~][] | PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server |
[Name + [Type [Actual MTU (L2 MTU [Tx [Rx
R <$¢pppos-outl PPPoE Client 1480 Obps Obps
=1 E3
56 &4 loems |+
56 €4 183ms
56 64 29Zms
ceived=3 packet-loss=0% min-rtt=166ms avg-rtt=213ms max-rtt=29%92ms
[2dmin@CHR 2] > ping 1.1.1.1
SEQ HOST SIZE TTL TIME STATUS
01.1.1.1 56 €4 235ms
11.1.1.1 56 €4 264ms
2 1.1.1.1 56 64 2%4ms
3 1.1.1.1 56 €4 21lms I
4 1.1.1.1 56 &4 363ms -
51.1.1.1 56 €4 3l2ms
I 6 1.1.1.1 56 64 336ms =
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 48

24



29/10/2019

PPP Datagram
(Compresed Ping) = 60
bytes (56 + 4 bytes
comp header)

PPPoE Session = 6 bytes
PtP Protocols = 2 bytes

Ethernet Header = 14
bytes

PPPoE total bytes = 6@+
6+2+14 =82 bytes

Yohanes Gunawan Yusuf (TR0639)

387 B858.560232
388 859.684086
389 859.722886

Bciab:T2:8d:3a:84

Bciab:f2:8d:3a:84

@Bc:ab:f2:df:67:01 ac:

Ethernet with PPPoE Session Frame (0x8864)

(ORI P

PPP Comp

e s e e

Bc:abf2:df:67:01 82 Compressed data
:f2:8d:3a:084 PPP Comp 82 Compressed data
Bc6:2:df:67:01 PPP Comp 82 Compressed data

Frame 388: 82 bytes on wire (656 bits),

v Ethernet , Src: Bc:ab:f2:df:67:01 (@
Destigation: @c:a6:f2:8d:3a:04 (Bcy

df:

«. = Version: 1
«. B@RL = Type: 1
Code: Session Data (@x@8)
Session ID: @x8@82
Payload Length: 62
¥ Point-to-Point Protocol
Protocol: Compressed datagram (@xeefd)

bytes captured (656 bits) on interface @

6:F2:df:67:81), Dst: Bc:ab:T2:8d:3a:04 (Bc:ab:f2:8d:3a:84)
:F2:8d:3a:84)

14 bytes

67:01)

6 bytes
2 bytes

PPP Compressed Datagram

cope Bc ab f2 8d 3a 84 Bc ab
eal1e

8a2a
8830
Base
ease

@@ 62 @8 3e 80 fd REL]
ab @b 48 9f 83 e9 cd 89 17 c7 46 48
75 1b af d4 ab 39 ge cb
ob 5c a8 f4 b7 be 68 2f

MUM Kuta, BALI 24-25 Oct 2019

f2 df 67 @1 88 64 11 @@
cf dl 2 22 b8 18 cc 7b

b3 de e@ b4 ed fd bs f.
5b 61 43 86 59 62 cf 55

1 ec 72

60 bytes

49

49

* UBAYA

) UNIVERSITAS SURABAYA

Yohanes Gunawan Yusuf (TR0639)

EolP Tunnel Frame

MUM Kuta, BALI 24-25 Oct 2019
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EolP Tunnel

- PC-3
MilroTikCHR-1 Ethernetswitch-2
o DHCP 3 @‘J

192.168.100.0/ 24
PC-5

vecs|

B Etherl
Cloud-1 Ether5

() FEorP Tunnel
5 Y

VirtualBox Host-Only Network
Winbox ether1

192.168.10.1 chri
192.168.10.2 chr2

Ether3

PC-6

WIRESHARK CAPTURE

on TUNNEL = T
e oy
f92.168.100.0/24
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 51
51
EolP Frame (Using GRE Protocol)
GRE Tunnel Encapsulation (RFC 2784)
Original IP Datagram (Before Forwarding)
Bit 0: Check Su
S5 Badad IP Payload
Bit 13-15:  Version Number
Bit 16-31: Prmuc:lwl: 20 Bytes
GRE Packet with New IP Header:
Protocol 47 (Fonwarded Using New IP Dst)
W EITH RN CEL TS GRE Header IP Payload
20 Bytes 4 Bytes
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 52
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EolIP Setti

ng

© admin®152168.10.1 (CHR 1) - WinBox v6.43.4 on CHR (136_64) - o x © admin®152.168.10.2 (CHR 2) - WinBox v6.43.4 on CHR (36.64) - o X
Session Settings  Dashboard Session Settings Dashboard
| (4| | Safe Mode ‘Session:|192.168.10.1] L2t | et Safe Mode Session:|192.168.10.2
i Quick Set =] A Quick Set o=
L CAPSMAN + al [y ECCREUN Interiace | teface List | Bhemet EolP Tunnel | IP Tunnel GRETunnel | VLAN VRRP  Bonding LTE
Interf | Interfaces.
iwe ‘m Addess Nework sace |~ T +- €| [ | vetect temet
I Wirsless °192.168.10.1/24. 192.168.100 ether 4 Wireless
= Name. Tipe Actual WTU_[L2MTU [T Rx v
22 ige D B121631025424 12168100  cherl 2 Bidge e . s s 4
47192.168.20.1/24. 192168200 ether2
w2 PPP = PPP RS dpecprrnell  EolP Tumel 1453 65535 Obps 0
= 10001730 10000 ctherdeop = !
= T i R Ehemet 150 Obes s
15 Mesh | = R Bhemet 1500 Obps 0|
er b Irteface | rteface Lt Ehemet | EolP Tumel 1P Tunnel GRE Tunnel | VLAN VAR =P i E smj ggg ggz g
ows 1 =~ Elnlieaes AL (1] Bhemet 150 Obes 0
# Routing r N = T # Routing 0
ame pe al i
& System ¥ R Flbrdgel Brdge 458 65535 & Syten s B
, Queues RS ¢heopunnell EolP Tunnel 1458 65535 , Queues + al T
R dbdherl remet 150 [}
5 Fes e B 0 5 Fles Address Network tcface]
. R e e 1500 v 1000230 10000 ether3eop
£ oo e R dretherd Ehemet 1500 Bl 19216810224 192168100 etherl
& Fadun RS gvathers Ehemet 1500 & R
K Tods . [ R Tools b
& New T " Bidge FPots |VLANs MSTls PotMSTOverides Fites NAT Hosts MDB
e Bidge Pofs |VLANs MSTIs Pot MSTOverides Fiters NAT Hosts MDB I New Tome:d
@ Dude i [ = @ Dude b + aly
Make Scpoutf v 3 Moke Supoutst #]  [meface Bidge Horizon | Trusted |Prorty ... |Path Cost_|Role
= # ] [rieface Bridge Horaon [Tusted [Pty .. [Path Cost_|Roe Root Pat. - 0 Flshes brdge e 10 desiy
@ Manua 0 Hates e o 10 desgnated ot @ el 1 Hleoptumell  bigel no @ 10 desig
@ New Wrtox T Hlzoptumd 1 brdgel o & 10 oot pott 0 @ Now Winbox
Local Address - Local Address: e
Remote Address: | 10.0.0.2 Remote Address: [10.0.0.1
Tunnel ID: [51 Tunnel 10: |51
Yohanes Gunawan Yusuf (TRO639) MUM Kuta, BALI 24-25 Oct 2019 53
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Ping PC1 to PC5 thru EolP Tunnel

address [mask] [gateway]
address [gateway] [mask]

Set the VPC's ip, default
Default IPv4 mask is /24,
ip 10.1.1.70/26 10.1.1.65
the gateway to 10.1.1.65,

10.1.1.126

mask may be written as /26, 26 or 255.255.255.19
Attempt to obtain IPv6 address, mask and gateway
Attempt to obtain IPv4 address, mask, gateway, D

auto
dhcp [OPTION]

-d Show DHCP packet decode
-r Renew DHCP lease
-X Release DHCP lease

dns ip
domain NAME

PC-1> ip 192.168.100.1 255.255.255.0
Checking for duplicate address...

PC1 : 192.168.100.1 255.255.

PC-1> ping 192.168.100.5
bytes from 192.168.100.5
bytes from 192.168.100.5
bytes from 192.168.100.5
bytes from 192.168.100.5
bytes from 192.168.100.5

Yohanes Gunawan Yusuf (TRO639)

255.0

icmp_seq=1 ttl=64
icmp_seq=2

icmp_seq=3
icmp_seq=4
icmp_seq=5

gateway ip and network
IPv6 is /64.
set the VPC's ip to 10
the netmask to 255.255
In tap mode, the ip of the tapx is the maximum h(
of the subnet. In the example above the tapx ip

Set DNS server ip, delete if ip is
Set local domain name to NAME

time=321.083

time=539.038
time=430.110

Example: ip ARG ...

ARG ..

dns ip
domain

jrc1 :

PC-5>

MUM Kuta, BALI 24-25 Oct 2019

[OPTION]
Configure the current VPC's IP settings

uto
dhcp [OPTION]
-d
=0
-X

NAME

address [mask] [gateway]
address [gateway]

[mask]
Set the VPC's ip, default gateway ip and netws
Default IPv4 mask is /24, IPv6 is /64. Exampli
ip 10.1.1.70/26 10.1.1.65 set the VPC's ip to
the gateway to 10.1.1.65, the netmask to 255.
In tap mode, the ip of the tapx is the maximu
of the subnet. In the example above the tapx
10.1.1.126
mask may be written as /26, 26 or 255.255.255
Attempt to obtain IPv6 address, mask and gatel
Attempt to obtain IPv4 address, mask, gateway
Show DHCP packet decode
Renew DHCP lease
Release DHCP lease
Set DNS server ip, delete if ip is
Set local domain name to NAME

PC-5> ip 192.168.100.5 255.255.255.0
Checking for duplicate address...
192.168.100.5 255.255.255.0

54
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EolP Encapsulated Frame

M “standard input [MikroTikCHR-2 Ether3 to MikroTikCHR-1 Ether3]

File Edit View Go Capture Analyze Siatistics Telephony Wireless Tools Help

T 109 106.697283  192.168.100.5

TCmp 146 Echo (ping) reply  id=gxc7oc,
ARP 42 Who has 10.8.8.2? Tell 18.8.8.1

111 107.937130
112 167.937588
113 107.947661

seq=3/768, ttl=s64 (request in 118)

2RP 42 10.0.0.2 is at @c:38:84:9a:44:02

aAm e BRE Ae=2=Z=FI ST EQAAQHE
W [Appiy 2 display fiter ... <Ctrl-/> 0 -] Bpresson..  +
No. Time Source Destination Protocol  Length Info
104 105.020663  Private 66:68:03 Private_66:68:00 ARP 106 192.165.100.5 is at 89:50:79:56:68:03 1
185 185.137539 192.168.1808.1 192.168.160.5 ICHP 148 Echo (ping) request id=Bxc49c, seq=1/256, ttl=64 (reply in 186) ir
106 105.512767  192.168.160.5 192.168.160.1 e 140 Echo (ping) reply  id=@xc49c, seq=1/256, ttl=64 (request in 185)
167 106.593428  192.168.160.1 192.168.100.5 ICHP 148 Echo (ping) request id=xc69c, seq=2/512, ttl=64 (reply in 189)
192.165.100.1 TCne 140 Echo (ping) reply  id=oxc69c, seq=2/512, ttl=64 (request in 107)
118 187.781947 192.168.1808.1 192.168.160.5 ICHP 148 Echo (ping) request id=Bxc79c, seq=3/768, ttl=64 (reply in 111)

interface @
Ethernet IT, Src: BC:38:84:a3:57:02 (OC:38:64:a3:51:02), Dst: OC:38:54:9a:44:02 (0C:35:54:9a:44:62)
Internet Protocol Version 4, Src: 10.0.8.1, Dst: 10.0.9.2

Generic Routing Encapsulation (MIKROTIK EoIP
Ethernet II, Src: Private 66:68:83 (88:50:/9:66:68:03), Dst: Private_66:68:80 (98:50:79:66:66:00)
Internet Protocol Version 4, Src: 192.168.100.5, Dst: 192.168.106.1

Internet Control Message Protocol

EolP Tunnel

Ethernet, IP and ICMP as
payload

Bc 38 84 9a 44 02 @c 38 B84 a3 ST 02 03 09 45 @@ 8- D _-E

88 7e 8 @8 B8 08 ff 2f 19 4e 0a 80 00 01 a 80 N

B0 02 20 B1 64 0B @0 62 33 BB 0B 50 79 66 65 60 d--b 3--Pyfh
00 50 79 66 658 03 05 oo ICICCICTICFIEIPETTRT  pyth. -

@1 94 8c cB a8 64 65 co a8 64 01N RENEr) am
€6 9c @0 62 08 99 @a @b @c od 9e of 1@ 11 12 13 EEEERE

14 15 16 17 18 19 1a 1b 1c 1d le 1f 20 21 22 23 e e
24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 SR’ ()*+ ,-./0123

© 34 35 36 37 38 39 3e 3f 456789:; <=»?
es Gunawan Yusu (ﬁo%‘a%‘ﬂ © e

Y
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EolP Tunnel and Payload

- 189 186.697283 192.168.180.5 192.168.184.1
118 187.781947 1592.168.188.1 192.168.188.5
111 187.93713@ 192.168.168.5 192.168.1684.1
112 187.937588 Bc:38:84:a3:5f:02 Bc:38:84:90:44:82

113 187.947661 Bc:38:84:9a:44:02 Bc:38:84:a3:5f:82

ICMP
ICMP
ICMP
ARP
ARP

148 Echo (ping) reply id=8x
148 Echo (ping) request id=@x
148 Echo (ping) reply id=8x
42 Who has 10.9.8.27 Tell 1@.
42 18.98.8.2 is at @c:38:84:9a

Internet Protocol Version 4, Src: 10.8.8.1, Dst: 10.8.8.2
Generic Routing Encapsulation (MIKROTIK EoIP)

o

» Internet Control Message Protocol

Ethernet II, 5rc: Private 66:68:03 (0@:50:79:66:68:83), Dst: Private |
Internet Protocol Version 4, Src: 192.168.180.5, Dst: 192.168.108.1

Yohanes Gunawan Yusuf (TR0639)

MUM Kuta, BALI 24-25 Oct 2019

* Frame 185: 148 bytes on wire (1128 bits), 148 bytes captured (1128 bits) on interface @
Ethernet II, Src: @c:38:84:83:57:02 (Bc:38:84:a3:5f:02), Dst: Bc:38:84:9a3:44:02 (Bc:38:84:9a:44:02)

Tunnel

6:65:00 (00:50:79:66:65:00)

Payload

56

56
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EolP Frame Analysis — GRE Protocol

GRE (MikroTik EolP) = 8 bytes
IPv4 Header = 20 bytes
Ethernet Header = 14 bytes
EolP GRE Tunnel = 14+ 8+ 20

M “Standard input [MikroTikCHR-2 Ether3 to MikroTikCHR-1 Ether3]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

PN ResEFeEEaaaH

I | Acply a display fiter ... <Ctrl/>

No. Time Source Destination Protocol  Length Info
89 87.315143 0c:38:84:9a:44:02 0c:38:84:a3:5F102 ARP. 42 who has 10.2.0.12 Tell 10.0.0.2
98 87.413886 ©c:38:84:a3:5F:02 8c:38:84:92:44:02 ARP 42 10.8.0.1 is at 8c:38:84:a3:5f:02
95 94.244620  10.0.0.2 10.0.0.1 GRE 42 Encapsulated NIKROTIK EoIP
96 95.008279  10.8.9.1 16.0.0.2 4&} 42 Encapsulated MIKROTIK EoIP

=42 bytes

Local Address: | |-

Frame 95: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
Ethernet II, Src: 0c:38:54:02:44:02 (BC:38:84:93:44:02), Dst: @C:38:84:a3:57:02 (8c:38:84:a3:57:02)
Internet Protocol Version 4, Src: 10.6.9.2, Dst: 10.0.0.1
~ Generic Routing Encapsulation (MIKROTIK EoIP)
Flags and Version: Bx2001
Protocol Type: MIKROTIK EOIP (8x5400)

o Key:
v

Remote Address: [10.0.0.1 '
e

Tunnel [ [51  w— ]

* Tunnel ID =51 = 0x00003300

GO0 Bc 38 84 a3 5T 02 Oc 38 54 %a 44 02 03 00 45 00 8 8 D-E
O 00 1c 24 @1 00 @0 ff 2f 83 af Ba 00 08 02 0a 80 -5/ -

CLPCINTR 00 01 64 00 00 00 33

Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 57
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EolP Frame Analysis (for ICMP)

ICMP Data = 56 bytes
ICMP Header (reply) = 8 bytes
Inner IP Header = 20 bytes

Inner Ethernet Header = 14 bytes
GRE (MikroTik EolP) = 8 bytes
Outer IP Header = 20 bytes

Outer Ethernet Header = 14 bytes

EolP Tunnel = 14+ 8+ 20 + 14 =42 + 14 = 56 bytes
Total EolP Frame = EolP Tunnel header + Ping = 56 + 84 = 140 bytes

64 time=539.

Total byte Ping = 56 + 8 + 20 = 84 bytes

Frame 189: 148 bytes on wire (1120 bits), 148 bytes captured (112@ bits) «
Ethernet II, Sr c:38:84:a3:57:02 (@c:38:84:a3:57:@2), Dst: @c:38:84:9a
Internet Protocol sion 4, Src: 10.9.8.1, Dst: 18.6.0.2

Generic Routing EncapMJation (MIKROTIK EoIP)

Ethernet II, Src: Privat 6:68:83 (00:50:79:66:68:03), Dst: Private 66:6i
Internet Protocol Version rc: 192.168.1@@.5, Dst: 192.163.100.1
Internet Control Message Prot

Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 58
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EolP Frame Analysis (for ARP Request)

No. Time
191 184.434989

183 184.956682
184 185.820663

* ARP Request = 28 bytes

Saurce
19.2.8.2

Private 66:68:00
Private 66:68:83

* Inner Ethernet Header = 14 bytes

Outer IP Header = 20 bytes

Inner Ethernet Trailer =22 bytes
Total ARP =28 + 14 + 22 = 64 bytes
GRE (MikroTik EolP) = 8 bytes

Outer Ethernet Header = 14 bytes
EolP Tunnel = 14+ 8+ 20 =42 byte

e Total EolP ARP Frame = EolP Tunngl +
Total ARP =42 + 64 = 106 bytes

Yohanes Gunawan Yusuf (TR0639)

Destination Protocol  Length Info

1g.9.8.1 GRE 42 Encapsulated MIKROTIK EcIP

Broadcast ARP 166 Who has 192.168.100.5? Tell 192.168.188.1
Private 66:68:00 ARP

106 192.168.100.5 is at @0:50:79:66:68:03

¥ Ethern

Frame 183: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on interf
Src: @c:38:84:9a:44:02 (@c:38:84:0a3:44:082), Dst: @c:38:84:a33:57:082
Internet Pffotocol Version 4, Src: 10.0.6.2, Dst: 10.0.0.1

Generic guting Encapsulation (MIKROTIK EoIP)

II, Src: Private 66:63:0@ (@@:50:79:66:68:0@), Dst: Broadcast (ff:ff:ff
Desffination: Broadcast (ff:ff:ff:ff:ff:ff)

Sgfirce: Private_66:63:080 (@0:50:79:66:68:08)

pe: ARP (@x@806)

railer:

dress Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x0808)
Hardware size: 6

) @c 38 84 a3 5T 02 Oc 38 84 9a 44 02 08 @9 45 00 3

) 8@ Sc 2b @1 @0 00 ff 2f 7c 6f 0a 00 0D 02 @2 80 \+ -/ |

9020 0@ 01 20 A1 64 00 00 40 33 o0 NiRcEGdededRE - d 0 3 EEEEE
i @0 @1 @3 00 06 64 6@ A1

@0 50 79 66 68 00 c0 a8 64 @1 ff ff ff ff ff ff Pyfh- .- d- - -

co 28 64 05 (TR

b0 00 00 02 00 08 00 00 0O 00

MUM Kuta, BALI 24-25 Oct 2019 59
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L2TP Tunnel Frame

Yohanes Gunawan Yusuf (TR0639)
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L2TP Frame Format (use PPP packet frame)

4—— Encrypted —P

Data P upp L2TP PPP PPP Payload Data
Link Header Header Header Header (IP datagram, IPX Link
Header datagram, NetBEUI frame) Trailer

4— PPP Frame

e
4 [2TPFrame ——
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 61
61
- PC-3
MikroTikCHR-1 Ethernetswitch-2
L2TP Server g DHCP ml
Cloud-1 Etherl - 2
Ethernetswitch-3 192.168.110.0/24
PC-5
VirtualBox Host-Only Network - m
Winbox etherl
192.168.10.1 chrl
192.168.10.2 chr2
PC-6
on L2TP Tunnel Link pe-2
1192.168.120.0/ 24 Q
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 62
62
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L2TP — Server and Client (No IPsec

© admin®192.188.10.1 (CHR 1) - WinBox vé.43.4 on CHR. (6 64)

OIxH @ admin@192.168.10.2 (CHR 2) - WinBox v6.43.4 on CHR (136._64)

Session _Settings _ Dashboard “Encbied Session Setfings Dashboard Gome] Dl Ot [Fysnnd hea)
Max MTU: | 1450 onnect To
0[] [ Safe Mode | Session:[192768:10.1 [ <u| | safe Mode | Session:[182.168.102] Comect T
Max MRU: | 1450
i Quick et WRAL - & Quksa User: [ppp1
1 = Password: |**** -~
CAPSMAN e CAPSMAN
I Capdl efae | PPPOE Srvers Secets | Prfles A Comecto (o o . I Capsl tatace (PR e s Ve p— :
R v 1| [7] | ppp scamer || pr1PS = 88 iteraoes fie: |defaultencryplion
d Default Profils: | default-encryption ¥ . A |F| | pee scamner .
7 Wirekess . T Wickess Keepalive Timeout: |60
ame Type Actual NTU Max Sessions: - £ = —
5 Bidge DR_¢>d2ppppl> __ L2TP Serve Bindng 1450 5 Brdge ame ype y r—
e Authentication: [v] mschap? [v]mschap1 e i B eslrpoul 2P Giert se [Pazc
e i chap Vpap 3 PP IPsec Secret:
8 Mesh Routes “T5 Mesh
(] Nethops  Rules | VRF —— = 15 Mest — Mlow Fast Path
P I al [y P » Netthops  Rules | VRF
3 IPsec Secret: Dial On Demand
i De. Address/ |Galeway | ([ gv Add Defaut Route
3 Routing [ :DDDD/D 192,168.10.2 reachable ether] CalerID Type: |ip address 5 98 Routing Iy Dst. Address Gateway Defauk Route Distance: [1
DAC  P10.000/30  elherdZo reachable A5 FO0000 192.168.10.1 reachable e
5 5 3 One Session Per Host o
e DAC P 152168100/ ethel reachable R & Sytem "o P1000030  eterizerachati Alow: [V mschap? [¥]mschapt |
8 Guos DAC P 152163200/ & Cueues DAC P 1S2168100.. etherl machable Vcha  Mpm
s DAC  PIS2IGBI002 d2ppppreachable T ~ AT e DAC P1S2168.1001 2pout] rachable ! .
DAC P 1521681100.. ehheSreachable 0 1921631101 A5 P1S2T68T10.0.. oot reachable
It Loy A5 MIRIGI2D.. ool eachabie BE ] log DAC P 152166.120.0.. etherSreachable
B Radius B Radus »
P + a7 =
ATeas K Tocls ¥
Addess Network iaface |7 Address Hetwork teface |v
2 New Temind TG RN Poanhs B New Temind 10002730 10000 aherdzp
@ Duce b 0001730 10000 cherdize @ Dude p 192.168.10.2728 192163100 etherl
A SIRTEI0L2 121100 eherl D B121681002 19271681001 [2poutd
L3 ke 2o D 12161025024 12160100 etherl L3 Make Supatsf 192 168.120.1/24 1921681200 etherS
@ Maruad ; SIRNLH 1R8N0 e @ Vel
fers FIRIBN0NA 12168100 etherd L
@ few WnBox @ NewWinBox | 5eems
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Ping PC1 to PC5

PC-1>
PC-1>

PC-1> ip 192.168.120.120 255.255.255.0 192.168.120.1

Checking for duplicate address...

PC1 : 192.168.120.120 255.255.255.0 gateway 192.168.120.1

PC-1> ping 192.168.120.1

84 bytes from 192.168.120.1

84 bytes from 192.168.120.1

84 bytes from 192.168.120.1
from 192.168.120.1
from 192.168.120.1

PC-1> ping 192.168.110.110
from 192.168.110.118 icmp_seq=1
from 192.168.110.110 icmp_seq=2
from 192.168.110.110 icmp_seq=3 ttl=62 time=726.186

icmp_seq=1 ttl=64
ttl=64
ttl=-64
ttl=64
ttl=64

from 192.168.110.110 icmp_seq=4

Yohanes Gunawan Yusuf (TRO639)

2 time=5@5.129
2 time=480.185

2 time=281.070
from 192.168.110.110 icmp_seq=5 ttl=62 time=437.108

5.938 ms

Welcome to Virtual PC Simulator, version 0.6.1
Dedicated to Daling.

Build time: Jun 1 2015 11:42:32

Copyright (c) 2007-2014, Paul Meng (mirnshi@gmail.com)
All rights reserved.

VPCS is free software, distributed under the terms of the
Source code and license can be found at vpcs.sf.net.
For more information, please visit wiki.freecode.com.cn.

Press '?' to get help.

Executing the startup file

PC-5> ip 192.168.110.110 255.255.255.0 192.168.110.1
Checking for duplicate address...
PC1 : 192.168.110.110 255.255.255.0 gateway 192.168.110.1

MUM Kuta, BALI 24-25 Oct 2019
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L2TP Tunnel Setup

M Wireshark L2TP.pcapng [MikroTikCHR-2 Ether3 to MikroTikCHR-1 Ether3] - 0 X
File Edit View Go Capture Anahze Statistics Telephony Wireless Tools Help
A m @ REQRe=F 85 EQaQaQm
Apply a display filter ... <Ctrl-f> =3 ] Expression...  +
Source Destination Protocol Length Info
1 8.000000 18.0.8.2 18.0.@.1 L2TP 62 Control Message - Hello (tunmnel id=1, session id=@)
2 B.200517 18.90.8.1 18.0.@.2 L2TP 54 Control Message - ZLB (tunnel id=1, session id=8)
3 1.366214 10.0.6.1 10.0.0.2 LaTP 62 Control Message - Hello (tunnel id=1, session id=0)
4 1.528726 16.9.8.2 18.0.@.1 L2TP 54 Control Message - ZLB (tunnel id=1, session id=8)
: To0rs T.0.1 P = =
H 6 4.518384 @c:fB:cO:bB:e7:02  CDP/VTP/DTP/PAEP/UD.. CDP 106 Device ID: CHR 1 Port ID: ether3-12tp
H 8 6.504560 ifo: @c:T0:c9:b0:e7:02  ARP 42 Who has 10.0.0.12 Tell 10.8.6.2
i 9 6.665338 :fe: ac:fa:c9:f7:2a:82 ARP 42 10.0.8.1 is at @c:f0:c9:b0:e7:02
10 10.661110 10.0.0.1 10.6.0.2 PPP LCP 68 Echo Request v
< T T o T T T >
Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @
Ethernet II, Src: @c:f@:c9:f7:2a:82 (Bc:f@:c9:f7:2a:02), Dst: Bc:f0:c9:bB:e7:02 (Bc:fO:cI:bb:e7:02)
Internet Protocol Version 4, Sr 9.90.2.2, Dst: 18.0.8.1
User Datagram Protocol, Src Port: 1701, Dst Port: 1781
~ Layer 2 Tunneling Protocol
Packet Type: Control Message Tunnel Id=1 Session Id=@
Length: 26
Tunnel ID: 1
Session ID: @
Ns: 18
Nr: 16
Control Message AVP
2800
ee1e
2820
2030
Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 65
L2TP — LCP (link Control Protocol
i 8 6.504560 Bc:fB:co:f7:2a:02 Bc:f@:c0:bB:e7:02 ARP 42 Who has 18.8.8.17 Tell 10.8.8.2
E 9 6.665338 Bc:T@:co:bB:e7: 02 Bc:fe:c9:f7:2a:02 ARP 42 108.0.0.1 is at @c:T@:c9:bB:e7:02
16 10.661110 16.8.8.1 18.8.8.2 PPP LCP 6@ Echo Request
11 10.716158 16.8.8.2 16.8.8.1 PPP LCP 6@ Echo Reply
! 12 19.982941 Bc:fB:c9:bB:e7:02 Bc:f@:c9:17:2a:02 ARP 42 Who has 18.8.8.27 Tell 10.8.8.1
i e e - e o - e o . —— e o e
<
Frame 18: 68 bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: @c:T@:c9:b@:e7:82 (Bc:f@:c9:b@:e7:02), Dst: Bc:TB:c9:77:2a:82 (Bc:f@:c9:f7:2a3:02)
Internet Protocol Version 4, Src: 18.08.6.1, Dst: 19.9.8.2
User Datagram Protecel, Src Port: 1781, Dst Port: 1781
~ Layer 2 Tunneling Protocol
Packet Type: Data Message Tunnel Id=1 Session Id=1
Tunnel ID: 1
Session ID: 1
¥ Point-to-Point Protocol
Address: @xff
Control: @x@3
Protocol: Link Control Protocol (@xc@2l)
PPP Link Control Protocol
@c fe c9 f7 2a 82 Bc f@ c9 be e7 82 @3 80 45 BB
80 22 20 09 80 80 48 11 3d bd @a 90 60 01 fa 6O
@2 @2 @6 a5 @6 a5 @88 la 6@ 61
ff 83 c@ 21 @9 @b @0 88 28 51 8d 7e
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L2TP — Use UDP (port 1701)

Internet Protocol Version 4, Src: 18.8.8.1, Dst: 10.08.8.2

Frame 23: 148 bytes on wire (1128 bits), 148 bytes captured (112@ bits) on interface @
Ethernet II, Src: @c:T@:c9:b@:e7:82 (Bc:T@:c9:bB:e7:02), Dst: @c:TO:c9:17:23:02 (Bc:f@:c9:f7:23:02)

™ User Datagram Protocol, Src Port: 17-01, Dst Port: 17-01
Source Port: 1761

Destination Port: 1781

Length: 1@6

Checksum: 8xad29 [unverified]

[Checksum Status: Unverified]

[stream index: @]

Layer 2 Tunneling Protocol
Point-to-Point Protocol
PPP Compressed Datagram

Transport
Layer UDP

fe co f7 2a 82 @c f@ c9 be e7 82 88 68 45
Te
82 [
a3
1la
ef ae dB df @3 9@ 72 &6 c7 52 14 c9 34 a7 75
fe 38 5e c3 ef c6 2f 32 eb c4 a9 f5 55 32 2d
a4 86 a4 7b d8 e5 ec cf f1 b2 ec &6f f5 @@ 61
3e e6 34 e3 28 56 66 9 36 5a ad
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L2TP — Ping as PPP Compressed Datagram (Encrypted)

22 48.396200 16.9.8.2 16.9.06.1 PPP Comp
23 48.583894 16.0.0.1 16.9.0.2 PPP Comp
24 49.816125 18.8.8.2 18.8.8.1 PPP Comp
25 49.834386 18.8.0.1 18.9.8.2 PPP Comp

148 Compressed data
148 Compressed data
148 Compressed data
148 Compressed data

Frame 23: 148 bytes on wire (1128 bits), 14@ bytes captured (1128 bits) on interface @
Ethernet II, Src: @c:fe:c9:ba:e

82 (@c:f@:co:b@:e7:02), Dst: @c:f@:c9:f7:2a:02 (Bc:fe:co:f7:2a:02)

Internet Protocol Version 4, Src: 18.8.8.1, Dst: 10.8.8.2
User Datagram Protocol, Src Port: 171, Dst Port: 1781
¥ Layer 2 Tunneling Protocol
Packet Type: Data Message Tunnel Id=1 Session Id=1
Tunnel ID: 1
Session TD: 1

Tunnel

¥ Point-to-Point Protocol
Address: @xff
Control: @x83
Boot VN dedatascan (Ryoofd)

I PPP Compressed Datagram

| “Encrypted

fe co f7 2a 82 @c f@ c9 ba e7 82
7e 2c @@ 48 11
82 as

MUM Kuta, BALI 24-25 Oct 2019
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L2TP Frame Analysis (for ICMP as PPP Dtgrm)

* PPP Datagram (ICMP) = 88 bytes

* PtPP Header = 4 bytes

e L2TP Header = 6 bytes

* UDP Header = 8 bytes

e Total UDP Length=88 +4 + 6 +y
= 106 bytes

* |Pv4 Header = 20 bytes
* Ethernet Header = 14 bytes

* L2TP frame length = 20 + 14 + 106 =

Yohanes Gunawan Yusuf (TR0639)

Frame 23: 148 bytes on wire (1128 bits), 148 bytes capture

Ethernet II, Src: @Bc:T@:c9:bB:e7:02 (B TB:c9:bB:e7:02), D

Internet Protocol Version 4, Src: /8.8.1, Dst: 10.0.0.2
¥ User Datagram Protocel, Src Portyfl781, Dst Port: 1781
Source Port: 17@81
Destination Port: 1761
Length: 1@6
Checksum: @xad2d [

140 bytes

MUM Kuta, BALI 24-25 Oct 2019 69
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EolP over L2TP Frame
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EolP over L2TP

© odmin®192168.10.1 (CHR 1) - WinBox v6.43.4 on CHR (x86_64) - o X © 2dmin@192.166.102 (CHR 2) - WinBox v6.43.4 on CHR (x26.64) - O
Session  Settings Dashboard Session  Settings Dashboard
Safe Mode | Session:[192.168.10.1 Y] St | S R
A& Quick Set A Quick Set
. CAPsMAN I CAPSMAN
e Interface ‘\medam List Ethemet EolP Tunnel [P Tunnel GRETunnel VLAN General ‘;_m Frotoct | Stetus || Traic Sl Interface ‘\mmm List Ethemet | EolP Tunnel | IP Tunnel | GRETumel | VLAN | VRRP | Bonding  LTE
T Wdos [ =] [v]x] [@] [7] | octect et O e =71 |
Actual MTU L2 MTU |Tx Rx
[ [Name ~[Type [Actual MTU [L2MTU [T« Tpe: [EoPTumel |
i Bdge DR ¢odZpppopt>  LZTP Sewver Binding 1450 e == 1408 65535
=3 PPP R Hlbidgelict  Bidge 1408 65535 MU TA0G 5535
12 Mesh RS Peciptumnell  EolP Tumel 1408 65535 1500/ General ‘Lmzu Protect | Status | Traffic
R Einemet 1500 AowalMTu: a8 | 1%
B rfllr Ethemet 1500 Name: [ecip-tunnel 1
L2 MTU: 65535 1500
MRS r R Ethemet 1500 1500 Type: [EolP Tumel
: RS Ehemet 1500 MAC Address: [023C:94DC95AC 50
P |- = I — el
: [ena
& Stem i = |ES} - Actual MTU: [1408
& Queves j ARP Timeout:
+[=] [Fro ] R E—
Fi
8 Res Address Irterface |~ Local Address: [152.163.100.1 =10 002720 000 MIAC Address: |02:85:46:46:1CD7
[:) tog 152.168.100.1 0. 2ppppl> =192.166.10.2/24 182.168.10.0
2 Radus o gwazwsamvu 152.163.10.0 ether! . Baggie Address: | 1921681002 Seem— D 1921681002 Rl ] ARP: [enabed |
&lo 1921681025224 192.168.10.0 stherl 1921681201724 1821681200 | —
o s Tunel ID: 100 ARP Timeout
R Tools r =152 16820.1/24 192168200 ether? b m e
0 New Terminal %1000.1/30 10000 cther3izp [ a—
PI92168110.1/24 1921681100 ethers Psec Secret b Ll A TR
@ Dute r £
L4 Make Supout s IRemote Address: [152.168.100.1
) Make Supout if
[E @ Manual
Turnl 1D
@ Manual Bidge FPots ‘vuwg MSTls Port MST Ovemdes Fiters NAT Hosts MDB @ New WinBox — i
@ New WinBox + = Bt s
%“ = = B R = = L Brdge Ports ‘VL}\N: MSTis Port MST Overides | Fiters NAT  Hosis | MDB
rteface ige orzon | Trusted |Prorty (n...[Path Cost_|Role oot Pat
T m i o EEIEDIE
1 dctherd bridge ot I3 L] 10 designated port 7 [interiace [Brdge [Horzon [Trusted [Prioty fr._|Path Cost |Role
ot bridgefiol o 30 10 designated port
i no 80
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. PC-3
MikroTikCHR-1 i
Ethernetswitch-2
L2TP Server — 3 m

Cloud-1 Etherl
Ethernetswitch-3

VirtualBox Host-Only Network

Winbox etherl

192.168.10.1 chr1
192.168.10.2 chr2
L2TP Client

WIRESHARK CAPTURE
on EolP over L2TP Link vecs = e eS|

192.168.200.0/24
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EolP over L2TP Tunnel

Frame 271: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interfac
Ethernet II, Src: @c:f5:4c:83:a@8:82 (Bc:f5:4c:83:80:82), Dst: @c:f5:4c:47:87:02 (Bc:
Internet Protocol Version 4, Src: 19.6.9.1, Dst: 19.0.8.2

User Datagram Protococl, Src Port: 1761, Dst Port: 1781

Layer 2 Tunneling Protocol
Point-to-FPoint Protocol
PPP Compressed DataTgam

L2TP Tunnel

EolP and ICMP as compressed Datagram

@c 5 4c 47 87 82 8c T5 4c 83 a@ 82 95 60 45 69
6@ a3 49 00 00 80 48 11 1d 43 6a @2 88 61 Ba @8
G20 @R B2 @5 a> @6 ad> 80 94 85 45 88 82 00 82 o8 el
aa3e a8 fd

Ba4e 3@
Base 32
Bace B9
eave 25
Bage eg
2a98 d9
Bz 52
aaba 38

O 7 PPP Compressed Datagram (comp_data), 130 bytes
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Ping PC4 to PC5

PC1 : 192.168.200.4 255.255.255.0 Copyright (c) 2007-2014, Paul Meng (mirnshi@gmail.com)

All rights reserved.

PC-4> ping 192.168.260.5
192.168.200.5 icmp_seq=1 ttl=64 time=586.140
192.168.200.5 icmp_seq=2 ttl=64 time=324.921
192.168.200.5 icmp_seq=3 ttl=64 time=401.102
84 bytes from 192.168.200.5 icmp_seq=4 ttl=64 time=394.101
84 bytes from 192.168.200.5 icmp_seq=5 ttl=64 time=403.102

VPCS is free software, distributed under the terms of the
Source code and license can be found at vpcs.sf.net.
For more information, please visit wiki.freecode.com.cn.

Press '?' to get help.
PC-4> ping 192.168.200.5
from 192.168.200.5 icmp_seq=1 ttl=64 time=443.114
from 192.168.200.5 icmp_seq=2 ttl=64 time=380.0671
from 192.168.200.5 icmp_seq=3 ttl=64 time=206.055
from 192.168.200.5 icmp_seq=4 ttl=64 time=289.675
from 192.168.200.5 icmp_seq=5 ttl=64 time=310.080

Executing the startup file

PC-5> ip 192.168.200.5 255.255.255.0
Checking for duplicate address...
PC1 : 192.168.200.5 255.255.255.0

PC-5>

Yohanes Gunawan Yusuf (TR0639)
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EolP over L2TP Frame Analysis
Ping and EolP (as PPP Compressed Datagram = 130 bytes)

5

* PPP Compr Datagram 130 bytes: fr
* Ping (ICMP) total =84 bytes
e PPtP Header = 4 bytes . : —
Frame 271: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interfac
* EolP Header =42 bytes S e e b e i e
User Datagram Protocol, Src Port: 171, jist Port: 1701
* PPtP Header 4 bytes et et protces
L2TP Header‘ Bo00  Bc T5 4c 47 87 82 Oc 5
UDP Header

PPP Compressed Data%ﬁm
6 bytes 510 86 a3 49 00 08 00 40 11
IPv4 Header = 20 bytes oo

8 bytes o TE
80898 14 41 f4 5a 8d

eese
0020 5 @3 30 2b 11 dd 2d a8 fc osfil- @ -

Ethernet Header = 14 bytes ceko RN

e
@ 7 PP Compressed Datagram fomp_data I |l

EolP over L2TP frame length =130 + 18 + 20 + 14 = 182 bytes
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Actual MTU Decreased for EolP over L2TP
G
Intedace | interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel WLAN VRRP Bondng LTE
* Actual MTU For Single Tunnel s 151 o _
Name. Type Actual MTU [L2MTU | Tx Rx ha
* EolP = 1458 bytes o o e The 0
R srether] Ethemet 1500 Obps 364
e L2TP  =1450 bytes A [$aebs (o 0 i b
A deethert Ethemet 1500 Obps 0
RS #lvetherS Bthemet 1500 Obps: 0
* EolP Header length = 42 bytes
e Actual MTU for EolP over L2TP: S it ST po e m
= Actual Bridge Interface et 5 o z
= 1450 — 42 = 1408 bytes =~
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VLAN over EoIP Frame
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Ether 4 Access VLAN 200
. Ether 5 Access VLAN 100 pc-3
M'kmlr"kCHRd Ethernetswitch-2
Etherl
Ethers
Ethernetswitch-3 192.168.100.0/24
VLAN over EoIP Tunnel PC-S
n) .
VirtualBox Host-Only Network “, EoIP Tunnel as TRUNK h
Winbox ether1 } Ether3
192.168.10.1 chrl Mikro
192.168.10.2 chr2 ——
PC-6
- Ethers em
m ) Ether 4 Access VLAN 200
WIRESHARK CAPTURE TR sther s accsse v 0o
on VLAN over EolP pc2 Pe-4
Trunk oI
192.168.100.0/ 24
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VLAN over EolP Setup

© admin@192.168.10.1 (CHR 1) - WinBoxv6.43.4 on CHR (é6.64) - 0o x © 2dmin®192.162.10.2 (CHR 2) - WinBox v6.43.4 on CHR (x86_64) - o x
Session Settings  Dashboard Session Settings  Dashboard
© (0] | sfebode | Session:[192168.10.1 ¢ | SefeMode | Sesson:192168.102 L)
Quick Set
A Cuick Set B & EE| ]
5 CAPstAN 3 CAPSMAN
e nterface | inrface List| Ethemet | EolP Turnel | 1P Tumnel | GRE Tumel | VLAN | VRRP | Bonding | LTE e Inteface | tedace List | Bhemet | EolP Turnel | IP Tunnel GRETumnel VLAN VRRP  Bondng LTE []
efaces
1 Wieless 5 |7 || R 1 Wrdess +~|[=] [+][%] [@] [T] [ Detect btemet b
3 gidoe Name Type Actual NTU_[L2MTU [T Rx v S Bicge Narme Type [Actual MTU_[2MTU [Te R 1M
fle R tdbidgel Bidge 1500 65531 Obps 0 o pop R Atbrdge] Brdge 1500 65531 Obps 0
=& PPP R lbidgeZ Bridge 1500 65531 Obps 0 = R 4tbidge2 Bridge 1500 65531 Obps ol
e R dbeopturnell  EolP Tumel 1458 65535 bps 0 I3 Mesh R dpeoptunncll  EolP Tunnel 1458 65535 Obps 0
= RS &vlanll0  VLAN 1500 65531 Obps 0| = o |BS__ @ienio0  VLAN 1500 65531 0bps 0lfe |
e PAlRs  @vanz0  vian 1500 68531 [ [] = S 0 O L 500 ] _ Qe 0
T PR dsethet Ehemet 1500 101 7kbps 126K 2 WPLS FfR et Ehemet 1500 117 5kbps 2014| |
- R dvehe Ethemet 1500 Obps [J MRy B ehe2 Ehicnel 1500 Obps a5
# Routing PR dsethertecp  Ehemet 1500 3%6bps 0 = = R, |swetheeap: |Fheme 900 Obps 0
B P & System RS evetherd Ehemet 1500 Obps 0
LB i ‘:,:::: Brenet B “‘Sigj H P RS eivethers Eihemet 1500 464bps 0 L
& Quewes
5 Fles LD
= Bidge Pots | VLANs MSTis | Port MST Overides Fiters NAT Hosts MDB [ 1og
L B Racus Bidge Poris |VLANs MSTls | Pot MST Ovemdes | Fiters | NAT | Hosts | MDB
4 Radus + al Y -
5 K Tools v +|=| [v]|%] @ [T
R Todls i 1 Tieace Brdge Horzon [Trusted [Prorty ... [Path Cost_[Role Root Pa. v
T 0 Hohes brdge no & 10 designated port [ New Terminal # ] iterace Brdge Horzon [Trusted |Prirty (... |Path Cost_|Role GEd
L] T T Ea® et = & 70 desinated port ® Duce v 0 Hohes brdge no & 10 designated port
® Dude Pl 2 behe bridge2 no 1) 10 designated port o al__ im0, bridge] 3 20 10 oot port
Make Supout 3 fdvien20 bridge2. no 0 10 designated port Ls Make Supout 2 Hhethert bridge2 ne &0 o
.3 Make Supout @ Mansa 3 Ehanz00 bridge2 no 80 10 oot port
@ el © MNew VinBox
@ New WinBox =
(=
. »
4 tems (1 selected)
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Ping PC2 to PC5

VPCS is free software, distributed under the terms of the
Source code and license can be found at vpcs.sf.net.
For more information, please visit wiki.freecode.com.cn.

Press to get help.

Executing the startup file

PC-2> ip 192.168.100.2 255.255.255.0
Checking for duplicate address
PC1 : 192.168.100.2 255.255.255.@

PC-2> ping 192.168.100.5

84 bytes from 192.168.100.5 icmp_seq=1

84 bytes from 192.168.100.5 icmp_seq=2 tt

84 bytes from 192.168.100.5 icmp_seq=3 ttl=64 time=393.099
84 bytes from 192.168.100.5 icmp_seq=4 tt tim 28.980
84 bytes from 192.168.100.5 icmp_seq=5 ttl=64 time=292.072

PC-2> ping 192.168.100.5

84 bytes from 192.168.100.5 icmp_seq=1

84 bytes from 192.168.100.5 icmp_seq=2 ttl=64 time=485.125
84 bytes from 192.168.100.5 icmp_seq=3 ttl=64 time=199.051

Yohanes Gunawan Yusuf (TRO639)

Welcome to Virtual PC Simulator, version 8.6.1
Dedicated to Daling.

Build time: Jun 1 2015 11:42:32

Copyright (c) 2007-2014, Paul Meng (mirnshi@gmail.com)
All rights reserved.

VPCS is free software, distributed under the terms of the]

Source code and license can be found at vpcs.sf.net.
For more information, please visit wiki.freecode.com.

Press to get help.

Executing the startup file

PC-5> ip 192.168.108.5 255.255.255.0
Checking for duplicate address...
PC1l : 192.168.100.5 255.255.255.0

PC-5>
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VLAN over EolP Frame

Yohanes Gunawan Yusuf (TR0639)

144 85.174346 192.168.1068.2 192.168.188.5 ICMP 144 Echo (ping) request
145 85.312835 192.168.108.5 192.168.1088.2 ICHP 144 Echo (ping) reply L

| 148 86.556238 192.168.1008.2 192.168.108.5 ICMP 144 Echo (ping) request
140 2F RETALD 107 1AR 146 © 107 168 146 9 TrMo 1AA Erha ninat ranlr

> Frame 144: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on interface @

> Ethernet II, Src: @c:8a:14:e6:81:82 (@c:8a:14:e6:81:82), Dst: @c:Ba:14:7b:/8:02 (§c:8a:14:7b:78:82)

» Internet Protocol Version 4, Src: 19.8.8.2, Dst: 19.9.8.1 E IP T I

> Generic Routing Encapsulation (MIKROTIK EoIP O unne

> Ethernet II, Src: Private 66:68:01 (@8:508:79:66:68:01), Dst: Private 66:68:83 (08]56:79:66:68:03)

> 882.1Q Virtual LAN, PRI: @, DEI: @, ID: 188 VLAN 100

> Internet Protocol Version 4, Src: 192.168.1688.2, Dst: 192.168.180.5

> Internet Control Message Protocol

0oBE @c 8a 14 7b 78 82 @c 8a 14 e6 81 82 93 @@ 45 @0

0ole ee 82 28 81 e@ ee ff 2f 87 49 @a @0 @0 B2 @a @0

Ge2o 9B Bl 26 ©1 64 B9 @B 66 33 B0 B0 50 79 66 68 @3

G50 BB 58 79 66 68 @1 B1 8@ BB B4 BE 8@ 45 8@ 88 54

Ba4e 48 @1 5e  c

8ase B

cclic]

0076 IHEHE ()*+, -/

Base 2 =2 7|
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VLAN over EOIP Frame Analysis
> Frame 144: 144 bytes on wire (1152 bits), 144 bytes captured (1152 |
. » Ethernet II, Src: 8c:Ba:14:e6:81:82 (Gc' :14:&6:81:62), Dst: Bc:8a
L] Plng Data (ICM P) = 64 bytes > Internet Protocol Version 4, Src: 18.@4f.2, Dst: 10.0.0.1
5> Generic Routing Enca?sulation (MIKROYK EoIP) )
* IPv4 Inner Header = 20 bytes ) oaman virtael o, s o, ergfl s e
» Internet Protocol Version 4, : 192.168.108.2, Dst: 192.168.10@.5
° 802_1Q Header — 4 bytes Internet Control Message P col
[ MAc 8a 14 7b 78 @2 @
* Inner Ethernet Header = 14 bytes |u. SHEEats
eaze
* GRE Header = 8 bytes oos6
2860
* IPv4 outer Header = 20 bytes v
* Quter Ethernet Header = 14 bytes
* Total frame length =102 + 42 = 144 bytes
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-2 for EolP and VLAN Frames

Frame 144: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on i
¥ Ethernet II, Src: Bc:8a:14:e6:81:02 (@c:8a:14:e6:81:02), Dst: @c:8a:14:7h:78:
Destination: @c:8a:14:7b:78:82 (@c:8a:14:7b:78:82)
Source: 8c:8a:l4:e6:81:02 (Bc:8a:l4:e6:81:02)
Type: IPv4 (0x8800)
v Internet Protocol Version 4, Src: 10.9.9.2, Dst: 10.9.0.1
81e@ .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-£CT)
Total Length: 13@
Identification: @x2eel (8133)
Flags: @x@000
Time to live: 255
Protocol: Generic Routing Encapsulation (47)
Header checksum: @x8749 [validation disabled]
[Header checksum status: Unverified]
Source: 10.8.8.2
Destination: 1@.8.8.1
Generic Routing Encapsulation (MIKROTIK EoIP)
Ethernet II, Src: Private_66:68:81 (@9:58:79:66:68:01), Dst: Private_66:68:83
$02.1Q Virtual LAN, PRI: @, DEI: @, ID: 168
Internet Protocol Version 4, Src: 192.168.10@.2, Dst: 192.168.100.5

Key: 8x@@663308
v~ Ethernet II, Src: Private 66:68:01 (@@:50:79:66:68:@1), Dst: Private 66:68:@
Destination: Private_66:63:83 (@0:50:79:66:68:03)
Source: Private_66:68:081 (@@:58:79:66:63:81)
Type: 802.1Q Virtual LAN (©x8180)
~ 8@2.1Q Virtual LAN, PRI: @, DEI: @, ID: 188
200, Priority: Best Effort (default) (@)
8 eeu eee. .... = DEI: Ineligible
.... 0000 8110 0100 = ID: l@e
Type: IPv4 (Bx080@)
¥ Internet Protocol Version 4, Src: 192.168.188.2, Dst: 192.168.1808.5
@18@ .... = Version: 4
. 8101 = Header Length: 28 bytes (5)
Differentiated Services Field: @xe@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 34
Identification: @xadf2 (43586)
Flags: ©x0000
Time to live: 64
Protocol: ICHP (1)
Header checksum: @x875e [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.100.2
Destination: 192.168.108.5

Internet Control Message Protocol

Yohanes Gunawan Yusuf (TRO639)

Internet Control Message Protocol
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Conclusion
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I 80 00 20 7A 3F 3E “ 80 00 20 20 3A AE “osool

00 20 20 3A
Destination MAC Address Source MAC Address EtherType

CRC Checksum

M MAC Header Data
Conclusion L e e

1P, ARP, etc.
Payload

Ememe(g e Il Frame
(64 t0 bytes)

* For one PING Request (ICMP 84 bytes) the total

length L2 Ethernet frame are: * Added bytes in Ethernet frame:
* Ethernet Standard 98 bytes e Ethernet Standard 0 bytes
. 802.1Q 102 bytes « 802.1Q 4 bytes
. QinQ 104 bytes . QinQ 8 bytes (for 2 Vlan)
* PPPoOE 82 bytes (ICMP 56) « PPPOE 12 bytes (w comp 4B)
* EolP Tunnel 140 bytes * EolP Tunnel 42 bytes
o L2TP 140 bytes o L2TP 50 bytes (with UDP 8B)
* EolP over L2TP 182 bytes * EolP over L2TP 84 bytes
* VLAN over EolP 144 bytes * VLAN over EolP 46 bytes

Actual MTU = 1500 — (Added bytes) for L3 MTU

If L3 payload include IP header = 20 bytes, TCP header = 20 bytes then
Maximum Payload (bytes) = Actual MTU — 20 — 20

If total frames size more than Actual MTU link size, the frame will be fragmented by Router (if the

protocol can do fragmentation!), so it will take more delay time and more bandwidth for the link.
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Let’s discuss ...
Thank you
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