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Tunnel Protocols

using GNS3 dan Wireshark

(Ethernet, VLAN 802.1Q, QinQ, PPPoE, EoIP, L2TP, 
EoIP over L2TP, VLAN over EoIP)
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MikroTik Certified Trainer
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Topics of Discussion
1. We are going to look and learn Ethernet and L-2 Frames

2. Analyse L2 frames dan Tunnels using GNS3 and Wireshark, such as:

• Ethernet
• VLAN (802.1Q)
• VLAN Tunnel (QinQ)
• PPPoE
• EoIP Tunnel
• ARP
• L2TP VPN Tunnel
• VLAN over EOIP Tunnel
• Demo and Discussion

Yohanes Gunawan Yusuf (TR0639) MUM Kuta, BALI 24-25 Oct 2019 2
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About Me
(yohanesgunawan@staff.ubaya.ac.id)

• My Name is  Yohanes Gunawan Yusuf, form 
Indonesia. I am a full time lecturer of University of 
Surabaya (Ubaya). 

• I have learn and teach in Department of Electrical 
Enginering (EE) and IT since 1986.

• MikroTik Certified Trainer (TR0639) and Mikrotik
Academy Trainer (ACTR0244) for EUTC with 
certifications: MTCNA, MTCRE, MTCUME, MTCWE, 
MTCTCE and MTCINE
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Akreditasi A
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• Universitas Surabaya 
(Ubaya) ,terakreditasi A 
dari BANPT dan 
merupakan Perguruan
Tinggi Swasta tebaik
(ranking 1) di Jawa Timur

• Program Studi Teknik 
Elektro Ubaya juga 
terakreditasi A
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GNS3
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Wireshark
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GNS3 and Wireshark

WIRESHARK CAPTURE

on TRUNK
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Frames to be analysed 

• Ethernet Standard
• VLAN (802.1Q)
• VLAN in VLAN (QinQ)
• PPPoE
• EoIP
• L2TP
• Tunnel in Tunnel 

(EoIP o L2TP and VLAN o EoIP)
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Ethernet Standard (Type II) Frame
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Ethernet Frame (Standard Type II) 

MUM Kuta, BALI 24-25 Oct 2019 13

• Destination MAC (6 byte) 

• Source MAC (6 byte)

• Type (2 byte)

• Payload (46 – 1500 byte)  IP, TCP or UDP, ARP, DHCP, ICMP, HTML etc

Yohanes Gunawan Yusuf (TR0639)

Ether Type
(It is used to indicate which protocol is encapsulated in the payload of the frame.)

• 0x0800 : IPv4 - Internet Protocol V4

• 0x0806 : ARP - Address Resolution Protocol

• 0x8100 : VLAN - Virtual LAN (with tag id)

• 0x86DD: IPv6 - Internet Protocol V6

• 0x8847 - 0x8848 : MPLS

• 0x8863 - 0x8864:  PPPoE

• 0x9100 : VLAN (double tagging)

MUM Kuta, BALI 24-25 Oct 2019 14Yohanes Gunawan Yusuf (TR0639)
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Ethernet Standard IPv4 Frame (0x0800) 
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IPv4 20 + ICMP 64

Header 14 bytes

Yohanes Gunawan Yusuf (TR0639)

Ethernet Standard Frame Analysis (for ICMP)

• ICMP Data = 56 bytes

• ICMP Header (reply) = 8 bytes

• IPv4 Header = 20 bytes

• Total byte Ping = 56 + 8 + 20 

= 84 bytes

• Ethernet Header = 14 bytes

• Total Ethernet Frame  = 14 + 84 = 98 bytes

MUM Kuta, BALI 24-25 Oct 2019 16Yohanes Gunawan Yusuf (TR0639)
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VLAN (802.1Q) Frame
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Ethernet Type (Standard vs VLAN)

• 0x0800 --> IPv4 ethernet 
packet type

• 0x8100 --> VLAN ethernet 
packet type

MUM Kuta, BALI 24-25 Oct 2019 18Yohanes Gunawan Yusuf (TR0639)
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How VLAN work ?

•Tagged Ethernet frame with VLAN ID tag

•UnTagged Ethernet frame from VLAN ID tag

MUM Kuta, BALI 24-25 Oct 2019 19Yohanes Gunawan Yusuf (TR0639)

IEEE 802.1Q
• IEEE 802.1Q is a standardized encapsulation protocol that defines how to 

insert (tagged) a four-byte VLAN identifier into Ethernet header.

• RouterOS supports up to 4095 VLAN interfaces, each with a unique VLAN 
ID, per interface (exception: 0,1 and 4095)

MUM Kuta, BALI 24-25 Oct 2019 20

0x0800

0x0800

Yohanes Gunawan Yusuf (TR0639)
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IEEE 802.1Q

MUM Kuta, BALI 24-25 Oct 2019 21

Ether Type: 0x0800 (IP4) , 0x8100 (802.1Q)

Yohanes Gunawan Yusuf (TR0639)

VLAN Example (Trunk)  CHR1

/interface ethernet

set [ find default-name=ether3 ] name=ether3-trunk

/interface vlan

add interface=ether3-trunk name=vlan40-eth3 vlan-id=40

add interface=ether3-trunk name=vlan50-eth3 vlan-id=50

/interface bridge port

add interface=ether3-trunk

/interface bridge vlan

add tagged=ether3-trunk vlan-ids=40

add tagged=ether3-trunk vlan-ids=50

add address=10.0.0.1/30 interface=ether3-trunk network=10.0.0.0

add address=192.168.40.1/24 interface=vlan40-eth3 network=192.168.40.0

add address=192.168.50.1/24 interface=vlan50-eth3 network=192.168.50.0

VLAN   40  50

ether3 TRUNK

MUM Kuta, BALI 24-25 Oct 2019 22Yohanes Gunawan Yusuf (TR0639)
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VLAN Example (Access) CHR2

/interface bridge

add fast-forward=no name=bridge1a40

add fast-forward=no name=bridge2a50

/interface ethernet

set [ find default-name=ether3 ] name=ether3trunk

/interface vlan

add interface=ether3trunk name=vlan40-eth3 vlan-id=40

add interface=ether3trunk name=vlan50-eth3 vlan-id=50

/interface bridge port

add bridge=bridge1a40 interface=ether4

add bridge=bridge1a40 interface=vlan40-eth3

add bridge=bridge2a50 interface=vlan50-eth3

add bridge=bridge2a50 interface=ether5

VLAN   40  50

ether3 TRUNK

MUM Kuta, BALI 24-25 Oct 2019 23Yohanes Gunawan Yusuf (TR0639)

Trunk (ether3) and DHCP Server on CHR1

MUM Kuta, BALI 24-25 Oct 2019 24Yohanes Gunawan Yusuf (TR0639)
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Trunk (ether3) and Access on CHR 2
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PC5 ping to PC3 thru Trunk

MUM Kuta, BALI 24-25 Oct 2019 26Yohanes Gunawan Yusuf (TR0639)
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Wireshark – Captured Trunk
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Ethernet with VLAN Frame (0x8100)
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14 bytes

Yohanes Gunawan Yusuf (TR0639)
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VLAN (802.1Q) Tag
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4 bytes

IPv4 20 + ICMP 64

14 bytes

Yohanes Gunawan Yusuf (TR0639)

802.1Q Frame Analysis (for ICMP)

• ICMP Data = 56 bytes

• ICMP Header (reply) = 8 bytes

• IPv4 Header = 20 bytes

• Total byte Ping = 56 + 8 + 20 = 84 bytes

• 802.1Q VLAN (Id 50) = 4 bytes

• Ethernet Header = 14 bytes

• Total VLAN 802.1Q  = 4 + 14 + 84 = 102 bytes

MUM Kuta, BALI 24-25 Oct 2019 30Yohanes Gunawan Yusuf (TR0639)
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VLAN in VLAN (QinQ) Frame

MUM Kuta, BALI 24-25 Oct 2019 31Yohanes Gunawan Yusuf (TR0639)

IEEE 802.1ad
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QinQ @ MikroTik

MUM Kuta, BALI 24-25 Oct 2019 33Yohanes Gunawan Yusuf (TR0639)

Why QinQ ?

• QinQ is tunnelling 802.1Q

• Often used by Ethernet Providers as a layer2 VPN for 
customers.

• Easy to implement, you don’t need exotic hardware and 
we don’t have to run any routing protocols between the 
service provider and customer.

• From the customer’s perspective, it’s just like their sites 
are directly connected on layer2 (Switch)

MUM Kuta, BALI 24-25 Oct 2019 34Yohanes Gunawan Yusuf (TR0639)
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QinQ Implementation

Source -> https://groups.geni.net/geni/wiki/QinqResults
MUM Kuta, BALI 24-25 Oct 2019 35Yohanes Gunawan Yusuf (TR0639)

QinQ Simulation on GNS3 (Vlan 500 in 50)
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Setting QinQ (Access 500 in 50)  CHR1

MUM Kuta, BALI 24-25 Oct 2019 37Yohanes Gunawan Yusuf (TR0639)

Access 500 on CHR2 (Ether2)

MUM Kuta, BALI 24-25 Oct 2019 38Yohanes Gunawan Yusuf (TR0639)

37

38



29/10/2019

20

PC7 ping to PC3 thru Trunk Q in Q (500 in 50)

MUM Kuta, BALI 24-25 Oct 2019 39Yohanes Gunawan Yusuf (TR0639)

QinQ

MUM Kuta, BALI 24-25 Oct 2019 40

4 bytes (Id 50)

4 bytes (Id 500)

Yohanes Gunawan Yusuf (TR0639)
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QinQ Frame Analysis (for ICMP)

• ICMP Data = 56 bytes

• ICMP Header (reply) = 8 bytes

• IPv4 Header = 20 bytes

• Total byte Ping = 56 + 8 + 20 = 84 bytes

• 802.1Q VLAN (Id 500) = 4 bytes

• 802.1Q VLAN (Id 50) = 4 bytes

• Ethernet Header = 14 bytes

• Total VLAN 802.1Q  = 4 + 4 + 14 + 84 = 106 bytes

MUM Kuta, BALI 24-25 Oct 2019 41Yohanes Gunawan Yusuf (TR0639)

Frame Analysis – 802.1Q and QinQ

• Ethernet MTU = IP Header + TCP Header + Payload = 1500 bytes

• IP Header = 20 bytes

• TCP Header = 20 bytes

• Payload = 1460 bytes

• If packet size more than MTU will be fragmented

MUM Kuta, BALI 24-25 Oct 2019 42Yohanes Gunawan Yusuf (TR0639)
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PPPoE Frame

PointPointPointPoint----totototo----Point Protocol over Ethernet (Point Protocol over Ethernet (Point Protocol over Ethernet (Point Protocol over Ethernet (PPPoEPPPoEPPPoEPPPoE) ) ) ) is a network protocol for encapsulating PPP frames 
inside Ethernet frames.

MUM Kuta, BALI 24-25 Oct 2019 43Yohanes Gunawan Yusuf (TR0639)

PPPoE Frame
(source: www.h3c.com.hk)
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PPP Packet

• Point-to-Point Protocol (PPP) is a data 
link layer (layer 2) communications 
protocol between two routers directly 
without any host or any other 
networking in between. 

• PPP may include the following LCP 
options. It can provide connection 
authentication, transmission encryption,
and compression. 

• Point-to-Point Protocol over Ethernet 
(PPPoE) is derivatives of PPP

MUM Kuta, BALI 24-25 Oct 2019 45Yohanes Gunawan Yusuf (TR0639)

PPPoE Server and Client

WIRESHARK CAPTURE

on PPPoE Interface Link

MUM Kuta, BALI 24-25 Oct 2019 46Yohanes Gunawan Yusuf (TR0639)
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PPPoE Setting
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Ping from PPPoE Client to Server
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Ethernet with PPPoE Session Frame (0x8864)

MUM Kuta, BALI 24-25 Oct 2019 49

• PPP Datagram 
(Compresed Ping) = 60 
bytes (56 + 4 bytes 
comp header)

• PPPoE Session = 6 bytes

• PtP Protocols = 2 bytes

• Ethernet Header = 14 
bytes

• PPPoE total bytes = 60+ 
6+2+14 = 82 bytes

6 bytes

2 bytes

60 bytes

14 bytes

Yohanes Gunawan Yusuf (TR0639)

EoIP Tunnel Frame

MUM Kuta, BALI 24-25 Oct 2019 50Yohanes Gunawan Yusuf (TR0639)
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EoIP Tunnel

WIRESHARK CAPTURE

on TUNNEL

MUM Kuta, BALI 24-25 Oct 2019 51Yohanes Gunawan Yusuf (TR0639)

EoIP Frame (Using GRE Protocol)
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EoIP Setting
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Ping PC1 to PC5 thru EoIP Tunnel
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EoIP Encapsulated Frame 
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Ethernet, IP and ICMP as 

payload 

EoIP Tunnel 

Yohanes Gunawan Yusuf (TR0639)

EoIP Tunnel and Payload

MUM Kuta, BALI 24-25 Oct 2019 56

Tunnel

Payload

Yohanes Gunawan Yusuf (TR0639)
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EoIP Frame Analysis – GRE Protocol

• GRE (MikroTik EoIP) = 8 bytes

• IPv4 Header = 20 bytes

• Ethernet Header = 14 bytes

• EoIP GRE  Tunnel = 14+ 8+ 20 
= 42 bytes

• Tunnel ID = 51 = 0x00003300 

MUM Kuta, BALI 24-25 Oct 2019 57Yohanes Gunawan Yusuf (TR0639)

EoIP Frame Analysis (for ICMP)

• ICMP Data = 56 bytes

• ICMP Header (reply) = 8 bytes

• Inner IP Header = 20 bytes

• Total byte Ping = 56 + 8 + 20 = 84 bytes

• Inner Ethernet Header = 14 bytes

• GRE (MikroTik EoIP) = 8 bytes

• Outer IP Header = 20 bytes

• Outer Ethernet Header = 14 bytes

• EoIP Tunnel = 14+ 8+ 20 + 14 = 42 + 14 = 56 bytes

• Total EoIP Frame = EoIP Tunnel header + Ping = 56 + 84 = 140 bytes

MUM Kuta, BALI 24-25 Oct 2019 58Yohanes Gunawan Yusuf (TR0639)
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EoIP Frame Analysis (for ARP Request)

• ARP Request = 28 bytes

• Inner Ethernet Header = 14 bytes

• Inner Ethernet Trailer  = 22 bytes

• Total ARP  = 28 + 14 + 22 = 64 bytes

• GRE (MikroTik EoIP) = 8 bytes

• Outer IP Header = 20 bytes

• Outer Ethernet Header = 14 bytes

• EoIP Tunnel = 14+ 8+ 20 = 42 bytes

• Total EoIP ARP Frame = EoIP Tunnel + 
Total ARP = 42 + 64 = 106 bytes

MUM Kuta, BALI 24-25 Oct 2019 59Yohanes Gunawan Yusuf (TR0639)

L2TP Tunnel Frame

MUM Kuta, BALI 24-25 Oct 2019 60Yohanes Gunawan Yusuf (TR0639)
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L2TP Frame Format (use PPP packet frame)

MUM Kuta, BALI 24-25 Oct 2019 61Yohanes Gunawan Yusuf (TR0639)

L2TP

MUM Kuta, BALI 24-25 Oct 2019 62

WIRESHARK CAPTURE

on L2TP Tunnel Link

Yohanes Gunawan Yusuf (TR0639)
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L2TP – Server and Client (No IPsec)

MUM Kuta, BALI 24-25 Oct 2019 63Yohanes Gunawan Yusuf (TR0639)

Ping PC1 to PC5
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L2TP Tunnel Setup
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L2TP – LCP (link Control Protocol)
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L2TP – Use UDP (port 1701)
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Transport 

Layer UDP

Yohanes Gunawan Yusuf (TR0639)

L2TP – Ping as PPP Compressed Datagram (Encrypted)

MUM Kuta, BALI 24-25 Oct 2019 68

Encrypted

Tunnel

Yohanes Gunawan Yusuf (TR0639)
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L2TP Frame Analysis (for ICMP as PPP Dtgrm)

• PPP Datagram (ICMP) = 88 bytes

• PtPP Header = 4 bytes

• L2TP Header = 6 bytes

• UDP Header = 8 bytes

• Total UDP Length = 88 + 4 + 6 + 8

= 106 bytes

• IPv4 Header = 20 bytes

• Ethernet Header = 14 bytes

• L2TP frame length = 20 + 14 + 106 = 140 bytes

MUM Kuta, BALI 24-25 Oct 2019 69Yohanes Gunawan Yusuf (TR0639)

EoIP over L2TP Frame

MUM Kuta, BALI 24-25 Oct 2019 70Yohanes Gunawan Yusuf (TR0639)
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EoIP over L2TP
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EoIP over L2TP Tunnel

MUM Kuta, BALI 24-25 Oct 2019 72

WIRESHARK CAPTURE

on EoIP over L2TP Link

Yohanes Gunawan Yusuf (TR0639)
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EoIP over L2TP Tunnel
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L2TP Tunnel

EoIP and ICMP as compressed Datagram

Yohanes Gunawan Yusuf (TR0639)

Ping PC4 to PC5
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EoIP over L2TP Frame Analysis
Ping and EoIP (as PPP Compressed Datagram = 130 bytes)

• PPP Compr Datagram 130 bytes:

• Ping (ICMP) total = 84 bytes

• PPtP Header =   4 bytes

• EoIP Header = 42 bytes

• PPtP Header =  4 bytes

• L2TP Header =  6 bytes

• UDP Header =  8 bytes

• IPv4 Header = 20 bytes

• Ethernet Header = 14 bytes

• EoIP over L2TP frame length = 130 + 18 + 20 + 14 = 182 bytes

MUM Kuta, BALI 24-25 Oct 2019 75Yohanes Gunawan Yusuf (TR0639)

Actual MTU Decreased for EoIP over L2TP

• Actual MTU For Single Tunnel

• EoIP = 1458 bytes

• L2TP = 1450 bytes

• EoIP Header length = 42 bytes

• Actual MTU for EoIP over L2TP:

= Actual Bridge Interface

= 1450 – 42 = 1408 bytes

MUM Kuta, BALI 24-25 Oct 2019 76Yohanes Gunawan Yusuf (TR0639)
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VLAN over EoIP Frame
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VLAN over EoIP Tunnel

MUM Kuta, BALI 24-25 Oct 2019 78

WIRESHARK CAPTURE

on VLAN over EoIP

Trunk

Yohanes Gunawan Yusuf (TR0639)
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VLAN over EoIP Setup

MUM Kuta, BALI 24-25 Oct 2019 79Yohanes Gunawan Yusuf (TR0639)

Ping PC2 to PC5
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VLAN over EoIP Frame

MUM Kuta, BALI 24-25 Oct 2019 81

EoIP Tunnel

VLAN 100

Yohanes Gunawan Yusuf (TR0639)

VLAN over EOIP  Frame Analysis

• Ping Data (ICMP) = 64 bytes

• IPv4 Inner Header = 20 bytes

• 802.1Q Header = 4 bytes

• Inner Ethernet Header = 14 bytes

• GRE Header = 8 bytes

• IPv4 outer Header = 20 bytes

• Outer Ethernet Header = 14 bytes

• Total frame length = 102 + 42 = 144 bytes

MUM Kuta, BALI 24-25 Oct 2019 82Yohanes Gunawan Yusuf (TR0639)
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L-2 for EoIP and VLAN Frames

MUM Kuta, BALI 24-25 Oct 2019 83Yohanes Gunawan Yusuf (TR0639)

Conclusion

MUM Kuta, BALI 24-25 Oct 2019 84Yohanes Gunawan Yusuf (TR0639)
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Conclusion

• For one PING Request (ICMP 84 bytes) the total 
length L2 Ethernet frame are:

• Ethernet Standard 98 bytes

• 802.1Q 102 bytes

• QinQ 104 bytes

• PPPoE 82 bytes (ICMP 56)

• EoIP Tunnel 140 bytes

• L2TP 140 bytes

• EoIP over L2TP 182 bytes

• VLAN over EoIP 144 bytes

MUM Kuta, BALI 24-25 Oct 2019 85

• Added bytes in Ethernet frame:

• Ethernet Standard 0 bytes 

• 802.1Q 4 bytes

• QinQ 8 bytes (for 2 Vlan)

• PPPoE 12 bytes (w comp 4B)

• EoIP Tunnel 42 bytes

• L2TP 50 bytes (with UDP 8B)

• EoIP over L2TP 84 bytes

• VLAN over EoIP 46 bytes

Actual MTU = 1500 – (Added bytes) for L3 MTU

If L3 payload include IP header = 20 bytes, TCP header = 20 bytes then 

Maximum Payload (bytes)  = Actual MTU – 20 – 20 

If total  frames size more than Actual MTU link size, the frame will be fragmented by Router (if the 

protocol can do fragmentation!), so it will take more delay time and more bandwidth for the link.
Yohanes Gunawan Yusuf (TR0639)
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