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Tentang SMKN 1 Bojonegoro
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Latar Belakang : o

Presentasi kali ini akan menjelaskan tentang
implementasi management bandwidth menggunakan

Queue dengan Firwall Mangle untuk jaringan Hotspot di
SMKN 1 Bojonegoro
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Tujuan
-Management bandwith lebih Tertata

-Pengalokasian bandwith lebih terkontrol

-Mengurangi terjadinya Kepadatan antrian pada suatu
Jaringan

-Memprioritaskan Paket Data yang Lebih Penting



A 27 o

pa Itu Queue

Queue=Antrian

Salah Satu fitur Mikrotik yang berfungsi
sebagai Bandwith Management.

Mengimplementasikan Sistem Antrian
dan akan di Proses dengan berbagai
macam metode.
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Mengenal Firewall Mangle

* Firewal Mangle adalah salah satu fitur di Mikrotik yang berfungsi
untuk Marking/Penandaan Paket data tertentu,dan Paket data yang telah
di tandai dapat di manfaatkan di fitur fitur mikrotik Lainnya.

* Paket data yang telah di marking hanya dapat di gunakan oleh router
yang Melakukan Marking.
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% Penggunaa Firewall Mangle

= Ada 3 Jenis Marking yang dapat digunakan di Mikrotik
Yaitu:

™| QUEUE

» Connection Mark
» Packet Mark

Firewall Filter
> Route Mark

POLICY ROUTE
(STATIC ROUTE)
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Pemilihan Chain pada Firev\vcll Mangle

»Prerouting
»Input
»Forward
»Output
»Postrouting
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“Pemilihan Chain

FORWARD
. ROUTING MANGLE ‘; FILTER
DECISION FORWARD " FORWARD
PRE : POST
ROUTING OUTPUT FWG
QUEUE FILTER . MANGLE
GLOBAL-IN QUTPUT \PGSTROUTWG
ROUTING QUEUE
DST-NAT ADJUSTMENT GLOBAL-OUT
r'y INPUT r Y
//_'\ ¥ +
MANGLE MANGLE MANGLE
\F’REROUTlNg INPUT QUTPUT SRC-NAT
CONNECTION FILTER CONNECTION HTB
TRACKING INPUT TRACKING INTERFACE
INPUT LOCAL ROUTING OQUTPUT
INTERFACE PROCESS DECISION INTERFACE
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-Step Konfigurasi

»Pada Implementasi kali ini ada beberapa fitur yang akan kita Konfigurasi.
Yaitu:

1.Marking browsing,game,Sosmed dan Youtube menggunakan
firewall Mangle.
2.Bandwith Management
a.Konfigurasi PCQ Upload dan Download.
b.Konfigurasi Queue Tree untuk Browsing,Game,Sosmed, dan Youtube
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-Step Konfigurasi

»Tandai Koneksi dan paket dari setiap gamenya terlebih
dahulu.

»Melakukan Marking Dapat menggunakan patokan
Protokol Transpot Dan Port Setiap aplikasi dan game.

»Untuk Mendapatkan Protokol dan Port dari setiap
aplikasi dapat mengunakan Tools Torch atau bisa mencari
di internet.
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ing untuk koneksi C

ame

Konfigurasi connection Mark untuk setiap game

Mangle Rule <172.16.0.0/24->10012,17500>

General jAdvanced Extra Action Statistics 0K
Chain: jE3 ' Cancel
Src. Address: [ 1{172.16.0.0/24 | a Poply
Dst. Address: | 7{ h Disable
Protocol: [1[6 cp) =]« S
Src. Port: | \ v Copy
Dst.Port: [1[10012.17500 |~ Remove |
Any. Port: | IE: Reset Counters
Mangle Rule <172.16.0.0/24->10012,17500> = &3
General Advanced Bxdra Action ;Statistics 0K
Action: I =T R | Cancel
[ Log Aeply
Log Prefix: ¥ Disable
New Connection Mark: kongks; Game %' Coped
\v| Passthrough Copy




iNg untuk paket Game

Konfigurasi Packet mark untuk Game

Mangle Rule <> =] E3
{ General | Advanced Bxtra Action Statistics 0K
Chain: m \3 Cancel
Src. Address: ] hd Apply
Dst. Address: \ 115 l Disable I
Packet Mark: \ 15
Connection Mark: |_||Koneksi Game ¥ |
Routing Mark: | x o |
- ~.
Routing Table: | o General Advanced Extra Action | Statistics N oK |
fction: EEC N +| | [ Cancel |
[ ] Log l Apply 1
Log Prefix: [ | v [ Disable I
New Packet Mark: [Paket Game [5] | [ Comment |
o |
= |




~Marking Untuk Koneksi Browsing,Sosmed dan

Youtube

Untuk Manandai Koneksi browsing cukup Marking Koneksi Protokol
TCP port 80 dan 443.

Untuk menandai koneksi Sosmed dan youtube bisa memanfatkan L7
Protokol atau add dst to address list di Firewall Filter.



Aarking Untuk Konesi Browsing

Konfigurasi Connection Mark untuk Koneksi Browsing

Mangle Rule <172.16.0.0/23-580,443> =] E3
General :Advanced Extra Action Statistics oK
Rl orward ¥ | Cancel
Src. Address: [ 1(172.16.0.0/23 - Apply
Dst. Address: \ ‘ g Disable
Protocol: | 1|6 ftcp) K2R Comment
Src. Port: { ‘ V. Copy
Dst. Port: [ ][80.443 | Remove
; .

Mangle Rule <172.16.0.0/23-580,443> = E|

General Advanced Extra Action EStatistics | 0K |
Action: [T A +| | [ Concel |

Clise | Ay |

Log Prefix: | ¥ || Dsable |

New Connection Mark: ?Korﬁsu Browsing J%\ I Comment |
[v| Passthrough | Copy |




Aarking Untuk Konesi Browsing

Kontigurasi Packet Mark untuk trafik Selain game

' Mangle Rule <> =l E
General | Advanced Extra Action Statistics | 0K |
|Chain: ? ‘ + il | Cancel |
Src. Address: | .4 [ Apply J
Dst. Address: :» : G | Disable I
Packet Mark: | | ¥
Connection Mark: ||| Koneksi Browsing ¥ |-
Routing Mark: ‘ |~
= . Mangle Rule <> =] E3 |
- . v |
Routing Table: ‘ | General Advanced Extra Action | Statistics I 0K I
Action: [EFECH ¢ Concel |
[ | Log | Apply I
Log Prefix: | 'Y || Disabe |
New Packet Mark: \PaketB}owsmg 13 l ST I
| oy |
|




Firewall

Filter Rules NAT Mangle ‘Raw Sewnce Ports Connectsons Address Lists Layer7 Protocols

\ -|l‘ c ‘ ‘ %1 | C] \ ? L 00 Reset Counters \ 00 Reset Al Counters \
| # | |Adtion ;Cham [Src. Address ,,le{- Address [Protocol _[Src. Port
2D (5 passthrou... postrouting
... PUBG Mobile
3 # mark con... forward 172.16.0.0/24 6 tcp)
4 # mark con... forward 172.16.0.0/24 17 (udp)
... FREE FIRE
5 & mark con... forward 172.16.0.0/24 6 &tcp)
6 & mark con... forward 172.16.0.0/24 17 (udp)
..» MOBILE LEGEND
7 # mark con... forward 172.16.0.0/24 6 {tcp)
..o ARENA OF VALOR
8 # mark con... forward 172.16.0.0/24 6 ttcp)
9 # mark con... forward 172.16.0.0/24 17 (udp})
| :: CLASH OF CLANS
| 10 # mark con... forward 172.16.0.0/24 6 tcp)
| i LINEGET RICH
| 11 & mark con... forward 172.16.0.0/24 6 ttcp)
| . CLASH ROYALE
12 # mark con... forward 172.16.0.0/24 6 &tcp)
| 13 #makcon.. forwad  172.16.0.0/24 17 {udp)
| i Paket Game
14 # mark pac... forward
| i Youtube
[ 15 # mark con... forward
| 16 # mark pac... forward
| i Sosmed
[ 17 # mark con... forward
| 18 # mark pac... forward
| i Browsing
| 13 & mark con... forward 172.16.0.0/24 6 {tcp)
| 20 # mark pac... forward
| i Koneksi Lain
| 21 # mark con... forward
[ 22 # mark pac... forward
.- Rubah Nilai TTL
| 23 of’change T... postrouting

’724 tems

hir Rule Firewa

[Dst. Port

10012,17500

10491,10010,10013,

39003,39698.39779
10001,10003.10012

30097-30147

10001-10094
10080

9330-9340
10500-10515

9330-9340
9330-5340

80,443

dll Mdnhdgle

In. Interface

10612,20002,2...

Bridge_LAN

[Bytes

|Out. Interface

|Packets |
0B 0
8292KB 4085
1135KB 15130
8180KB 5255
522MB 310574
12083KB 13865
14131KB 8277
0B 0
459KB 676
7288 14
459KB 676
0B 0
699MB 403013

11.3GiB 62 265834
1466 GiB 174675 ...

5.9GiB 64627534
96.9GiB 141104 ..

3838.6 MiB 29 836 308
36.5GiB 61213617

216.0 MiB 1587 067
75.6GiB 119257 ...

2245GiB 215358 ...




fect Passthrough

Firewall

Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

‘+ = 2| G ? | 00 Reset Counters || 00 Reset All Counters

' # | |Adtion
... Free Fire

0 & mark conne...
1 & mark conne...

.:: Clash OF Clan

2 # mark conne...

;» PUBG Mobile

R V]

(Chain_

# mark conne...
# mark conne...

tVSrc.AAddress

10.100.100.0/24
10.100.100.0/24

forward
forward

10.100.100.0/24

forward

; Dst. Address Protocol

6 tcp)
17 {udp)

6 ttcp)

6 ttcp)
L 17 {udp)

? Src. Port

Dst. Port

39658,39779.39003
10002,10004

9330-5340

10012,17500.10
10100.20002,17000,

... Mobile Tagend

o

o

...~7mark conne... prerouting  10.100.1000/24 =~~~

10.100.100.0/24

3010752225228

T Arena Or valor

7 # mark conne...
& mark conne...

[==]

10.100.100.0/24
10.100.100.0/24

forward
forward

6 ttcp)
17 (udp)

10001-10094
10080,17000

. Paket Game
S # mark packet

forward

... Koneksl browsin
10 & mark 0/24
11 # mark

7 I



fect Passthrough

Firewall =] E3

Fiter Rules NAT Mangle |Raw  Service Ports Connections Address Lists Layer7 Protocols

+ ‘ =| [¢]] 58] r"_j ? 00 Reset Counters || 00 Reset All Counters
| # | |Action Chain Sre. Address |Dst. Address | Protocol | Src. Port
| .. Free Fire

0 & mark conne... forward 10.100.100.0/24 6 {tcp)

1 & mark conne... forward 10.100.100.0/24 17 {udp)

.. Clash OF Clan

2 # mark conne... forward 10.100.100.0/24 6 {tcp)

..» PUBG Mobile

3 # mark conne... forward 10.100.100.0/24 6 {icp)

4 # mark conne... forward 10.100.100.0/24 17 {udp)

. Mobile Lagend

.100.0/24 6 {tcp)
.100.0/24 '

| [l L]

Dst. Port

39658,39779,39003
10002,10004

9330-5340

10012,17500.10100,10012
10100.20002,17000.9030.20001,10173

10080,17000

‘:3‘ # mark packet forward

... Koneksi browsing

o 7 mark conne... forwarg 10.T00. T00.U/ 24

11 # mark packet forward




Bandwith Manageme\n’r

» Untuk Contoh kali ini saya akan menggunakan Bandwith 100 M
untuk Download dan 30 M untuk Upload yang akan saya
alokasikan untuk

»  Paket Game=6 M,10 M
Paket Browsing=6 M,25 M
Paket Sosmed=6 M,20 M
Paket Youtube=6 M,30 M
Paket Lain=6 M,15 M



Konfigurasi PCQ

|

Type Name: | PCQ-Upload | f OK
Kind: !ng_q ’E:} Cancel
Rate: |0 ] bits/s Apply
Limit: {50 | KB Copy
Total Limit: I—ZODD ] KiB Remove
Burst Rate: l l ¥ bits/s
Burst Threshold: | v
Burst Time: |00:00:10 |
Classfier: || Dst. Address
| Src. Port || Dst. Port
Src. Address Mask: |32 |
Dst. Address Mask: (32 ]
Src. Address6 Mask: |64 i
| Dst. Address6 Mask: |64 |

Queue Type <PCQ-Download> [=] E3 |
Type Name: I OK
Kind: {pg_q J@ Cancel
Rate: |0 | bits/s Aeply
Limit: [_50 ] KiB Copy
Total Limit: IrZODD | KB Remove
Burst Rate: ! ] ¥ bits/s
Burst Threshold: | | b4
Burst Time: [00:00:10 1
Classffier: | | Src. Address v Dst_Address |
|Src.Pot [ ] Dst. Port
Src. Address Mask: |32 |
Dst. Address Mask: '132 ]
Src. Address6 Mask: |64 |
Dst. Address6 Mask: |64 |




PCQ Classifier

INTERNET _

PCQ Upload
Classifier=Src-Address

cttacaa




PCQ Classifier

PCQ Download
Classifier= Dst-Address

lblbl}lblblb

i




- Queue Tree

Konfigrasi Parent untuk Upload dan Download

Queue <Download Hotspot>

General IStatistics 0K General lStaﬁstics OK
Name: [ ] Cancel Name: [ I Cancel
| Parent: |ether1_Intemet ¥ Apply I Parent: |Bridge_LAN ¥ 'I Apply
" e g A
Packet Marks: | = Disable Packet Marks: | > Disable
Queue Type: [_default HE_—I Comment Queue Type: lc_lgfgy_l’g IE:] Comment
Priority: [8 I Copy Priority: [8 J Copy
Bucket Size: {0.100 ] Remove Bucket Size: [0.100 I Remove
Reset Count Reset Count
Limit At: | | ¥ bits/s e Limit At: [ ]' bits/s -
Reset All Count Reset All Count
I'Max Limt: | 30M s bits/s i I Max Limt: | 100M la bits/s i i
Burst Limit: [ l ¥ bits/s Burst Limit: l | ¥ bits/s
Burst Threshold: | i ¥ bits/s Burst Threshold: I | ¥ bits/s
Burst Time: | | ¥ s Burst Time: I l 2k s
enabled ienabled




Pemilihnan Parer

Bridge_LAN

Bridge_LAN

Mangle Mangle Mangle HTB Simple
Prerouting Forward Postrouting Global Queue
‘ ‘ HTB
Interface
Queue Upload
30 M
Input Output
Interface
Interface
<
Output Input
Interface Queue Interface
. Download
100 M
Interface
HTB | |-
Simple HTB Mangle Mangle Mangle
P — . .
Queue Global Postrouting Forward Prerouting

etherl

etherl



Konfigurasi child uploo Queue Tree

Queue <browsing> [=] E3

General | Statistics OK
Name: Lm _I Cancel
Parent: @ﬁl.d;di Hotspot ”{I Apply
: : 3 A
Packet Marks: |Paket Browsing | ¥| % ~re
Queue Type: \PCQ_UpIoad ]Ej Comment
Priority: \8 [ Copy
Bucket Size: [6160 _I Remove
7 Reset Count
Limit At: l | ¥ bits/s it
] Reset All Count
Max Limit: {BM A bits/s i sk
Burst Limit: [ | ¥ bits/s
Burst Threshold: ‘ \ ¥ bits/s
Burst Time: ‘L } el 8
lenabled f

—_———




Konfigurasi child Download Queue Tree

{ General | Statistics OK
g
Name: 'MI ‘ Cancel
t EE————
t Parent: |Download Hotspot \ﬂ Apply
t g : s
: . \ {
; Packet Marks: |Paket Browsing IRSE 7 Disable
Queue Type: [PCQ_Download | ¥ Comment
: Priority: lé ’ Copy
b Bucket Size: 0100 | Remove
. Reset Count
1 Limit At: | | ¥ bits/s -
= 1 Reset All Count
Max Limit: |25M | « bits/s = el
Burst Limit: | J ¥ bits/s
Burst Threshold: | j ¥ bits/s
Burst Time: [ _' 2 s
\enaglga




lasil Queue Tree

Queue List =] E3
Simple Queues  Interface Queues Queue Tree | Queue Types
‘ C [ 52 ’ 7 1 T l 00 Reset Counters 1| : 00 Reset Al Counters {‘3* '
!Name Tlgrer_\t EPacket Marks 'Queue Type Ilett Ab.. \Max Limit (bits/s) !Avg. Rate !Queuggijyt}_es !Byles [Packets { v
_____________ & Download Hotspot__ Bridge_LAN | defaut 100M 0bps 0B 1647GB 143802642
{2 Browsing Download Hotspot Paket Browsing PCQ_Download 25M 0 bps 0B 27.0GiB 23959114
{2 Game Download Hotspot Paket Game PCQ_Download 10M Obps 0B 12.2 MiB 40 527
{8 Paket Lain Down Download Hotspot Paket Lain PCQ_Download 15M Obps 0B 2026.5 MiB 5637212
8 Sosmed Download Hotspot P Sosmed PCQ_Download 20M 0bps 0B 68.7GiB 57 224 257
2 Youtube Download Hotspot P Youtube PCQ_Download 30M Obps 0B 67.0GiB 56 823 522
{2 Upload Hotspot etherl_Intemet default 30M Obps 0B 229GiB 152 338 172
{2 Paket lain up Upload Hotspot Paket Lain PCQ_Upload 6M Obps 0B 39275 MiB 27 430622
& browsing Upload Hotspot Paket Browsing PCQ_Upload 6M Obps 0B 3215.0 MiB 21795 215
& game Upload Hotspot Paket Game PCQ_Upload &M 0 bps 0B 47568 KiB 41919
{2 sosmed Upload Hotspot P Sosmed PCQ_Upload 6M 0 bps 0B 56 GiB 53 089 490
{2 youtube Upload Hotspot P Youtube PCQ_Upload 6M Obps 0B 10.3GiB 49 580 924
12 tems 0 B queued 0 packets queued




Pengujian

Queue List ff x| \
Simple Queues  Interface Queues Queue Tree l Queue Types
g = ’ } l 52 ’ =i ‘ 00 Reset Counters J { 00 Reset All Counters
IName / |Parerrt iPacket Marks lQueug_Type iLimit Ab.. ] Max Limit {bits/s) lAvg. Rate 'Queued Bytes !Bytes 'Packets
& Download Hotspot Bridge _LAN default 100M 10.3 Mbps 0B 166.2GiB 145016 416
{2 Browsing Download Hotspot Paket Browsing PCQ_Download 25M 826.8 kbps 0B 273GiB 24 174 345
2 Game Download Hotspot Paket Game PCGQ_Download 10M 3.0kbps 0B 12.4 MiB 40 870
{8 Paket Lain Down Download Hotspot Paket Lain PCQ_Download 15M 26.0 kbps 0B 20452 MiB 5655033
{2 Sosmed Download Hotspot P Sosmed PCQ_Download 20M 3.8 Mbps 0B 65.2 GiB 57 705 153
& Youtube Download Hotspot P Youtube PCQ_Download 30M 5.6 Mbps 54 KB 676 GiB 57 315 009
& Upload Hotspot etherl_Intemet default 30M 628.3 kbps 0B 23.0GiB 153 227 502
{8 Paket lain up Upload Hotspot Paket Lain PCQ_Upload 6M 7.6 kbps 0B 35364 MiB 27 473 832
{2 browsing Upload Hotspot Paket Browsing PCQ_Upload 6M 125.2 kbps 0B 32365 MiB 21568 320
{8 game Upload Hotspot Paket Game PCQ_Upload &M 1248 bps 0B 4833.1KB 42 254
{2 sosmed Upload Hotspot P Sosmed PCQ_Upload &M 134 .8 kbps 0B 56GiB 53 481 137
i youtube Upload Hotspot P Youtube PCQ_Upload 6M 355.3 kbps 0B 10.4 GiB 50 261 917
12 items 17.7 KiB queued 13 packets queued




g S

Terima Kasih



