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Working hard on my presentation for
Moscow MUM 2019. The
presentation itself is mostly done,
right now I'm building an advanced
ike2 demo lab with a surprise inside.
| promised you to explain ike2 site-
to-site between MikroTik routers,
but I've realized that I'm out of time
for that. So the great idea is to let
you will find it out yourself while
hacking my hackable demo lab.
I'll launch the "hacking the lab"
competition right after my MUM
speech on Friday and give away
valuable prizes on Saturday at the
MUM lottery. Stay tuned!
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Send me e-mail:
niki rikin.com

Find me in Facebook:
0 Nikita Tarikin

Subscribe my channels:
@tarikin

@tropicalengineer
Direct message me via:

(« Telegram t.me/tarikin
Q Messenger Nikita Tarikin
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Before you
start

MTCNA knowledge (recommended)
RouterOS 6.45 or newer

Lab environment

Default configuration 6.45+

i o o

Checklist for your
demo lab

MORE VIDEOS
v

P o) 1233/1:11:58 @ £ Youlube I3

Watch this presentation on YouTube
https://www.youtube.com/watch?v=n5_Af2viiOA
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Compare VPN types ﬁ

] L2TP L2TP/IPSEC + psk | OpenVPN PPTP SSTP |  IPSeclKE2 |

Protocol UDP TCP GRE

TCP UDP, ESP
Performance Fast Slow Fast Slow Very fast
SO Slow Slow Very fast
establishment ry
Requires strong
CPU for No No
encryption
Multicore CPU
load balance Yes Yes No Yes Yes Yes
Security Low Strong Strong Low Strong Very strong
No No Yes No No Yes
Bypass NAT Yes Yes Yes Yes Yes Yes
Has interface Yes Yes Yes Yes Yes
OS popularity High Very high High Very high Low High
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Blazing fast throughput performance
Instant connection establishment
Military grade security standards
Supported by most modern OS’s
Can push routes to clients
Bypasses any NAT

Mobile friendly

N O Ok~
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easy step-by-step guide
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. Before you start

. Build SSL certificates

. Setting up ipsec vpn server

. Setting up ipsec vpn client

. Site-to-site via interface over

ipsec
. Site-to-site via ipsec policy

. Setting-up-firewall (see MUM

Malaysia 2019)
. Adjust TCP-MSS
. Demo lab + hacking quiz
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MTCNA knowledge (recommended)
RouterOS 6.45 or newer

Lab environment (recommended)
Default configuration 6.45+

>
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Upgrade RouterOS to 6.45+

& mikrotix.com

Sy Hor About B Jobs  Hardware  Softw e e e
Mikrowik e Ry o e 2T e0e@ admin@192.168.88.1 (MikroTik) - WinBox v6.38.7 on mAPIn@
c s ]
Software Downloads ~ Changelogs Download archive  Route ﬂ‘g SafeMode | Session:|192.168.88.1)

RouterQS

(7| [ checkrorupdates | | eratie | oisable | [ rinstat |[ Lrscnedue || powngrade | | check

IF + |version Bl Time Scheduled [
T ( ) 6.38.7 Jun/20/2017 10:56:05
L2z e i S P R o o X e R . B odvoriot 6.38.7 An/20/2017 10:55:05
- 6.38.7 3n/20/2017 10:55:05
Main package =] 6.38.7 In(20/2017 10:55:05

Jun/20/2017 10:55:05

6.44.5 (Long-term) 6.45.2 (Stable)

Extra packages B B Reboot

SMIPS [e—— teLs

Maln package = = Do you want to reboot the router?
——

Extra packages = ~ [iflash Uploading Files (01119700

TILE cer O fashysking Uploading routeros-mipsbe-.... (5.7 MB of 10,5 MB ak 1613.53 kb) ';:ﬁg;;g

Main package = =] 8 routeros-mipsbe-t [07/2019 1 T ———

Extra packages ] B

The Dude server B =]

PPC [RERCC ARSI NSICL ATIONE I RETTROAH TS, AR ] 3. S ystem -> Reboot

Main package 1]

Extra packages = =

10.7 B of 16.0 M used

—

1. Download package from
www.mikrotik.com/download

2. Upload package to / of
your RouterBoard

Nikita Tarikin / nikita@tarikin.com [



Reset RouterBoard to default v6.45+ configuration

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session:

192.168.88.1

U B

I Check For Updates | | Enable H Disable I | Uninstall H Unschedule H Downgrade ‘ [Checkhstdaﬁ

/ [version |Buid Time scheduled [

B routeros-mipsbe
B advanced-tooks

Bdhep
 hotspot
®ipve

® mpls
Sppp
s

6.44.3 Apr[23{2019 12:37:03
6.44.3

Aprf23{2019 12:37:03

Reset Configuration

Run After Reset:

U Cortarse

[ ] CAPS Mode 7l
[] No Default Config > =

["] Do Not Backup
v

/

System -> Reset configuration

This will apply new default firewall
rules, interface lists, basic security
settings etc..

RouterOS Default Configuration
The following default configur has been lled on your router:
RouterMode:

*wmmkumwwﬁmmmmm
wnbssudmmfm (except WAN port etherl)

|»

ht-extension:
LAN Configuration:
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Agenda for next slides:

WAN IP/DNS addresses
Timezone

Date/time via NTP
Loopback bridge

IP pool

o ko=
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WAN IP and DNS addresses for IKE2 VPN server

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings Dashboard Che C k DN S reco rdS .
|| | | Safe Mode Session: | 192,168,881 cPU:1% B Name . Vpn lke2 xyz
A Quick Set .
" e (=1 £ Address: 123.45.67.8
- DHCP Client | DHCP Client Options
% Interfaces
1 Wireless + '
Bridge Interface Use P,,, AddD...|IP Address Expires After | Status v
333 defconf 200 (W) ~ (zsh)
w PPP ether1 yes  yes  123.45.67.824 00:09:33 bound . _
=5 Switch Last login: Tue May 7 11:04:11 on ttys0@0l
. Address List = ~ nslookup vpn.ike2.xyz
BLLES & = Server: 192.168.88.1
= ress: 1972.168. A#53
=P Add 192.168.88.1#53
Routing Address Network Interface v
D 9P123.45.67.8/24  123.45.67.0 etherl - .
System ;31 dereon Non-augtioritative answer:
& Queues P192.168.88.1/24  192.168.88.0  bridge Name : vpn.ike2.xyz
Fi Address: 123.45.67.8
iles
Log E |
o RADIUS
B <, Tools 1item
O )
fea] @ New Terminal
E = MetaROUTER
':) ‘,A, Partition
(@] _ Make Supout.rif
| -
i & 2 items
.& SAllrca) * Set DNS records with your domain name registrar
g O New WinBox control panel

123.45.67.8 1s on WAN 1nterface
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Setup correct timezone "Mportgn;

[ XN ] admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard

Safe Mode | Session:

A& Quick Set
1 CAPsMAN
|# Interfaces

Time:10:09:12 Date:Janj01/1970 CPU:4% M ()

i Wireless

2 Bridge

(52 PPP

== Switch

“I2 Mesh Time | Manual Time Zone

EE8

& Routing ’ Date: |Jan/01/1970
Lo System [V Time Zone Autodetect

Q_ Queues Time Zone Name: | AsiajKuala_Lumpur
| Files —
i GMT Offset: |+08:00

@ RapUs || DST Active

A Tools

Nev Terminal

[ MetaROUTER

"é Partition

| - Make Supout.rif
& Manual

9 New WinBox

System -> Clock
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Setup

auto date/time

admin@®192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session Settings Dashboard
Sesslon: | 192.168,88.1| Time: 12:36:41 Date: May/08/2019 CPU:2% M ()

&> || (4| | Safe Mode

A Quick Set
. CAPsMAN
s Interfaces
4 Wireless
2, Bridee
=a PPP
== Switch
“% Mesh
S
& Routing
. System
& Queues
Files
Log
H RADIUS
A Tools
B New Terminal
* MetaROUTER
¢ Partrion
. Make Supout.rif
€ Manual
) New WinBox

v Enabled
Mode: |unicast
Primary NTP Server:
Secondary NTP Server: 0.0.0.0

0.0.0.0

Server DNSNames: 0.asa.poolntp.org | &
Auto Upgrade 1.asia.pool.ntp.org s
Certificat:
ortvicates 2.asia.pool.ntp.org $
Clock —
Console
Disks : |32s
History 1 1119.28.183.184
Identit
4 Last Update From: |119.28.183.184
LEDs
) Last Update: 00:00:09 ago
License
e 7 Last Adjustment: |3 442 us
Packages Last Bad Packet From:
P d
S Last Bad Packet:
Ports
Last Bad Packet Reason:
Reboot

Reset Configuratpn
Resources
Routerboard Activate NTP client
SNTP Client
Scheduler
Scripts
Shutdown

set =yes

=@.asia.pool.ntp.org,l.asia.pool.n

tp.org,2.asia.pool.ntp.org
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Add new loopback bridge

® [ ] admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard
Ii[ Ig SafeMode | Session: ' cruE B
A5 Quick Set

(= E

i CAPsMAN
8 Interfaces Bridge ‘ Ports MNew Interface
2 Wireless E General ‘ STP VLAN Status  Traffic Find
2, Bridae Tems > Marme: |bridge-loophack | -
Gl 333 defconf Type: |Bridge
) R 4tbridge] b . ‘ 5.2 kbps
== Switch MTU: ‘ v
o0 M h
el Actual MTU: \
&8 1P )
L2 MTL: |
2 Routing )
MAC Address:
G =
ARP: |enabled v
e Queues
-Torch
[ | Files ARP Timeout: | | w
| Log Admin, MAC Address: | |w
2 RADIUS O e
2 t Ageing Time: |00:05:00
N Tools ) 1 item out of 3 . ‘ |
B New Terminal [] 16MP Snooping
4 MetaROUTER || DHCP Snooping
#- Partition
- [v| Fast Forward
| - Make Supout.rif
& Manual
Y New WinBox

/interface
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Set loopback bridge IP address

® ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard

Safe Mode Session: 192.168,88.1 cPU:2% B \i]

Asj Quick Set
i CAPsMAN
| Interfaces Bridge ‘Ports VLANs MSTIs Port MST Overrides Filters MNAT Hosts MDB
i Wireless E E D D @ Settings Find
&, Bridge |Mame : ‘ : |Rx |1+
=3 FPP ;33 defconf IE"Z,
= R 4brid : - 14.8kb
= swtch e | = 12 E T S e
o1 Mesh [Address 4 Network Ilnterface [V
- D ?123.45.6?.3{24 123,45.67.0 etherl
P ! 315 defonf
38 Routing ) 9°192.168.88.1/24  192.168.88.0
o) System ) New Address
& Queues Address: |TNEROER
[ Flles ¢ _ '
2 items out of plear]10.0.56.0 “ 7 d d
Log - — / 1p da
== Interface: ‘bndge-loopback H v
) rapius
A Tools ) =1@-@-88.1/24
|| New Terminal - .
ST interface=bridge-loopback
#. Partition -10.0.88.0
- L ] L ] [ ]

| ., Make Supout.rif
& Manual enabled
Y New WinBox
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Add new IP Pool for ike2 VPN clients

LK

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipshe)

Session  Settings Dashboard

0 [cx] [ safemode | sesson152.168.8.1

A Quick Set

i CAPsMAN

|i#8 Interfaces

i Wireless

s, Bridge

©o PPP

== Switch

915 Mesh

&gl 1P I
< Routing [
o0 System I
Q Queues

| |Files

| Leg

7 RADIUS

A Tools f
@ New Terminal
& MetaROUTER
#- Partition

| .. Make Supout.rif
& Manual

Y New WinBox

[#][=] [v][x] (=] [¥]

]Address 4 Network [Interface

P 10.0.88.0/24 10.0.88.0 bridge-loopback.

i3 g5 £7 2l2d 12245 €7 0 thort

Pools | Used Addresses

[#]|=] =7

|Name A 1Addresses
‘ﬁ’default-dhcp 192.168.85.10-192,1658.88.254

New IP Pool

Addresses: |10.0.88.2-10.0,88.254 /%

Cancel

Mext Pool: [none [3] &

Apply
Comment

Copy

Remove

cPUif1%e B3
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Agenda for next slides

Generate CA
Generate server SSL
Generate client SSL
Export client SSL

s W~

Nikita Tarikin / nikita@tarikin.com [



admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session Settings Dashboard

K || 4| | Safe Mode

Aay Quick Set
i CAPsMAN
i Interfaces
. Wireless
7, Bridge
2 PPP
== Switch
15 Mesh
25s] TP
Routing
System
@ Queues
| Files
Log
%) RADIUS
%, Tools
| New Terminal
- MetaROUTER
@ Partition
. Make Supout.rif
&9 Manual
Y New WinBox
B Exit

>

O
a4]
=
7))
e

7
]

o)
o

Session: | 192,168.88.1

Generate CA SSL certificate

Key Usége: v digital signature

v/ key endpherment
v  key agreement

v| data enciph@spent
v key cert. sign

Certificates  SCEP Servers SCEPRA Reque

Issuer:

General | Key Usage Status

Name:

Counkry: MY
State: | Selangor

Locality: | Cyberjaya

Organization:

. Unit:
0 itemy

Common Mame:

Subject alt, Name:

Key Size:

Days Yalid:

IKE2.xy2

ca.ikez.xyz

DNS

2048

3650

¥

: ca.ike2.xyz

N b

+

;

v crl sign encpher only

decapher only dves

server gated arypto ocsp sign

timestamp ipsec user

ipsec tunnel ipsec end system
CPU:1% . email protect code sign

tls dlient tls server

(=] E3

H
=~

Y

Cancel
Apply
Copy

Remove
Sign
Sign via SCEP

Card Reinstall
Card Verify
Set CA Passphrase
Export
Revoke

cAv

Copy
Remove
Sign
Sign via SCEP

Import

Card Reinstall

/certificate add name=CA.ike2.xyz

country=MY state=Selangor

locality=Cyberjaya

organization=IKE2.xyz common-

name=ca.ike2.xyz subject-alt-

name=DNS:ca.ike2.xyz key-size=2048

days—-valid=3650 trusted=yes key-

usage=digital-signature, key—

encipherment,data—-encipherment, key-

cert-sign,crl-sign

R —

———————
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admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipshe)

o) ®
Session  Settings Dashboard
Lod (e Safe Mode Session: |192.168.88.1 cruze B3
A5 Quick Set O]
1 CAPsMAN =
Certificates ISCEP Servers SCEPRA Requests OTP CRL
| Interfaces @E
I Wireless Iﬂ = ‘K " stat L E
ey Usage 5
i Bridge //—\\ .
A Name: | CA.ike2.xyz
== PPP I Cancel
=5 Switch
= Apply
“15 Mesh
= 1P )
% Routing I Certificate: |
(37 System ) CA:
9 Queues CA CRL Host: - Close —
|| Files Progress:
|| Log Orgal
@ RaDIUS ¢ Unit: =
@ 1 item
N Toos Common Name: | ca.ike2.xyz Ealterhy
Subject Alt, Name: DNS H *|: [ca.ikez.xyz ] s SetCARospivase
¥4 MetaROUTER
i - Export
@ Partition Key Size: | 2048 3
Make St
Ly Make Supout.i Days Valid: |3650
& Manual
Y New WinBox
[ Exit

Self-sign CA SSL certificate (Certificate Authority)

/certificate sign CA.ike2.xyz

Nikita Tarikin / nikita@tarikin.com [



New Certificate [=1 23

1F1 General Key Usage | Stat
Generate server SSL certificate —
I Key Usage: digital signature content commiment
— — — key encipherment data encpherment \ e
key agreement key cert. sign oo
crl sign encipher only
[ ] admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mips decipher only dves Copy
;. ~ server gated crypto ocsp sign
Session Settings Dashboard : e S e
X> || 4| | SafeMode = Session:|192.168.88.1 Pt B ipsec tunnel ipsec end system =
) i o el
A Quick et Ol Bt EEmne Sion vio SCEP
3 CAPsMAN New Certificate =] E3 Import
8 Interfaces General |Key Usage Status
.
o Wireless Ty
1, Bridge — _I l Cancel ‘
=2 PPP l Apply . . 0
= Switch = /certificate add name=vpn.ike2.xyz
15 Mesh
—_ i country=MY state=Selangor
< Routing i | Selangor . .
% system  [Coerens locality=Cyberjaya
Fies - & = organization=IKE2.xyz unit=VPN
o
°g 0 0
’ﬂ RADIUS Common Mame: |vpn.ike2.xyz Common—name=Vpn ] lkez ] XyZ SUb] eCt—
g < Tools L] Subject Alt, Mame: |DNS ¥ | :|vpn.ke2.xyz $ .
B e Terminal —_— [ oo | alt—-name=DNS:vpn.ike2.xyz key-
B=] | MetaROUTER Reisizeli2048 AT s . .
B 0. partition Days Valid: 1095 [ ] s1ze=2048 dayS—Valld=1095
)]
f@] - Make Supout.rif
Pl € Manual trusted=yes key-usage=tls-server
% Y New WinBox
o Exit
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Sign server SSL certificate with CA.ike2.xyz authority

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard
X || (4| | Safe Mode Session: |192.168.88.1 Ui B
As Quick Set =
i CAPsMAN [=1/E3|
|### Interfaces General ‘Key Usage  Status
1 Wireless MName: ‘vpn.ikeZ.xyz _
i1y, Bridge P = Cancel
== Switch
“15 Mesh
S " R
e P Country: k emove
2 Routing I State:
w57 System Locality: [ Sign via SCEP
& Queues Organization: CA CRL Host: | s l Close I Import
Files
- Unit: E Progress: | Card Reinstall
| Log
J'fi RADIUS A Common Name: ‘vpn.ikez.xyz Gz
c 2
g A Tools | subject Alt, Name: |DNS | ® ]t |vpn.ke2.xyz '* P Rl
EJHeaRoUTER e =
¢ Partition Days Valid: [1095

| ., Make Supout.rif
&) Manual
= Y New WinBox

B Exit

/certificate sign vpn.ike2.xyz

ca=CA. ike2.xyz
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Client certificate template e -
p - —
=y Usage: [ lidigkal sgnature content commitrent
key encipharment data encipherment Cancel
key agreement. key cert, sign Apply
= crl sign encipher only
9] admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe) decipher only dves Copy
Session Settings Dashboard server gated crypto ocsp sign
timestamp ipsec user Remove
|| 4 | SafeMode  Session: 192.168.88.1 cru:0% W e et el G on
emal protect code sign
A Quick Set =5 < tls chent e Sign via SCEP
1. CAPsMAN .[MC ficate

8 Interfaces
4 Wireless
-, Bridge
o PPP
== Switch
Mesh
25l [P
Routing
System
Q Queues
Files
Log
@ RADIUS
%, Tools
2 § @ New Terminal
< MetaROUTER
= @ partition
. Make Supout. rif
d &9 Manual
B (Y New WinBox

#] ! Exit

o General KeyUsage Status
WEEE- client-template@vpn. ke2. xyz2)

K4
K =
y: MY
e: |Selangor
y: Cyberjaya
Orga IKE2.xy2
“
2 Common Name: | ~client-template@vpn.ike2, xyz
B Subject Ak. Name: |Email + | ~chent-template@vpn.ike2, xyz s
Key Size: 2048 ¥
Days Valid: 365

Cancel

Apply

Copy
Remove
Sign
Sign via SCEP
Import
Card Renstall
[ Card Verify |
Set CA Passphrase
[ Export

Revoke

/certificate add name=~client-
template@vpn.ike2.xyz country=MY
state=Selangor locality=Cyberjaya
organization=IKE2.xyz common-
name=~client-template@vpn.ike2.xyz
subject-alt-name=email:~client-

template@vpn.ike2.xyz key-size=2048

days-valid=365 trusted=yes key-

usage=tls—client
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Generate client SSL certificate from template

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Settings Dashboard
Safe Mode Session: 192.168.88.1 CPU: 0% |
wick Set
APSHAN Generdl | Key Usage Status
terfoces [ x
Name: |~dlient-template@vpn.ike2.xyz
Vireless Cancel
vidge
Appl
op General | Key Usage Status \Il 'j\\ seet?
witch Name: |c1@vpn.ike2.xyz Copy
Cancel

lesh -] Remove
outing Issuer: = Copy Sign via SCEP
ystem

Country: |MY Remove Import
ueues
dos Stake: |Selangor Sign Card Reinstall
og Localty: Cyberjaya Sign via SCEP Card Verfy ) . i
iz R =2 e = | o orpetees /certificate add copy-from=~client-

v

ools Uniit: Card Reinstall Export 0
i — . template@vpn. ike2.xyz
et sROUTER Common Name: |c1@vpn.ike2.xyz kbt Revoke
artion Subject Al Name: [Emai %) :[c1@ven ez xyz D || e name=cl@vpn.ike2.xyz common-
\ake Supout.rif 045 = Export

ey Size: | 204 +* _ . .
anual Revoke name=cl@vpn.ike2.xyz subject-alt-

) Days Valid: 365
lew WinBox
@ name=email:cl@vpn.ike2.xyz
trusted
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Sign client SSL certificate with CA.ike2.xyz authority

& admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard
M ﬂ Safe Mode | Session: [192.168.88.1 CPU::Z%
Ay Quick Set
1 CAPsMAN
|8 Interfaces F General | Tl | S
1 Wireless —
' [ Name: |c1@vpn.ike2.xyz
=a PPP d Apply
= Switch
o2 Mesh Issuer: Sign (Running) ‘
5l P Country: | Certificate: [cl@vpn.ikez.xyz ‘ Remove
<. Routing State: |54 ChA: lCA.ikeZ.xyz Sign
t53 System Locality: CA CRL Host: I Sign via SCEP ‘
Queues .
| Files
L Unit: Card Reinstall
J Log )

~* -
ERRCUICS Common Mame: |c1@vpn.ike2.xyz Sk

y N Tools Subject Alt, Mame: |Email H 3‘ i [c1@vpn.ike2.xyz ‘ s e |

& @ tlew Termina v . /certificate sign
4 MetaROUTER Key Size: |2048 H v

L Days valid: 365 cl@vpn.ike2.xyz ca=CA.ike2.xyz
., Make Supout.rif
&) Manual

=4 9 Hew WinBox
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Export client SSL certificate + private key to .p12 file

@ admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard
LRl ] Safe Mode Session: | 192.168,88.1 CPU: 1% HE

A% Quick Set [Al[x]

1 CAPsMaN @E

e B

i Wireless Name: | cl@vpn.ike2.xyz E

. Cancel

. 1y, Bridge —I

=2 PPP Apply

R foser

“15 Mesh (/

= : Country: MY Remove
=2
o System ) Localit Certificate: + Export Sign via SCEP
Q Queues Organizatior] Type: PKCS512 ¥ ’ Import ‘
| Files Unil Export Passphrase: |****#kk*  Keep in secret | & l Card Reinstall
Log \ cotverry | /certificate export-certificate
o RADIUS Common Name: | c1@vpn.ike2.xyz »
A Tools [ | Subject Alt, Name: Email i cl@vpn.ike2.xyz E = C 1@V p n. l ke 2 . Xy VA ‘t y p e= p k CS 1 2

B New Terminal _ Export .
| MetaROUTER N export-passphrase=keepinsecret

> D Valid: | 365
# Partition avs Tl
B | . Make Supout.rif | Trusted
& Manual
~ New WinBox
O : private key issued
Exit
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Generate various client SSL certificates from template (example)

[ XON ) admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
| Session  Settings Dashboard

SafeMode| Session:

A5 Quick Set O]
[; ;:::::: Generdl |Kev b | Sl Certificate <alex@nsc.ru>
T Wireless Name: Ifrontdoor@rkn.govmu | C General |Kay Usage Status
i Bridge Name: |E{ELEREN
=2 PPP General | Key Usage Status
=2 Switch fesuer Name: \webmaster@yasdelie.ru
“13 Mesh Country: K Issuer:
=P : B I@ Country: IRU ] /—\
4 Routing I Localty: [Moscow | Issuer: ’
&3 system N o . State: INovosibirsk oblast ]
& Queues GBI @ Country; |RU Locality: |Akademgoradok |
<t Dot1X ez : State: |Kaliningrad Organization: [IKE2.xyz |
|| Files Common Name: @ Locality: IKaIiningrad Unit: [ ] Card Reinstall
; :':JDIUS Subject Alt, Name: @ Orgarizall::: :VaneIie eb development Common Name: Ialex@nsc.ru l
X‘« Tools I Key Type: : . Subject Alt, Name: IEmaiI ”ﬂ :Ialex@nsc.ru ‘ s IMI
) New Terminal Key Size: @ Common Name: Iwebmaster@yasdelie.ru P |RSA | Export
3 ::e u:upout.rif Days alid: E Subject Alt. Name: IEmaiI || 3] 8 Iwebma' p—— |2043 ”i'
9 New WinBox Key Type: | Days Valid: |365 |
B o | [aut] Key Size: |2048

Days Valid: 365 ! I I |




Export CA SSL certificate .crt file

@ admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard
|| 4 Safe Mode Session: 192.168.88.1 CPU:|2% .j |
AS Quick Set 1l x]
i CAPsMAaN @EI
OK
i Wireless Name: | Ch.ike2.xyz v
) —— Cance|
. 1, Bridge _] __
=i PP Apply
e fssver: =
1§ Mesh (/
" Couniry: e
o2
) System Localit: Certificate: [@ e ¥ Sign via SCEP
Q Queues Organizatior] Type: |PEM ¥ Cancel Import
| Files Uni| Export Passphrase: DO NOT SET v l Card Reinstall
- | \cordveriy |
Verif:
o RADILS Common Name: | ca.ike2.xyz Gallis »
P 4 Tools | Subject Alt, Name: DNS i ca.ike2,xyz Set|CA Passphrase —
oF
e8] B0 Mew Terminal
= Key Size: 2048
= L Days Yalid: | 3650
ks ¢ Partition
‘C' . Make Supout.rif | Trusted
4(1: &) Manual
- New WinBox
C © private key authority trusted
e [ Exit

/certificate

export—certificate CA.ike2.xyz

type=pem
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Download exported SSL certificates

[ NON | admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

| Session  Settings Dashboard |

Session: [192,168,88.1] cruor, WY

A Quick Set Certificates
i CAPSMAN Certificates | SCEP Servers SCEPRA Requests OTP CRL.

8 Interfaces EE | Import H Card Reinstall ” Card Yerify H Revoke || Create Cert, Request || Settings |
L Wireless

|Name s |Common Mame ISubiect Al Name IKey Size |Days valid |Trusted ICA |V
5, Bridge KAT  CA.ke2.xyz ca.ike2. xyz DNS:ca.ike2. xyz 2048 3650 yes

CA.ike2.

KI  cl@v - -
C L KI i [=] E3 |ryey

= S E] | Backup H Restore I |Up|oad... |

Mesh
o P—MV ﬁ!dlype |size |creation Time| v
EER = cert_export_Ch.ike2.xyz.crt .o file 13598 May/08{2019 1
ﬂ Routing | cert_export_c1@vpn.ike2.xyz.pl2 .o file 36856 May/08/2019 1

o __IFlask disk Jan/01/1970 0
&g System [flashjpub directory May/24/2017 O
Q Queues [Dflashjsking directory Janf01{1970 0

| Files >
| Log

H rADIUS

%, Tools

[ Mew Terminal
{4 MetaROUTER |

- partition 12.3 MiB of 16.0 MiB used |23% o
| . Make Supout.rif

&) Manual

9 New WinBox
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RSA key

SSL Server
ﬁ Digital signature
SSL Client /
Pre-shared-key /

IP pool

@ Peer profile

Auth method

IKE1
Exchange mode

@9 Identity

IP address

© Policy template group O Policy template

@ Modeconf

Splitinclude

Setup Mode Configs
Setup Peer Profiles
Setup Peers

Setup Proposals
Setup Policy Groups
Setup Policy Template
Setup Identities

N ok D~
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What's new In 6.44

*) ipsec - added account log message when user is successfully
authenticated;

*) ipsec - added basic pre-shared-key strength checks;

*) ipsec - added new "remote-id" peer matcher;

*) ipsec - allow to specify single address instead of IP pool under
"mode-config";

*) ipsec - fixed active connection killing when changing peer
configuration;

*) ipsec - fixed all policies not getting installed after startup (introduced
in v6.43.8);

*) ipsec - fixed stability issues after changing peer configuration
(introduced in v6.43);

*) ipsec - hide empty prefixes on "peer" menu;

*) ipsec - improved invalid policy handling when a valid policy is
uninstalled;

*) ipsec - made dynamic "src-nat" rule more specific;

*) ipsec - made peers autosort themselves based on reachability status;
*) ipsec - moved "profile" menu outside "peer" menu;

*) ipsec - properly detect AES-NI extension as hardware AEAD;

*) ipsec - removed limitation that allowed only single "auth-method"
with the same "exchange-mode" as responder;

*) ipsec - require write policy for key generation;

*) ike2 - added option to specify certificate chain;

*) ike2 - added peer identity validation for RSA auth (disabled after
upgrade);

*) ike2 - allow to match responder peer by "my-id=fqdn" field;

*) ike2 - fixed local address lookup when initiating new connection;
*) ike2 - improved subsequent phase 2 initialization when no childs
exist;

*) ike2 - properly handle certificates with empty "Subject";

*) ike2 - retry RSA signature validation with deduced digest from
certificate;

*) ike2 - send split networks over DHCP (option 249) to Windows
initiators if DHCP Inform is received;

*) ike2 - show weak pre-shared-key warning;
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Key ipsec changes in RouterOS 6.44

*) ipsec - added new "remote-id" peer matcher;

*) ipsec - allow to specify single address instead of IP pool under "mode-config";
*) ipsec - moved "profile" menu outside "peer" menu;

*) ipsec - removed limitation that allowed only single "auth-method" with the same
"exchange-mode" as responder;

*) ike2 - added option to specify certificate chain;

*) ike2 - added peer identity validation for RSA auth (disabled after upgrade);
*) ike2 - allow to match responder peer by "my-id=fqdn" field;

*) ike2 - send split networks over DHCP (option 249) to Windows initiators if
DHCP Inform is received;
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IPSec structure Before 6.44

Peer profile

RSA key
SSL Server
TN RSA signature e
SSL Client ) Auth method Exchange mode
/ Y
Pre-shared-key \ IKE2

1P pool

Policy template group ]—[Policy template ]—(Proposal]

|P address

splitinclude Modeconf

RSA key

After 6.44
SSL Server
ﬁ Digital signature @ Peer profile
SSL Client ) Auth method
IKE1

Pre-shared-key Exchange mode

@9 Identity

IP address

© Policy template group O Policy template O Proposal

@ Modeconf

Splitinclude




IPsec Mode Config <modeconf vpn.ike2 . xyz> [=]

WELHnodeconf vpn.ike2 . xyz

¥| Responder

Address Pool: |pool vpn.ike2.xyz | % & Apply

1. Setting up new IPSec mode config

[ ] admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session Settings Dashboard Address: v Copy
O [ 4| | safeMode | Session: [192.168.88.1 cPuijzen M (5 fess PreficLength: |32

A& Quick Set Split Include: | 192,168.88.0/24 s+

1 CAPsMAN @E] System DNS

98 Interfaces Policies Proposals Groups Peers Identities Profles RemotePeers Mode Configs |Installed SAs Keys Static DNS: |10.0.88.1 a

3 Wireless + '

4+ Bridge Name Resp... |#Address Pool Address Address Prefi. .| Split Include SyvY

3 ppp request-only no

= Switch

_'— ::esh Config =1E

Radtng Mame: |modeconf vpn.ike2.xyz oK

T E /ip ipsec mode-config

& queues Address Pool: pool vpn.ike2.xyz | ¥ | & Apply add a d d ress —pOO 1.=II pOO 1
Files

— Address: ~ n .

Log N , [ oo | vpn.ike2.xyz" address-prefix-

) RADIUS Address Prefix Length: |32_ m

& Toos . Split Include: |0.0.0.0/0 s » le gth=32 name="modeconf

: ke System DNS
@ New Terminal ) . .
| MetaROUTER Static DNS: |10.0,88.1 s vpn. ike2. Xyz Sp-l.l‘t—
[/ iti . .
ST include=0.0.0.0/0 static-
L dns=10.0.88.1 system—dns=no

Y New WinBox

T —
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. Setting up new IPSec peer profile

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard
|| Ca Safe Mode Session: |192.168.88.1 CPU:|0% E
& Quick Set : : .
Aa Quickse New IPsec Profie O] /ip ipsec profile add dh-
1 CAPsMAN -
- WEVEHE v ofile vpn. ike2.xy2] OK
= Interfaces I I (=IE3 group=modp2048,modp1536,modp10
1 Wireless Proposals  Grou e 25 = L Cancel ‘ s Keys
i Bridge + 7 Encryption Algorithm: || des 3des Apply ‘ 2 4 enc-—
S V| aes-128 vl aes-192 ) )
= Mame v| aes-256 blawfish Copy pposal C... - 0
o s mese  Dboufih | conr | P algorithm=aes-256,aes-192,aes-
15 Mesh camellia-256 .M .
= 1P DH Group: modp768 v modpl024 128 haSh—a 190 rlt hm:Sh8256
Routing ec2nlss ec2nlss
3 —n . . "
et g kA name="profile vpn.ike2.xyz
o modp3072 || modp4096
a Queues modp6144 modp8192
. T nat—-traversal=yes proposal-
o ) ecpS21
0 —
g _ check=obey
of) RADIUS Proposal Check: |obey ¥
P 4, Tools Lifetime: | 1d 00:00:00
[% [ Mew Terminal Lifebytes: v
;C— < MetaROUTER 1 item
> #° Partition v| NAT Traversal
V) , =
18] | . Make supout.ri DPD Interval: 120 ¥ s
21_ & Manual DPD Maximum Failures: 'S
=
ok New WinBox
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3. Setting up new IPSec peer on public IP address

. ® admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)
Session Settings Dashboard
[ Safe Mode Session: |192,168.88.1 CPU: 2% |

A Quick Set
1 CAPsMAN

] E

Peers it i i i
8 Interfaces Groups Identities Profiles  Active Peers Mode Configs  Installed SAs  Keys ...

4 Wireless + 'S
2, Bridge # MName Address Local Address Profile Exchange. .. >
=7 PPP

5 Switch
Mew IPsec Peer

NEIEHeer 123.45.67.8) OK

Address: v Cancel

15 Mesh
=5 Ip

< Routing
o System Port: 7 Apply

& Queues Local Address: |123.45.67.8
¢j» Dotix

Disable

Profile: |profile vpn.ike2, xy2

___|Files —
Exchange Mode: |IKE2 3
Log Copy
V| Passive

v| Send INITIAL_CONTACT

Comment

Bl el

L RADIUS 0 items Remove

%, Tools
@ New Terminal
| Make Supout. tif
i} & Manual
4 (9 New WinBox

enabled

Accepting clients from all IP
addresses 0.0.0.0/0

Accepting clients on public IP address
123.45.67.8

/ip ipsec peer add exchange-
mode=ike2 address=0.0.0.0/0
local-address=123.45.67.8
name="peer 123.45.67.8"

passive=yes send-initial-

contact=yes profile="profile

vpn.ike2.xyz"
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4. Setting up new IPSec proposal

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings Dashboard

|| Ca Safe Mode

A Quick Set
1 CAPsMAN
@ Interfaces
i Wireless
&, Bridge

o PPP
== Switch
12 Mesh

Routing
o System
Q Queues
__| Files
Log
o) RADIUS

%, Tools
[ Wew Terminal

< MetaROUTER
# Partition

| Make Supout, rif
&) Manual

1ter0S WinBox

o4 New WinBox

Session: |192.168.88.1 CPU: 1% | I
Policies Proposals ' Groups Peers Identities Profles Remote Peers Mode Configs Installed Sas ...
& o
Name New IPsec Proposal =1 E3 s =

* default Mame: |proposal vpn.ike2.xyz
Auth, Algorithms: || mdS V| shat Cancel
null vl sha256 r
v shas12 Apply
Encr. Algorithms: null des E
3des V| aes-128 cbc
aes-192cbc |V aes-256 cbe E
blowfish twofish I’
emove

camellia-128 camellia-192

camellia-256 v 3 ctr

1 item Lifetime: |08:00:00 -

PFS Group: |none ¥

enabled

/ip ipsec proposal add auth-
algorithms=sha512,sha256,shal
enc-algorithms=aes-256-
cbc,aes-256-ctr,aes—256-

gcm,aes—-192-ctr,aes-192-

gcm,aes—-128-cbc,aes-128-

ctr,aes-128-gcm lifetime=8h
name="proposal vpn.ike2.xyz"

pfs—group=none
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5. Setting up new IPSec policy group

O ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard
m @ Safe Mode | Session: cPUo  H (5

As Quick Set
. CAPsMAN @E

(8 Interfaces Proposals Groups lPeers Identities Profiles Remote Peers Mode Configs Installed SAs Keys ...

i Wireless E E Findg

Name [ [~
default

7, Bridge
=2 PPP

=2 Switch

o g Mesh : Mew IPsec Group [=] / l p l p S e C
P Name: |group vpn.ike2.xyz oK

add

2 Routing )
|

o7 System

e Queues

|_|Files

) RADIUS

A, Tools )

||| New Terminal
¥4 MetaROUTER

P Partition

| . Make Supout.rif
& Manual

Y New WinBox
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6. Setting up new IPSec policy template

@® admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

Session Settings Dashboard

NI e Safe Mode

Session: |192.165,558.1

A& Quick Set

1 CAPsMAN
8 Interfaces
1 ‘Wireless
& i, Bridge
=2 PFP
= Switch
12 Mesh
S 1P
< Routing
o0 System
Q Queues
<5 Dot1X
___|Files

Log
HL RADIUS

1 item

%, Tools
B New Terminal
| Make Supout.rif
& Manual
=l LY New WinBox

[ Exit

terOS WinBox

Ro

MNew IPsec Policy

General | Action Status

Src. Address:
Src. Port:
Dst. Address:
Dst, Port:

Protocol:

Group:

enabled

Mode Configs ...

v Apply
10.0.88.0§24 Diszble
v
255 (ally *
V| Template Remove
group vpn.ike2.xyz ¥

Mew IPsec Policy

General Action | Status

v
Action:

¥ Cancel
IPsec Protocols: |esp ¥ Apply
Proposal: |proposal vpn.ike2.xyz ¥

Disable
Comment
Copy

Remove

AN

enabled

/ip ipsec policy add template=yes
dst-address=10.0.88.0/24
protocol=all src-address=0.0.0.0/0
group="group vpn.ike2.xyz"

proposal="proposal vpn.ike2.xyz"
ipsec—protocols=esp action=encrypt
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7. Carefully assembling IPSec identities for each client

@ admin@192.168.88.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

sion  Settings Dashboard

] Session: [192.168.88.1/ CPUi2e M (T
As Quick Set @E

i CAPsMAN

Peer: 45, ' Peer: 123.45.67.5
| Interfaces S eer Ipeer oK
T Wireless Auth. Method: |digital si - T . Method: |digita| signature Cancel
[ 1l
-, Bridge igital si v
@ 5reg Certificate: |vpn.ike2.xyz Auth, Method: |digital signature K3 Cancel ertificate: |vpn.ikeZ.xyz Apply B3
=2 PPP <
L)
Remote Certificate: |frontdoor@rk ertificate: |alex@nsc.ru Disable e
== Switch Certificate: |vpn.ike2.xyz Apply I 3
o0 ; Comment '
13 Mesh Policy Template Group: |group vpn.ikg Remote Certificate: [admin@vpn.ikeZ.xyz Disable bte Group: Igroup vpn.ike2 xyz
25l Ip I . . Copy
= Notrack Chain: ) - Comment | fack Chain:
% Routing I Policy Template Group: [group vpn.ikez, xyz ¥ copy Remove 2,
(25 System ) My ID Type: |auto Notrack Chain: l - b ID Type: Iauto 4(_-5’
Remove O
& Queues My ID Type: |aut ©
&' Dot1x Remote ID Type: |user fqdn ¥ (B2 U0 E ID Type: |user fgdn o
i +
i Remate ID: |frontdoor@rid emote ID: |alex@nsc.ru 5
L Files : Remote ID Type: [user fgdn l 8 é'J
Lo Match By: |certificate |Match By: |certificate =
L) o0 i [certficate | Remote ID: |admin@vpn.ike2.xyz v | 0 %
S RADIUS ” -
@ ; Mode Configuration: |modeconf vp Match By: | certificate Figuration: |modeconf vpn.ike2 xyz | ¥ & = +
%, Tools | o | N o
A Generate Policy: |port strick fate Policy: |port strict
B8] New Terminal L Mode Configuration: [modeconF vpn.ike2. xyz ‘E - v P Q 8
i enabled =
| SEsa et ‘ Generate Policy: lport strict ” ﬂ
& Manual
‘enabled
Y New WinBox
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. Carefully assembling IPSec identities for each client

.1 (MikroTik) - WinBox v6.45.2 on hAP lite (smips)

/ip ipsec identity add auth-method=digital-
cPUifee. W

[=]|E3

signature certificate=vpn.ike2.xyz remote-

certificate=admin@vpn.ike2.xyz generate-

«

Peer: |peer 123,45.67.5 0

K . . .
v 123.45.67.8> [=] E3 policy=port-strict match-by=certificate mode-
. Method: |digital signature ¥ Cancel
: s [ o ] ==l - . : .
' config="modeconf vpn.ike2.xyz" peer="peer
o flineer 123.45.67.8 ¥ | f d f ke2.xy p p
e = = A
hod: |digitel signature = B Vo0 k=2 %2 Al | fonk | 123.45.67.8" policy-template-group="group
- —a ertificate: |alex@nsc.ru i Disable
ate: |vpn.ike2.xyz Y- vpn.ike2.xyz" remote-id=user-
, - - Comment |
ate: |admin@vpn.ike2, xyz - e Group: |group vpn.ike2 xyz fqdn:admin@vpn.ike2.xyz
= : c c
_ e, 3] oo |
oup: |group vpn.ikez, xyz E— ‘
1ain: - ID Type: auto -
' ' /ip ipsec identity add auth-method=digital-
Remove
ype: |auto ¥ E ID Type: |user fqdn ¥ signature certificate=vpn.ike2.xyz remote-
= emote ID! |alex@nsc.ru certificate=alex@nsc.ru generate-policy=port-strict
vpe: |user fgdn -
. 1D: [admin@vpn keZ.xyz i * match-by=certificate mode-config="modeconf
1 By: |certificate ¥ Figuration: |modeconf vpn.ike2.xyz | ¥ & vpn.ike2.xyz" peer="peer 123.45.67.8" policy-
te Policy: |port strict v

template-group="group vpn.ike2.xyz" remote-id=user-

tion: |modeconf vpn.ike2.xyz | ¥ | &

«

licy: |port strict fqdn:alex@nsc.ru

T ———————
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\
(\a(\ Accept
Drop

Empty FIREWALL filter

O
V“
admin@192.168.88.1 (MikraoTik) - WinBox v6.44.3 on mAP lite (mipsbe) Q‘$
35 Dashboard QO
eMode | Session: cruiize W
:I Firewall =83
. Fiter Rules |NAT Mangle Raw Service Ports Connections Address Lists  Layer7 Protocols
[EHEI | 00 Reset Counters H 00 Reset All Counters l Find all |?|
# | |acton [chain |Src. address |Dst. address |Pratacol |src. Port |Dst. Port |In. Int... [out.| v
311 special dummy rule to show Fasttrack counters
0D o pas... forward
EMPTY FIRELWALL = ALLOW ALL 123.45.67.8/24
N
r RouterOS Router
192.168.88.1/24
N
minal
UTER
spout. Hf
Box
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RouterOS 6.45+ default configuration firewall overview

Firewall = E3
Filter Rules |NAT Mangle Raw Service Ports Connections AddressLists Layer7 Protocols
E |00 Reset Counters “00 Reset All Counters | [
# | |Action [chain |Src. Address [Dst. Address |Protocol [Sre. Part  [Dst. Port [In. Int... [Out. L., [In. Int... [Out. L., [Src. A.. [Dst. ... [Bytes  Packets |w
;3 defconf: accept established,related,untracked
1 o acc... input 5.5 MiB 61567
;33 defconf: drop invalid
2 HKdrop input 341 B [3
;13 defconf: accept ICMP
3 o acc... input 1 (icmp) 0B 0
;13 defconf: accept to local loopback (for CAPsMAN)
4 o acc... input 127.0.0.1 0B 1]
;33 defconf: drop all not coming from LAN
S HKdrop input ILAN 201.2KiB 109
S items out of 12
Firewall = E3
Filter Rules |NnT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols
E]E [Z. IOO Reset Counters Hoo Reset All Counters |

' |Bytes

# | |action [Chain |Src. Address |Dst. Address |Protocol [Src. Port  [Det. Part |In, Int... [Out. L., [In. Int... [Out. I... [Src. A... [Dst. A.. |Packets |
;33 special dummy rule to show fasttrack counters
0D pas... forward 190,5MB 306 733
;33 defconf: accept in ipsec policy
6 o acc... forward 0B 0
;33 defconf: accept out ipsec policy
7 o acc... forward 0B 0
;11 defeonf: Fasttrack
g bpfas... forward 8.0 MiB 53920
;11 defconf: accept established,related, untracked
9 o acc... forward 8.0 MiB 53920
;33 defconf: drop invalid

10 HKdrop  forward 1060.4 KiB 1893
;33 defconf: drop all From WaN not DSTNATed

11 HKdrop Forward WAN 0B 0

7 items out of 12
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#Input Chain Rules

/ip firewall filter

add action=accept chain=input comment="defconf: accept established, related,untracked" connection-
state=established, related,untracked

add action=drop chain=input comment="defconf: drop invalid" connection-state=invalid

add action=accept chain=input comment="defconf: accept ICMP" protocol=icmp

add action=accept chain=input comment="defconf: accept to local loopback (for CAPsSMAN)" dst-address=127.0.0.1
add action=drop chain=input comment="defconf: drop all not coming from LAN" in-interface-list=!LAN

#Forward Chain Rules

/ip firewall filter

add action=accept chain=forward comment="defconf: accept in ipsec policy" ipsec—-policy=in, ipsec

add action=accept chain=forward comment="defconf: accept out ipsec policy" ipsec-policy=out,ipsec

add action=fasttrack-connection chain=forward comment="defconf: fasttrack'" connection-state=established, related
add action=accept chain=forward comment="defconf: accept established, related, untracked" connection-
state=established, related,untracked

add action=drop chain=forward comment="defconf: drop invalid" connection-state=invalid

add action=drop chain=forward comment="defconf: drop all from WAN not DSTNATed" connection-nat-state=!dstnat

connection-state=new in-interface-1ist=WAN




Setting up
Firewall

1. Default firewall
overview
2. Allow IPSec

Default firewall overview

Accept 2
Drop @VQ"
&
N e/ PREYN
) src-hat
&V‘
123.45.67.8/24 %
ouT RouterOS Router '
ouT

192.168.88.1/24
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Allow IPSec

INPUT:

+ IPSec-esp
+ UDP 500
+ UDP 4500

$
- sre-nat s
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Firewall filter rules for IPSec packets

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipshe)

gs  Dashboard

fe Mode
et
AN

Ces

5

rminal
DUTER

n
upout.rif
|

inBox

Reset All Counters

Session: 192,168.88.1 cPuijov. W
[=1E3 o=
Fiter Rules | AT Maq Ccnerdl | Advanced Extra Action Statistics
# Action | Chai Src. Address: Apply ot L., In. Int..|w
;33 defconf: accept eg )
1 acc... inp Dst. Address: 123.45.67.8 ’m‘
111 defeonf: drop inval
2 HKdrop input Protocal: udp 2 \%‘
;33 defconf: accept IQ —
;33 defconf: drop all Dst. Porti 50,4500 ’W‘
4 Hdrop  input s 2 AN
Any. Port: Reset Counters

.
4 items out of 11

In. Interface:

Out. Interface:

In. Interface List:

Out, Inkerface List:

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
Connection State:

Connection NAT State:

enabled

Comment for New Firewall Rule
Allow UDP 500,4500 IPSec for

123.45.67.8

|

[=] E3

(o |
Cancel

INPUT chain

+ UDP 500
+ UDP 4500

/ip firewall filter add place-
before=[ find where

comment~"defconf: drop all not

coming from LAN" ] protocol=udp dst-

port=500,4500 dst-
address=123.45.67.8
chain=input comment="Allow UDP
500,4500 IPSec for 123.45.67.8"

action=accept
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Firewall filter rules for IPSec packets

\  Settings Dashboard

¥ Safe Mode

- Quick Set
CAPsMAN
| Interfaces
Wireless
, Bridge
, PPP
Switch
Mesh
P
Routing
System
) Queues
Files
Log
RADIUS
Tools
New Terminal
{ MetaROUTER
Partition
Make Supout.rif
' Manual
| New WinBox
Exit

INPUT chain

admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session: 192,168,881 cruitv W
[=]|E3
General |Advanced Extra Action Statistics =
- I Chain: |input * Cancel
Fiter Ruls [l + IPSec-esp (protocol 50)
Src, Address: v Apply
+ = v % input ¥
- Dst. Address: 123.45.67.8 - -
# Action Disable .ot L. ||w
113 defconf: accepy
1 acc... |i ipsec-esp PN Comment
133 defconf: drop i Copy
2 Kdrop . o .
2 X0 » F— /ip firewall filter add place-
3 acc... i
;33 defconf: drop Reset Counters — .
4 HKdrop i [ ILA befO re—[ flnd Where
433 Allow UDP 500, In. Interface: v Reset All Counters
11 acc... i . 11
R ~ comment~"defconf: drop all not
In. Interface List:
5 n =
_ coming from LAN" ] protocol=ipsec-
. Out. Interface List: »
S items out of 12 (1 § Cancel

Packet Mark:
Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
Connection State:

Connection NAT State:

enabled

esp dst—-address=123.45.67.8

chain=input

action=accept

comment="Allow IPSec—-esp for
123.45.67.8"

B

Nikita Tarikin / nikita@tarikin.com [



REorder firewall filter rules for IPSec packets (defconf)

—_—— — INPUT chain

[ BON ) admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Se: Settings Dashboard
Session: |192.168.88. 1 crufte. M

A Quick Set
i CAPsMAN

Move allow rules before drop

o admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
\  Settings Dashboard

Firewall

ﬂ Session: [192.168.86.1] |/ Interfaces
- T Wireless Fiter Rules |NAT Mangle Raw ServicePorts Connections AddressLists Layer? Protocols.
| Quick
 CAPsMAN 5, Bridge E [EI lzl I 00 Reset Counters ” 00 Reset All Counters I
| Interfaces =2 PP # |action | chain |src. Address |Dst. Address [Protocol |Src. Port  |Dst. Port [In, Int...
Wireless Filter Rules |NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols (3 Sitch ;35 defconf: accept established,related,untracked
- 1 o acc... input
 Bridge EIE .‘ZI D E |00R50t0uters “onResetAlCmmers I “15 Mesh ;3; defconf: drop invalid
| PPP |Action |chain |src. Address |Dst. Address |Protocol Src. Port |Dst. Port|In. Int. i |z drop input
- Switch ;33 defconf: accept established, related,untracked : . r ;3; defconf: accept ICMP
: 1 lWfecc... lnput 4 Routing 3 &facc... input 1 {icmp)
: Bl e et (o) System I |1 335 Allow UDP 500,400 TPSec for 123.45.67.8
U E 2. detont: sccept 1HP ® 4 /acc., input 123,45.67.8 17 (udp) 500,4500
. . 239 L Queues |
Routing Pl 3 [WPacc... input 1 (icmp) 133 Allow IPSec-esp for 123.45.67.8
- System ) ;33 defconf: drop all not coming from LAN || Files s & acc... input 123.45.67.8 50 (ipsec-esp)
4l Ldrop linput L 333 defconf: drop all not coming from LAN
 Queues 153 Allow UDP 500,450 IPSec for 123,45.67.8 i 09 6 HKdrop input
| Files i put 123.45.67.8 17(udp) . S00,4500 £ RADIUS
,.,.llowPSo:-emfor 123.45.67.8
] 12 e, input 123.45.67.8 50 (ipsec-esp) K Tools I | el I s
- RADIUS @ New Terminal 6 items out of 13 (2 selected)
Tools I |{le] =
T koS Ok 132 " ¥4 MetaROUTER
§- Partition
| MetaROUTER
 Partition | . Make Supout.rif
Make Supout.if € Manual

9 New WinBox
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Network diagram

- static public IP
'\dynamic private IP
LTE

Branch office

& Client @ Server
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% Client

Upload and install client SSL certificate

@ admin@35.247.134.147 {office-01) - WinBox v6.45.6 on CHR (x86_64) - |D|£|
Session  Settings Dashboard
SafeMode | Session:[35.247.134.147) mE
As Quick Set
| Interfaces
%i Bridge E] EJ ’ Backup H Restore | | Upload... | Find
= PPP ]File Name 4 lType ISize ICreation Time ”V
5 cert_export_office-01@vpn.ike2 wyz... .pl12file 4510B  Oct/15/2019 06:26:24
Y15 Mesh D pub directory Aug/12/201918:21:48
P I D skins directory Jul/14/201910:29:13
42 Routing f
(55 System f
2 e Certficates | SCEP Sewvers SCEPRA Requests OTP CAL
= Elles E] E] l Import II Card Reinstall || Card Verify || Revoke | Create Cert. Request || Settings |
a
;& RAgDIUS ‘Name ! ‘Issuel [Cummon Name |SubiectAIl. N... |Key Size |Days Valid |T / ce rt lf iC a t e impO rt |
Nl T e =cert_export_office-01@v
| New Teminal Only File: lcell_expoll_oflice-m @vpn.ke2.xyz.pl2 H - | Import I . - -
' 3it
ai» Dotlx I L T pn.ike2.xyz.pl2
| & Make Supout.rif
& Manual
9 New WinBox
B et
«
O items
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Rename installed SSL certificates: CA and client

% Client

.147 (office-01) - WinBox v6.45.6 on CHR (x86_64)

board

| Session[36.247.134.147

Certiicates | SCEP Sewvers SCEP R4 Requests OTP CAL

EE . I Import H Card Reinstall || Card Verify || Revoke ||:

[Name Ilssuel
KT cert_export_office-01@vpn.ike2. xyz.pl... C=RU.5T=Moscow 0... off
AT cert_export_office-01@wpn.ike2.zyz.pl... C=RU.5T=Moscow 0...

LM cert_export_office-01@vpn.ike2.xyz

Passphrase: I RNRHKRREXNKKRRRNKKHRRK I

¢
2 items (1 selected)

@ admin@35.247.134.147 {office-01) - WinBox v6.45.6 on CHR (x86_64)

=10l x|

Session  Settings Dashboard

Session:35.247.134.147] -

As Quick Set

| Interfaces

E"’g Bridge

=% PPP

“15 Mesh

55 IP [*
4 Routing
5 System
& Queues
[ Files

|| Log

A RADIUS
A Tools [
MNew Terminal
<1 Dot1X

| J Make Supout.rif
& Manual

9 NewWinBox

Certificates
Ceriicates | SCER Servers SCEPRA Requests OTP CAL

EE’ ‘ Import H Card Reinstall H Card Yerify H Revoke H Create Cert. Request H Settings ‘ |

|Subject Alt| ¥
DNS:ca.ike2 xy
Email:office-01¢

| Common Name
ca.lke2 xyz
office-01@vpn.ike2. xyz

: |Issuet
C=RU.ST=Mosco...
C=RU.,ST=Mosco...

I Name
AT ca.ke2 xyz
KT office-01@vpn.ike2. xyz

w |

« »
2 itemns [2 selected)
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Setting up new IPSec peer profile 4 Client

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)

Session  Settings Dashboard

|| Ca Safe Mode Session: |192.168.88.1 CPU: 0% [ |
& Quick Set : : .
Aa Quickse New IPsec Profie O] /ip ipsec profile add dh-
1 CAPsMAN -
_ Name: OK
= Interfaces - - = (=IE3 group=modp2048,modp1536, modp10
% Wireless T | Hash Algorithms: |sha2s6 ¥ ‘ Cancel ‘ 5105 | o
i Bridge + 7 Encryption Algorithm: - des - v f?dr:-sl - . Apply ‘ 2 4 enc-—
aes- aes-192
u PPP Mame V| aes-256 blowfish [ | p IC i
S- Copy posal C... . _
== Switch default camellia-128 camelia-192 g ey algO I’lt hm—aeS—256 ’ aeS—192 ’ aes—
12 Mesh camellia-256 .M .
= 1P DH Group: modp768 v modpl024 128 haSh—a 190 rlt hm:Sh8256
2n155 2n185
. i odzs name="profile vpn.ike2.xyz"
o System modp3072 modp4096
a Queues modp6144 modp8192
o T nat—-traversal=yes proposal-
o ecpS21
L _ check=obey
of) RADIUS Proposal Check: |obey +
P 4, Tools Lifetime: | 1d 00:00:00
[% [ Mew Terminal Lifebytes: v
;C— < MetaROUTER 1 item
= 05 Partition v| NAT Traversal
(é‘ = ke E—— DPD Interval: | 120 3]s
Zl_ Q Manual DPD Maximum Failures: |S
—
ok New WinBox
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Adding new client IPSec peer 4 Client

® ® admin@192.168.188.1 (MikroTik office-spb.ike2.xyz) - WinBox v6.45.3 on mAP lite (mipsbe)

Session  Settings Dashboard

Session: 192.168.168.1 L&
Ay Quick Set
i CAPsMAN
| Interfaces @E
T Wireless Policies Proposals Groups Peers |Idenl:il:ies Profiles Active Peers Mode Configs Installed S&s  Keys
4 ridoe [#][=] (][]
=L PPP #‘ |Narne [Address |LocaIAddress [Profile |Ex:hange... =
5 Switch

.
2:outing { Name: |peer vpn.ke2. xyz ‘ —

i System ) Address: [vpn.ikgz,xyz ‘ A \L‘d‘ - d d
& Queves Port; | v P

/ip ipsec

e . -

|| Files Local Address: | ]

| Log Profile: lproﬁle vpn.ike2. xyz Hﬂ

A RADIUS Exchange Mode:

& [

N Todks [ passive

R New Terminal Ditems Send INITIAL_CONTACT
1,

D0 1 enabled

¥4 MetaROUTER

#- Partition

| .. Make Supout.rif
&) Manual

Y New WinBox
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Setting up new IPSec proposal

® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard
|| Ca Safe Mode Session: |192.168.88.1 CPU: 1% | I
A Quick Set @E]
i CAPsMAN
_ Policies Proposals ' Groups Peers Identities Profles Remote Peers Mode Configs Installed Sas ...
@ Interfaces
v =
New IPsec Proposal
-, Bridge Mame = b b
4 PP default Mame: |proposal vpn.ike2.xyz
-2 Syitch Auth. Algorithms: mdS v shal Cancel
null vl sha256 r
12 Mesh
V| shasi2 Apply
=P Encr. Algorithms: null des Disable
Routing 3des v| aes-128 cbe
5 System aes-192cbc |V aes-256 cbe Copy
. blowfish twofish
ueues Remove
Q Q camellia-128 camellia-192
__| Files
Log
o) RADIUS
Tools
N 1 item Lifetime:
[ Wew Terminal
PFS Group: |none ¥
< MetaROUTER
enabled

o 7. partition

| Make Supout, rif
il € Manual

o Y New WinBox

‘ Client

/ip ipsec proposal add auth-
algorithms=sha512,sha256,shal
enc-algorithms=aes-256-
cbc,aes-256-ctr,aes—256-
gcm,aes—-192-ctr,aes-192-

gcm,aes—-128-cbc,aes-128-

ctr,aes-128-gcm lifetime=8h

name="proposal vpn.ike2.xyz"

pfs—group=none

Nikita Tarikin / nikita@tarikin.com pmmm



Adding new IPSec policy group 4 Client

O ® admin@192.168.88.1 (MikroTik) - WinBox v6.44.3 on mAP lite (mipsbe)
Session  Settings Dashboard
m @ Safe Mode | Session: cPUo  H (5

As Quick Set
. CAPsMAN @E

(8 Interfaces Proposals Groups lPeers Identities Profiles Remote Peers Mode Configs Installed SAs Keys ...

i Wireless E E Findg

[Name ‘ ] v
default

7, Bridge
=2 PPP

=2 Switch

o g Mesh : Mew IPsec Group [=] / l p l p S e C
P Name: |group vpn.ike2.xyz oK

add

< Routing [
|

o7 System

& coue

|_|Files

) RADIUS

A, Tools )

||| New Terminal
¥4 MetaROUTER

P Partition

| . Make Supout.rif
& Manual

Y New WinBox
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Adding new IPSec policy template

34.147 (office-01) - WinBox v6.45.6 on CHR (x86_64) -0 x|
ashboard
e | Session[36.247.134.147 il

Policies IF'loposals Groups Peers Identities Profiles  Active Peers  Mode Configs ...

* =] [v][%] [a] [7] [ swisis |

# I lPeer ]Tunnel‘Slc, Address IWI Address
0T =40 =40
P 17 10.0.88.0 0.0.0.0/0

) IPsec Policy <10.0.82.5,24:0->0.0.0.0/0:0>

) General ‘Aclion Status
Src. Address: | LIRS Cancel
Sic. Port: ‘ ‘ b Apply

Dst. Address: |0.0.0.0/0

Dst. Part: | |~ -

[

| Protocel: | 255 (all =]

Template W

¢
2 items [1 seleq

Group: ‘group vph.ike2 syz

’ enabled ’ Template

MNew IPsec Policy = B3
General Action | Status
’v Action: ¥ Cancel
IPsec Protocols: |esp ¥ Apply
/ Proposal: |proposal vpn.ike2.xyz ¥ E
Comment
Copy
Remove
enabled

‘ Client

/ip ipsec policy
add comment="policy template vpn.ike2.xyz"
dst-address=0.0.0.0/0 group="group

vpn.ike2.xyz" proposal="proposal vpn.ike2.xyz"
src-address=10.0.88.0/24 template=yes
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Carefully assembling client’s IPSec identity 4 Client

35 Dashboard

e Mode Session: | 35.247,134.147

et IPsec |dentity <peer vpn.ike2 zyz> [=1E3
= Grou Peer: lpeel vph.ike2. xyz H ¥ ]
IE\ L Auth. Method: ldigital signature ‘E | Cancel | | ;
Tr pode Configurlﬁ
0 (0 TR office-01 @vpn.ike2.myz equest-only
! Remote Certificate: lnone ‘@
: /ip ipsec identit
I Policy Template Group: ‘group vpn.ike2 xyz ‘@ P P y . .
| B add auth-method=digital-signature
certificate=office-spb@vpn.ike2.xyz
My [D Type: luset fqdn ‘E

generate-policy=port-strict mode-
5 config="modeconf office-01l@vpn.ike2.xyz"

My D: l office-01@wpn.ike2.xyz ‘

[ emoate e n > q q 0
- i t'D””:md ‘T} my-id=user—-fqdn:office-01@vpn.ike2.xyz
fmina Remote [D: | vpn.ike2.xyz " . " .
= L B peer—_ﬁeer vpn.1k§2.xyz ﬁollcy template
UBoUEN 1 item | 0 group= group vpn. 1ke2.xyz remote—
Mode Configuration: |request-only ¥ a ——— : .
. id=fgdn:vpn.ike2.xyz
nBox Generate Policy: ‘porl strict ‘@ 9 P y
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Cross-check IPSec identity (example)

@ Server

4 Client

IPsec Identity <peer vpn.ikeZ xyz= O] x|

Auth. Method

— Certificate

IPsec Identity <peer 123.45.67.6> =1 E3
P eer 123.45.67.5 =
Auth, Method: |digital signature '#| [ cancel
Certificate: |vpn.ike2 xyz £ Apply
Remote Certificate: |office-spb@vpn. ke2.xyz

Policy Template Group: |group vpn.ike2 xyz \

.
Notrackchain:l ‘E

My ID Type: lfqdn ‘E

My ID: |vpn.ikez.xyz S |

Remate ID Type: Iuser fqdn ><
Remote ID: [oFfice-spb@vpn.ikeZ.xyz
=]

Match By: lcertificate

Mode Configuration: modeconf vpn.ike2.xyz | ®| &

Generate Policy: |port strict ‘E]

Remote Certificate

Policy Template Group

My ID Type

/’ s

Remote ID Type
T Remote I

Match By

Mode Configuration

Generate Policy

Mokrack Chain:

: |c|igita| signature " + | Cancel

] Ioffice-spb@vpn.ikez.xyz

| concel |
s

: |none |# | Disable
| Remove_|

Comment

:|group vpn.ike2 xyz " |

| 3] L

Remove

! Iuser fgdn "3'

B |0fFice—spb@vpn.ik32.xvz |

: [fadn =]

: van.ikez.xyz |

: lremote id H$|

i | modecorf office-sph@vpn.ike2.xyz | ¥ | &

! Iport skrick “ ﬂ

enabled

[enabled
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4 Client

Testing the IKEv2 connectivity

Policies Proposals Groups Peers Identities Profiles Active Peers IMode Configs Installed SAs Keys

Active peers

: 1 Kill Connections =
state: established B Fingi
|ID |State |Loca| Address |Remote Address ’Dynamic Address |5ide ’Uptime |PH2 Total ITx Bytes v
vpn.ike2.xyz  established 123.45.67.9 123.45.67.8 0,000 initiator 01:00:31 1 0
IPsec [m] E!

Policies lPropnsaIs Groups Peers Identities Profiles Active Peers Mode Configs Installed SAs  Keys

Dynamic Active (DA) =]

IPSec pol 1 cy # | Bt = Tunnel |5rc. Address Stc. Po.. DS, AOOMEE S Dst. P...|Protocol |Action |Level  |PHZ State | ¥
generated from b | S — AL (. al :
17T (24 0.0.0.040

Template (T) 2DA  peervpnike2ooz  yes  10.0.88.254 0.0.0.0/0 255 (all) encrypt  unique established

PH2 state:

established Augf08/2019 15:51:58 memary ipsec, info new keZ 5A (R): 123.45.67.8[4500]-123.45.67,9[4500]
spi:39d4adbfacSf4ezb:099b4c2c836ffeSd

Peer: authorized Aug/08/2019 15:51:58  memory ipsec, info, account  peer authorized: 123.45,67,.8[4500]-123.45.67,9[4500]

Address: acquired spi: 39d4adbfacSf4ezb: 099b4c2c836ffesd

Aug/03/2019 15:51:58  memory ipsec, info acquired 10.0.53.254 address for 123.45.67.9,

office-spb@vpn.ikez vz
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Testing the IKEv2 connectivity 4 Client

@ admin@35.247.134.147 (office-01) - WinBox v6.45.6 on CHR {x86_64) = IDIﬂ

Session  Settings Dashboard

Session: WA

ﬁ Quick Set

IP address 10.0.88.7E0

| Interfaces Policies I Proposals | Groups | Peers I Identities I Profiles l Active Peers | Mode Configs | | Interface etheril
LT
frae [ o] 5] o]
=2 PPP [Peer [TunneIlSIc Address [Slc F’ort[Ds! Address
%15 Mesh El ‘T =0 =0
&l IP P 17 A 10.0.88.0/24 0.0.0.0/0
2 D4 peer vpn.ike2 xyz  yes 10.0.88.254 0.0.0.0/0

J Routing
éﬁ} System Address List
&8 Dusues EIE‘ -n . . Find_ [
[ | Files IAddress INetwork Ilnterface

D 10088254 10.0.88.254 ether]
.| Leg D 1014807 10.148.0.1 ether!
JL RADIUS 192168199.1/24 1921681990  bridge
A Tools I
|| New Terminal
4i» Dotlx
B Make Supout.if 3 items (1 selected)
& Manual
e New WinBox
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All traffic from 10.0.88.254 to 0.0.0.0/0 will be forwarded via IKEv2 tunnel -

\ 10.0.88 .77
NAT (dynamic)
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All traffic from 10.0.88.2XF4 to 0.0.0.0/0 will be forwarded via IKEv2 tunnel

\ﬂllo.o.ss.g
[

A

admin@35.247.134.147 (office-0l) - WinBox (64bit) v6.45.¢ on CHR (x86_64)
hboard

] Session: | 35,247,134, 147

Policies IProposaIs | Groups ‘ Peers ‘ Identities | Profiles ‘ Active Peers ‘ Mode Configs| Installed SAs ‘ Keys I

EEI&II-

IPeer |Tunne| |Src Address |Src. P...|Dst. Address |Dst. P...lProt... |Action |Leve| |PH2 State |v
D *T 0 0 2585 ... encrypt
P 17T lD.I].BB.Dj'ZV 0.0.0.0/0 kv 255 ... encrypt
N 2 DA peer vpn.ike2.xyz ves 10.0.858.254 0.0.0.0/0 255... encrypt uniqgue  established
:
[aduin@office-01] > [«
[aduin@office-01] > B
[adnin@office-01] >
[adnin@office-01] >
[aduwinBoffice-01] > ping 192.168.88.1 src-address=10.0.88.254
SEQ HOST — SIZE TIL TIME STATUS
P 0 192.168.88.1 56 64 2us
1 192.168.88.1 56 64 Ons
J 2 192.166.88.1 56 64 Ons
3 192.168.88.1 56 64 Ons B
3 items 4 192.168.88.1 56 64 Ons
5 192.166.88.1 56 64 Ons
: -
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m OSPF works No TCP MSS

Easy to configure l1ssues

and understand q
Routable as
interface

Decreased MTU due to extra Takes longer
encapsulation overhead to connect and
reconnect



Option #1: routable using your favourite <interface> over IKEv2

DO ’
to[2 g Loz
<EoIP> £, Mg, ‘et
ra W
tbe ffio Onthis
f.
<IPIP> (both lsf'ewall
ldes
)
<GRE>
IVR:EN254 (dynamic) 10.0.88.1
R e >
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Create new ipsec modeconf with B IP address

10| x|
s Dashboard
= Mode Session: | 34.87.15.122 | Wo

s
Peers |dentities Profiles Active Peers Mode Configs | Installed Sa4s  Keys ...
[+[=] [¥]
) s E IPsec Mode Config <modeconf office-01 @vpn.ike2. xyz>
N modeconf officed : - ka2 | I
modeconf vpr k Name [modeconf office-01@vpn.ikeZ xyz I 0K
P 1= request-only Responder
Address Pool: [ I v |
Address: [10.0.88.3 |~ Copy
Split Include: |0.0.0.0/0 [~ [FRemove
[> [ ] System DNS
minal Static DNS: | |$
b |1
L] 4 items (1 selected)
Box

@ Server

10.0.88.F

/ip ipsec add
="modeconf office-01@vpn.ike2.xyz"
=10.0.88.3 - -

length=32 split-
include=0.0.0.0/0
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® admin@34.87.15.122 (office-main ¥pn.ike2.xyz) - WinBox ¥6.45.6 on CHR (x86_64) i - |EI|1|

Session Settings Dashboard

Session:

A% Quick Set IPsec Identity <peer 34.87.15.122> =1 E3
# Interfaces IPsec Peer: |peer 34.67.15.122 |* | oK I O[]
e Bridge Policies  Pr ol = LAS Keys
g EIE |: Auth. Methad: Idlgltal sighature ||0| Cancel
PPP
“15 Mesh Certificate: van.ikeZ.Hyz “3 = Apply —
# | IPeeI IMode Configuration
el IP P10 peer Remote Certificate: | office-01@vpn.ike2.xyz |# modeconf vpn.ike2.xyz
. (111 peer modeconf vph.ike2 w2
>
43 Rouling 112 peer Pali . . = modeconf vpn.ike2. ryz
£ P olicy Template Group: Igroup vph.ike2.wyz “ ﬂ c
<52 System 113 peer modeconf vpn.ike2 wyz
e Tz 114 peer MNotrack Chain: I || 3] Py modeconf vpn.ike2.xyz
= 115 peer Remove modeconf vpn.ikeZ. syz
|| Files 116 peer ) — modeconf vpn.ike2 xyz
My ID Type: Iaulo ”’I '
| Log 117 peer modeconf vph.ike2. xyz
118 peer modeconf vpn.ike2 xyz
A RADILS 113 peer Remate ID Type: |user fqdn |#| modecanf vpn.ike2 xyz
% Tools [~ 11120 peer = = modeconf vpn.ike2. xyz
D . T o 121 peer Remote |D: |D"ICB-D1 @vpnAlkeryz | modeconf vpn.ike2.wz
@ MNew Termina v :
122 peer Match By: |certificate ” 3 | modeconf oiﬁcg 01 @vpn.ike2.xyz
4 Dotl 123 peer modecont vph.ike2 wyz
= . 124  peer modeconf vphn.ike2 xyz
L Make Supoutif | s (1 LR el modecont office-01@vpn.ike2. xyz -

_9 it Generate Policy: Iporl strict || $|
9 New WinBox
B Fu |enabled

bl
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Reconnect ipsec peer and check new BELe IP address

® admin@35.247.134.147 {office-01) - WinBox v6.45.6 on CHR {x86_64) -0l x|
Session Settings Dashboard
SaofeMode | Session:|35.247.134.147 |

A% Ouick Set IPsec =l|E3|

1 Interfaces Policies IPloposals‘ Groups’ Peers| Identitiesl Profiles ‘ Active Peers ‘ Maode Configs | |

L g

toe o] (] ] [v) (o

=2 PPP |Peer [Tunnel ISIC Address |Src. F’ortIDst. Address

“I5 Mesh U T =0 70

o) I 1T 10.0.88.0/24 0.0.0.0/0

2 D& peer vpnikeZsyz  yes 10.0.88.3 0.0.0.0/0

& Routing r

&3 Syt N Address List

o) System

@ Gueues [#[=]

Fil IAddress 4 INetwork llntellace N

(] Files D 10.0.883 10.0.88.3 etherl <

|| Log D =°10.148.0.7 10.148.0.1 etherl

M RADIUS §192.168.199.1.. 192168199.0  bridge

A Tools ™

@ New Terminal

4} DotlX | ]

- . + »

| J Make Supout.rif 3 tems (1 sel

& Manual Jitems (1 selected)

9 NewWinBox

4 Client

IP address 10.0.88.f

Interface etherl

10.0.88.F
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You can establish <interface> connection between m endpoint |IP addresses

Even if you have address on your ether1

DynamicfJIIEIE
WAN IP o ]
- <gre,1iplip,eo0lip>
10.0.88.4\10.0.88.
R e >
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Creating <IPIP interface> on top of BEls endpoint IP addresses

‘ Client @" Server

New Interface New Interface
General | Status  Traffic General | Status  Traffic
3 -main-office I Cancel Name: Iipip-office-m ‘ Cancel
Type: [IP Tunnel 1| Apok K ﬂ Type: |IP Tunnel || T apew
i MTLU: v X
. ) : -
: - - Actual MTU:
s = <ipip> ot ==
e = |
Local Address: [10.0.88.3 | a Local Address: |10.0.88.1 S
Remote Address: |10.D.SB.1 ] Torch Remote Address: |1D.0.88.3 ] Torch
|Psec Secret: | | v |Psec Secret: | | w
Keepalive: | 00:00:10 10 | a Keepalive: |00:00:10 | [1d | a
DSCP: |inheiit |= DSCP: |inherit [=]
Dont Fragment: |no H tl Dont Fragment: Ino ”7|
Clamp TCP MSS Clamp TCP MSS
Allow Fast Path Allow Fast Path
enabled enabled
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® admin@35.247.134.147 (office-01) - WinBox (64bit) v6.45.6 on CHR (x86_64)
on Settings Dashboard Session Settings Dashboard

Setup IP addresses on <IPIP interfaces> and static routes (classic vpn)

& Client @ Server

@ ® admin@34.87.15.122 (office-main) - WinBox (64bit) v6.45.6 on CHR (x86_64)

E] Session: i Safe Mode Session:

i o, Address <10.1.1.3> B[] Aai Quick Set Address <10,1.1.1> =E3
# Interfaces | Interfaces
e Address: [10.1.1.3 | OK . Address: [10.1.1.1 oK I
5, Bridge & 1, Bridge
=2 PPP Nekwork: [10.1.1.1 - Cancel &8 pep Network: |10.1.1.3 - Cancel
12 Mesh Interface: [ipip-main-office | ¥ | Apply 12 Mesh Interface: |ipip-office-01 || ¥ Apply
il y Route <192, 168.88.0/24> =P :: L5 e e I
i Routin
# Routing y General |Attrlb|.tos I oK ? J General | Attributes |
Do [ e G
® Queues Dst. Address: |192.168.88.0/24 | Cance ® Queues Dst. Address: |192.168.199.0/24 |
5 Filos Gateway: 10.1.1.1 | #] |reachable ipip-main-{  apply [ Files Gateway: |10.1.1.3 | #| [reachable ipip-office-01
Log
”‘J tog Check Gateway: I ]v Disable L“J Check Gateway: I |V
). RADIUS & raows ¢ [uni =
& Tooks N Type: |unicast %] Commel € Tooks < Type: |unicast =
| New Terminal Distance: [1 |4 IE ) New Terminal Distance: |1 |«
?
tt» Dob1x scope: |30 l Remoy ‘:’ el Scope: |30 l
~ i § | J Make Supout. rif
é :ake Slupout.rlf 5 sy | I @ norc Target Scope: |10 |
anua
M . il : w
9 New WinBox Routing Mark: | |- @ New Winsox Routing Mark: | |
Bl Exit Pref, Source: | | - B ext Pref. Source: | |«




Let’s overview <interfaces>, |IP addresses and routes

Session  Settings Dashboard

admin@35.247.134.147 (office-01) - WinBox (64bit) v6.45.6 on CHR (x86_64)

‘ Client

Session:

As Quick Set
|8 Interfaces
25 Bridge

52 PRP

“18 Mesh

sl 1P

4 Routing

57 System

& queues
[__IFiles

U Log

L RADIUS

& Toals

| New Terminal
4i» Dot1x

| J Make Supout.if
& Manual

O New WinBox

[ Exit

| o
Addre o [m]|E3 etface Lis 0| x
+|[=] [v][x] Ol Interface | Interface List Etheret  EclP Tunnel IP Tunnel  GRE Tunnel ...
T i—— | LS
D P10.0.88.3 10.0,88.3 ether1
FE N T ipip-mainvoffice [ryame /| Type |actualmTu [L2mru [1x [+
e e R 4tbridge Bridge 1500 65535
D 10.148.0.7 10.148.0.1 ether1 R dvethord - 1200
192,168,199.1/24  192.168,199.0  brid i EUNEr ETNE
T f Lo R 4Pipip-main-office P Tunnel 1386 65535
Of x
Routes |Ne>d:hops ‘ Rules | VRF ‘
[#[=] [«][%] [0l
|Dst. Address / |Gateway Distance  |Routing Mark |Pref. Source
DasS P 0.0.0.0/0 10,148.0.1 reachable ethert 1
DAC P 10.0.88.3 ether1 reachable 0 10.0.88.3
DaC Fi0.1.1.1 ipip-main-office reachable 0 10.1.1.3
- DAC I 10.148.0.1 etherl reachable 1] 10.148.0.7
ditems (1) ias 'B192,168,88.0/24  10.1.1.1 reachable ipip-mai i [»
DAC P 192.168.199.0/24  bridge reachable 0 192,168.199.1

I ITIYTIII Y, . con. I



Let’s test our site-to-site <interface> over ipsec based connectivity

noffice-01] » ping 192.168.88.1 src-address=192.168.199.1
SIZE TTL

HOST

192.168.88.1
192.168.88.1
192.168.88.1
192.168.88.1
192.168.838.1
192.168.838.1
192.168.88.1
192.168.88.1
192.168.88.1
192.168.88.1
192.168.83.1
192.168.583.1

ent=12 received=1Z packet-loss=0% nin-rtt=0ms avg-rtt=0ns

x-rtt=1lns

56
56
56
56
56
56
56
56
56
56
56
56

64
64
64
64
64
64
64
64
64
64
64
64

TIME STATUS
Ins
Oms ) . ) .
Oms [aduwinfoffice-main] > ping 192.168.199.1 src-address=192.1668.88.1
Oms SEQ HOST SIZE TTL TIME STAT
Ons 0 192.165.199.1 56 64 Oms
Oms 1 192.1658.199.1 56 64 (On=
Oms Z 192.168.199.1 56 64 Ons
0ms 3 192.1658.199.1 56 64 Oms
Oms 4 192.1658.199.1 56 64 (ms
0ms 5 192.168.199.1 56 64 Oms
Oms 6 192.168,199.1 56 64 Oms
ons 7 192.1658.199.1 56 64 Oms
g 192.168.199.1 56 64 Oms

sent=9 received=9 packet-loss=0% min-rtt=0mns avg-rtt=0ns max-r

IPIP over IPSec ike2 \
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m Connects and
reconnects much
No MTU overhead -> faster

performs faster Much more stable,

less reconnects

OSPF wexrks
Need to adjust Cons:
flarder to TCP MSS manually
configure and Has no routable
understand interface



Option #2: policy based ipsec IKEv2

IPSec IKE2 peer




Create new ipsec policy template for <group vpn.ike2.xyz> @ Server

1 New IPsec Policy =1 E3
ice-main vpn.ike2.xyz) - WinBox v6.45.6 on CHR (x86_64) =0 x| | Actien | Status
Action: v Cancel

[«] [«]

i

Apply

ssion: |34.87.15.122 B o) procols: [esp

oposal: | proposal vpn.ike2.xyz

Disable

Comment:

Copy

licies |P|oposals Groups Peers |dentities Profiles Active Peers  Mode Configs  Installed Sas  Keys

Finci

st Address l Dst. Portl Pro!d v

/0 256 1(..

j General |Action Status

Src. Address: [192.168.88.0/24 |

o

. 0.0.83.0/24 255 ..
2| S Por | |~ 0.0853 255 (.
3| Dt Address: [192.168.193.0/24 N 0.0.68.253 255(...

/ip ipsec
add ="peer vpn.ike2.xyz"
=192.168.199.0/24

&I Dst. Port: | | Comment for IPsec Policy <192.168.88.0/24:0->192... =1 E3

Protocal: | 255 [all

5

B

7 Template

8 Group: |gr0up vpn.ike. xyz

=192.168.88.0/24
posal vpn.ike2.xyz"
unique

teql enabled ’ Template

S — e —
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Create new static tunnel policy on <peer vpn.ike2.xyz>

|Psec Policy <192.168.199.0/24:0-5192.168.88.0/24:0>

=10l

7.134.147 (office-01) - WinBox ¥6.45.6 on CHR (x86_64) hction | Status
Dashboard
_ |etion: t * C |
tMode Session; | el " :encwp “J |ﬂ|
Level: |unique ¥ Apply
— @E bcols: Iesp H3 :
Policies |Proposa|s Groups Peers |dentities Profiles Active Peers  Mode Configs .. Y —— IE
bosal | proposal vph.ike2 wyz
EE v | s == Statistics Finc
# ew |Psec Fo =] L v
07 | Genes Action Status ;
[
Sre. Address: |192.168.199.0/24
Dizable . .
Src. Port: | |" /lp ipsec
Dst. Address: |192.168.88.0/24 | % ]
-Copy
Dat Port | |~ =192.168.199.0/24
— Protacol: | 255 (all) %] =192.168.88.0/24
|
[ ] Template
i QI »
out.n Jitems
’enabled |

ox

\ Client

="peer vpn.ike2.xyz"

=yes

="proposal vpn.ike2.xyz"
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... this will trigger dynamic policy generation on server (if maiches policy template)

& Client @ Server

1.15.122 (office-main ypn.ike2.xyz) - WinBox ¥6.45.6 on CHR (x86_64) = |I:I|5]
Dashboard

47.134.147 (office-01) - WinBox ¥6.45.6 on CHR (x86_64)

s Dashboard

@ Session 5. 247 134147 ™ Mode | Session: 34.87.15.122 |
Rl | LSRR |Psec Policy <192168.88.0/24:0-5192.168.199.0/24:05 of
E‘E General |A.clion| Stalus‘ C 0K | indf
N ”ntT Pest | 1o Acdress: [192168.88.0/24 | o
N 2 DA 2 eer vpn.ikeZ xyz 0 I i‘::rolicy template Sre, Port: | | 256
Juxvml > Dst. Address: [192.168.133.0/24 | v
N | ‘ pply 2 DA peer 34| Dst Address: .168.199. 2551...
Sre. Address: |192.169.199.0/24 3DA  peer3d : 2551...
S0, Pot | |v 2o Policy template Dst Port.l |
e For 4T Protocal: | 255 (al]) | 255
Dst. Address: [192.168.86.0/24 | ; Policy template
-m 3|7 [ Template 265 ...
Dst. Port: | |' 2z Policy template
— Femove I~ g } 255 [...
¥ Protocak: | 255 (al] [#] ,@ peer 34| { 2% (..
ninal inal
[ ] Template p . -
"I . ‘| \|dynam|c enabled Active >
pout.rif 3 items e S items (1 selected)
|enabled
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=’ i |
pettings  Dashboard Mode | Session:34.87.15.122
Safe Mode | Session:| 35.247.134.147 | [on
terfaces Policies ‘P[oposals P stalled SAS| Keysl
idge ¥
P E‘E | General Aonm\ Stams\ inct
lF‘eer ) IDsl PotllProtc]'
esh D T Src. Address: |192.168.88.0/24 | 255
. > 22 Policy template .
| o[ 0 El Src. Port: | | e
outing Tunned 2DA  peer3d| DstAddiess [192.168.199.0/24 | 255 1.
sstem > ey 3DA peerd oo | 2855 ..
e Src. Address: |192.168.193.0/24 | "~ Policy template st. Port
. v 4T Pratacol: | 255 (all) 2551..
es Sre. Pot | | 22: Policy template | |
- Dst. Address: |192.168.88.0/24 | 5T [ Temglate 2551..
2z Palicy template
ADIUS Dst Port | |+ Pl e | 255 ..
ol X Pratocol | 255 (4l) =] Emave " 7DA  peer 34 { 25(..
ew Temminal
- [ ] Template o] Hd_-,-namic ’enabled | IAc!ive >
ake Supout rif it Sitems (1 selected)
anual ’enabled
oX
ew WinBox

IPSec policy \.
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. . ‘ Client
Let’s review our <interfaces>, IP addresses and routes

[ NON admin@35.247.134.147 (office-01) - WinBox (64bit) v6.45.6 on CHR (x86_64)
Session  Settings Dashboard

Session: I ‘

£ Quick Set
ﬁ = : Address List =] E3| |Interface List =1 E3
Interfaces
v Find Interface | Interface List Ethernet EcIP Tunnel IP Tunmel GRE Tunnel ...
32 e #[=] [v][x] [0 | Bt Tl =
=3 prp |address + | Metwork |Interface [+ IE”E‘ E @ Detect Internet
D 10.0.88.3 10.0,88.3 etherl
o8 Mesh S R pip-mainoffice [rame / |Type |actual Mty |L2MTU [TX e
= D %10.148.0.7 10.148.0.1 ether1 i fih':fge B”:'Je 15003 65555
$192.168.199.1/24  192.166.199.0  bridge e e S
ﬁ Routing X ipip-main-office  IP Tunnel 1386 65535
15 System ¥ Route List = B3
Q ROeliEs Routes |Next|'|ops ’ Rules | YRF ‘
[__IFiles
= 3= [+l [
IDst. Address ? IGateway Distance  |Routing Mark IPreF. Source
. raDIUS pAs  P0.0.0.0/0 10.148,0.1 reachable etherl 1
x Tools I DAC P 10.0.85.3 ether1 reachable 1] 10.0.88.3
: DAC P 10.148.0.1 etherl reachable 0 10.148.0.7
[ News Terminal : v Pz 168.80.0/24 100111 1
& Dot1x ditems (1) pac P 192,168.199.0/24  bridge reachable 0 192.168.199.1
| ) Make Supout.rif
& Manual
9 New WinBox

[ Exit
IO I I =TI/ com. '




\‘ Client
Let’s look very carefully at our ipsec policies and ip routes

© @ admin@35.247.134.147 (office-01) - WinBox (64bit) v6.45.6 on CHR (x86_64)

Session Settings Dashboard

Safe Mode | Session:|35.247.134.147 B &

A Quick Set IPsec

[ Interfaces Palicies | Propossls Groups Peers Idertities Profles Active Peers Mods Corfigs Installed SAs Keys.

.

e [#[=] [«][%] (=]

BaE # l IPeer ITunneI ISrc. Address |Src. P...|Dst. Address IDst. P...IProt... [Action |Leve| |PH2 State |

“15 Mesh 0+ 20 0 255 ... encrypt

P N 17 10.0.88.0/24 0.0.0.0/0 255 ... encrypt

- z DA peer vpn.ike2, xyz ves 10,0,88.3 0.0.0.0/0 255 .., encrypt uniqgue  established

&7 Routing ¥ 3% peer vpn.ikeZ. xyz ves 192.168.199.0/24 192,168,88,0/24 255 .., encrypt  unique

5 System [> T =

LEUES N
éQI Routes |Nexthops | Rules ‘ YRF ‘ e
Files

E’E’ lz’ @ [adwin@office-01] > ping 192.168.88.1 src-address=192.168.199.1

L Log s i . | SEQ HOST e SIZETTL TIFE STATUS

) RADIUS Dst. Address / |Gateway Distance 0 192, 165.88.1 timeout
DAS P 0.0.0.0/0 10.148.0.1 reachable ether1 1 1 192, 168.88.1 i ©

K Todls I* DAC P 10.0.83.3 ether1 reachable 0 e e ueon
Dac S ID‘1;|8-D L ther] habl o Z 192.168.88.1 timeout

B New Terminal = b i, 6 Tu ':"1 'leac able - 3 192.168.88.1 timeout

F— || m__mm_ : 4 192.168.88.1 tineout

i 4 itd 108 195, ridge reachable 5 102.168.88.1 tineout

| & Make Supout.rif 6 192,168.88.1 timeout

eManual 7 192.1658.88.1 timeout

|
9 New WinBox S items (1 selected)
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Let’s enable ipsec policy and keep ip route disabled

admin@35.247.134.147 (office-01) - WinBox (64bit) v6.45.6 on CHR (x86_64)

Session  Settings Dashboard

\‘ Client

(]

Session:

As Quick Set
| Interfaces
25 Bridge

=2 PPP

“13 Mesh

&8 P

42 Routing

o) System

Q Queues

[ Files

| | Log

S RADIUS

& Tools

Mew Terminal
4} Dot1x

| . Make Supout. rif
& Manual

9 New WinBox

-~

IPsec

Policies | Proposals Groups Peers Identities Profiles Active Peers bode Corfigs Installed SAs  Keys

= [v][%] [0 [V] | stomes |

# | |Peer |Tunne| ISrc. Address

|5rc. P...|Dst. Address |pst. P...[Prot... |Action  [Level  |PHZ State
0*T ::J0 2 j0 255 ... encrypt
17 10.0.88.0/24 0.0.0.0/0 255 ... encrypt
2 DA peer wpn.ke2.xyz ves 10.0.88.3 0.0.0.0/0 255 ... encrypt unique  established
3 A peer vpn.ke2.xyz yes 192.168.199.0/24 192.168.88.0/24 255 ... encrypt unique  established
Route List s e B[]
Routes | fiops [ e [ VRE [ Terminal
§ 192.168.88.1
+|[=] [+|x] [ o 193,150,001
- gent=10 received=0 packet-loss=100%
IDst. Address ? lGateway Distance [

pas  Po0.0.0.0J0

pac k100,883

pac  P10.148.0.1

%5 I 192.168.88.0/24
aodoac  P192.168,199.0/24

ether1 reachable
ether1 reachable
10.1.1.1

bridge reachable

10.148.0.1 reachable ether1

(== = e R

3 192.168.88.
4 192.168.88.

b b

S items {1 selected)

timeout
timeout

SIZE TTL TIME STATUS
56 64 lms
56 64 Oms
56 64 Oms
56 64 Ons
56 64 Ons

[adwin@office-01] > ping 192.168.88.1 src-address=192.168,199,1
SEQ HOST
0 192.165.88.
1 192.165.88.
2 192.165.88.

=
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Testing site-to-site ipsec policy based connectivity

noffice-01] » ping 192.168.88.1 src-address=192.168.199.1
SIZE TTL

HOST

192.168.88.1
192.168.88.1
192.168.88.1
192.168.88.1
192.168.838.1
192.168.838.1
192.168.88.1
192.168.88.1
192.168.88.1
192.168.88.1
192.168.83.1
192.168.583.1

ent=12 received=1Z packet-loss=0% nin-rtt=0ms avg-rtt=0ns

x-rtt=1lns

56
56
56
56
56
56
56
56
56
56
56
56

64
64
64
64
64
64
64
64
64
64
64
64

TIME STATUS
Ins
Oms ) . ) .
Oms [aduwinfoffice-main] > ping 192.168.199.1 src-address=192.168.88.1
Oms SEQ HOST SIZE TTL TIME STAT
Ons 0 192.165.199.1 56 64 Oms
Oms 1 192.1658.199.1 56 64 (On=
Oms Z 192.168.199.1 56 64 Ons
0ms 3 192.1658.199.1 56 64 Oms
Oms 4 192.1658.199.1 56 64 (ms
0ms 5 192.168.199.1 56 64 Oms
Oms 6 192.168,199.1 56 64 Oms
ons 7 192.1658.199.1 56 64 Oms
g 192.168.199.1 56 64 Oms

sent=9 received=9 packet-loss=0% min-rtt=0mns avg-rtt=0ns max-r

IPSec policy T
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Adjust TCP MSS from office-main to office-01 over ipsec policy connection

admin@34.87.15.122 (office-main) - WinBox (64bit) v6.45.6 on CHR (x86_64)

ttings Dashboard angle Rule <192,168.,199.0/24->192.168.88.0{24> =B

s = General Advanced |Extra Action Statistics |I]
SafeMode | Session: (34.67.15.122) LN ale Rule <192.168.88.0/24->192.168,199.0{24> O x]
-k Set Mangle Rule <192,168.88.0/24->192.168.199.0/24 > =B By V| L_Comcel | N Panced] [Eral Action [Siatetes

Dst. Address List: N Apply

rfaces General |Advanced Extra Action  Statistics oK ) e —————— Ll il change MSS E

Comment

Src. Add [ 1]192.168.88.0/24 - : = o
h re. Address . | Apply Content: v oy Log Frefix: v S
r Dst. Address: || |192.168,199.0/24 - N Connection Bytes: v | ,
Disable Comment

Remave New TCP MSS: [1360 [=

Connection Rate: 4

ting ) Protacol: [1[6 {tcp) RS Comment B = Reset Counters vl Passthrough Copy
B 'er Connection Classiber:

tem ) Reset All Counters
Src. Port: D o Src. MAC Address: v
Dst. Port: s Remove

5 Out. Bridge Port: v

et

5
*

Any. Port: - Reset Counters e =
I ! ut. Interface: v 0 g 0
e N . Brice ort it - /ip firewall mangle add action=change-
s[isec 3] & mss chain=forward new-mss=1360 src-—
& Supout.rif ©Out, Interface List: A TLS Host: 2o
wal
_ e Prioy: - address=192.168.199.0/24 protocol=tcp t
Connection Mark: s e
RoutngMark: [ |w L el 5 cp—flags=syn tcp—-mss=!0-1360 ipsec-—
e X e - policy=in, ipsec passthrough=yes comment
Comectiontype: [ |+ i ¥ ="IKE2: Clamp TCP MSS from office-
syn
Connection NAT State: S . . 4

IUS In. Interface: - Reset All Counters
In. Bridge Port: List: N
1% In. Interface List: v IPsec Pokcy:
address=192.168.88.0/24 dst-
. Packet Mark: v Ingress Priorky: -
¢ WinBox -
TCP MSS: | 1)|0-1360 =
Connection State: e R Floss
s 3¢ main to office-01"
e 2 L e RTINS s e




Adjust TCP MSS from office-01 to office-main over ipsec policy connection

| admin@34.87.15.122 (office-main) - WinBox (64bit) v6.45.6 on CHR (x86_64)

ettings Dashboard Mangle Rule <192, 168,199.0/24->192,168.88.0/24> O] x|
Safe Mode ‘ Session: [34.67.15.122 B (%) | Genera Advanced |Extra Action Statistics
ick et Mangle Rule <192,168.199,0/24-»192,168.88.0/24> 0] x] sre.addressst: [ ]v | [ camcel
erfaces General | Advanced Extra Action Statistcs Dst. Address List: N Apply angle Rule <192.168.88.0/24-152.168.199.0/24> o ]
dge chain: |forward| ¥ Cancel Layer7 Protocol: N l Disable General | Advanced | Extra Action | Statistics
> I A - -
Src. Address: [ 1]192.168.199.0/24 | & Apply Comment ction: ETENESN ¥
sh T Content: v [ =
Dst. Addvess: ({102 160.c0.0/24 | = Cmectmpas . ieg [ ooy ]
Remove .
: , : o -
i Protocol: []|6 (kcp) |~ Comment Connection Rate: D @ Log Prefix;
stem Per C: ion Classifier: %
Src. Port: [ " Copy et l Reset All Counters New TCP MSS: 1360 ¥ IE
eues Src. MAC Address: v :
Dst. Port: v vl Passthrough Copy
=3
DIUS In. Interface: [ " Dl a
ols Out. Interface: | | v In. Bridge Port List: v
Terminal ; : i i ion=
sl ) Out, Bridge Port Lt b /ip firewall mangle add action=change-
F1Y In. Interface List: l ]'
e Supobort i | |~ Sl IR mss chain=forward new-mss=1360 src-—
nual TLS Host: b
s Packet Mark: - address=192.168.199.0/24 dst-
LT ‘ ‘ Ingress Priorky: )4
G tion Mark: N — —
: i) Prorty: - address=192.168.88.0/24 protocol=tcp tc
RoutngMark: [ |~
DSCP (TOS): v — =1 - 1 -
e = e . p—flags=syn tcp-mss=!0-1360 ipsec
S i Packe S - policy=in, ipsec passthrough=yes comment
P!
3 Random: v —_n . .
Connection State: | |2 -~ ="IKE2: Clamp TCP MSS from office-01 to
Connection NAT State: |:| % TCP Flags: | |syn s g o | |
office—-main
lenabled I
e F TEETarikin / niKITACEITTRIANESH -




Demo lab

Nikita Tarikin / nikita@tarikin.com |



1. Request certificate via form
2. Receive certificates

3. Connect to VPN server

4. Access via Winbox

Nikita Tarikin / nikita@tarikin.com [



Request your certificate via form

Demo lab

. Request certificate
via form

. Receive certificates

. Connect to VPN
server

. Access via Winbox

Nikita Tarikin / nikita@tarikin.com |


https://forms.gle/TTmKeHe8W2u9YZ3c7
http://www.apple.com/uk

Wait for your certificate

Manual processing for this LAB, sorry :)

Nikita Tarikin / nikita@tarikin.com [



IKE2 VPN Server address

vpn.ike2.xyz

Nikita Tarikin / nikita@tarikin.com [



Access LAB router via Winbox

Address
10.0.88.1

Login lab
Password lab

Nikita Tarikin / nikita@tarikin.com [



Will be open until 31 December 2019




“Hack the princess” quiz

10.0.88.
~§
<. IKEv2 VPN

10.0.88.H

192.168.XX.0/24

e $ Winbox, SSH
W ‘. Y/

192.168.XX.YY

Isystem identity 777

Nikita Tarikin / nikita@tarikin.com [



hacktheprincess@protonmail.com

192.168.XX.0/24

192.168.XX.YY

/system identity

Send results to e-mail

rtificate request f 8 Inbox | hacktheprincess@prot

R & mail.protonmail.com,

™ IKE2 LAB certifica...

SProtonMail @ Search message@ .

COMPOSE

& Inbox
Drafts
4 Sent
Starred
B Archive
@ Spam
Trash

All Mail

€ Folders /L

® @ oll - B~ |

ProtonMail Welcome to the future of email

ProtonMail How to secure your ProtonMail ac...

ProtonMail Encrypt your Internet with Proton...

e

REPORTBUG  HACKT!

246.1 KB
253.9 KB

2248 KB

Nikita Tarikin / nikita@tarikin.

com mmm



Send me e-mail:
niki rikin.com

Find me in Facebook:
0 Nikita Tarikin

Subscribe my channels:
@tarikin

@tropicalengineer
Direct message me via:

(« Telegram t.me/tarikin
Q Messenger Nikita Tarikin

Nikita Tarikin / nikita@tarikin.com [
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