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Very Setiawan

* Guru TKJ SMKN 1 Nglegok

*  Mengenal mikrotik dari 2007 (Freelance IT Support)
* Academy Trainer Mikrotik SMKN 1 Nglegok (ACTR0592) - 2016

« MTCNA, MTCRE, MTCIPVGE
*  https://www.linkedin.com/in/very-setiawan-65-12abla2/

e Linux User
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Apa Yang Kita BAHAS??7?

* Yang dilakukan dalam mana jemen wireless
Access Point di lab

* Alasan Menggunakan Mikrotik?

» Kenapa perlu Network Automation?

« DEMOW




Yang dilakukan dalam
mana jemen wireless”
Access Pointdilab




Mana jemen
Basic
Configuration




Mana jemen
Jaringan




Mana jemen
Bandwidth




Mana jemen
Wireless




Why Must Use

MikroTik??
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Fitur Lengkap dalam |
perangkat
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Sesuai dengan
kurikulum TKJ
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Mana jemen
Jaringan
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Session  Settings  Dashboard
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o Safe Mode

Ay Quick Set
| Intefaces
1 Bridge
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Session: | 00:0C:25:B5:C3:E6

Mew Address

Address: |192.168.100.20/24 |

Metwork: |192.168.100.0)

Interface: |a‘her'l




DHCP (Dynamic
Host
Configuration
Protocol)

DISCOVER
Client searching for DHCP Server

L A

® DHCP Server sending offer to Client
Client DHCP

Server

PC REQUEST

Client request for IP from DHCP
ACK

DHCP Server assigned IP to client
and send acknowledgement



DHCP Client
DHCP Rellay

DHCP Server

INTERNET

DHCP SERVER

192.168.88.254/24 192.168.88.1/24

AutomationServer

DHCP CLIENT

AP-MUM-1 AP-MUM-3

DHCP RELLAY

JaringanWirelesg1l

172.16.x.1/27 172.16.x.1/27 172.16.x.1/27

JaringanWireless2




DHCP Server <mums=

/ ° E Name |EHE _ |_ [Tox ]
DHCP Server Lease Script | === ==l
: Relay | | > ey L
Lease Tim | 00:10:00 | !
| BeotpLesse Tim [forever =] -
:local date [/system clock get date] : Address Pool |default-dhcp =] -
:local time [/system clock get time] | DHOP Option et | e
:foreach x in=[/ip dhcp-server lease find server=mum dynamic last-seen<6s] ; Src. Address | |v
do={ | pelayThreshal | v
local ip [/ip dhcp-server lease get value-name=address $x] ! b |ves Bl
foreach y in=[/ip address find interface=bridge] do={ | Bootp Support: [static [
local gate [/ip address get value-name=address $y] ' [ AwaysBrosdcast
lip dhcp-server lease make-static $x Insert Queue Befon [first =
lip dhcp-server lease comment comment="ip diterima pada : $time-$date” $x | :zg;:;f‘
[tool fetch url="http://192.168.88.254:5010/conf" http-method=post http- S o s
content-type="application/json" \ Lease Scrip
http-data="{\"ip_router\":\"$ip\" \"ip_gateway\":\"$gate\"}" B el m Rt s L
} e
1 EET ;a?ce: [?;dgjgirfs:{t_:et value- T
1 | name=address $y] |




Mana jemen Bandwidth

Cueue List
Simple ﬂueu24mmmm{;mmeha& Queue Types
e|l=] [« Y | | 00 Reset Counters || 00 Reset All Counters
# | |Name Target \Upload Max Limit |Download Max Lim| Packet Marks | Upload Download Total Max Limit (b.| -
0 £ Parent-Limit-AP 172.16.0.0/16 100M 100M 0 bps 0 bps
1 & Limit-AP-MUM-253 172.16.253.0/27 100M 100M 0 bps 0 bps
2 & Limit-AP-MUM-252 172.16.252.0/27 100M 100M 0 bps 0 bps
3 & Limit-AP-MUM-251 172.16.251.0027 100M 100M 0 bps 0 bps
4 items 0B queued 0 packets queued




Simple Queue Using Parent, Child and
PCQ

CQueue List

Simple Queu e+m Q(m#mmm'f‘me:* ﬂume'l'weq

s N IE=H | | 00 Reset Counter: || Do Reset All Counters
# | |Name Target |Upload Max Limit |Download Max Lim| Packet Marks |Upload Limit At |Download Limit At |Upload Queue Type |Download Queue Typ/ |Upload |-
0 & Parent-Limit-AP 172.16.0.0/16 100mM 100M unlimited unlimited pcg-upload-default  pcg-download-default 0 bps Ob
3 ﬁ Limit-AP-MUM-251 172 182510727 100M 100M 15M 15M pcg-upload-default  pcg-download-default 0 bps 0b
2 £ Limit-AP-MUM-252 17216252 027 100M 100M 15M 15M pcg-upload-default  pcg-download-default O bps | 0 by
1 2 Limit-AP-MUM-253 172 18.253.0/ 27 100M 100M 15M 15M pcg-upload-default  pcg-download-default 0 bps Ob
\ 1 ‘user’ 2 ‘users’ 7 ‘users’
256k
queue=pcqg-down 512k
max-limit=512k
256k




Mana jemen
Wireless

Wireless Tables

WiFi Interfaces W60G Station Nstreme Dual AccessList Registration Connect List Security Profiles Channels

e = ] 52 T CAP WPS Client Setup Repeater Scanner || Freq. Usage Alignment || Wireless Sniffer | Wireless Snooper |Ffr1-:|' |

|Name ¢ | Type |Actual MTU |Tx | R |TxPacket (p/s)  |RxPacket (p/s) |FPTx FPRx  |*
RS <fwlanl Wireless (Atheros AR.. 1500 26.0 kbps 0 bps 35 0 0 bps




Frequency 1,6,

12 3 4 06 7 8 9 119112 19 14
2412 2437 2462 2484

2400 2410 2420 2430 2440 2450 2460 2470 2480 2490 2500
GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz
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image source : https://www.extremenetworks.com/



Using Access List For Drop Bad

Connection

| Management Protection K |

=¥ ime

Mew AP Access Rule

MAC Address | |- oK
Interface |wlar11 " il Cancel
Signal Strength Rane |-80..120 | Apply
Allow Signal Out Of Rang | 00:00:10 =] p—
AP Tx Limit | |v | Comment
Client Tx Lim | g Copy
Authentication eSO
Forwarding
VLAMN Mode |nntag ";|
VLAN ID |1 |
Private Key |nune ||i| ﬂ::| |
Private Pre Shared Ke | |

1 enabled




Tool Fetch

Properties
Property

address (siring; Default: )

as-value (Set | not-set; Default: not-set)
ascii (yes | no; Default: no)
check-certificate (yes | no; Default: no)
dst-path (string; Default: )

host (string; Default; )

http-methed (|delete|getipost|put; Default: get)
nttp-data (string; Default: )
http-header-field (siring; Default: *empty®)

http-content-type (string; Default: application/x-www-form-
urlencoded)

keep- result (yes | no; Default; yes)

mode (fip|htip|ifip {1} https; Default: hitp)

Description
IP address of the device to copy file from.

Store the output in a variable, should be used with the cutput property.

Enables trust chain validation from local certificate store.
Destination filename and path

Domain name or virtual domain name (if used on web-site, from which you want to copy information). For
example,

address=wiki.mikrotik.com host=forum.mikrotik.com

In this example the resolved ip address is the same (66.228.113.27), but hosts are different.

the HTTP method to use

the data, that is going to be send, when using PUT or POST methods

list of all header fields and their values, in the form of http-header-field=hl:fff, h2:yyy

the MIME type & of the data you are going to send via POST/GET. Removed since v6.44, now http-
header-field="content-type: xxx" should be used.

If yes, creates an input file.

Choose the protocol of connection - hitp, hitps , ftp or tfip.

Sumber : https://wiki.mikrotik.com/wiki/Manual: Tools/Fetch
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Kelebihan

* memudahkan peker jaan
utamanya guru tk j

* sekali config | - banyak
device terlampaui

* komputer tidak mengeluh
(sing sambat uwonge)

* implementasi kurikulum
program ke networking




* mudah dipela jari daripada
pemrograman yang lain

* support automation
dengan paramiko for ssh

* support flask for
microweb

* bisa digunakan sebagai

ma'l'ef. pemYOQYQmQY) dGSQY image source : https://datawider.com/
di TK.




Paramiko for SSH

ssh_client = paramiko.SSHClient()
ssh_client.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh_client.connect(hostname=ip_mik,username=username,password=password,
allow_agent=False, look_for_keys=False)

print (f"sukses login to {ip_mik}")




DEMO TIMEW




Server Server

g._ Application Application
]

Proactive Reactive
» Manual Change » Change by event
« Change by human * Device send information to server

Image Source: EN-SDN Slide by Zufar Dhivaulhag

Type of
Automation



Layout

INTERNET

Default Configuration DHCP SERVER

192.168.88.254/24 192.168.88.1/24

AutomationServer

hl

DHCP CLIENT

AP-MUM-x3

DHCP RELLAY

172.16.x.1/27 172.16.x.1/27 172.16.x.1/27
¥ = automation



Flow Chart

Default app router dan
Configuration app klien
Core Router dijalankan

Client Terhubung Automation Server
ke cAP, request ip Konfigurasi Core
dynamic Router

dhcp server memberikan
Ip ke automation server

default
configuration cAP
(dhcp Client)

copy paste lease
script ke dhcp

dhcp server
mencatat ip dan
mengirim ke
automation server

automation server
konfigurasi cAP

automation server
mencatat ip ke html




Question???




My Bio
* email : kangphery@gmail.com

* script:
https://github.com/verysetiawan/NetworkAutomationinWirelessAccessPoint



