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CAPsMAN Features

Centralized management of RouterOS APs
Dual Band AP support

Provisioning of APs

MAC and IP Layer communication with APs
Certificate support for AP communication
Full and Local data forwarding mode
RADIUS MAC authentication

Custom configuration support



Reqguirements

« CAPSMAN

- X86 or RouterBOARD based device
- Newest RouterOS v6 version
- Wireless-fp package installed and enabled

« CAP

— X86 or RouterBOARD based device

- Newest RouterOS v6 version

- Atheros chipset (a/b/g/n/ac) wireless card
- Wireless-fp package installed and enabled
- At least Level4 RouterOS license



CAPsMAN Simple Setup
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CAPsMAN Simple Setup

Enable CAPsMAN service

Create Bridge interface

Add IP configuration to Bridge interface
Create CAPsMAN Configuration
Create Provisioning rule

Enable CAP mode on the APs



CAPsMAN Simple Setup

e Enable the CAPsMAN service

i Quick Set

i Interfaces
1 Wireless
@ Dndge
=2 PPP

“I5 Mesh

255| [P

7 MPLS
4. Routing

3 CAPsMAM

s B e

Itefaces | Provisioning Configurations Channels Datapaths  Secu

+ o) =]

MName Type MTL L2 MTL

CAPs Manager =] E3

“ v| Enabled 0K
Cerficate: b Cancel
CA Cerificate: -
Apply

Require Peer Cerificate

(3enerated Certificate:

Zenerated CA Cerificate:




CAPsMAN Simple Setup

* Create Bridge Interface

A Quick Set
4 CAPsMAN Bridge | Ports Fiters NAT Hosts
Irterf
“_E shaces : = | T Settings
Wireless
Mame Type L2 MTU [T
iy DNdge
New Interface =] E3
— W ace
Feneral
=3 Switch STP Status  Traffic QK
%8 Mesh ﬁ Name: |OfficeNet Cancel
=5 |p I Type: |Bridge Apply
7 MPLS I MTU: | 1500 :

N _ . Dizable
#& Routing 12 MTU: ——
& o I amme

s Jystem MALC Address:
Q Cueues Copy
ARF: enabled ¥

|| Files Remove

T Admin. MAC Address: -
e Tarch
L Radius
& Tools I* B =




CAPsMAN Simple Setup

A Guick Set @E
i CAPsMAN
-!.— 5 EI ?
Interf
I Intertaces Address Inteface DHCP | Metworks  Leases Options  Option Sets | Alerts
1 Wireless
Brd 1 @E o= r DHCP Corfig DHCF Setup
@y brdge
1 . Ad d I P =% PPP Address: |10.10.10.1/24 QK Name Iterface Relay Lease Ti
=i
ad d reSS == Switch Network: b Cancel [Ol[x]
©1® Mesh Interface: |OfficeMet * Apphy
a5 |P i DHCF Server Interface: |OfficeMet *
2 Add DHCP : Db
L] g T [—
- C nit Back et Cancel
Server R Fosg EEH
{5 System I Copy
3.Add NAT Q==
. [ Files Filter Rules angle Service Ports  Connections  Address Lists  Layer7 Protocols
ru |e [l Log =T Reset Counters || 00 Reset All Counters
‘-@ s " Action  |Chain Src. Address |Dst. Address |Proto.. |Src. Port |[Dst. Pat  |In. Inter.. |Out. Int... |Bytes
&, Tools [
Mew NAT Rule
|Em New Teminal
G | . - Acti o
4 MetsROUTER eneral | Advanced Bara Action  Statistics General Advanced Bdra on | Statistics
'E"I_ Fartition Chain: |srcnat Action: |masquerade
| & Make Supout rif Src. Address: 10.10.10.0/24
& Manual Dist. Address:
B Exi




CAPsMAN Simple Setup
 Add New CAPsMAN Configuration

Intefaces  Provisioning annels Datapaths  Securty Cfg.  Access List  Remote CAP Radio  Registration Table
B =7
MName 551D Hide 5510 |Load Bal... |Country Channel Frequency Band Datapat *

MNew CAPs Corfiguration
EIFIFIE' Datapath  Securty | Wireless Channel SECUI'i'f'.-’ Wireless Channel Datapath

Mame: |OfficeNet Datapath: Securty: | | -

Mode:
Bridge: |OfficeMet Authertication Type: v WPAPSK v WPAZ PSK WPA EAP WPAZ EAP a

S510: | Office

Bridge Cost: Encryption: |+ aes com thip -

Hide S51D:
Eridge Horzon: Group Encryption: |aes com ¥ | -

Load Balancing Group:
Fassphrase: |OfficeMet 'S

Local Forwarding:

Courtry: |united states EAP Methods:
Client To Client Forwarding: o

Max Station Count;
VLAM Mode:
Multicast Helper:
T WYLAN 1D:
HT Tx Chains:
HT Fx Chains:

HT Guard Interval:




CAPsMAN Simple Setup

 Add new Provisioning rule

Irrterfacesnﬁgumtinns Channels Datapaths Sec

=ik
H | Radio MAC Action Master Configurati... | Slave (
Radio MAC: |00:00:00:00:00:00 oK
Action: |create dynamic enabled | # Cancel
Master Configuration: | OfficeMNet + Apply
Slave Configuration: - Disable
MName Prefic: |Office AP - Comment
Copy
Remove

enabled




CAPsMAN Simple Setup
« Configure the AP to use CAP mode

Aa Guick Set

- Enable wireless-fp

R Interfaces | Nstreme Dual Access List Registration Connect List  Security Pn

pac kag e ﬁ :;ﬁ.erflaces L Al | T Scanner || Freq. Usage
- ET - Name Type L2MTU [T
- Enable CAP mode R=w = £
= Switch o i 0K
. Interfaces: | w7 E
() “Ia Mesh ﬂ Cancel
By CAP m Ode mD P - Certificate: \none * Aoply
——
b Utto n O n SO m e 7 MPLS f “ Discovery Interfaces: |etherl ¥ =
boards 4 Routing I Lock To CAPsMAN
: : . % System ’ CAPSMAN Addresses: a
* By Conflguratlon In QGUEUES CAP=MAMN Mames: -
. || Files
WI re I eSS CAP ey CAPsMAN Cerificate Common Names: =
m e n u EL Radius Bridge: |none F
: 3
AN Tooks N Requested Certificate:
[Em New Teminal
# MetaROUTER Locked CAPsMAN Common Mame:




CAPsMAN Simple Setup

» Check the Status of the CAPsMAN CAP interface

CAPsMAN CAP

Access List Registration Connect List Securty

Interfaces | Provisioning Corfigurations Channels Datapaths  Security Interfaces  MNetreme Dual
g = =1 | W | | Manager AAA L B = | T CAP Scanner || Freg. Usage
MName Type MTU L2MTU | Name Type L2 MTU | Tx
DSME  <pOfficeAP Interfaces 1500 1600 — managed by CAPsMAN
Interface <OfficeAP 1> S n:ha:n:‘n:l_:ﬁii ‘Eg.c.ggnj;dfﬂj?:lf_ E?:E' C.i“-.l?zr-’l.i.N forwarding
General Wireless Channel Datapath  Securty Status | Traffic
Cument State: |running-ap

Cument Channel: | 2427/20HCe/gn{30dBm)
Cument Rate Set: |CCK:1-11 OFDM:6-54 BW: 1x-2x HT:0-7

Cument Basic Rate Set: |QFDM:6 BW :1x HT:0-7




CAPsMAN Registration table

Intefaces Provisioning Configurations Channels Datapaths Securty Cfg.  Access List Remote CAP  Radio [§ Registration Table
=| | T

Interfface  +  MAC Address Tx Rate Fux Hate Tx Signal | Fx Signal | Uptime Tx/Fx Packets TR Bytes
Office AP3 18:34:51:41.75CD  65Mbps-... &5Mbps-... 0 -44 00:03:17.... 31 396/33 212 29.8 MiB/29.5 MiB

CAPs AF Client <18:34:51:41:75:CD

Interface: |OfficeAP3 OK
MAC Address: |18:34:51:41:75:CD Remaove
Tx Rate: |65Mbps-20MHz/15 Copy to Access List

Fx Rate: | 65Mbps-20MHz/ 15

Tx Rate Set: |CCK:1-11 OFDM:6-54 BW:1x HT:0-7

Tx Signal: |0

Fx Signal; |44

1 item

Uptime: |[00:03:17.70

Tx/Rx Packets: |31 355/33 212

Tx/Fx Bytes: |23.8 MiB/25.5 MiB




Manual Provisioning

* Changing Provisioning rules doesn't effect already
configured CAPs, manual Provisioning required:
- Remove CAP interface
- Initiate Provision command on the CAP

CAPsMAN
Intefaces Provisioning Configurations Channels Datapaths Secunty Cfg.  Access List Remote CAP

g =

Radio MALC Remote CAP Mame | Remote CAPId... - |Interface
 ACSEQCECE328  [ACSEOCECS328] Roomd
P 4C:5E0C:6C.63:.2B [4C:5E:0C:6C63.2B] Room3d CficeAFRT
P 4C:hE.0C:6C:63:4C [4C-hE.0C:6C:63:4C] Rooml CfficedAPZ

P 4C:hE.0C:6C:63:3A [4C:hE.0C:6C:63:3A] Room?Z CfficedAP3



CAP to CAPsMAN Connection

« MAC Layer2:  |P (UDP) Layer3:
- No IP configuration required - CAP must reach the
_ CAP an CAPsMAN must be CAPsMAN using IP protocol
In the same Layer 2 network - Can traverse NAT if
necessary

 Management connection between CAP and CAPsMAN
IS secured using DTLS

 CAP client data traffic is not secured — if necessary
additional encryption by using IPSec or encrypted
tunnels is needed



CAPsMAN Selection on CAP

 CAP attempts to contact CAPsMAN and build
available CAPsMAN list:
— List of CAPsSMAN IPs
- List of CAPsMAN IPs obtained from DHCP

- Broadcasting on configured interfaces using IP and MAC
Layer

e CAP selects the CAPsMAN based on such rules:

- If CAPsMAN names setting is matched it will prefer that
CAPsMAN eatrlier in the list

- MAC layer connectivity to CAPsSMAN is preferred over IP
connectivity

- If list is empty it will connect to any available CAPsMAN



CAPsMAN with Layer3

* On the CAP specify the IP address of the CAPsMAN

Iterfaces | Mstreme Dual Access List Registration Connect List  Securty Profiles C

L R =T Scanner || Freq. Usage || Alignmer
Mame Type L2 MTU | Tx Rx

P [ ralace (itharme b .
= LR B R Lo b P B L R B I B Uy L' L

CAP Of x|

o) | Encbled oK
ﬂ Interffaces: | wiEn 7 ¥ ¥ Cancel
Certificate: |none + Aoply
Discovery Interfaces: =
Lock To CAPsMAN
S CAFsVAN Addresses: [10.5.125.1 s
CAPsMAN Mames: =
CAPsMAM Certificate Commaon Mames: =
Bridge: |none *

Requested Cerfficate:

Locked CAPsMAN Common Name:




CAPsMAN selection using Name
* On the CAP specify the CAPsMAN identity

name

Interfaces | Mstreme Dual Access List Registration Connect List  Security Profiles  Cl

L ol = [T Scanner Freg. Usage Aligrnmer

Mame Type L2 MTU [Tx Fac
CAP =] E3
v iEnabled 0K
ﬁ Interfaces:; | w7 - Carce]
Cerificate: |none * Aoply
ﬂ Dliscovery Intefaces: |etherl I —
Lock To CAPsMAN
CAPsMAN Addresses: =
“ CAPsMAN Names: |CAPsMAN1 —
CAPsMAN Cerdificate Common Mames: =
Bridge: |bridgelocal >

Requested Cerificate:
Locked CAPsMAMN Commaon Mame:




CAP ldentification

MAC/IP address
RouterBoard model
Serial Number of the Board -« State of the CAP
RouterOS version

System ldentity
Main wireless MAC

Provided radio count

CAPsMAN

Address
ACSEQCHECE326
4C:5E:0C-6C:63:29
4C-5E:0C-6C:63:38
4C:BE-0C-6C-63:4A
i 10.5.125.172

T | | Provision

Mame

[4C:5E:0C:6C:63:26]
[4C:5E:0C:6C:63:3A]
[4C:5E:0C:6C:63:4C]
[D4:CA6D:AZ:85:60]

Imterfaces Provisioning Configurations  Channels

Board

RBmAP2n
RBmAPZn
RBmAPZn
RBmAPZn
RBmAPZn

Serial Version
he760434DCE4 615
he76046C90DA3 615
he7604845E6A €15
h27604D105D4 €15
he7e02055F22 €15

Datapaths Securty Cfg.  Access List

|dentity

Baze MALC State

4C-5E:0C-6C:63:28 Run
4C:5E:0C:6C:63:2B Run
4C-5E:0C-6C:63:3A Run
4C-5E:0C-6C:63:4C Run
D4:CABD:AZ:85:60 Run

Remote CAP BRadic  Registration Table



CAPsMAN static CAP interface

* No interface name change or setting change after the reboot
» Additional manual setting override
« Copy dynamic interface to make static interface

Interfaces | Provisioning Corfigurations  Channels  Datapaths  Security Cfg.  Access List  Remote CAP | Radio  Registration Table
g = £=| || | Manager AAA
MName Type MTL L2 MTU |Tx Foc T Packet (pis) H:-; Packet (p/s) SSID Hide 5510 (L w
DSMB  4:CfficeAPS Interfaces 1500 1600 0 bps O bps
@E MNew Interfface
General | Wirless Channel Datapath  Securty  Status | Traffic General | Wirless Channel Datapath  Securty  Status | Traffic -
MName: |OfficeAPS |“Name: RoomBAP
Type: |Interfaces Type: |Interfaces
MTU: (1500 MTU: (1500
L2 MTU: | 1600 L2 MTU: | 1600
omme
MAC Address: |D4:.CA:GD:AZ:B5:60 MAC Address: |D4:.CA:RD:AZ:B5:60 =
opy
ARP: |enabled * ARP: |enabled *
Radio MAC: |D4.CAGD:AZ:35:60 Radio MAC: |D4.CAGD:AZ:35:60
Tarch
Master Interfface: |\none ¥ Master Interface: |\none ¥




CAPsMAN VirtualAP

Internet

CAPSMAN

| OffceNet

]—Euestﬂet

(fficeNet N
]_ﬂuestﬂet 1 oL

OfficeNet

| OffceNet
]’Guestﬂet




CAPsMAN VirtualAP Configuration

Create new Bridge interface and IP
configuration for the VirtualAPs or use the
same bridge interface as Master AP

Create a new configuration for the VirtualAP

Specify the new configuration in Provisioning
rule as Slave Configuration

Remove all CAP interfaces
Initiate Manual Provisioning on all the CAPs



CAPsMAN VirtualAP Setup

Interfaces = Provisioning annels Datapaths Securty Cfg. | Access List FRemote CAP | Radio  Registration Table

o B

MName s3I0 Hide 5510 |Load Bal... |Country Channel Frequency Band O
OfficeMet Office united sta...
Mew CAPs Configuration
annel Datapath  Securty | Wireless Channel Decurty
Mame: |GuestMet Diatapath: -
Mode:
Bridge: |GuestMet ¥ |
S510: |Guest
Bridge Cost: -
Hide S51D:
Bridge Horizon: -
Load Balancing Group:
Local Forwarding: -
Country:
Client To Client Forwarding: -
Max Station Court:
= VLAN Mode: b
Multicast Helper:
VLAN 1D: -
HT Tx Chains:
HT RFx Chains:

HT Guard Interval:




CAPsMAN VirtualAP Setup

CAPsMAN

Intesf Provisioning BCorfigurati Channels Datapaths S
ECEE —— A= Interffaces | Provisioning Configurations Channels Datapaths
d = v % O T
# | |Radio MAC Action Master Configurati... | Slave + = ? SIELE —
0 O0:00:00:00:00:00 create dy... OfficeMet Mame Type MTU L
CAPs Provisioning <00:00:00:00:00:00: DSME < Office AP Interfaces 1500
R (0-00.00.00-00-00 DSEB 4 OfficeAP1-1  Interfaces 1500
ado MAL: [T oK DSMB 4 OfficeAP2 Interfaces 1500
Action: |create dynamic enabled || F Cancel 0SB & OfficeAP2-1  Interfaces 1500
Master Corfiquration: |OfficaNet - roply DSMB %OﬁiceﬁF‘E Intefaces 1500
0SB 4P 0ficeAPI1  Intefaces 1500
Slave Configuration: |GuestMet A= Dizable DSMB 4 OfficeAP4 Interfaces 1500
OSB dpOfficeAP4-1  Interfaces 1500
Name Prefic: | OficeAP N Comment SMB 4 Room5AP Interfaces 1500
Copy
Remove
enabled

CAP=MAN
Interffaces  Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access List  Remote CAP} Radio

=)

0 0 (ng

AC-5E.0C.6C 6328 [4C-5E:0C:6C:63:...

AC:HE0C6C63:34 [4C-5E:0C:6C:63:...
4C-5E:0C.6C63:4C [AC-5E:0C6C:63:...
D4.CAGD:AZ-85:60




CAPsMAN static VirtualAP

Interfaces | Provisioning Configurations Channels Datapaths Securty Cfg.  Access List  Remote CAP  Radio  Registration Table

E— +||% 3O || | Manager AAA

MName Type MTLU L2 MTU |Tx Fhe Tx Packet (p/s) R Packet (p/s)
DSMB 4 OfficeAR1 Interfaces 1500 1600 [ bps [ bps 1]
D5EB 4 OfficeAP1-1  Interfaces 1500 1600 [ bps [ bps 1]
DSME  4OfficeAP2 Interfaces 1500 1600 [ bps [ bps 1]
D5EB i OfficeAP2-1  Interfaces 1500 1600 [ bps 0 bps 1]
DSME  Office AP3 Interfaces 1500 1600 [ bps [ bps 1]
D5B 4 OfficeAP31  Intefaces 1500 1600 [ bps [ bps 1]
DSME 4 OfficeAP4 Interfaces 1500 1600 [ bps 0 bps 1]
D5E b OfficeAP4-1  Interfaces 1500 1600 [ bps [ bps 1]
SMB 4t RoomBAFP Interfaces 1500 1600 {0 bps {0 bps 0
Mew Interface
reless Channel Datapath Securty | General "hannel Datapath  Securty  Status  Traffic QK
Mame: |Roomb5WAP Configuration: |GuestMet ¥ A Cancel
Type: |Intefaces S - Apphy
MTLU: (1500 _
SSID: |GuestAP - Disable
L2 MTLU:
Hide SSID: v Comment
MAC Address: | 00:00:00:00:00:00
Load Balancing Group: - Copy
ARP: |enabled
Remove
Country: -
Radio MAC: | 00:00:00:00:00:00
Torch

Master Interface: |Room5AP Max Station Count: b




CAPsMAN Access List Features

« MAC Authentication
 Radius Query support
« MAC Mask support

» Signal Range

 Time

* Private Passphrase
 VLAN ID assignment



CAPsMAN Access List

* Allow Apple devices to connect
» Rest of the connections pass to the RADIUS

Inteffaces Provisioning Corfigurstions Channels Datapaths  Security Ug.emnte CAP Radio Registration Table
=]
H MAC Address MALC Mask Interface Signal Ra...| Action Client Ta Clie... |WLAMN Mo...|VLAN ID
@E Mew CAPs Access Rule =] E3
MAC Address: [18:34:51:00:00:00 |« MAC Address: | |-
MAC Mask: |[FF-FFFF00:0000 | a MAC Mask: -
Interface: - Apphy Interface: hd Apphy
Signal Range: Signal Range:
- Time -~ Time
Action: |accept ¥ | . Action: |queny radiug ¥ | .
AP T Limit: v AP T Limit: -
Client Te Limit: - Cliert Tx Limit: -
N Private Passphrase: - Private Passphrase: -
Client To Client Forwarding: - Client Ta Client Forwarding: -
RADIUS Accounting: - RADIUS Accourting: -
VLAN Mode: - YLAN Mode: -
WVLAN I1D: - VLAM 1D -
enabled enabled




CAPsMAN Local Forwarding Setup

Internet
CAPSMAN | |

LocalNet @




CAPsMAN Local Forwarding

* Create a Local Forwarding configuration

Intefaces  Provisioning annels Datapaths Securty Cfg.  Access List  Remote CAP Badio  Registration Table

[£)-1= 7

Mame 5510 Hide S5I0 |Load Bal... |Courntry Channel Frequency Band Datapath Bridge WLAM M
GuestMNet Guest Guest Net
OfficeMet Cifice united sta... CifficeMet

| Mew CAPs Configuration
Wireless Whannel Datapath Securty | Wireless [hannelec:uﬁtg,r Wireless Channel  Datapath

Mame: |LocalMet Datapath: Security: -
Maode:
Bridge: Authertication Type: v WPA PSK v WPAZ PSK WPA EAP WFAZ EAP a
S5I10: |LocalMet
Bridge Cost: Encryption: [v+| aes ccm thip e
Hide 551D —
Bridge Haorizon: Group Encryption: |aes ccm ¥ | .

Load Balancing Group: Passphrase: | LoalNet .
Local Forwarding: [v '

Country: |united states EAP Methods: =
Client To Cliert Forwanding:

Max Station Court:

VLAN Mode:
Multicast Helper:
VLAN 1D
HT Tx Chains:
HT R Chains:

HT Guard Interval




CAPsMAN Local Forwarding

» Create Provisioning rule

* Move above the default Provisioning rule

Interfaces nﬂgumtinns Channels Datapaths Sec

H Radio MAC

0  00:00:00:00:00.00

CAPSMAN

Radio MAL:

enabled

Action:

Master Configuration:

Slave Configuration:

Mame Prefix;

=T
Action

4C-REOC:3F 5356
create enabled

LocalMet

Local AP

Master Configurati... | Slave (

cregte dy... OfficeMet

|

|

Guesth

oK

Cancel

Apply

Dizable

Comment

Copy

Remove

Interfaces orfigurations Channels Datapaths Securty Cfg.  Access List
+ = v % O T

¥ | Radio MAC Action Master Corfigurati... | Slave Corfiguration
0 00:00:00:00:00:00 create dy... OfficeMet Guest Net
1 4C:5E:0C:3F:58:86 create en... LocalMet




CAPsMAN Local Forwarding

 On CAP specify the Bridge interface for CAP or
use routing for access to network

Interfaces | Mstreme Dual Access List Registration Connect List  Security P

L =T Scanner || Freg. Usage

Mame Type L2MTU | T=
—managed by CAFsMAN
— channel: 2442/20-Ce an(30dBm), 5510: LocalMet, local forwarding

R wlan Wireless (Atheros ARS... 1600 [
CAP [=] E3
v iFnabled oK
[ 3| &
Intefaces: |wianl * | ¥ Cancel
Cerfficate: \none ¥
Apply
Discoveny Intefaces: |etherl ¥ 5
Lock To CAPsMAN
CAP=MAN Addresses: =
CAPsMAN MNames: =

CAPsMAN Certificate Commaon Mames:

“ Bridge: | bridgedocal

Reguested Cerfficate:

| 4

Locked CAPsMAMN Common Mame:




CAPsMAN VLAN Assignment

Internet
CAPSMAN |

- VLAK2(
P T

! LocalNet
| g

 LocalGuest




CAPsMAN VLAN Assignment

 When using Local Forwarding CAPsMAN can assign VLAN ID
to specific CAP interface or even specific wireless client

» Create Slave interface with Vlan tag

Irtefaces | Provisioning Corfigurations  Channels  Datapaths  Security Cfg. | Access List  Remote CAP | Fadic  Registration Table

m— | 8% O T | Manager AAA

Mame Type MTLU L2 MTU | Tx Foc Tx Packet (p/s) Foc Packet (pis) 5510

MEB - Local AP 1 Interfaces 1500 1600
Mew Inteface

irehggg Channel Datapath Genemlannel Datapath | General Wireless Channel § Datapath fBecunty  Status | Traffic

Mame: |LocalAPGuest Corfiguration: Datapath: -
Type: |Interf
yPE s Mode: Bridge: -
MTL: 1500
S510: |LocalGuest Bridoge Cost: -
L2 MTL:
Hide 5510 Bridge Horzon: -

MAC Address: |00:00:00:00:00:00
Load Balancing Group:

ARP: |enabled Local Forwarding: [+ -
Country: Client To Client Forwarding: -
Radio MAC: |00:00:00:00:00:00
| Master Interface: |LocalAP1 Mz Station Court: VLAN Mode: |use tag ¥ A
Multicast Helper: WLAMN ID: (10 s
HT Tx Chains:
HT Rx Chains:

HT Guard Interval:




CAPsMAN VLAN Assignment

. Interfaces Provisioning Configurations Channels Datapaths  Securty Cfg.
* Create Access List ) v =

# | MAC Address MAC Mask Interface Signal Ra... | Action

rUIe fOr SpeCIfIC 5' $1E~:34:51:DD:DD:DD FF:FF:FF.00:00:00 :Ez;ptﬁ
client to get tagged |ErE===r Bl

tO Management M::ﬁid?ﬂr:::; 18:34:51:41.75CD Cj-ll-:EI
Vlan on the same nteface: |LocalAPGuest | ¥ Poply

CAP interface L, T

4 »r 4 P

« Move the Access e L=
List rule above the e .

preViOUS Ones Frivate Passphrase: bl

Client To Client Forwarding: -
RADIUS Accounting: -
VLAM Mode: |usetag F A

VLAN ID: |20 -




CAPsMAN VLAN Assignment

 Create VLAN Interfaces on the CAPsMAN
router interface where the CAPs are connected

Interface EBthemet EolP Tunnel P Tunnel GRE TunneHHF‘ Bonding LTE
a ol [v
Mame Type MTU LZMTU | Tx Fac
General | Traffic General | Traffic
MName: |Local APGuest-VLAN10 Mame: |Local APGuest-VLANZ20
Type: |VLAN Type: |VLAN
MTU: 1500 MTU: 1500
L2 MTL: L2 MTU:
MAC Address: MAC Address:
ARP: |enabled ARP: |enabled +
VLAN ID: |10 VLAN ID: |20
Interface: |local Interface: |local *
Use Service Tag Use Service Tag




CAPsMAN VLAN Assignment

* Assign IPs to VLAN interfaces on CAPsMAN

[=I{E3
=i
Address Network Interface
MNew Address =] E3
Address: |10.10.12.1/24 Address: (10.10.13.1/24 oK
Metwork: ¥ | MNetwork: i Cancel
Interface: |LocalAPGuest-VLANTD | # || Inteface: |LocalAPGuest-VLANZD |+ Apphy
Disable
Commert
Copy
Remove

enabled enabled




CAPsMAN Dual Band CAP

* |f the Channel settings are not specified it will
automatically use the supported band/channel

* |f specific Channel settings are required then
specific Provisioning rules are required

- Custom Channel settings
- Dual band wireless interface support




CAPsMAN Dual Band CAP

» Create 3 configurations:

— Config for both bands radio
- Config for 5ghz only radio
- Config for 2.4ghz only radio

Interfaces  Provisioning annels Datapaths Securty Cfg.  Access List Femote CAP Radioc  Registration Table
= O T
MName 551D Hide 5510 |Load Bal... |Country Channel Frequency Band

| CAPs Corfiguration <2.4ghz Corfig=

Wireless §Channel WDatapath  Securty | Wireless §Channel WDatapath  Securty | Wirsless [atapath  Securty

Channel: Chaninel: Channel:
Frequency: Frequency: Frequency:
Width: |20 Width: |20 Width:
Band: |5Bghz-a/n Band: |5ghz-a/n Band: |2ghzbsg/n
Bxtension Channel: Extension Channel: BExtension Channel:

Tx. Power: Tx. Power: Tx. Power:




CAPsMAN Dual Band CAP

* Create 3 Provisioning rules

- For A/N,G/N hardware use Both Bands config
- For A/N hardware use 5ghz config
- For G/N hardware use 2.4ghz config

Interfaces onfigurations Channels Datapaths Securty Cfg.  Access List Remote CAP  Radio Registration Table
E = | T

H# | |Radio MAC Action Master Configurati... | Slave Configuration
New CAPs Proviioning
Radio MAC: | 00:00:00:00:00:00 Radio MAC: |00:00:00:00:00:00 Radio MAC: | 00:00:00:00:00:00
Hw. Supported Modes: |an ¥ | & | Hw. Supported Modes: |an ¥ | 5| Hw. Supported Modes: |gn T
an ¥ 5 Action: |create dynamic enabled | # Action: |create dynamic enabled | #
Action: |create dynamic enabled | # Master Configuration: | bghz Caonfig * Master Configuration: |2.4ghz Corfig ¥
Master Configuration: | Both Bands Y Slave Configuration: - Slave Configuration: =
Slave Configuration: v Mame Prefic b MName Prefoc: b
Mame Prefix: b




CAPsMAN Dual Band CAP

Interfaces | Provisioning | Corfigurstions = Channels  Datapaths  Securty Cfg.  Access List  Remote CAP Fadic | Fegistr

g | = = || | Manager ARA
Mame Type MTU L2 MTU | Tx R ]
DME  <capll Interfaces 1500 1600 Obps Obps
OMB rcapd Irterfaces 1500 1600 0 bps 0 bps
Inteface <cap10:=
General Wireless |Channel Datapath Securty | General Wireless |Channel Datapath Securty Status  Traffic
Corfiguration: | 2.4ghz Corfig Configuration: |5ghz Corfig
Mode: Mode:
55ID: |2 4ghz band 55ID: |5ghz band
Hide 5510 Hide S5ID:

Wireless Tables
Interfaces | Mstreme Dual Access List Registration Connect List  Securty Profiles  Channels
L R = | T CAP Scanner || Freq. Usage || Alignment || Wireless Sniffer

Mame Type L2 MTU |Tx R Tx
— managed by CAPsMAN
— channel: 5220~ E:-CE an 'I_I:I Elm S51D: bghz band, C F'sM M forwarding
}.. -|.- E" -I / oo I n p—- i"
— managed by CAP=MA N
- n:hannel 2427 .«:.J-Ce |:|n %dEIm S5I0: 2 4ghz band, C FPsMAN forw an:llncl

. |'

T I ] - -
Mharms AHS - hirs hirs
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CAPsMAN Configuration override

* Configuration
overrides Channel
setting

e Interface overrides
Channel and
Configuration
setting

MNew CAPs Channel =] E3
Mame: Ok
Frequency: |2412 MHz & Cancel
Width: i Apply

Mew CAPs Configuration

Wireless Channel | Datapath  Security

Channel: ¥ -
Frequency: 2437 MHz
Width: -

Mew Interface

General Wireless Channel | Datapath  Securty  Status | Traffic
Channel: |channell ¥ | .
Frequency: |2462 MHz &
Width: -

General Wireless Channel Datapath  Securty Status | Traffic

Cument State: running-ap
Current Channel: |2462/20-eC/gn{30dBm)
Cument Rate Set: |CCK:1-11 OFDM:6-B4 BW: Tx-2¢ HT.0-7
Curmrent Basic Rate Set: |OFDM:& BW:1x HT:0-7



CAPsMAN Auto Certificate

 Enable Certificate and CA Certificate on

CAPsMAN

Interfaces | Provisioning  Corfigurations

5 Sl ===

Mame

Cerificate:

CA Cerificate:

Generated Cerfficate:

Generated CA Cerfficate:

Require Peer Certfficate

Channels Datapaths Secu
AAA
Type MTU L2 MTL
CAPs Manager [=] E3
v :Enabled : 0K
auto oy Cancel
auto ¥ | A
Apply

Interffaces | Provisioning Configurations Channels Datapaths

- o) v [ ]

Mame

Cerificate:

CA Cerfficate:

Generated Cedificate:

Generated CA Cerfficate:

Require Peer Certificate

CAPsMAN-DACAGDEIS0A0
CAPsMAN-CA-DACAGDEI50A0

Security Cft
Type MTU L2 MTU |Tx
CAPs Manager =] E3
v Enabled : 0K
auto v Cancel
auto |
Apply




CAPsMAN Auto Certificate

 Enable request Certificate on CAP

Interfaces | Nstreme Dual Access List  Registration Connect List  Security Pr Interfaces | Mstreme Dual Access List Registration  Connect List  Security Pr
o A | T Scanner || Freq. Usage o = | T Scanner || Freq. Usage
Mame Type L2 MTU | Tx Mame Tvpe LZ MTU |Tx
CAP = E3 [Ol[x]
v| iEnabled 0K v Enabled 0K
: ¥ . = | &
Interfaces: | wizn7 ¥ |- Cancel Interfaces: |misn7 ¥ v Cancel
Cerificate: |request * Apply Cerdificate: |request * Apply
Discovery Interfaces: |etherl A Discovery Intefaces: |etherd ¥ -
Lock To CAPsMAN Lock To CAPsMAN
CAPsMAN Addresses: - CAPsMAM Addresses: -
CAPsMAN MNames: - CAPsMAMN Mames: -
CAPsMAN Certificate Common MNames: - CAPsMAN Certfficate Common Mames: ==
Bridge: |brdgelocal ¥ Bridge: |bridgeLocal ¥
T Requested Certificate: 1 Requested Cerificate: |CAP-4CSEQCECE3I4A
Locked CAPsMAM Common Mame: Locked CAP=MAN Common Name:




CAPsMAN Auto Certificate

» Allow CAPsMAN to accept connections only
from CAPs with valid certificate

Interfaces | Provisioning Corfigurations Channels Datapaths  Security Cfc

+ Sl = S

Mame Type MTU L2 MTU |Tx
CAPs Manager Of x|
w/iEnabled 0K
Cerfficate: auto ¥ A
Cancel
CA Cerificate: |auto F oA

Apply

v Heguire Peer Cerfficate

Generated Cerificate: CAPsMAN-DACARDESH0A0
Generated CA Cerfficate: CAPsMAMN-CA-DACASDEIS0AD




CAP Lock To CAPsMAN
e Enable Lock To CAPsMAN on CAP — certificate

IS required

Interfaces | Mstreme Dual Access List Registration Connect List  Security Pr
L o =T Scanner | Freqg. Usage
MName Type L2 MTU | T
CAP =] E3
7 i T
Iterfaces: |wisn7 ¥ |5 Cancel
Cerfficate: |request ¥ Apply
Discovery Interfaces: | ether ¥ -

v| Lock To CAPsMAN

CAP=MAMN Addresses: =

CAPsMAMN Mames: =

CAPsMAM Certificate Common Mames: =
Bridge: |bridgelLocal *

] Requested Cerfficate: |[CAP-4CHEDCECEILA

Locked CAPsMAM Common Name:

Interfaces | Netreme Dual Access List Registration Connect List  Security Profiles
L R4 =T Scanner || Freq. Usage || Alignm
Mame Type L2 MTU | Tx R
CAP =] E3
| Enabled 0K
Intefaces: wiEa7 ¥ = Cancel
Certificate: |reguest * Apply
Discovery Interfaces: |etherl ¥ -
v Lock To CAPsMAN
CAPsMAMN Addresses: =
CAPsMAMN MNames: =
CAPsMAN Cerfficate Common Mames: =
Bridge: |bridgelocal *
] Reguested Certificate: |CAP-4ACHEICECEIAA




CAPsMAN and CAP In one board

« Enable CAPsMAN

Interffaces | Mstreme Dual Access List Registration Connect List  Sect

Manager and create |- o] [7) [ sooer | e
the configuration e B L2HTU
° Conflg u re the CAP to v|iEnabled . - ‘
“ Interfaces: | wian7 7| a
look for IP 127.0.0.1 .
Discovery Interfaces: =
Lock To CAPsMAN
Q] C/F<MAN Addresses: [127.00.1 -
CAP=MAN Names: -
CAP=MAN Certificate Common Mames: -
Bridge: none ¥
] Requested Certificate:
Locked CAPsMAN Common Mame:




CAPsMAN Antenna-gain

* Antenna-gain value Is
taken from the CAP
Interface

* Must be configured on
AP before enable
radio in CAP mode

 Example with 6db
antenna-gain and
30db EIRP

Interfaces | Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access Lis

e = ¢ |® O |T | Manager AAA

Mame Type MTU LZMTU |Tx
MB drcap Intefaces 1500 1600

Intefaces | Nstreme Dual Mccess List Registration Connect List  Security Profiles  Che
L ohd (% O T CAF Scanner || Freg. Usage || Alignment

H : [ bps
| Interface <capl:

General Wireless Channel Datapath Securty Status | Traffic

Curment State: \munning-ap

Current Channel: | 2442/20-Ce/an{30dBm)

Cumert Rate Set: |(CCK:1-11 OFDM:6-54 BW: Tx-2¢ HT.0-15
Cument Basic Rate Set: |QFDM:6 BW: 1« HT.0-7




CAPsMAN v2 features

« CAPsMAN automatic upgrade of all CAP clients
(configurable)

* Improved CAP<->CAPsMAN data connection protocol

» Added "Name Format, Name Prefix
ldentity/CommonName Regexp, IP Address Ranges"
setting for Provision rules

* Improved logging entries when client roams between
the CAPs

 Added L2 Path MTU discovery



CAPsMAN v2 compatibility

« CAPsMAN v2 is NOT compatible with current
CAPsMAN v1 (CAPsMAN v1 CAP devices will
not be able to connect to CAPsMAN v2 and
CAPsMAN v2 CAP devices will not be able to
connect to CAPsMAN v1l).

 Both CAPsMAN and CAP devices should have
wireless-cm2 package installed in order to
make CAPsMAN v2 system to work.



Upgrade to CAPsMAN v2

* Optionl: Install a new temporary CAPsMAN v2 router in
same network where the current CAPsMAN router is and
start upgrading CAPs with wireless-cm2 package. All
CAPs with the v2 will connect to the new temporary
CAPsMAN v2 router. After every CAP Is upgraded to v2,
upgrade your current CAPsMAN to v2 and then turn off
the temporary CAPsMAN v2 router.

* Option2: Upgrade your CAPs and then CAPsMAN to v2 at
the same time. In this case you could have little more
downtime unless you schedule all the CAPs to
reboot/install at the same time.
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