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About the speaker

! Has been a student(yes I still learn from you also) of networking for past 16 
years  

! 16 years of experience in IT & Communication Industry 
! Is certified trainer of Mikrotik (MTCNA, MTCWE) 
! Is certified trainer for wireless and networking technologies 
! Designed and implemented wide array of networks for corporates and ISPs 
! Running our own ISP in Punjab, Maharashtra, Tamil Nadu
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Objectives

! Understanding some of the problems faced with Service Providers in India 
! Mikrotik’s Firewall basic understanding of chains 

! Implementing some basic firewalls  

! Understanding DDoS 

! Some basic implementation of DDoS 

! BCP38 

! Understanding Amplification Attack 
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Downloading this presentation

! This will be available at http://mum.mikrotik.com under archives 
! Or you can send email to us we will forward to you  

! We have no problem in sharing because knowledge is power and we 
expect you to give more inputs so that we can increase the knowledge 
base of all customers. 
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General Understanding

! Input Chain – Any packet which is destined for the router itself, e.g. SSH, 
Telnet, WinBox etc 

! Output Chain – Any packet that is generating from router for e.g. Radius 
calls, SSH/Telnet into other devices from Winbox etc. 

! Forward Chain – Any packet that is going thru the router or packets that 
are neither generating from and destined for router but for a network 
behind the router. For e.g. HTTP/TP/SMTP traffic of clients, etc  

Note: In Mikrotik you can have your own custom named chain, but these will 
be children chain of one of the three above which will act as a parent chain.
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The Chains
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Apart from 3 basic chains 
there are 2 more chains 
which are shown here, 
which are basically children 
chain of forward chain, 
created by Action->Jump. 
This is just to create more 
meaning for chain.



Understanding Packet Flow
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Port blocking

Some known malicious ports  
! Blaster Worm (TCP/UDP: Port 135-139,445) 
! Messenger Worm (UDP: Port 135-139) 
! Sub7 Trojan (TCP/UDP Port: 27374) 
! MyDOOM (TCP: Port 1080,3127-3128) 
*complete list of these ports can be found annexed with the presentation 

Although its not wise to block ports alone and think that the network will be 
secured, this is an amateur way of securing. Behaviour of the traffic is to be 
taken into account.  But knowingly leaving ports open which are malicious in 
nature and time again proven to be bad is also not wise.
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Firewall Tips & Tricks(services)
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Although you can block SSH/Telnet and 
other services to secure your router but is it 
the best solution ??? 

Not really, in this age of technology where 
most of the work is done on your Smart 
Phones, and with Mikrotik still haven’t 
released “official” WinBox for SP, till then 
we will have to use SSH and Telnet etc. (this 
is just one of the examples) 



Firewall Tips & Tricks(services)
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So what options do we have instead of blocking port for this case? 
! We can restrict access of SSH/Telnet from certain IPs only  

(But the problem with this is that we are on 3G/4G travelling and we get 
random IPs and feeding this kind of information is just not viable, right ?) 
! We need to understand what are the implications of leaving the network 

open i.e. WHAT IS THE WORSE THING THAT CAN HAPPEN? 

Obvious answer is HACK, but how can someone hack a password like 3X6=A%
$ ??? 

Answer: ???



BRUTE FORCE ATTACKS 

Or 

Guess work on logic and BS 
dictionary

Firewall Tips & Tricks(services)
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Firewall Tips & Tricks(services)
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Brute force is a trial and error method used 
by application programs to decode 
encrypted data such as passwords 

Think about it that your bank passwords 
have restricted tries and after that you are 
blocked out until you call the bank to 
unlock it. 

We can implement similar.  

Here you see an example of IPs blocked 
for SSH login for 10 days.



Firewall Tips & tricks(services)  
Configuration

! Configuration to stop SSH Brute attack 
! add chain=input protocol=tcp dst-port=22 connection-state=new action=add-src-to-address-list address-list=ssh_stage1 address-list-

timeout=1m comment="" disabled=no 

! add chain=input protocol=tcp dst-port=22 connection-state=new src-address-list=ssh_stage1 action=add-src-to-address-list address-
list=ssh_stage2 address-list-timeout=1m comment="" disabled=no 

! add chain=input protocol=tcp dst-port=22 connection-state=new src-address-list=ssh_stage2 action=add-src-to-address-list address-
list=ssh_stage3 address-list-timeout=1m comment="" disabled=no 

! add chain=input protocol=tcp dst-port=22 connection-state=new src-address-list=ssh_stage3 action=add-src-to-address-list address-
list=ssh_blacklist address-list-timeout=10d comment="" disabled=no 

! add chain=input protocol=tcp dst-port=22 src-address-list=ssh_blacklist action=drop comment="drop ssh brute forcers" disabled=no 

• Assumed you are in /ip firewall filter  

• All these configurations are annexed with the presentation 
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The result of policy
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Understanding DDoS/DoS

! DoS stands for Denial of Service which is self explanatory of what this kind of 
attack is which is to make network/resource unavailable for the user/users 
for which it was intended. 

! DDoS (Distributed Denial of Service) is where the attack  source is more than 
one IP address.  

A famous case happened in 2006 where a company Universal Tube sued 
www.youtube.com, because many would-be users of YouTube went to 
utube.com instead of youtube.com and this actually crashed the site of 
utube.com as the servers were not able to handle the traffic and they had to 
actually invest more money in their network infrastructure.(This is a good 
example of unintentional DoS attack) 
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Background Information:  Denial of Service Attacks

! Denial of Service Attack:  Effects of the attack are spikes in usage of 
resources such as Bandwidth, CPU usage, RAM usage  

! Objectives of an attacker: Very evidently the primary objective is to disrupt 
the service to legitimate users of the resources. This will lead in ruining the 
reputation of the company giving the services, ultimate loss of business to 
the service provider to their peers.
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Types of DoS

! Single source DoS attack: it could be of great effect if not attended to , the 
attacker can be identified comparatively easily, its easier to limit the 
damage. 

! Distributed DoS attack: compared to single source its very damaging, even 
if detected could still cause lot of damage,  identification of attacker is not 
easily identifiable as the source of attack is usually coordinated by various 
IPs  

! Smurf/ Amplication attack: Very damaging as attack is basically huge 
amount of data is sent to the target, identification of attacker is difficult to 
identify, could be CATASTROPHIC
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Difficulty in dealing with DDoS 

! The most important aspect in DoS is to understand the attack, only then a 
defence can be made  

! We need to find out what kind of attack is it e.g. Network level, OS level, 
Application level etc  

! We need to find out what is the effect of the attack on our Equipment 
which is getting effected, is our OS getting effected, host computer etc  

! What we need to remember is although we can control and limit traffic 
leaving our system what we cannot control is traffic coming from uplink 
network
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Example: DNS amplification attack
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Example: Contd…
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Example: The problem

! Port of attack was generally unknown as it didn’t showed up on tool->torch 

! May be Mikrotik will be able to help us out on this and add this facility in their tool so 
that we can pin point attacks better… 

! So how did the tech guys solve this problem??? 

! More of a hunch deduced on various factors, these were and should not be limited 
to : 
! Traffic was leaving router more than what was coming in, signifying router hunting for some 

data on request something like DNS 

! DNS cache websites cached were random and not something you see normally 

! Using Packet sniffer to detect the ports of the packets 
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Example: The Solution
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! At the time of writing this document the immediate solution that was taken 
was to block the port UDP/TCP:53  

! In long run this is not effective as the attack could shift to other ports/
services offered by service provider  

! Although in this particular case this is important as your DNS server/cache 
should not listen to any entry which is not originating from within your 
network 

! Its always good to talk to the TELCO providing you the service and getting 
the filters applied there, as the packets are reaching your router and then 
getting dropped, so your downstream is still being used.

Example: Conclusion
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! Before you start protecting what we need to do is understand the attack 
! Constant vigilance of the network using numerous tools available e.g. 

Dude, Traffic Flow(Netflow), Cacti, etc  
! Working with the customer(s) is an important aspect as they are sitting 

behind your systems and their being under attack is waste of your resources 

Protecting your customers
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What an attack looks like
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What an attack looks like
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The IP  range 
belongs to Navy 
Network 
Information 
Centre(USA) now 
why would they be 
connecting to so 
many of the clients 
at one go ?? 



What an attack looks like
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https (443) for CPEs trying to be opened by the 
same subnet of multiple routers… 



! It is not a certainty that you are always the victim, but yur client’s CPE or 
computers may be facilitating an attack on someone else 

! CPEs at customer end are configured incorrectlywhich allow attackers to 
make them ZOMBIES 

! Like core router CPE at client side with open DNS cache access to internet 
will result in amplification attack  

! This is not limited to DNS but can be on other services like NTP, SNMP (notice 
UDP services)

DDoS using CPEs/Computers
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! Attackers love using DNS, NTP and SNMP as a reflector for amplification 
attack  

! Being a UDP attack source cannot verified  
! A small packet sent can be amplified into something much larger

Why these services?
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Amplification Factors
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Smurf attack
Call: 9717387778/9910416231 email: sales@kc-india.com



! DNS being UDP requires no handshake so basically fire and forget as a 
result the source can be spoofed and the receiver has no way of verifying 
the response 

! Also DNS has a capability of creating huge amount of response a small 64 
byte query can result in 3,223 bytes of response so an attacker can attain 
50x the amplification 

Smurf demystified
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Illustration
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Now say the attacker is able to send 
100Mbs of spoofed DNS request towards 
open DNS resolver, the victim will get hit 
by 50x that is 5Gb/s of traffic  

That is One SICK attack  



! Well as we discussed earlier first thing to do is not allow DNS request from 
WAN side of router  

! Its not just DNS primarily all UDP traffic new and invalid UDP packets coming 
from WAN should be blocked  

! Disable all UDP services, or if you are using them disable it from hearing 
request from the WAN

How to safe yourself
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BCP 38

! Continuing on our earlier topic of DoS some simple implementation can be 
effective for network security and client security 

! Best Current Practices 38 / RFC 2827 as documented by IETF (Internet 
Engineering Task Force) is a way to restrict forged traffic  
! Think about your network as a country and you need any person coming in with 

a valid passport and a valid visa  

! Although you cannot tell if the passport of another country is legitimate or not 
but when citizen of your country come or leave the port you know the legitimacy 
of the document. Right ?
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! As was clear from the example our network works 2 ways data coming in 
from WAN forwarded to LAN and vice versa, so : 
! We need to protect our customers/network from spoofed IP/Forged IP. i.e. any 

ingress from WAN interface of your IP is not possible so you can safely drop that  

! Now we need to see if there is data flowing outside our network which is not 
generated per-se legitimately from our clients i.e. anything which is not 
generated from your network IPs going out thru WAN can be safely dropped

BCP 38 : The implementation
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BCP 38 : The Result
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! While you have protected the network of other people by not allowing 
spoofed traffic to go out but will they do the same for you ? 

(You are only as good as your best player and as bad as your worst player)  

! So if your neighbour is not being vigilant of attacks originating from their 
system, what will happen to them when attacks from some other system 
targets them ??

BCP 38 : Limitation
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! You will be able to restrict the spoofed traffic (atleast the known one) at the 
border of Service provider’s router 

! Its easier to implement and maintain  
! Reduction in reflected attacks 

BCP 38 : Benefits
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Protect yourself more

! So now you have no traffic leaving your network which was not originating 
from within your system  

! And you are not getting any traffic from uplink which is of your system. Is this 
enough ? 

! Filtering out the bogus is the next thing on our agenda 
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BOGON Filtering

! The term comes from hacker jargon defined as quantum of bogosity or 
property of being bogus 

! Fancy definition what does it mean ? 
! Bogon is informal name for an IP Packet on the public internet that claims to be 

from an area of the IP address space reserved but not yet allocated or 
delegated by IANA (Internet Assigned Number Authority)  

! E.g.: 10.0.0.0/8, 192.168.0.0/16, 172.16.0.0/12, 169.254.0.0/16 are example of 
private networks 
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! You can subscribe to TEAM CYMRU and filter out the Martians (private and 
reserved IP addresses as defined by RFC 1918, RFC 5735 and RFC 6598) and 
netblocks that have not been allocated yet by IANA 

! Service providers can block source address of BOGONs and safely drop 
them as these are nothing but malicious packets with even more malicious 
intent
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BOGON a.k.a MARTIANs



Questions?

         Q & A
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Thank you 

! Thanks for listening and attending the session  
! I hope to gain knowledge from you and share mine with you  
! In case there is anything we can discuss after session also  

! I have one more slide after this for everyone in the room 
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! One of the popular beliefs in India is if you share your solution your 
advantage with the client goes, I believe this is BS  

! Sharing will result in increase of knowledge all over  
! No time should be wasted on a problem that has already been solved, 

share so that new problems can be solved and addressed to  

! I urge all to share on one of these platforms as they are rarely available to 
us as WISPs and we should make the best use of this.

Why Share?
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