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About the speaker

v

Has been a student(yes | still learn from you also) of networking for past 16
years

16 years of experience in IT & Communication Industry
s certified trainer of Mikrotik (MTCNA, MTCWE)
Is certified trainer for wireless and networking technologies

Designed and implemented wide array of networks for corporates and ISPs

vV v. v v Vv

Running our own ISP in Punjab, Maharashtra, Tamil Nadu
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Objectives

» Understanding some of the problems faced with Service Providers in India
» Mikrotik’s Firewall basic understanding of chains
Implementing some basic firewalls

Understanding DDoS

>
>
» Some basic implementation of DDoS
» BCP38

>

Understanding Amplification Attack
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Downloading this presentation

» This will be available at hitp://mum.mikrotik.com under archives

» Oryou can send email to us we will forward to you

» We have no problem in sharing because knowledge is power and we

expect you to give more inputs so that we can increase the knowledge
base of all customers.


http://mum.mikrotik.com/
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General Understanding

» Input Chain — Any packet which is destined for the router itself, e.g. SSH,
Telnet, WinBox etc

» Output Chain — Any packet that is generating from router for e.g. Radius
calls, SSH/Telnet intfo other devices from Winbox etc.

» Forward Chain — Any packet that is going thru the router or packets that
are neither generating from and destined for router but for a network
behind the router. For e.g. HTTP/TP/SMTP traffic of clients, etc

Nofte: In Mikrotik you can have your own custom named chain, but these will
be children chain of one of the three above which will act as a parent chain.



New Firewall Rule
General Advanced BExtra Action Statistics

w‘.

Src. Address:
Dst. Address:
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The Chains

forward s

detect-ddos ¢
forward

input )
output

Virus L

/Protocol'

Apart from 3 basic chains
there are 2 more chains
which are shown here,
which are basically children
chain of forward chain,
created by Action->Jump.
This is just to create more
meaning for chain.
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Understanding Packet Flow

| N Routing

Local Firewall

Routing Process Local

Firewall Firewall
OUT il OUT IN
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Port blocking

Some known malicious ports

» Blaster Worm (TCP/UDP: Port 135-139,445)
» Messenger Worm (UDP: Port 135-139)

» Sub7/ Trojan (TCP/UDP Port: 27374)

» MyDOOM (TCP: Port 1080,3127-3128)

*complete list of these ports can be found annexed with the presentation

Although its not wise to block ports alone and think that the network will be
secured, this is an amateur way of securing. Behaviour of the traffic is to be
taken into account. But knowingly leaving ports open which are malicious in
nature and time again proven to be bad is also not wise.
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Firewall Tips & Tricks(services)

Although you can block SSH/Telnet and
other services to secure your router but is it
the best solution 222

Not really, in this age of technology where
most of the work is done on your Smart

o 8225 Phones, and with Mikrotik still haven't
9 www-ss one released “official” WinBox for SP, fill then
we will have to use SSH and Telnet etc. (this

is just one of the examples)

8 tems (1 selected)
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Firewall Tips & Tricks(services)

So what options do we have instead of blocking port for this case?
» We can restrict access of SSH/Telnet from certain IPs only

(But the problem with this is that we are on 3G/4G travelling and we get
random IPs and feeding this kind of information is just not viable, right 2)

» We need to understand what are the implications of leaving the network
open i.e. WHAT IS THE WORSE THING THAT CAN HAPPEN<

Obvious answer is HACK, but how can someone hack a password like 3X6=A%
See?

Answer: ¢2¢¢
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Firewall Tips & Tricks(services)

BRUTE FORCE ATTACKS
Or

Guess work on logic and BS
dictionary
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Firewall Tips & Tricks(services)

Fiter Riles NAT Mangle Service Ports Connections Address Lists  Layer

Brute force is a trial and error method used

+ . :
. L by application programs 1o decode
D s bodks 21194 18986 7171148 encrypted data such as passwords
D @ ssh_blackhist 103.16.198.228 7d 18:24:22
D @ ssh_blackhst 11548 248.77 7d 23:56:46 . .
D @ ssh_blackist 173.254.225.133 8d 00-33:45 Think about it that your bank passwords
D @ ssh_blackhst 111.73.45233 8d 00:43:25 H H
D & ash placide Bt i o GLe08 have restricted ’(rles and after that you are
D @ ssh_blackist 5.40.159.27 8d 01:09:42 blocked out until you call the bank to
D @ ssh_blackhst 107.167.184.79 8d 02:04:29 Uﬂ|OC|( ”.
D @ ssh_blackist 187.84.161.241 8d 06:09:38 :
D @ ssh_blackhst 210512193 8d 06:25:06
D @ ssh_blackiist 222.168.51.229 8d 08:41:37 . ..
D ssh blackist 220 113,798 54 0905 50 We can implement similar.
D @ ssh_blackhst 202.109.143.18 8d 09:44:46
D @ ssh_blackiist 222.186.56.79 8d 11:52:59
D @ ssh_blackiist 119.121.174.156 8d 17:00:30 Here you see an example of IPs blocked
D @ ssh_blackist 165.228.2.52 8d 18:05:27 H
D @ ssh_blackhst 113.183.77.102 8d 18:38:54 for SSH Iogln for 10 dCIYS.
D @ ssh_blackhist 67.207.250.147 8d 19:09:01
D @ ssh_blacklist 186.208.207.186 8d 19:22:55
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Firewall Tips & tricks(services)

Configuration

» Configuration to stop SSH Brute attack

> add chain=input protocol=tcp dst-port=22 connection-state=new action=add-src-to-address-list address-list=ssh_stage 1 address-list-
fimeout=1m comment="" disabled=no

> add chain=input protocol=tcp dst-port=22 connection-state=new src-address-list=ssh_stage1 action=add-src-to-address-list address-
list=ssh_stage?2 address-list-timeout=1m comment="" disabled=no

> add chain=input protocol=tcp dst-port=22 connection-state=new src-address-list=ssh_stage?2 action=add-src-to-address-list address-
list=ssh_stage3 address-list-timeout=1m comment="" disabled=no

> add chain=input protocol=tcp dst-port=22 connection-state=new src-address-list=ssh_stage3 action=add-src-to-address-list address-
list=ssh_blacklist address-list-timeout=10d comment="" disabled=no

> add chain=input protocol=tcp dst-port=22 src-address-list=ssh_blacklist action=drop comment="drop ssh brute forcers" disabled=no

Assumed you are in /ip firewall filter

All these configurations are annexed with the presentation
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The result of policy

Fiter Riles NAT Mangle Service Ports Connections Address Lists  Layer Fiter Rules NAT Mangle Service Pots Connections Address Usts  Layer)

S S ¢ + Al Y
Name Address Timeout Name Address Timeout

D @ ssh_blackhist 211.94.189.86 7d 17:11:48 D @ ssh_blackhst 12.133.183.226 1d 03:31:47
D @ ssh_blackhist 103.16.198.228 7d 18:24:22 D @ ssh_blackhist 178.219.3.132 1d 04:03:49
D @ ssh_blackhst 115.48.248.77 7d 23:56:46 D @ ssh_blackhst 451141143 1d 04:45:02
D @ ssh_blackiist 173.254.225.133 8d 00:33:45 D @ ssh_blackhst 91.236.74.164 1d 05:44:57
D @ ssh_blackhst 111.73.45.233 8d 00:43:25 D @ ssh_blackhst 451141146 1d 06:04:05
D @ ssh_blackhst 218.26.243.138 8d 00:45:09 D @ ssh_blackhst 212.129.15.245 1d 07:08:24
D @ ssh_blackhst 5.40.159.27 8d 01:09:42 D @ ssh_blackhst 218.200.188.213 1d 07:25:31
D @ ssh_blackhst 107.167.184.79 8d 02:04:29 D 9 ssh_blackhst 185.64 204 245 1d 07:29:14
D @ ssh_blackhst 187.84.161.241 8d 06:09:38 D @ ssh_blackhst 212.129.8.87 1d 07:50:38
D @ ssh_blackhst 210512193 8d 06:25:06 D @ ssh_blackhst £1.188.1894 1d 08:24:28
D @ ssh_blackst 222.168.51.22% 8d 08:41:37 D @ ssh_blackhst 198.11.242 251 1d 09:04:03
D @ ssh_blackhst 220.113.7.98 8d 05:05:50 D 9 ssh_blackhst 212.83.136.137 1d 09:05:44
D @ ssh_blackhst 202.109.143.18 8d 09:44:46 D @ ssh_blackhst 451141144 1d 09:12:02
D @ ssh_blackiist 222.186.56.79 8d 11:52:58 D @ ssh_blackhist 218.87.111.109 1d 09:14:24
D @ ssh_blackhist 115.121.174.156 8d 17:00:30 D @ ssh_blackhst 221.203.3.117 1d 11:58:41
D 9 ssh_blackhst 165.228.2.52 8d 18:05:27 D @ ssh_blackhst 451141147 1d 12:02:19
D @ ssh_blackhst 113.183.77.102 8d 18:38:54 D @ ssh_blackhst 62.210.7.24 1d 13:09:09
D @ ssh_blackhist 67.207.250.147 8d 19:09:01 D @ ssh_blackhst £1.176.223.14 1d 15:54:30
D @ ssh_blackist 186.208.207.186 8d 19:22:55 D @ ssh_blackhst 218.65.30.107 1d 18:13:48
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Understanding DDoS/DoS

» DoS stands for Denial of Service which is self explanatory of what this kind of
attack is which is to make network/resource unavailable for the user/users
for which it was intended.

» DDoS (Distributed Denial of Service) is where the attack source is more than
one IP address.

A famous case happened in 2006 where a company Universal Tube sued
www.youtube.com, because many would-be users of YouTube went to
utube.com instead of youtube.com and this actually crashed the site of
utube.com as the servers were not able to handle the traffic and they had to
actually invest more money in their network infrastructure.(This is a good
example of unintentional DoS attack)



http://www.youtube.com/
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sackground Information: Denial of Service Attacks

» Denial of Service Attack: Effects of the attack are spikes in usage of
resources such as Bandwidth, CPU usage, RAM usage

» Obijectives of an attacker: Very evidently the primary objective is to disrupt
the service to legitimate users of the resources. This will lead in ruining the

reputation of the company giving the services, ultimate loss of business to
the service provider to their peers.
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Types of DoS

» Single source DoS attack: it could be of great effect if not attended to, the
attacker can be identified comparatively easily, its easier to limit the
damage.

» Distributed DoS attack: compared to single source its very damaging, even
if detected could still cause lot of damage, identification of attacker is not
easily identifiable as the source of attack is usually coordinated by various
IPs

» Smurf/ Amplication attack: Very damaging as attack is basically huge
amount of data is sent to the target, identification of attacker is difficult to
identify, could be CATASTROPHIC
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Difficulty in dealing with DDoS

» The most important aspect in DoS is to understand the attack, only then @
defence can be made

» We need to find out what kind of attack is it e.g. Network level, OS level,
Application level etc

» We need to find out what is the effect of the attack on our Equipment
which is getting effected, is our OS getting effected, host computer etc

» What we need to remember is although we can control and limit traffic
leaving our system what we cannot conftrol is traffic coming from uplink
network
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Example: DNS amplification attack

‘e o R €1 T 00 Feset Courters 00 Feset Al Courters

btedsce Eemet EolP Tumel P Tumel GRETumel VLAN VRRP Bondng LTE Stus Oversd Rats RxSats TaRats T | oK |
v X O F PoweCye TP Rage: 326 Mops 16.7 Meps p-
fiama Tyoe MTU L2MTU | Tx 1 T Packoet ) Foc Pacioet pos) Master Por Rw | TowWu Packet Rt 4 06104 27 p/e
Naveen
8 ———T —~
R desther) Eot et 1958 0 bos Jbpe 0 0 norw uriem Lo 0204G8 05768
Shcther2 — — Obps Sy - Onore Ta/Rx Packets: (12515576 017 | /(9042 442 423 —
Qocther ) Feraret 1500 1558 Obtee Obpe 0 0 norw e . Commert
Ofce Camers TR Dregs: 0 (v .
=} Goctherd Eeret 1500 1558 I06tee & 1hkps 3 3 nore i - . Torch
i ethart S %00 1458 0bos Obps 0 0 norw b Tu/Re Erors: [0 2
W cthert Exnerret 1500 1538 Obpe Obps 0 0 nere urien Cable Test
Goether] Errerac 1500 1958 Obes Obps 0 0 nore uniem B
rethert Erterrat 1500 1938 Obope Qbpe 0 0 rorw e
Qretherd Ereret 1500 1558 Obes Obps 0 0 nore urkm Regst MAC Address
G ether 1l Ferarae 1500 1448 Oboe D boe 0 D nore réem ‘
= Voda Lk Reset Courters
R deathertt Ferarat 1500 600 226 Meos 167 Moo 4081 2757 nore
RADIUS & Datrbtion Lnk
RS ®retherll Bt 1500 152 Moos 34 Meos 17 1456 nore
VOO i
rether 13 Bt 1500 Oboe Oboe 0 0 norw urien
-L‘.IldL“l“‘Jl l‘lJl. g
|
Tx Packet 4 L‘ 1p/s
W Packet 27970/
. @ | enabled g ko
13 tems out of 128 (1 selected)
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Example: Conid...

&h Prot... |Sec VLAN K DSCP  TxRate |RxRate |TxPack.. | RxPack

| 800 fp) 122.162.137.24 9102kbps 260 kbps 81 42
800 ip) 110.80.139.37 5382kbps 126 kbps 48 20
800 fp) 175411998 3364kbps 94 kbps 30 15
800 fp) 4561254141 4373kbps  B2kbps 3 13
800 ip) 83.223.125.185 3364kbps 6.3kbps 30 10
800 fp) 103242146 43 336 4kbps 6 Ikbps 30 10
800 ip) 104194 207147 336 4kbps 6lkbps 30 10
800 fp) 122.10.113.152 504 6kbps 6.3kbps 45 10
800 fp) 192.185.24.212 2N 5kbps Sdkbps 26 8
800 fp) 5.178.87.106 2523kbps 4.7 kbps 2 7
800 fp) 82.97.136.196 2523kbps 47 kbps 2 7
800 ip) 11212411753 2186kbps  4.1kbps 19 6
800 o) 36.251.186.37 1682kbps  3.1kbps 15 5
800 fp) 463045144 1682kbps  3.1kbps 15 5
800 fp) 85.117.102.36 1682kbps  3.1kbps 15 5
800 o) 11528242109 1682kbps  3.1kbps 15 5
800 o) 116226 43147 269.1kbps 3.1 kbps 24 5
800 fp) 119.71.153.92 1682kbps  3.1kbps 15 5
800 fp) 149.202 98 .31 1682kbps  3.1kbps 15 5
800 p) 495.202119.207 1682kbps 3.1 kbps 15 5
800 fo) 19329.77.10 1682kbps  3.1kbps 15 5
800 fp) 47881138 1893bps 24 kbps 3 3
800 fp) 53.174.159.21 672kbps 1264 bps 6 2
800 o) 67.198.143 61 672kbps 1264bps 6 2
800 fp) 12356.145.141 Obps Obps 0 0
800 o) 4561254141 841 0kbps 158 kbps 75 25
800 fp) 71.1043 66 5550kbps 104 kbps 43 16
800 fp) 145202115207 482 1kbps S 0kbps 43 14
800 fp) 36.251.186.37 336 4kbps 6Ikbps 30 10
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Example: The problem

Port of attack was generally unknown as it didn’'t showed up on tool->torch

May be Mikrotik will be able to help us out on this and add this facility in their tool so
that we can pin point attacks better...

» So how did the tech guys solve this problem@e¢?

» More of a hunch deduced on various factors, these were and should not be limited
to:

» Traffic was leaving router more than what was coming in, signifying router hunting for some
data on request something like DNS

» DNS cache websites cached were random and not something you see normally

» Using Packet sniffer to detect the ports of the packets
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Example: The Solution

Frewall
Fiter Rules | NAT Mangle Service Pots Connections Address Lists Layer7 Protocols

$ = ¢ % (O T 00 ResetCounters 00 Reset Al Counters

<] Action Chain Src. Address Dst. Address |Proto... Src.Pot  Dst. Pot | In_Inter... Out. Int... Bytes Packets
... block SIP traffic
0 N dop forward 6 tcp) 100 KB 87

... block SIP traffic

i PAT s2.2 KB &3l
* Block DNS request from WAN

input 17 (... 53 ether11 557.8 MiB 9 009 263

... DDoS
3 @Mjump forward 1159GB 1729 967 107
4 # retum detect-ddos 75.9GiB 1143 089 621
5 # retum detectddos 103.43.65.0/24 439GiB 585 669 934
6 ct add... detectddos 195.9 MiB 1207 552
7 t add... detect-ddos 195.9 MiB 1207 552
8 X drop forward 406.7 MiB 4161936

... block all connections with SRC address that is not of our network
¥ JF PR S— 11072 42 A& N/24 atharll 12 £ MR 771 265

o
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Example: Conclusion

At the time of writing this document the immediate solution that was taken
was to block the port UDP/TCP:53

In long run this is not effective as the attack could shift fo other ports/
services offered by service provider

Although in this parficular case this is important as your DNS server/cache
should not listen to any entry which is not originating from within your
network

Its always good to talk to the TELCO providing you the service and getting
the filters applied there, as the packets are reaching your router and then
getting dropped, so your downstream is still being used.
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Protecting your customers

» Before you start protecting what we need to do is understand the attack

» Constant vigilance of the network using numerous tools available e.g.
Dude, Traffic Flow(Netflow), Cacti, etc

» Working with the customer(s) is an important aspect as they are sitting
behind your systems and their being under attack is waste of your resources
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What an attack looks like

f e o R €1 T 00 Fesst Courters 00 Feset Al Courters

Q1)

bteface Eremet Eolf Tunel P Tume GRETuwmel VLAN VARP Bondng LTE Sus Oversd St RSt Tu Sty Trfc
¢ % O TV  PoweCye Tw/Rx Rate: 326 Meps 16.7 Meps
fiama Tyoe MTU L2MTU | Tx 1 T Packoet ) Foc Pacioet pos) Master Por Rw | TowWu Packet Rt 4 06104 27 p/e
Naveen ~
R deethen) Eot it 1500 1958 0 bps Jbpe 0 0 norw uriem Ta/Rx Btes: (10204G8 N5708
Crether? Ehemet 1500 1538 Obes Qbps 0 0 none urim Ta/Fx Packets: 12515576 017 92 M2 &3 =
oether) Fraret 1500 1558 Obtee Obpe 0 0 norw e Commert
Ofics Camers Tw/Rx Drega: 9 ¢ r
=} Goctherd Eeret 1500 1558 J0iten & 1hkps 3 3 nore i - . Torch
ettt ot 1500 1458 Oboe Jbpe 0 0 norw e TR Emores: o
W cthert Exnerret 1500 1538 Obee Obpe 0 0 nere . Cable Test
Goether] Errerac 1500 1958 Obes Obps 0 0 nore uriem B
rethert Erterrat 1500 1938 ] Qbpe 0 0 norw e
Crothacs Errarae 1500 1558 Obps Obps 0 0 nore urkm Rasst MAC Addrmss
retrec Foravrat 150¢ 1998 Oboe Dboe 0 D nore e
R deertt Bharat 1500 600 226 Mo 167 Moos 4081 277 nere wim | JULILL L .
RADIUS & Datitotion Lnk W 26 \-tc-s r
RS ®retherll Bt 1500 1600 152 Moos 34 Meos 17 1456 nore uriem .'?J- G Meos
voda ink .
rathec 1 Bt 1500 1600 Oboe Qboe 0 0 rorw urien
r-mdumu
h Facket 4 L“ p/s
W Packet 27970/
. @ | enabled g ko
13 tems out of 128 (1 selected)
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What an attack looks like

eh Pt (S ot VLANI[DSCP [TxRate [ReRate T Pack._|Rx Pack.. The IP range
800 fo) 19254140 103.43 65187 240bps  Obps 0 0
800 fo) 152 5.41.40 103.43 65 205 %0bps  Obps : : belongs fo Navy
200 fo) 1925414 103.43.65.208 240bps  Obps 0 0
200 fo) 19254140 1034365216 240bps  Obps 0 0 Network
800 fo) 19254140 1034365226 ¥0bps  Obps 0 0 .
200 fo) 15254140 103.4365.228 %0bos  Obps 0 0 Information
200 (o) 19254140 1034365239 350 bps Obps 0 0
800 fp) > 1525.41.40 103.43 65240 240bps  Obps 0 0 Centre(USA) now
= : 15254141 103436514 240 bps Obps 0 0
% 19254141 103.43 6566 240bps  Obps 0 0 why would they be
800 (o) 19254141 1024365 71 240bps  Obps 0 0 )
800 o) 15254141 103436573 200bps  Obpe 0 0 connec’rlng tfo so
800 fp) 152541.41 103436579 360 bps Obps 0 0 .
800 (o) 19254141 103,43 65.101 %0bps  Obps 0 0 many of the clients
800 (o) 1925.41.41 1034365107 200bps  Obps 0 0
200 fo) 15254141 103.43 65 124 200bps  Obpe 0 0 at one go ¢¢
200 (o) 192541 41 1034365137 W0bps  Obps 0 0
200 o) 125414 1034365145 240 bps Obps 0 0
800 fo) 1925.41.41 1034365147 30bps  Obps 0 0
800 fo) 19254141 103.4365.150 240bps  Obps 0 0
200 (o) 192541 41 102.4365 162 240bps  Obps 0 0
800 fo) 1925 41,41 1034365187 200bps  Obps 0 0
800 fo) 1925.41.41 103.43.65.205 W0bps  Obps 0 0
800 (o) 1925 41,41 103.43.65.208 240bps  Obps 0 0
200 ip) 125414 1034365216 240 bps Obps 0 0
800 fo) 1925.41.41 103.4365.226 %0bps  Obps 0 0
800 (o) 1925.41.41 103.4365.228 W0bps  Obps 0 0
200 (o) 1925 41,41 102.4365.239 %0bps  Obps 0 0
200 i) 15254141 1034365 240 240 bos. Obos 0 ¥
735 tems (1 selected) Total Tx: 6.3 Mbps Total R 41.4 Mbos Total Tx P
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What an attack looks like

158 1746 Sicp
3 1591419 tp
3 172799 6Ep
163 443 103 43 65 30 %627 Stcp

0 1100 Sicp

https (443) for CPEs trying to be opened by the
same subnet of multiple routers...
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3 117 22650043
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DDoS using CPEs/Computers

It is not a certainty that you are always the victim, but yur client’s CPE or
computers may be facilitating an attack on someone else

CPEs at customer end are configured incorrectlywhich allow attackers to
make them ZOMBIES

Like core router CPE at client side with open DNS cache access to internet
will result in amplification attack

This is not limited to DNS but can be on other services like NTP, SNMP (notice
UDP services)
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Why these services?

» Attackers love using DNS, NTP and SNMP as a reflector for amplification
attack

» Being a UDP attack source cannot verified

» A small packet sent can be amplified intfo something much larger
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Amplification Factors

UDP-based Amplification Attacks

Protocol Bandwidth Amplification Factor
NTP 556.9
CharGen 358.8
DNS up to 179 [27)
QOTD 1403
Quake Network Protocol | 63.9
BitTorrent 4.0 -54.3 %
SSDP 308
Kad 16.3
SNMPv2 6.3
Steam Protocol 55

NetBIOS 38
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Smurf attack

Arttacker

Router

Device

Device

Device

Device

Device
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Smurt demystified

» DNS being UDP requires no handshake so basically fire and forget as @
result the source can be spoofed and the receiver has no way of verifying
the response

» Also DNS has a capability of creating huge amount of response a small 64
byte query can result in 3,223 bytes of response so an attacker can attain
50x the amplification

"~ 2 Wy o B & =& ~
Query time: 176 msec

WHEN: Tue Oct

Ve~ T2 e b 2224
e G SIZE =eVQ: S<€co
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llustration

Now say the attacker is able to send

100Mbs of spoofed DNS request towards Attacker |—LUZE.| Router |-2i4io. | Device

open DNS resolver, the victim will get hit

by 50x that is 5Gb/s of traffic S MURF Device

That is One SICK attack ATTACK Device
:,‘ . Device

H . 999 _—
Victim |, 2t

oL ——— Device
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How to safe yourselt

» Well as we discussed earlier first thing to do is not allow DNS request from
WAN side of router

» Its not just DNS primarily all UDP traffic new and invalid UDP packets coming
from WAN should be blocked

» Disable all UDP services, or if you are using them disable it from hearing
request from the WAN
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BEIRS

» Confinuing on our earlier topic of DoS some simple implementation can be
effective for network security and client security

» Best Current Practices 38 / RFC 2827 as documented by IETF (Internet
Engineering Task Force) is a way to restrict forged traffic

» Think about your network as a country and you need any person coming in with
a valid passport and a valid visa

» Although you cannot tell if the passport of another country is legitimate or not

but when citizen of your country come or leave the port you know the legitimacy
of the document. Right ¢
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BCP 38 : The implementation

» As was clear from the example our network works 2 ways data coming in
from WAN forwarded to LAN and vice versa, so .

» We need to protect our customers/network from spoofed IP/Forged IP. i.e. any
ingress from WAN interface of your IP is not possible so you can safely drop that

» Now we need to see if there is data flowing outside our network which is not
generated per-se legitimately from our clients i.e. anything which is not
generated from your network IPs going out thru WAN can be safely dropped
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BCP 38 : The Result

Fiter Rules NAT Mangle Service Pots Connections Address Usts  Layer7 Protocols

$ = ¢ X (0 T 00 ResetCouters 00 Reset Al Counters
- Action |Chan Sec. Address Dst Addess Proto. Sec. Pot Dt Pot  In. inter. Owt. It . Bytes Packets
... block SIP traffic
0 Ndop forwad 6 ¢cp) 10.0K8B 87
.. block SIP traffic
1 Ndop forward 17 4002 KB 343
1.2 block all DNS request from WAN side
2 Ndop nput 7. 53 ether11 78MB 125689
.. DDeS
3 Mmpump forward 1200GB 1730 187 867
M * retum detect ddos 755GB 1143 310 368
5 * retum detectddos 1034365024 439GB 585 669 947
£ Cf add . detectddos 1955 MB 1207 552
7  add . detectddos 1959 MB 1207 552
g Xdop forward 406.7 MiB 4 1613836
... block all connactions with SR address that is not of our network
9 XNdop forward N0343650724 etherl) 189 MB 277 665
block snooped IPs incoming from WAN
10 Xdop forward 10343 650/24 ether11 5B 1
.. Show established connections
n v acc . forward 78162GB 12073153139

slow relsted connections
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BCRE S88aliiggikiciion

» While you have protected the network of other people by not allowing
spoofed fraffic to go out but will they do the same for you ¢

(You are only as good as your best player and as bad as your worst player)

» So if your neighbour is not being vigilant of attacks originating from their
system, what will happen to them when attacks from some other system
targets them 22
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BCP 38 : Benefits

» You will be able to restrict the spoofed traffic (atleast the known one) at the
border of Service provider’'s router

» Its easier to implement and maintain

Reduction in reflected attacks
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Protect yourselt more

» So now you have no traffic leaving your network which was not originating
from within your system

» And you are not getting any traffic from uplink which is of your system. Is this
enough ¢

» Filfering out the bogus is the next thing on our agenda
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BOGON Filtering

» The term comes from hacker jargon defined as quantum of bogosity or
property of being bogus

» Fancy definition what does it mean ¢

» Bogon is informal name for an IP Packet on the public internet that claims to be
from an area of the IP address space reserved but not yet allocated or
delegated by IANA (Internet Assigned Number Authority)

» E.g.:10.0.0.0/8, 192.168.0.0/16, 172.16.0.0/12, 169.254.0.0/16 are example of
private networks
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BOGON a.k.a MARTIANS

» You can subscribe to TEAM CYMRU and filter out the Martians (private and
reserved IP addresses as defined by RFC 1918, RFC 5735 and RFC 6598) and
netblocks that have not been allocated yet by IANA

» Service providers can block source address of BOGONs and safely drop
them as these are nothing but malicious packets with even more malicious
intent
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Questions?e

Q& A
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Thank you

» Thanks for listening and attending the session
» | hope to gain knowledge from you and share mine with you

» In case there is anything we can discuss after session also

» | have one more slide after this for everyone in the room
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Why Sharee

» One of the popular beliefs in India is if you share your solution your
advantage with the client goes, | believe this is BS

» Sharing will result in increase of knowledge all over

No fime should be wasted on a problem that has already been solved,
share so that new problems can be solved and addressed to

» | urge all to share on one of these platforms as they are rarely available to
us as WISPs and we should make the best use of this.



