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How to Implement large Scalable Network with Mikrotik

By Vikas Gupta 

Agenda

•What is network

•What is large network

•Topology

•Static Routing v/s Dynamic Routing

•MPLS and Its Advantage

•Configuration Example

•Some Smart Configurations for ISP benefits

•Save your back with some small configurations

•Recent Vulnerabilities and their Solutions
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What is Network ?

To interact/communicate with others to exchange 
information and develop professional or social contacts.
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What is ISP Network ?

ISP Network is a group of multiple routers which connect users  
Nationally or globally to exchange information.
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What is large and scalable network 

Location 1

Location 2

Location 3

Location 4

NLD/P2P

CCR 1072 

Internet 6G
Content 10G
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What is Large Scalable Network 

Location 1

Location 2

Location 3

Location 4

NLD/P2P

CCR 1072 

Internet 6G
Content 10G
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Static v/s Dynamic Routing

Static Routing Dynamic Routing

Preferred for Small 
Setup

Preferred for large
setup

Not Fault Tolerant Fault Tolerant

Less Overhead on CPU More Overhead on 
CPU

Manual Routing 
Information Update

Auto Update

Granular control on 
how traffic is routed

dynamically choose a 
different (or better) 
route
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MPLS and Its Usage

What is MPLS?

Multiprotocol Label Switching (MPLS) is a type of data-carrying technique for high-
performance telecommunications networks. MPLS directs data from one network node to the 
next based on short path labels rather than long network addresses, avoiding complex lookups 
in a routing table.
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Did you ever order something online from a distant retailer and then track the 
package as it makes strange and seemingly illogical stops all over the country.
That’s similar to the way IP routing on the Internet works. When an internet router 
receives an IP packet, that packet carries no information beyond a destination IP 
address. There is no instruction on how that packet should get to its destination or 
how it should be treated along the way.

Each router has to make an independent forwarding decision for each packet based 
solely on the packet’s network-layer header. Thus, every time a packet arrives at a 
router, the router has to “think through” where to send the packet next. The router 
does this by referring to complex routing tables.
The process is repeated at each hop along the route until the packet eventually 
reaches its destination. All of those hops and all of those individual routing decisions 
result in poor performance for time-sensitive applications like video-conferencing or 
voice over IP (VoIP).

WHY MPLS ?
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Lets try one Topology and Configuration
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Some Smart Configurations for ISP Benefits

•Donot use public IPs on your distribution routers/Edge Routers

•Allot Public IPs only to customer end device only

•Forward static public route only on private IP

http://www.ispmart.com/
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•Recent Vulnerabilities in Mikrotik
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•Save your self with some small configurations

IP Service>
Change port of known services or disable them if not usable like Telnet, FTP, SSH, API, 
API_SSL

IP Socks>Disable It
IP DNS >Don’t enable it on your Border or any router until unless you haven't protected it from 
Outside access

IP Firewall Raw >
Block unused Static Ips

IP Firewall Raw/Filter > 
Block Port Scanning

Block ICMP of your Border Router

https://mum.mikrotik.com/presentations/IN16/presentation_3611_1474890637.pdf
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