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CAPsMAN & (X

» Overview

» Controlled Access Point system Manager (CAPsMAN) allows centralization of
wireless network management and if necessary, data processing. When using
the CAPsMAN feature, the network will consist of a humber of '‘Controlled
Access Points’ (CAP) that provide wireless connectivity and a ‘'system Manager’
(CAPsMAN) that manages the configuration of the APs, it also takes care of
client authentication and optionally, data forwarding.

» HlEHlESNZE7 O RA> b S XFT LA XHRZ—2 47— (CAPSMAN) (CKD, T
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CAPSMANODHEEE

RADIUS MAC authentication

WPA/WPA2 security

CAPsMAN automatic upgrade of all CAP clients (configurable)
improved CAP<->CAPsMAN data connection protocol
added "Name Format” and "Name Prefix" setting for Provision rules
improved logging entries when client roams between the CAPs
added L2 Path MTU discovery
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CAPSMAND T/ A€ ?

» CAPsMAN

» Controlled Access Point system Manager
» CAPs

» Controlled Access Point
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» CAPsMAN
» 1.x86 or RouterBOARD based device
» 2.RouterOS v6.11 E
» 3.Wireless-fp /\w 4o —= hWireless-cm2/\w 4 —= (R0OS6.22rc7)

» CAPs
» 1.X86 or RouterBOARD based device
2.Router0S v6.11L1_E

>

» 3.Atheros chipset (a/b/g/n/ac) wireless card

» 4.Wireless-fp /\w 4 —= hWireless-cm2/\w 4 —=> (R0S6.22rc7)
>

5. Level4 RouterOS licenseld_E
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» HEWCEBRMEESHDDFEEA

> V2(ET AN NN=3 (B DITESNTULNET

> EODOEEENENSNTLET

CAPsMAN automatic upgrade of all CAP clients (configurable)
improved CAP<->CAPsMAN data connection protocol
added "Name Format” and "Name Prefix" setting for Provision rules

improved logging entries when client roams between the CAPs
added L2 Path MTU discovery
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» CAPsSMAN
» RB951G-2HnD
» RouterQS 6.32.2
» 192.168.122.2/24
» CAPs
» RB951Ui-2HnD
» RouterQS 6.32.2
» 192.168.122.3/24
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1 Wireless Nama
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CAPsMANEZEFIIE
Bridge-1 > —J T A ANDIPJ)” KL AEHTE

A Quickset |

i CAPsMAN Interfaces | Provisioning Configurations Channels Datapaths Se
8 Interfaces v

1 Wireless

&5 Bridge

LT TIN102.168.122.3/24

Network: | 192.168.1220 @4 Cancel
Interface: [bndw—uﬂ Apply
Disable
] Comment
Copy
Remove
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CAPsMANzTE /I8
CAPsMANzSTED1EN

> CODiIADHESZE(C : http://michisugara.jp/archives/2014/wifi.html
» Tx Power(310dBm(C (BREERICIANET)

Datapaths Security Cfg. | Access L

L Wireless / ]Frequency ]Width Band

T .
@, Bridge New CAPs Channel Of x|

=3 PPP Name: | Tt | OK

== Switch

e Froquency: 2452 | MHz} | Gancel
me Watn 20| WHza | pooly
%2 Routing N Band: | 2ghz-b/g/n | ¥ |4 ok

o System P Extension Channel: @ A T
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» CountryldJapanZzsxTEL T IZELY

»f Quick Set ‘!Ag‘.: MAN
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1 Wireless “Nac a0 ide SSIN | nad B S o)
2 Bridge

w3 PPP

= Switch
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#2 Routing 5
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CAPsMAN:ESTEFIIA
CAPsSMANGSZTEDIENN

AS Quick Set
1 CAPsMAN Provisioning Configurations | Channels Datapaths Security Cfg. Access Lis
|8 Interfaces | = ¢
1 Wireless
2% Bridge
=g PPP
2= R Datapath: Bg Cancel
°a Mesh |
8 1P ) Bridge: |bridge| 3]~ Apply
# Routing P Bridge Cost: l——] v Comment
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As Quick Set APSMAN :
1 CAPsMAN Provisioning Configurations |Ghannels Datapaths Security Cfg. Aoo{\\}l.ist Remote CAP Radic
¥ Interfaces *(=| Al |T E
1 Wireless Miarme =
%2 Bridge New CAPs Configuration
=3 PPP Wireless Channel Datapa OK
S SR Security: | | v Cancel
“a Mesh :
s 1P I | Authentication Type: || WPA PSK |l [V WPA2 PSK il | WPA EAP [ | WPA2 EAP 4 i
4 Routing 5 Encryption: | tkip - Comment
M Yt []+ | [_Comr
Q Queues
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Files 2
L. Log i
H Radius TLS Mode: | ¥
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» http://wiki.mikrotik.com/wiki/Manual:CAPsMAN

» MAC layer connection features:
» CAP(CIPT RL RDERENETIRL)

> WPEB. FIZ(HMREE (L2b>RIL) (TEKD. CAPECAPSMANAYEI U L2120 X > L)
DINEBENGDD.

» |IP layer (UDP) connection features:
> BECISUTNATZIERATEEXT
» CAPECAPSMAN(E, IPTO ML TRIEERDIHENSGDFT

» CAP(FCAPSMANERI U L2 A > b EICIRRVEE(E. IPRILFF 7 X hAR— XD
TIELA3LECESVWTEMEL/RLDT,. CAPSMAN(FIP RL R ZfERALTCTOE
SITTIDINENGBDFET
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CAPDIEFRIC DULT

/i Quick Set Wirelsss Tables.
1 CAPsMAN Interfaces |Nstremo Dual Access List Registration Connect List Security Profile

# Interfaces

v

} Freq. Usage

|| Log | CAPsMAN Certificate Common Names: |

@ New Terminal
¥4 MetaROUTER

-
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CAPsMAN Names:

Bridge: |none

Requested Certificate: |

Locked CAPsMAN Common Name: |




CAPDCAPSMANEZ TEDB R

» MACY | DX(&*CAPODﬁﬁ‘?LANODMACT RLRZIE—-FTDIHENHDFT,

v

Interface <{capl> [=] E3
General |Wiroloss Channel Datapath Security Status .. OK
Name: E73] | Cancel
Type: [ Interfaces | Apply
I MTU: | 1500 l
Disable
I L2 MTU: [1600 |
; | oo
i ARP: |enabled ”3] Sopy
Remove
Radio MAC: |4C:5E:0C:A9:C0:73 |
Torch
{7apk®B015 Horigome shmgw Interface: |none ”E]

. Radius s




CAPMDCAPSMANESZ TEDBRNME

» FolCHE>7=ConfigurationZi&ELE Y,

[ Interfaces
1 Wireless
2% Bridge
=2 PPP

°5 Mesh

2ss) IP

w5 IPv6

4 Routing
Lo System
Q Queues
Files
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CAPsMAN

New Interface

General mm'“SIM?DMiM!Shm!..'

Configuration: E7 I ¥ | -

Mode: | | ¥

SSID: | B

Hide SSID: | Bg

Load Balancing Group: l ] v

Interfaces Ipfwisiaim! Configurations " Channels Datapaths | Security Ofl.'

s
0
[
=
H
a
(=]
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Apply

Disable

Comment

Copy




CAPMDCAPSMANESTE

Interface <cap1>

Wireless Channel Datapath Security Status |Traffic ..

DAL

Wireless Tables

Interfaces | Nstreme Dual Access List Registration Connect List Security Profiles ¢

Last Link Down Time: |

| dev|l=]| (||| (A | T CAP Scanner | Freq. Usage | Alignment

Last Link Up Time: |

L2 MTU |Tx

Link Downs: [0

s | Type

Current State: |mmin¢—ap

Current Channel: | 2452/20-eC/gn{10dBm)

Current Rate Set: CCK:1-11 OFDM®6-54 BW:1x-2x HT:0-15 |

Current Basic Rate Set: CCK:1-11

|
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Registration TableDHEER

CAPs AP Client <50:A7:2B:6C:ED:9D>

Interface: capl ] OK |
MAC Address:  50:A7:2B:6C:ED:9D |
Remove
Tx Rate: |11Mbps | | Copy to Access List

Rx Rate: | 65Mbps—20MHz/1S |
Tx Rate Set: CCK:1-11 OFDM:6-54 BW:1x HT:0-7,

Tx Signal: |0 |
Rx Signal: -67 |

Uptime: |00:00:17.90

Tx/Rx Packets: 57/96

Tx/Rx Bytes: |118 KiB/12.2 KiB
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Virtual APZZ{E D /= BI APOOYER%

» BIAPFHD: E%ﬂ?ﬁkbiﬁ' (Countrys%EZ 119 (2)

A& Quick Set

1 CAPsMAN

i Interfaces

1 Wireless

&1 Bridge L fee.. Il o |

2 e

= Switch Wireless | Channel Datapath Security i

“lo Mesh Name: [577] [

@55 P L]

= Mode: | | w

e IPv6 I* L
= |7

42 Routing »

& System N Hide SSID: | v |

’ Queues Load Balancing Group: | lv [ F

Files . —
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Virtual APZ{E D /= BI APODYER%

» Master Interfacezxi8 ELFE I,

Interfaces 'Pivvisiolim ]Gmﬁmhons " Channels ! Datapaths I MO&J Acce

| = ¢ ¥ O | | Manager AAA
New Interface E] E! ,
General | Wireless Channel Datapath Security Status .. oK
Name: [_@_@._E | Cancel
Tm: hﬂtﬁfflm I Aw'y
MTU: | 1500 ]
Disable
L2 MTU: | |
MAC Address: |00:00:00:00:00:00 ] Sowidnt
ARP: |enabled |[;] Copy
Remove
AT LIRS A A A A A I Tmh B
5 |
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Virtual APZ{E D /= BI APODYER%

» FEFEERRUIZRIAPAHOEEZEINMULE T,

.’(".ﬁ:‘ >, !""x"’}9

[P

Interfaces |wasimim Omﬂgtntim\ Channels Daupaths Security Cfg. Acc
e = ¢ | R (O | T | Manager AAA

Interface <cap2> [=] E3
OK

Cancel

Mode: ~ Apply

SSID: |guestnet v Disable

Hide SSID: v Comment

Load Balancing Group: v Copy

SR I
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Virtual APZ{E D /= BI APODYER%

Wireless Tables
Interfaces | Nstreme Dual Access List Registration Connect List Security Profiles Chi
| =| |2 52 ? CAP Scanner || Freq. Usage | Alignment | W

Name /| Type L2 MTU Tx Rx
— managed by CAPsMAN
—— channel: 2452/20-eC/gn{10dBm), SSID: MikrotikUserMeeting, CAPsMAN forwarding

e \ 1600 0 bps
— managed by CAPsMAN
—— SSID: guestnet, CAPsMAN forwarding
DX 4->wland VirtualAP 1600 0 bps
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Access ListBégE(C DU T

MAC Authentication
Radius Query support
MAC Mask support
Signal Range

Time

Private Passphrase
VLAN ID assignment

vV v v v v v v
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New CAPs Access Rule

MAC Address: | | v OK
MAC Mask: | | w Cancel
Interface: | | » ly
Signal Range: | | » Disable
~¥- Time
Comment
Action: | | Gy
AP Tx Limit: | |w- | Remove
Client Tx Limit: | | »
Private Passphrase: | v
Client To Client Forwarding: | | »
RADIUS Accounting: | | »
VLAN Mode: | v
VLAN ID: | B

enabled

30




Access Listi#égE(C DUNT

» MAC Address &ENetMaskZiHAENTED T ET. AppleEmIC T Zigf s LT
D, IEEUEDHEKRDKLDICIRADET,

» Device mac address: 18:34:51
» Base16 encoding: 183451

» vendor name: Apple, Inc.
» NetMaskZFF:FF:FF:00:00:00CiEE 9 D
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Y=V -

ChannelzZ&Z&(Cd D &,
Channel CTs&RELEEDI(X
Configuration T EEE 1.
Interface CRAZN(CLEEST =
nx9g,
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New CAPs Configuration

New CAPs Channel E] m

Name: | ETFYTTIF] | OK
Frequency: [E] MHz ~ Cancel

Width: s Apply

S ) P ——— N

Wireless Channel | Datapath Security

Channe!: [T TTT 7 R | + | -
Frequency: |2437 | MHz &
Width: | | D

Interface <{cap2>

Wireless Channel |Dahpath Security Status Traffic ..
Channel: [ L — @ -

Frequency: |2462 | MHz ~

ha | |



ProvisioninglC DU\ C

CAPs Provisioning <4C:5E:0C:A9:.C0:73>

Radio MAC: |[1& OK
Hw. Supported Modes: v Cancel
Action: |create dynamic enabled | ¥ Apply
Master Configuration: cfgl ¥
Disable
Slave Configuration: cfg2 A Comment
Name Prefix: St Copy
Remove
enabled
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ProvisioninglC DU\ C

» Provisioning & (.

» LFODBIRICEDNT, LEFEFXTHRELUIZATZEERIC, CAP
(CEATE2HBDTY,

» Identifiers(CEEDWCHEBITEZEY,
» MACO7 RL A THEHKRZET,

» CAPsMANV2TI(Z. IdentifiersYsEBHEZ D common nameZz [EARZRIR
THEITDBCENTE, BHIBCENTEET,

> =S ICEHEIM(CER SN S CAPDREZIRAIR EEBREIT DL
N TEXT,
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ProvisioninglC DU\ C

» BENMEAICDULTIE. BUFDActionh S ECTCEEI

» create-disabled : FOENDA>F I T —RA%=ZVERRUET ., I
5, A>T —XIECAPITINA> REanNExIh, 41>59—TJx1
AEFETBERC T DETEREIEMNELIRL,

» create-enabled : BXNIR1 >S5 I 1T —RAZVERRL UE T

» create-dynamic-enabled : B3R >4 —J T 1 AZERR UE I H.
CAPHMERE SHURLVARRE (3EProvisioningdRRE) Tl&k. 1>45—T T
A AREZHIFFRLU., U THESZEFEULEFREAS

MUM Japan 2015 Horigome Yoshihito



S C8D

Qu

» DL DSICEVNWIATL A bO-—F5—ZBAULRLTE. EU
K D7RZ ENHCAPsManagertégez{E> C. ZMICEIRTEET,

> EEHEDOEIRLAN-APDIELEZ 9 DFERIC(E. Provisioningt&geZ £ S DH
E IS

» RTEZTemplatelbt UCTHITDDT, HEBRADERIEN LT /RO
X9,
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» HW Protection ModeHh\iSTE CE/RLVRED., fliHhWECAICFHLEah
IRULNE DN

> BHEREDESTIC. I EED> TWE(CIRDTL D, Data Ratesis
TENER L EIND EHN.

» Proxy-ARPH', —EBDEMA T DRFICERTERLEDN

> EWVWDTENHDDDT. BIREEITDIAD(E. CAPSMANDFHIEI T NS
SHUTES DN CAPSMANDSERTE TS DL DCIEDTIFLWERD
TWLFET,
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