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IN THE BEGINNING
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« WikiLeaksTHaE SN T=Vault 74EELHHT. g5 ZFIH-T-INEMNIFZ TS
« RouterOSD 7 YT T—FBITHNTULVEWLRE SN TS ? B3I, 13—
FYNIEFINEITEL{ A NS

« LW N—23  DRouterOSIZIEMESTEEMNR D> THEY  ERTADICITEE
LUVIKRETIEAELY




RouterOSH SN SE R / Threat

W



ROUTEROSAIRESNHF B ]

« 201743 A . WikiLeaksWCIAD BT {EREL ICRH T A X EVault 7172 FH
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» Windows. Mac OS, Linux, Android, iOS. loT, B#HEErX T, TEHYEH L
PAEEDITHLT/NYFT T EITHoTLNV=EEINS




CHIMEYRED

« ChimayRed — Reverse engineering of Mikrotik exploits from Vault 7 CIA
Leaks. — Security List Networ
hitp://seclist.us/chimayred-reverse-engineering-of-mikrotik-exploits-
from-vault-7-cia-leaks.himl

« BigNerd?25/Chimay-Red: Working POC of Mikrotik exploit from Vault 7
CIA Leaks
hitps://aithub.com/BigNerd?25/Chimay-Red

* RouterOS 6.38.4F TICHFEL-MESEHZFALT. RV T a7 yTa—kL1
. AT LEZDILDERO NMAHEMNTETS:

« RouterOS 6.38.5Txtis



http://seclist.us/chimayred-reverse-engineering-of-mikrotik-exploits-from-vault-7-cia-leaks.html
https://github.com/BigNerd95/Chimay-Red
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SLINGSHOT

* The Slingshot APT FAQ - Securelist
hitps://securelist.com/api-slingshot/84312/

e Lk L7-ChimeyRed[ZBELTLVAEWLVHNTLYS

» BRICBAZEM# T LTLVSHRouterOS 5 xTEASN TL =Winbox 2.x(B1T
3x)€*‘f"EEL,’C EEDNHAHAAT7MINEI—HF—(ZA O AO—FSHF5EL0SED

e DECEL . BB AREN TLV=RouterOS éxzEALTLWNIE, ZOHETEMHEIC
xfLCEEILZ(TE0



https://securelist.com/apt-slingshot/84312/

HAJIME BOT

* |lJ Security Diary: Hajime 7Ryk 2k 8291/tcp ~D AT iEE)
https://sect.iij.ad.jp/d/2018/03/293998.html

« Hajime Botnet Makes a Comeback With Massive Scan for MikroTik
Routers
hitps.//www.bleepingcomputer.com/news/security/hajime-botnet-
makes-a-comeback-with-massive-scan-for-mikrotik-routers/

« Vault 7B8:E D ChimeyRed TSN TULNV=fEssEZFIALI-2 D

* Winboxm\FIRY %8291 /tcpMOpenL TSN EREL . BEISN TLVDEST
ONIEZEIhLREFEZHAD

« RouterOS 6.41.3Txt



https://sect.iij.ad.jp/d/2018/03/293998.html
https://www.bleepingcomputer.com/news/security/hajime-botnet-makes-a-comeback-with-massive-scan-for-mikrotik-routers/
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EXPLOIT DATABASEIZ
5k 3R gAY EE R

Platform

Linu

erface for DNSmasq / Mikrotik - SQL njection

ter0s - sshd |

SEZ1&3R : https://goo.gl/pyALRG
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« Nibld, RouterOSBMARDIESEMETHY . EAXAMLG X1 TAREEITTOTH
[FIERS/EBEREIZEYIZKLY,

« EARGEEEFEH?
* RouterOSIZ{E AN TSI Quick Set1Z{EAT ST T
Tah?



ROUTEROSH RS 5 B B

- Quick Set]7Z 1T Tl E R L FirewallDERELMN S ALY

« OMDETEILE

A TRIEICE

HETHRETAHELICLELELS




14

TTOTHIARSTEF2ITAERTE / Security settings



TOTHRIREEFAITAEE

« Manual:IP/Firewall/Filter - MikroTik Wiki
https://wiki.mikrotik. com/wiki/Manual:IP/Firewall/Filter#Basic examples

« Manual:IP/Services - MikroTik Wiki
https://wiki.mikrotik. com/wiki/Manual:IP/Services

« Manual:SNMP - MikroTik Wiki
https://wiki.mikrotik.com/wiki/Manual:SNMP#Reb oot

« Manual:Router AAA - MikroTik Wiki
https://wiki.mikrotik. com/wiki/Manual:Router AAA



https://wiki.mikrotik.com/wiki/Manual:IP/Firewall/Filter#Basic_examples
https://wiki.mikrotik.com/wiki/Manual:IP/Services
https://wiki.mikrotik.com/wiki/Manual:SNMP#Reboot
https://wiki.mikrotik.com/wiki/Manual:Router_AAA

« RouterOSB{ARIZLinux kernelZ#
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FIREWALLERE

L7=HARXFLOS

’

e IP FirewalllZ k<R A&, LiInuXTIE

1= BiotablesEDEE

» WebIZ#BE S L diptablesii EESE(ZT Lkl

o f-1-L. BIENGENCEZIERTHE
« DNS attackxt s
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DNS ATTACK 5

« dllow-remote-requestszyesIZL TS5 E . RouterOSEERIZE ML DI
ZICHIRELTLES

« FEEDEEIFIASTNSIET TI A, LLTOREZATRMICREL THAHNE




SERVICED 7 VAR TE |

* LTDELIGTRECT, AIET I EAFHIE S TLIVEL

« HMEGZWLEDIEdisabledIZ, #OTHEWEDITEFRI T A7 FLRZERTET 5
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SERVICED 7 VR E2

e T4 LTI FIPOTELNET, AP E MBI TIND

e SSH. www, winboxIZPubliciiEMNL DT I AN ITHNENEIIZT S
c TOLRAFIBRTHTRLRIIEHEZRTETES

« Winbox®PortldbotZ EIZIBHNTLVS
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SNMPD7 VR TE

* SNMPIX & #IETEMIZZ-TLVS

« AT BEEIE. communityiREZRE(TIT5

« TOEATZLHEHBEZRTET S

o TENILEREIZHERTHKIIZT D

e REITARIJLORESAETORIILIESHA-1OAESELARLFEHT S
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1—H—KF ]

e TIHILMFadmIinD/SRAT—RAL(fEE )

« NAT—FZERTET S

« admin&ELVWSERTEEHLNLED T, DI —F—ZDI—H—%EKT S
« adminlXEIkx. £f=Edisabled(Z9 %

« AJAresssZREZ1TLN. AT AU TEET7 Vv RGEHZRET S

« BIBHBEZPOlICYTHRETES

- FEEDpolicyz=EFAL. ERZHELI-2A—F—J IL—TFERTHERLD




1—H—HE2

« LANDDHEEICRELT=DD

e Ssh. write. policy. winboxM#ER = IT#{FELTI=T IL—T

add name-=test policy="ssh,write,policy,winbox,local" skin=default |
s policylE1={EAHID T, AAWikizSHET L &L

« Manual:Router AAA - MikroTik Wiki
https://wiki.mikrotik.com/wiki/Manual:Router AAA#Properties



https://wiki.mikrotik.com/wiki/Manual:Router_AAA#Properties

Z D1t

« Country block

« Country IP ranges
hitp://www.iwik.org/ipcountry/

* |IP-Firewall-Address-List Generator
hitps://mikrotikconfig.com/firewall/

s SMDECAIPVADEDOLMNRE DO ALY
« BFHCPURZEET S

« Address-listlEZDEEHTET HE. NANDIZEETRAENDHEITHED
« ETMZAZTANRET HENANDD FARMNKIBIZADGLHIENEEZSIND
+ TimeoutE R E T HEAE LRSI 5> NANDA D FE AL 1IL !



http://www.iwik.org/ipcountry/
https://mikrotikconfig.com/firewall/

ZD1th2

* Blacklist filter

« [LEOspybot., Hijack®¥MalwareriE AN DIEHEHS
« mikrotikfilters.com (subscription ~DF{Th &I TLVS)
hitps://forum.mikrotik.com/viewtopic.php2i=2&t=98804

« Domain Blacklists - For Squid Proxy, and other web filtering
platforms.
hitps.//www.squidblacklist.org/

« blocklister.gefoo.org/
https://blocklister.gefoo.org/



https://forum.mikrotik.com/viewtopic.php?f=9&t=98804
https://www.squidblacklist.org/
https://blocklister.gefoo.org/
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s MEDITWNYT—IFENMEL., BEEZEE T HLDIZLFEL LD,
o LB ANBEREZRFER LAV D THNILX, WirelesszdisabledIZ
o IPVéEERALIGELDTHNIL, ipvéZdisabledlZ
o FIRLAN-APOSWitch&ELTERT 2D THNIL. pppZdisabled|Z

BBV X ICEBMHERET S LCHEYETL, EMETHILTY
Y—ZADEHILDHEMNYET
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FOR YOUR REFERENCET

* Vault7 - Home
hitps://wikileaks.org/ciav/pl/

« Vault 7 — Wikipedia
hitps://en.wikipedia.org/wiki/Vault 7
- TEBEZ/ VT I LTERI DI TUETHENRFEZHE T 5 1BECIADETER

WMIEEMNDEREZRETHHEZERIVaUlt 71Z2WikiLeaksh iR — GIGAZINE
hitps.//qigazine. ne’r/news/QO] /0308-wikileaks-vauli-7/

« Statement on Vault 7 document release - MikroTik
https://forum.mikrotik.com/viewtopic.php<i=119308

« Exploit Database Search
https.//Q00.al/pYALRG



https://wikileaks.org/ciav7p1/
https://en.wikipedia.org/wiki/Vault_7
https://gigazine.net/news/20170308-wikileaks-vault-7/
https://forum.mikrotik.com/viewtopic.php?t=119308
https://goo.gl/pyALRG
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FOR YOUR REFERENCE?2

« MikroTik Wiki
hitps://wiki.mikrotik.com/wiki/Main_Page

 MikroTik - Forum index
https://forum.mikrotik.com/

« Routerboard User Group Portal Site
hitps.//www.rb-ug.jp/



https://wiki.mikrotik.com/wiki/Main_Page
https://forum.mikrotik.com/
https://www.rb-ug.jp/
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EHEHYMNESTELVELTZ / Thank you !



