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How do you stay safe
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on public Wi-Fi while traveling? SO IS
Your University/Office/Home Public Wi-Fi

/-\ SSID? Encryption?
"\ Username? Password?
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802.1X authentication roaming and Hots 00t
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Hotspot 2.0/Passpoint

SSID : never
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Which AP supports Hotspot 2.0 /Passpoi.
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https://twitter.com/pirosap/status/831182880948658176
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Which AP supports Hotspot 2.0 /Passpoint:
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“MikroTik Hotspot 2.0 / IEEE 802.11u”

MikroTik Hotspot 2.0 (IEEE 802.11u)

MikroTik ?? P

https://www.youtube.com/watch?v=My22bkfuVZo
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100% CPU usage with Hotspot 2.0 and disconnect wireless client

+ Post Reply < > o

pirosap

Hi. I'm developing Hotspot 2.0 wireless service with hAP ac (RB962UIGS-5HacT2HNT)
The RouterOS version is 6.38.5 (stable), and I'm testing with iPhone 68 (i0S 10.3.1)
The radius server is freeradius 3.0.10 and authentication is PEAP-MS-CHAPv2

| could connect hAP ac with iOS that installed my hotspot2.0 .mobileconfig profile. It works with Cisco Meraki Hotspot 2.0
But hAP ac disconnect the wireless connection after 10-30 minitue

| found when hAP disconnect the client, its reached 100% CPU usage
When | got this situation, | can reboot hAP ac from CLI, and set interworking-profile again, the connection back
Otherwize the client can not reconnect without set interworking-profile again

| din't have any problem without Hotspot 2.0 function, | mean if | didn't set the interworking-profile to wireless interface and connect with just 802.1x PEAP-MS-CHARv2
it is stable
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Wireless1 5 —7 1 — A% 802.1xDAP & U TERE

> /interface wireless security-profiles add name=1X _

> /interface wireless security-profiles set 1 mode=dynamic-keys
authentication-types=wpa2-eap eap-methods=passthrough

> /radius set O service=wireless address=x.X.X.X secret=xxxxxx

Hotspot 2.0D:%E & L Tinterworking-profile z :% &

> /interface wireless interworking-profiles add name=pirosap
> /interface wireless interworking-profiles set 0 domain- _
names=ngh.pirosap.tech operator-names="NGH testbed by pirosap.tech”

oz @A

> 7interface wireless set 1 interworking-profile=pirosap
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[admin@MikroTik] > /system resource usb print detail
0 device=“1-0" vendor=“Linux 3.3.5 ehci_hcd” name="“RB400 EHCI” serial-number=“rb400_usb”
vendor-id="0x1d6b” device-id=“0x0002"speed="480" ports=1 usb-version="2.00"

1 device="1-1" vendor="HUAWEI_MOBILE" nhame="HUAWEI_MOBILE"
vendor-id="0x12d1" device-id="0x14db" speed="480" usb-version="2.00"

[admin@MikroTik] > /port print detail
Flags: | - inactive
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[admin@MikroTik] > /log print

22:41:11 ovpn,info TCP connection established from x.x.x.x
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22417

22:41:7

22:41:7
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22:41:11 ovpn,info ovpn-out1:
22:41:11 ovpn,info ovpn-out1:
22:41:16 ovpn,info ovpn-out1:

2294116 ovon.info ovbn-outl:

INA D7 O—NIJVIP7 KL AICTHE>TLS

5 ovpn,info : using encoding - AES-256-CBC/SHA1
5 ovpn,info,account branch logged in, 172.16.2.4
6 ovpn,info <ovpn-branch>: connected

initializing...
connecting...

using encoding - AES-256-CBC/SHA1
conhected
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City Wi-Fi Roaming 2018
Coming soon

http://worldwifiday.com/city-wi-fi-
roaming/



NGH Special Interest Group (NGHSIG)
http:/nghsig.jp
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