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Ilens:

Pa3spaborars cxemy odecnieyeHus opuca J0CTYIIOM K CETH MUHTEPHET B
KPYIJIOCYTOYHOM PeXMMe.

Tpeooeanus:

1.00ecnieueHrEe MOIB30BaTENCH KPYTJIIOCYTOYHBIM JOCTYIIOM K CETH UHTEPHET.

2.0rpaHrdeHrE BXOQAIEH U UCXOAAIIEH CKOPOCTH KAXKIOTO ITOJIb30BATENS B
3apyOCKHYIO C€Th HHTEPHET U ceTh KbIprei3craHa.

3.ABTOMAaTH3aMs PE3CPBUPOBAHUS JOCTYNA K CETH UHTEPHET.

4.PacnpenencHue Harpy3Kkd My MOAKIIOUYCHUSIMHA OT Pa3Id4YHbIX
IIPOBaNJIEPOB.

5.JleMokpaThyHas [[€HA PEIICHUA.

6.0TKa30yCTOMYHNBOCTH 000PYAOBAHMS B CPEJIE C MEPUOAUNICCKUMHU
nepedos MU B AJICKTPOCETH.

7.KoMnakTHbIE pazMepbl 000PYI0BaHUS U HEOOJIBIIIOE SHEPTrONOTPEOICHHE.



Ananozu na peinke Keipzoizcmana

ZyXEL Keenetic Lite III

TP-LINK TL-WRI1043ND

CucTeMHbBIN 010K IIEPCOHATBHOIO
KOMIIBIOTEPA C
peayCTaHOBJICHHOM cucTeMon Linux




AHnanu3 anano2oe
AHAJIOTH o0ecreYeHbl HEIJIOXUM (PYHKIMOHAJIOM, HO MMEIOT PAJ
HEI0CTATKOB:
Poyrepsi:
- OTcyTCcTBHME pPE3epBUPOBAHMA J0CTYNIA K CeTH HHTEPHET
- OTCYyTCTBHE OTPAHUYCHMA MMOJIb30BaTeE/ICH M0 CKOPOCTH
- OTcyTcTBHME pacnpeae/ieHusl HATPY3KH MEXK/IY HeCKOJIbKUMHA
HOAKJIIYCHUAMM
- Pabora poyrepa Zyxel KpuTHYHA K nepedOsIM JIEKTPOIHEPIrUHA
- OrcyrcrBue PoE

Cucremnsiii 010k I1K:

- BBICOKA BEPOATHOCTb 0TKAa3a padoThl (coOpaH ud0 u3s 0/y aerajen,
JIX00 U3 JelIeBbIX HOBbIX)

- He00X0AUMO cogep:xkanue Linux cnenuaaucra

- IIyM BEHTHJISITOPOB

- 0oJabIIMe radapuThl B CPABHEHUHU C POYTEPOM
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Bwvioop mooenu RouterBOARD MIKROTIK

N RB951Ui-2HnD
\\ & (802.11b/g/n Up to 7W,USB,CPU 600MHZ,128MB MEMORY, 5 ETHERNET PORTS,PoE)
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» (802.11b/g/n Up to 7W, USB, CPU 600MHZ, 128MB MEMORY, 5 ETHERNET GIG PORTS, PoE)
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RB2011UiAS-2HnD-IN

(802.11b/g/n Up to 11W, USB, CPU 600MHZ, 128MB MEMORY, 5-1000Mbit and 5-100Mbit
ETHERNET PORTS, 1 SFP PORT, PoE)




Hacmpouka RouterBOARD MikroTik

1) 3akpsiBaem DNS cepsuc Ha Mikrotik oT BHelIHero Mupa T.K. poyTep MOXET CTaTh YaCThIO aTaAKYIOLIEH CETH U
OyZeT co3/1aBaThCs JOMOJIHUTENbHAS Harpy3ka 1o 10 Mout/c 3apy6exHnoro tpaduka u 10 90% Harpy3ku Ha mpoleccop poyrepa.
brnokupoBka HeoOxoauma Toabko ans PPPoE mposaiinepa, T.x. ADSL Mozaem BbicTymaeT B KauecTBe OpaHmayspa U BbLAAET HaM

aJapecC 13 COOCTBEHHOTO CCPOTro aaApC€CHOTO MPOCTPAHCTBA

Filter Rules | NAT Mangle Service Ports Connections Address Lists Layer7 Protocols
00 ResetAll Counters

L =T Reset Counters
# Action |Chain Src. Addr... | Dst Addr... |Protocol Src. Port |Dst Port |In. Inte...| Out. In...| Bytes Packets
.o drop inputworld dns
0 # drop_input 6 (tcp) 53 pppoe 408 1
o drop inputworld dns
1 #* drop input 17 fudo) 53 Donoe 42608 55

/ip firewall filter add chain=input action=drop protocol=udp in-interface=pppoe dst-port=>53
/ip firewall filter add chain=input action=drop protocol=tcp in-interface=pppoe dst-port=>53



2) Coznanum aapec-nuct KGNET, kyna no6aBum crivcok ceteit mpopaiiepoB Keipreizctana
Cnucok MOXHO B3sITh Ha OUIIMAIBHOM CalTe KaXKJI0ro MpoBaifiepa.

Firewall

/ipﬁrewall address-list add address=5.57.8.0/21 list=KGNET Filter Rules MAT Mangle Service Ports Connections Address Lists | [ ayer7 Protocols
/ip firewall address-list add address=89.237.192.0/18 list=KGNET 1 g1/_| [|[%| [a| [T

/ip firewall address-list add address=80.72.176.0/20 list=KGNET Name Address Timeout

/ip firewall address-list add address=212.112.96.0/20 list=KGNET o haNET (ao78.071

@ KGNET  3129.00/19
/ip firewall address-list add address=212.112.112.0/20 list=KGNET 2 KGNET |31.41.152.0/21

@ KGMET  31.186.48.0/21

/ip firewall address-list add address=94.143.192.0/21 list=KGNET @ KGNET  31.192.248.0/21

/ip firewall address-list add address=178.217.168.0/21 list=KGNET SKGNET 37213 128.0/18

2 KGNET  46.226.208.0/21

/ip firewall address-list add address=46.226.208.0/21 list=KGNET ® KGNET 46235 72.0/21
/ip firewall address-list add address=194.176.111.0/24 list=KGNET o EEHE gﬁ%@}g%?gf
/ip firewall address-list add address=62.76.167.0/24 list=KGNET R e

@ KGNET  77.235.0.0/19
/ip firewall address-list add address=185.54.254.0/24 list=KGNET 2 KGNET _ 80.72.176.0/20

@ KGNET  81.20.16.0420

/ip firewall address-list add address=31.148.30.0/24 list=KGNET @ KGNET  81.88.192.0/20

/ip firewall address-list add address=185.54.253.0/24 list=KGNET SKGNET 851121920019

2 KGNET 89237192018

/ip firewall address-list add address=31.41.152.0/21 list=KGNET ®KGNET  91.192.64.0/24
/ip firewall address-list add address=185.88.32.0/22 list=KGNET o KGMET 31;133;22;3}‘31
@ KGMNET 91.19267.0/24

@ KGNET  91.20548.0/22
2 KGNET  91.213.233.0/24



3) Hamerum mnakeTsl B CTOpOHBI KBIPrbI3CTAaHCKOM 30HBI CETH HMHTEPHET M 3apy0exHOM, 4ToObl B JajbHEWIIEM MPOBOJIUTH
OTPaHUYEHUs 10 CKOPOCTH.

Bxopsmuii u ucxoasiuit Tpaduk 3apyoekHOM ceTu OyIyT COOTBETCTBEHHO ¢ HameTkoi world u kg.

Taxxe HaMeTUM AJ19 MapuIpyTu3auuu uexoasmuit tpaguk B 300y KG u ncxongmuii B 3ony MUP.

Firewall

Filter Rules MWAT Mangle Service Ports Connections Address Lists Layer7 Protocols

&4 = T Reset Counters || 00 Reset All Countars
# Action Chain Src. Addr... | Dst Addr... Prot.. |Src. Port |Dst Port |In. Inte... Out In...| Bytes Packets
0D « change M3S forward 6 itc... all ppp 0B 0
1D +change MSS forward G(tc... alppp  69MIB 139635
2 # mark packet forward 10.0.1.0/24 JIB3KIB 11737
.3 # mark packet forward  10.0.1.0/24 146 KiB 293
o4 # mark packet forward 10.0.0.0/24 608 MIB 285845
5 # mark packet forward  10.0.1.0/24 E7TMIB 29748
& # mark routing prerouting 10.0.1.0/24 10602 .. 15859
7 # mark routing prerouting 10.0.1.0/24 686 MEB 284069

/ip firewall mangle add chain=forward action=mark-packet new-packet-mark=world passthrough=yes dst-address=10.0.1.0/24 src-
address-list=!|KGNET

/ip firewall mangle add chain=forward action=mark-packet new-packet-mark=world passthrough=yes src-address=10.0.1.0/24 dst-
address-list=!|KGNET

/ip firewall mangle add chain=forward action=mark-packet new-packet-mark=kg passthrough=yes dst-address=10.0.1.0/24 src-
address-list=KGNET

/ip firewall mangle add chain=forward action=mark-packet new-packet-mark=kg passthrough=yes src-address=10.0.1.0/24 dst-
address-list=KGNET

/ip firewall mangle add chain=prerouting action=mark-routing new-routing-mark=world-route passthrough=yes src-
address=10.0.1.0/24 dst-address-list=! KGNET

/ip firewall mangle add chain=prerouting action=mark-routing new-routing-mark=kg-route passthrough=yes src-
address=10.0.1.0/24 dst-address-list=KGNET



4) B cBsi3u C T€M, 4TO MHOJKECTBO MOJIb30BaTENed MCMOIB3YIOT JOKaIbHYI0 30Hy KG st paboThl TOPPEHT-KIMEHTOB, a pa3jada
yepe3 ADSL Mozem HeraTuBHO BIUSIET HA CKOPOCTh BXOJAIEro TpaduKa, CO3/1aIUM MpaBuia MaplpyTu3aluu,

rjae Tpaduk no 3oHe KG 6yner unru uepe3 PPPoE u tonbko B cnyuyae HegoctynHoct PPPoE coenunenus, noitnet uepes ADSL.
Hoctyn k 3apyb6exxHoi cetu 0yaer uaru uyepe3 ADSL, u Tonbko pu ero HepaboTocnnocoOHocTH OyaeT HanpasieH yepe3 PPPoE
O0s13aTenbHO HEOOXOUMO JIJIs1 KAKI0TO MapIIpyTa HEOOXOJUMO YCTAaHOBUTD MPOBEPKY JOCTYITHOCTH 1ILTI03a (arp WK ping)

Route List

Routes ' Nexthops Rules VRF

L =i
Dst Address Gateway Distance |Routing M... |Pref Source
AS F0.000/0 pppoe reachable 1 ka-route
5 I 0.0.0.0/0 192 168.0.1 unreachable 2 ka-route
AS F 0.0.0.0/0 192.1658.0.1 reachable etherb-adsl 1 world-route
= F’ 0.0.0.0/0 pppoe reachable 2 world-route

/ip route add dst-address=0.0.0.0/0 gateway=pppoe check-gateway=ping distance=1 routing-mark=kg-route

/ip route add dst-address=0.0.0.0/0 gateway=192.168.0.1 check-gateway=ping distance=2 routing-mark=kg-route
/ip route add dst-address=0.0.0.0/0 gateway=192.168.0.1 check-gateway=ping distance=1 routing-mark=world-route
/ip route add dst-address=0.0.0.0/0 gateway=pppoe check-gateway=ping distance=2 routing-mark=world-route

Cozaaum mpaBUiio TPAHCIIAIMU aJPECOB JIOKAIBHBIX MOJb30BaTeNel B ceTb UHTEpHET (NAT)

Firewall

Filter Rules MNAT Mangle Service Ports Connections Address Lists Layer7 Protocols

o+ = | T — ResetCounters || o0 Reset All Counters
# Action |Chain Src. Addr.. |Dst Addr.. [Prot.. |Src. Port |Dst Port |In. Inte...|Qut In...|Bytes FPackets
0 “l ma... srcnat 10.0.1.0/24 25 3MIB.__ 391018

/ip firewall nat add chain=srcnat action=masquerade to-addresses=0.0.0.0 src-address=10.0.1.0/24



5) Co3nmaaum mpaBuio, HaIIpuMep, IS Tob3oBaTes ¢ aapecom 10.0.1.250
CxopocTh JTocTyna K 3apyOeKHON CeTU UHTEPHET OrpaHuYUM BXOAsITyt0 Ha 1MOuT/, a ucxoasmiyo Ha 512kout/c.
s noctyna k 3oHe KG Bxoasuias nmycts Oyzaer orpannyeHa Ha 10MoOuT/c, a ucxonsias Ha 1Mout/c.

Simple Queues | Inteface Queues Queue Tree Queue Types

'|'— \" .X.. I":I T DD ResetCou__lnters ' ?Du ResgtAllCounters _

Upload: 274.7 kbps
Download: 9.0 Mbps I],

Reset Counters

Reset All Counters

# [ [Name _ Target |Upload MaxLi..|Download Ma.. [PacketMarks | Total MaxLimi..|
0 & userl-world 10.0.1.250 512k M world
1 Buserl-kg 10.0.1.250 1M oM ka

Simple Queue <userl-kg= [l I3|

General | Advanced Statistics Traffic | Total | Total Statistics | 0K ‘

Target Upload Target Download | Cancel ‘

Rate: [274 7 kbps | [90Mbps | Apply |

Packet Rate: [553 pis | [839p/s [ Disabe |

| Comment ‘

| Copy ‘

| Remove ‘

Torch

Upload Packets: 553 pfs
Download Packets: 839 p/fs

:-enabled

/queue simple add name="userI-world" target=10.0.1.250/32 packet-marks=world max-limit=512k/I M
/queue simple add name="user1-kg" target=10.0.1.250/32 packet-marks=kg max-limit=1M/10M



6) CKOpOCTh TOCTYII K 3apyOEKHOM CETH HAMHOTO MEHbIIIE, YeM K KbIprbI3cTaHCKOMY CErMEHTY CETH.
Mo iepHHU3UpPYEM HAIX TIOIKITIOYSHUS TaK, YTOOBI IS JOCTYIA K 3apyOeKHBIM caliTaM MCIOJIb30BaIKCh moaKmoueHus kak ADSL, tak u PPPoE.

CrouT TaKKe yUUTHIBaTh CIENU(PUKY OObEMHEHUS, COeTMHEHU UMEIOT pa3HbIe ip ajpeca, U YTOOBI KOPPEKTHO padoTany CaThl ¢ ayTeHTU(UKAITUEH 1
muQpoBaHuEM:
IIpoBenem HEKOTOPBIE U3MEHEHUS

Filter Rules NAT Mangle |Service Ports Connections Address Lists Layer7 Protocols

| =| || ]| || |T| |~ ResetCounters || oo ResetAll Counters
| # | |Action _ |Chain  |Src. Addr... Dst Addr... Prot...|Src. Port |Dst Port |In. Inte... Out In... Byles  |Packets |
0D + change MSS forward 6itc.. all ppp 0B 0
1D + change MSS forward 6 ftc... alppe  83MIB 168286
4 # mark packet forward 10.0.1.0/24 7783KB 11737
3 # mark packet forward  10.0.1.0/24 873 KiB 1748
4 # mark packet forward 10.0.1.0/24 83.7MIB 446 062
5 # mark packet forward  10.0.1.0/24 302MiB 187138
6 X  # mark routing prerouting 10.0.1.0/24 19154 .. 28 766
i # mark routing prerouting 10.0.1.0/24 93.1MIE 441459
8 # mark packet prerouting 10.0.1.0/24 1879 KiB 2791
9 # mark packat prerouting 10.0.1.0/24 140.3 KiB 1928
10 # mark routing prerouting 10.0.1.0/24 825 KiB 1267
1£.13 # mark routing prerouting 10.0.1.0/24 4. 7KiB 61

[IpaBuIa HAMETKH MMAKETOB JUTS OTPAHUIHMTEIISI

/ip firewall mangle add chain=forward action=mark-packet new-packet-mark=world passthrough=yes dst-address=10.0.1.0/24 src-address-list=!KGNET
/ip firewall mangle add chain=forward action=mark-packet new-packet-mark=world passthrough=yes src-address=10.0.1.0/24 dst-address-list=!KGNET
/ip firewall mangle add chain=forward action=mark-packet new-packet-mark=kg passthrough=yes dst-address=10.0.1.0/24 src-address-list=KGNET

/ip firewall mangle add chain=forward action=mark-packet new-packet-mark=kg passthrough=yes src-address=10.0.1.0/24 dst-address-list=KGNET

[IpaBuna HameTku ast MapiipyTusanu KG 30HbI
/ip firewall mangle add chain=prerouting action=mark-routing new-routing-mark=kg-route passthrough=yes src-address=10.0.1.0/24 dst-address-
list=KGNET

[IpaBuiaa HAMETKH U paclpe/Ie/icHHs] MAaKeTOB JUIs 3apyOeKHOW 30HBI

/ip firewall mangle add chain=prerouting action=mark-packet new-packet-mark=wl passthrough=yes src-address=10.0.1.0/24 dst-address-list=!KGNET
per-connection-classifier=dst-address:2/0

/ip firewall mangle add chain=prerouting action=mark-packet new-packet-mark=w2 passthrough=yes src-address=10.0.1.0/24 dst-address-list=!KGNET
per-connection-classifier=dst-address:2/1

/ip firewall mangle add chain=prerouting action=mark-routing new-routing-mark=route-wl passthrough=yes src-address=10.0.1.0/24 dst-address-
list=!KGNET packet-mark=wl

/ip firewall mangle add chain=prerouting action=mark-routing new-routing-mark=route-w2 passthrough=yes src-address=10.0.1.0/24 dst-address-
list=!KGNET packet-mark=w?2




7) BHeceM nosay4deHHbIE U3MEHEHUSI B TAOJIUIly MapIIpyTU3aluU

Route List

Routes | Nexthops Rules VRF

+ &l |T
Dst Address Gateway Distance |Routing M... |Pref Source
AS F0.000/0 pppoe reachable 1 kg-route
1S P0.0.0.0/0 192168.0.1 unreachable 2 kg-route
AS F0.0.0.0/0 192.168.0.1 reachable etherb-adsl 1 route-wl
As ko000 pppoe reachable 1 route-w2

Hanpasum tpaduk B KG 30ny uepe3 PPPoE, u pesepBupoBanne uepe3 ADSL
/ip route add dst-address=0.0.0.0/0 gateway=pppoe check-gateway=ping distance=1 routing-mark=kg-route
/ip route add dst-address=0.0.0.0/0 gateway=192.168.0.1 check-gateway=ping distance=2 routing-mark=kg-route

HanpaBuMm Tpaguk HaMeueHHBIX MaKeTOB route-w1 u route-w2 HampaBuM B 3apyOexHyto 30HY uepe3 nuito3sl ADSL u PPPoE
/ip route add dst-address=0.0.0.0/0 gateway=192.168.0.1 check-gateway=ping distance=1 routing-mark=route-wl
/ip route add dst-address=0.0.0.0/0 gateway=pppoe check-gateway=ping distance=1 routing-mark=route-w?2



Pes3ynvmamuot paoomot MikroTik RouterBOARD

- 3anywena cucmema obecnedenus oghuca KpyaiocymouHviM 00CMYynom
K cemu uHmepHem

- Pacnpeoenena nacpyska mesrcoy nooknrouenusimu ADSL u PPPoE

- Hacmpoena cucmema pezepsuposanus unmepuem oocmyna (backup)

- Oepanuuena ckopocms 051 KAHCO020 NOJIb308AMeNs, KAK No
Hanpasienuimu (KG u 3apybedicnvit unmepuem), max u 6xo0auas u
ucxoosauas

- CunxporHnoe o0veoureHue 00Cmyna K 3apyoedcHol cemu UHmepHem
yepes 08X Nposanodepos

- [lookntouenue poymepa K cemu 31eKmponumanus o6es il
NPOKIAOKU CUN0B020 Kabess (numarue uepe3 PoE)




Jakniouenue
B nacmoswee epems poymepor MikroTik RouterBOARD c
BbLULEONUCAHHOU HACMPOUKOU YCMAHOBIEHbL 8 PA3IUYHBIX O(DUCHBIX U
2OCMUHUYHBIX 30AHUSIX.

Jlononnumenvuuvie 8ozmodcHocmu nacmpouxu MikroTik RouterBOARD
NO3BONUNU MAKIHCE OCYUIECMBIIAMb Cledyiouee.

- nepeszazpysxa ADSL modema no ssh ¢ nomowwvto Mikrotik RouterBOAD
npu yxyouleHuu Kaiecmed Ces3u

- onoseuieHue o npoodIeMax UHMeEPHem COeOUHEHUL NOCPEOCMBOM CEePBUCA
sms2email

- ediceHeoeNbHbl asmomamuueckul backup nacmpoek ¢ omnpaskou Ha
INIEKMPOHHYIO NOYUNLY

- cemesoe xpanuauuie oaunvix SMB (enewnui HDD nooknrouenHblll K
USB nopmy Mikrotik RouterBOAD)



Cnacuoo 3a éHUMAaHue



