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Wireless Multi Service using CAPsMAN and IP Management
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OBJECTIVE

e CAP must have link between CAPsMAN

 ALL CAP must be assign management IP address to
Interface connected to CAPsMAN

 Create different profile services to provision base on
specific MAC address (CAP radio mac address)
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CAPsMAN to CAP connection via Mac addres

CAPsMAN

Broadcast domain / same Segment
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CAPsMAN to CAP connection via IP addre

CAPsMAN

10.20.10.1/24

10.20.10.2/24
|

192.168.10.1 192.168.30.1
% l Layer 3 Switch / Router
192.168.20.1
LU )y
B> ) )
192108, 30.2/24 o e
192.168.20.2/24 192.168.30.2/24

*¥**Cap must be ping to CAPsMan Success
https://wiki.mikrotik.com/wiki/Manual: CAPsMAN
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Understanding CAPsMan and CAP

Mode AP

SSID: Hotel

Band: 2 ghz-b/g/n

Data path: Bridge Servicel

. . ' i
Servicel Profile “\!ﬁ;@-
*

Mode AP RB915Ui-2HnD
*SSID: Hotel CAP1
*Band: 2ghz-b/g/n
*Data path: Bridge Servicel ‘\"\cﬁ‘»\‘

e

CAPsMAN

Mode

SS |

Ban z-b/g/n
Datd@Path: Bridge Servicel

RB915Ui-2HnD
CAP2

Mode AP
SSID: Hotel

Band: 2 ghz-b/g/n
Data path: Bridge Servicel

RB915Ui-2HNnD
CAP3
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Servicel Profile

*Mode AP

*SSID: Hotel

*Band: 2ghz-b/g/n

*Data path: Bridge-Servicel

CAPsMAN

Known mac

Service2 Profile

*Mode AP

*SSID: Skybar

*Band: 2ghz-b/g/n

*Data path: Bridge-Service2

Mode AP

SSID: Hotel

Band: 2 ghz-b/g/n

Data path: Bridge-Servicel

TU%SS | £4:3D:8C:BB:BD:53

RB915Ui-2HnD
CAP1

Mode AP

SSID: Hotel
Band:2 ghz-b/g/n
Data path: Bridge Servicel

% L,

RB915Ui-2HnD

Layer 2 Connection Example

CAP2

Mode AP

SSID: Skybar

Band:2 ghz-b/g/n

Data path: Bridge-Service2

%‘\W 6C:3B:6B:F4:DF:2E

RB915Ui-2HnD

CAP3
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Understanding CAPsMan and CAP (Cont

Servicel Profile

*Mode AP

*SSID: Hotel
*Band: 2ghz-b/g/n

*Data path: Bridge-Servicel

CAPsMAN [l

10.20.10.1/24

Mode AP
10.20.10.2/24 (o el

ﬁ"'ii; , Band:2 ghz-b/g/n

\ Data path: Bridge-Servicel

RB915Ui-2HnD ~ CAPsMAN [P 10.20.10.1
CAP1

/ 10.20.10.3/24

Mode AP

servicel > Mg, ! SSID: Hotel
v :
\ Band:2 ghz-b/g/n
RB915Ui-2HnD Data path: Bridge-Servicel

CAP2 CAPSMAN IP 10.20.10.1

Layer 3 Connection Example
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Understanding CAPsMan and CAP (Cont

Servicel Profile

*Mode AP

*SSID: Hotel

*Band: 2ghz-b/g/n

*Data path: Bridge-Servicel

CAPsMAN

10.20.10.2/24
E4:8D:8C:BB:BD:53

10.20.10.1/24

Service2 Profile

*Mode AP

*SSID: Skybar

*Band: 2ghz-b/g/n

*Data path: Bridge-Service?2

Mode AP
= SSID: Hotel
\‘__ f Band:2 ghz-b/g/n
\!?i Data path: Bridge-Servicel
RB915Ui-2HnD CAPsMAN IP 10.20.10.1
CAP1
-
N
12
10.20.10.3/24
6C:3B:GB:EO:EC:10_
Mode AP
service2 > % ) SSID: Skybar
Band:2 ghz-b/g/n
RB915Ui-2HnD Data path: Bridge-Service2

CAP2 CAPsMAN IP 10.20.10.1

Layer 3 Connection Example
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Understanding CAPsMan and CAP (Cont

Servicel Profile

*Mode AP

*SSID: Hotel

*Band: 2ghz-b/g/n

*Data path: Bridge-Servicel

CAPsMAN
10.20.10.1/24

10.20.10.2/24
E4:8D:8C:BB:BD:53

Mode AP
e SSID: Hotel
\, - Band:2 ghz-b/g/n
- |
% Data path: Bridge-Servicel
RB915Ui-2HnD CAPsMAN IP 10.20.10.1
CAP1
o
2

10.20.10.3/24
6C:3B:GB:E0:EC:1OV

Service?2 Profile

*Mode AP

*SSID: Skybar

*Band: 2ghz-b/g/n

*Data path: Bridge-Service2

RB915Ui-2HnD
CAP2

Layer 3 Connection Example

www.ittc.edu.kh

Modg AP

SSID: r

Ban -b/g/n

Data path: Bridge-Service2

CAPsMAN IP 192.168.1.1

|
Incorrect CAPsMAN
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Understanding CAPsMan and CAP (Cont

Servicel Profile

*Mode AP

*SSID: Hotel

*Band: 2ghz-b/g/n

*Data path: Bridge-Servicel

CAPsMAN

10.20.10.2/24
E4:8D:8C:BB:BD:53

Mode AP
: SSID: Hotel
\i_ f Band: 2 ghz-b/g/n
\!?i‘ - Data path: Bridge-Servicel

RB915Ui-2HnD CAPsSMAN I[P 10.20.10.1

CAP1
ey
66@\06
10.20.10.3/24  Mode AP
SSID: Hotel
servicel . - " Band: 2 ghz-b/g/n
Data path: Bridge-Servicel

RB915Ui-2HnD
CAP2

Hybridge Connection Example
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CAPsMAN Physical and Logical Topology

-

\

CAP1
10.20.10.2/24

> ‘ " I
CAPsMAN cAP2

iIP address : 10.20.10.1/24— Managemment IP address 10.20.10.3/24

Hotel

IP address : 192.168.10.1/24 o servicel |

Skybar
{IP address: 192.168.20.1/24 —JService2l

Restaurant

{IP address: 192.168.30.1/24 —jScivicesl

5\“’““.

CAP3

10.20.10.4/24
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Services via IP management diagram

IP address: 10.20.10.2/24

| CAP: Enble
"*ﬁ% CAPsSMAN IP: 10.20.10.1
Provision
MAC: E4:8D:8C:BB:BD:57 RB915Ui-2HnD
Configuration Profile-Hotel CAP1
IP address: 10.20.10.3/24
CAP: Enble
CAPsMAN IP: 10.20.10.1
Provision
MAC: 6C:3B:6B:EO:EC:15
CAPsMAN Configuration Profile-Skybar CAPsMAN IP: 10.20.10.1 . N%

IP address: 10.20.10.1/24

CAPsMAN: enable RB915Ui-2HnD

CAP2

Provision
MAC: 6C:3B:6B:F4:DF:33
Configuration Profile-Resturants

IP address: 10.20.10.4/24

!!!3555 I CAP: Enble

CAPSMAN IP: 10.20.10.1
RB915Ui-2HnD
CAP3
www.ittc.edu.kh 14
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CAPsMAN

Provision
MAC: E4:8D:8C:BB:BD:53
Configuration Profile-Hotel

Provision
MAC: 6C:3B:6B:E0:EC:10
Configuration Profile-Skybar

Provision

MAC: 6C:3B:6B:F4:DF:2E
Configuration Profile-
Restaurants

Management
IP address: 10.20.10.1/24
CAPsMAN: Enable
- Profile-Hotel
- Mode AP
- Band 2hgz-b/g/n
- SSID: Hotel
- Data Path: Bridge-Hotel

- Profile-Skybar
- Mode AP
- Band 2hgz-b/g/n
- SSID: Skybar
- Data Path: Bridge-Skybar

- Profile-Restaurants
- Mode AP
- Band 2hgz-b/g/n
- SSID: Hotel
- Data Path: Bridge-Restaurants

www.ittc.edu.kh

Bridge Configuration

- Bridge-Hotel
- IP address 192.168.10.1/24
- DHCP Server : Enable
- IP Pool: 192.168.10.100-200

- Bridge-Skybar
- IP address 192.168.20.1/24
- DHCP Server : Enable
- IP Pool: 192.168.20.100-200

- Bridge-Restaurants
- |P address 192.168.30.1/24
- DHCP Server : Enable
- IP Pool: 192.168.30.100-200

15



CAP configuration diagram

%\gﬁ; b

RB915Ui-2HnD
CAP1

Management

IP address: 10.20.10.2/24

CAP: Enable

Interface: wlanl

CAPsMAN IP address: 10.20.10.1

\'\gﬁ; 4

RB915Ui-2HnD
CAP2

Management

IP address: 10.20.10.3/24

CAP: Enable

Interface: wlanl

CAPsMAN IP address: 10.20.10.1

www.ittc.edu.kh

\\5“¢ l

RB915Ui-2HnD
CAP3

Management

IP address: 10.20.10.4/24

CAP: Enable

Interface: wlanl

CAPsMAN IP address: 10.20.10.1
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CAPsMAN Configuration

Step 1: Add Bridge Interface A Quick Set
Set name example: Bridge-Hotel = CAPsMAN

Repeat 3 time = Interfaces |Pm S IO s
- Bridge-Hotel = El El
- Bridge-Skybar )

- Bridge-Restaurants

“12 Mesh
55l IP

<77 MPLS
42 Routing
System
& Cueues
Files

L) Log
L Radius
% e ARP Timeout:
Mew Teminal

] L.cD

MetaROUTER

'i"‘ Partition

| 2 Make Supout rif

& Manual

é MNew WinBox

B Ext

Admin. MAC Address:

|n..|r1r1ir15;|
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Add Management IP address to
L ocal Interface

o———

=4 MetaROUTER
#C Partition

[ 2 Make Supout rif
& Manual

& Mew WinBox

B Ext

www.ittc.edu.kh

i N Bl B

| Imteface

1020101724

10.20.10.0

managment




CAPsMAN Configuration (Cont.)

Address List

Bridge ‘F‘nrts Fiters NAT Hg
#| =] [¢]%] A
EE @ Ij Address /| Network Inteface v

In}

Name / | Type P 10.2010.1/24  10.20.10.0 managment
Create Profile Service IP address on ; m gﬂi:ﬂﬁ EEEEE Eggﬂ-g :jﬂe'gﬁs
: idge-hiestaur... bridge e R e e ge-arybar
Bridge Interface and enable DHCP * R HidgeSkbar  Bidge | 192168301/ 192163300 Brdge Restaura.
Server R fdmanagment  Bridge
Bridge-Hotel

IP Address: 192.168.10.1/24

Bridge-Skybar
IP Address: 192.168.20.1/24

Bridge-Restaurants

IP Address: 192.168.30.1/24 ' 4 items
4 items out of 16 (1 selected)
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CAPsMAN Configuration (Cont.)

I_;_ CAPsMAMN 1 I

¥ Interfaces Interfaces  Provisioning | Corfigurations | Channels Datapaths = Security Cig.
v @B [¥] >
B ns g
. . Eridge Mame + |55I0 Hide 5510 |Load Bal... |Count [
Create CAPsMAN Profile 3 time, E - | 44
name (step 5) and Data Path (step 13) _ QX
different Path == Switch Wireless |Channel Datapath Securty OK g
“18 Mesh -
. 4 W=IntH | Profile-Hotel Cancel
Profile name: &g IP ¥ -
- Profile-Hotel &7 MPLS I Mode:[ap 6 [*]~ Aooly
- Prof!le-Skybar & Routing - SSID:I!H::’:EI 7 ||,.
- Profile-Restaurants _ _
£0% System W Hide SSID: | | b Co
P¥
& Queues Load Balancing Group: | g
’ Remaove
= | Remove
| Log Country: Jcambodia 8 || e | -
L Radius
Mz Station Count: | | -
% Toals F
- . -
|l Mew Teminal Multicast Helper: | |
= Lch HT Tx Chains: | | hd
=5 MetsROUTER
HT Fx Chains: | | hd
'ﬁ Partition
= -
|} Make Supout HT Guard Interval: | |
& Manual

www.ittc.edu.kh
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CAPsMAN Configuration (Cont.)

A& Quick Set
L CAPsMAN
|8 Interfaces
1 Wireless
gﬁ Bridge
& PPP

= Switch
“15 Mesh

255 |P

/" MPLS
4 Routing

= | = =1 = =1 - =

Interfaces  Provisioning  Corfigurations Datapath

= 9T 10
Name + | Frequency Width [
CAPs Channel <
Name: | 0K
Frequency: ¥ | Cancsl
Width: v Aoply
cand Comment
Extension Channel: v Cony
Tx. Power; v —

A Quick Set
L CAPsMAN
1 Interfaces
1 Wireless
Ef Bridge
B PPP

= Switch
“15 Mesh
sl |

<" MPLS
4 Routing
i) System
Q Queues
[ | Fles

.| Log
ﬂ. Radius
K Tools

www.ittc.edu.kh

== == = ==

Intefaces  Provisioning Configurations [hannelrit}r[
4 L
Name /| Bridge Local For... |Client To ... | VLAN Mo...
New CAPs Datapath Configuration
Name: || | 0K 14
Bridge: | Bridge-Hotel 13 ﬂ| Cancel
Bridge Cost: | A"
Bridge Horizon: | |"’ Comment
Local Forwarding: | |"’ Copy
Cliert To Client Forwarding: | | v | Remove
VLAN Mode: | v
VLAN ID: | v i
21



CAPsMAN Configuration (Cont.)

Create CAPSMAN Provisioning for 3
Service, 3 time by different Master
Configuration Profile and Radio
MAC repeat profile step below:

- Profile-Hotel essp:8cBB:BD:57
- Profile-Skybar ec:38:68:e0:eC:15
- Profile-Restaurants ec:38:68:Fa:0F33

CAPs Provisioning <E4:80:8C:BB:BD:57>

LR |E4: 80 :8C.BB:BD:57

Hw. Supported Modes:

|dentity Regeap:

Commaon Mame Regexp:

|P Address Ranges:

Action: 2

Master Configuration: IF'rnfiIe-Hntel I 3
A ——

Slave Corfiguration:

Mame Format: ﬁdent'rt:f
—

MName Prefoc

www.ittc.edu.kh 22



CAPsMAN Configuration (Cont.)

Enable service CAPsMAN to manage CAP

| [=1[=]
||"|'tE'—‘1'FEICE—'52| Prowvisioning Corfigurations Channels Datapaths Securty Cfg.  Access List | Remote CAP
EE Pridge CAPs Manager
=& PPP o
== Switch Certificate: | | -~ p—— e64
=12 Mesh CA Certificate: | [ -
=z=h e I [1 Require Peer Cerificate
<77 MPLS I~ _
%2 Routing . Generated Cerificate: | |
System N Generated CA Certificate: | |
Q Queues Faclkage Path: | |
R Fie= Upgrade FPolicy: Isuggest same version " - |I = | >
me.l Lﬂg w0 TSI TS OO or T
A Radius
4 Toois - |
Asr Quick Set CAPsMAN
1 CAPsMAN Intefaces  Prowvisioning |Corﬁg..ramns Channels Datapaths Securty Cfg.  Access List Remote CAP  Radio Registration Table
|8 Interfaces | || = v @ T
4 Wirsless i | |F-{E|di:: MALC |Ident'rt'_.r Regexp |Cummar1 MNam... |.P|.cti::|r| |I'u'IE|5ter Canﬁgumti...TElave Configuration
=2 Bridge 0 6C:3B:6B:F4:.DF:33 create enabled Profile-Restaurants
=% PPP 1 E4:20:8C.BB:BD:.57 create enabled Profile-Hotel
2 6BC.3B:6B:ED:EC:15 create enabled Profile-Slkoybar
== Switch
“15 Mesh
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CAP Interface configuration

Add IP management to CAP in local interface

r Address <1020 102724 ojx
FL T ok 4
i K
4 ML Newok: (1020100 |& | Cance
¢ OpenFlow
Iteface:| Managment 3| %

& Ratng | ‘ =
{5 Sysem I Disable
!Queues Comment

Fi
| Fles Copy
L log

Rem

ﬂ.Hadius e
Nﬁmls | | Enabled

www.ittc.edu.kh

Enable CAP service

A& Quick Set
1 CAPsMAN EéEnabIed ‘ 0K EI
8 e et [ 3] 19)4 T
| 1 Wireless 1 Cerfficate: |nnne " 3| Aoply
5 bridge i -
o prp Dizcovery Interfaces: | | v
] Lock To CAPSMAN
=2 Switch
*12 Mesh CAPsMAN Addresses| 10.20.10.1 4 |5
& 1P ) CAPSMAN Names: | E
IPv6 I
= CAPsMAN Certfficate Common Names: | | v
& MPLS I
: Bridge: |nnne " 3|
</ OpenHow
4 Routing I Requested Ceficate: | |
@ostem T | ed CAPSMAN Common Name: |
g Queues

24



Check status CAPsMAN & CAP

As Quick Set
a CAPsMAM
|| Intefaces
1 Wireless
%f Bridge
=& PPP

=52 Switch
S22 Mesh

35 1P

<" MPLS
.ﬂ Routing
408 System
! Cueues
[ Fil=s

(=l Leg

A Quick Set
1 CAPsMAMN

v | v | v v

CAP=MAM

Imterfaces | Provisioning Corfigurations Channels Datapaths Securnty Cfg.  Access List  Remote CAP  Radio  Registration Table
[l =] [][s2] [=] [F] [ Manager || aan |

Name s 1 Tvpe MTy 2 MTy [ Tx = | T Packet [p.f:

RSMB GerCAP1-1 Interfaces 1500 1600 0 bps D bps

RSMB < CAP2-1 Interfaces 1500 1600 424 bps 0 bps

RSMB < CAP3-1 Interfaces 1500 1600 1472 bps 1024 bps

*|

2 items out of 19

CAPsMAM

| Interfaces
3 Wireless
%2 Bridge
=& PPP
== Sweitch
“1Ia Mesh
Es5l IP

<” MPLS
@5 Routing
%02 System
Q Queues
| Files

=] Leg

2L Radius

v v v v

Interffaces Provisioning Corfigurations Channels Datapaths Securty Cfg. | Access List FRemote CAP |Hadio Registration Table

EI | Prowision || Upagrade || Set Identity |

| Address s | Name | Board | Serial | Version | Identity |Base MAC | State | Radios |
10.20.10.2 [E4:28D:8C:BE... RBS51Li-2HND 6282054681C8 6385 CAP1 E4:8D:8C:EB:BD: .. Run 1
10.20.10.3 [6C:3B:6B:ED... RB351Ui-2HnD SBF406C6DD... 6363 CAPZ 6C:36:6B:ED:EC:10 Run 1
10.20.10.4 [6C:3B:6B:F4:... RBS51Ui-2HnD G6BF406BOB102 6.35c51 CAP3 6C:2B:6B:F4:DF:2E Run 1
Stat f all CAP connection
3 items
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Contact Us:

Hotline

Website
Email

Social media

: +855 17 680 886

+855 93 680 886

- www.ittc.edu.kh

: training@ittc.edu.kh

. https://www.youtube.com/c/ittckh

. https://www.facebook.com/ITTCKH



http://ittc.edu.kh/
https://www.youtube.com/c/ittckh
https://www.facebook.com/ITTCKH/

	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26

