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ABOUT ME

My name is Soragan 
Ong

I am MikroTik 
Certified Trainer

Also IPv6 Forum 
certified engineer

ខ"u$œធ'œ)រឱ, Alagas 

Network 



WHO IS ALAGAS NETWORK?

➤ MikroTik VAD based in Singapore 

➤ Distributing MikroTik since 2010 

➤ 2Gbps in Singapore in 2014, second in the world after 

Japan 

➤ MikroTik Training Centre Since 2016



HOW CAN WE MONITOR?
➤ Does NOT require extra 

software: 

➤ Built-in Tools 

➤ Require external software 

➤ Simple Network 
Management Protocol 

➤ Flows / ELK Stack 

➤ The Dude



ROUTEROS 
BUILT-IN 

TOOLS



ROUTEROS BUILT-IN TOOLS

➤ Hardware Health 

• Fan status 

• Electricity Supply 

• Temperature

➤ Hardware Failure: Fan, 
PSU 

➤ Power Outage



ROUTEROS BUILT-IN TOOLS

➤ Resource Usage 

• CPU 

• Memory / RAM 

• Storage 

➤ Hardware Upgrade



ROUTEROS BUILT-IN TOOLS

➤ Tool > Profile 

• Your best friend when you experiencing high CPU usage

https://wiki.mikrotik.com/wiki/Manual:Tools/Profiler



ROUTEROS BUILT-IN TOOLS

➤ Torch 

• Live data on network traffic



ROUTEROS BUILT-IN TOOLS

➤ Interface / Queue live network utilisation



ROUTEROS BUILT-IN TOOLS

➤ Graphing 

Store information, continuous recording



ROUTEROS BUILT-IN TOOLS



ROUTEROS BUILT-IN TOOLS

➤ Traffic Monitor 

• Proactive monitoring with action script



“Demo

Basic Monitoring with internal tools
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WHAT IS SNMP?

➤ Simple Network Management Protocol 

➤ Define by Internet Engineering Task Force (IETF) 

➤ Started in 1989, finalised in 1991 

➤ Application Layer protocol 

➤ MikroTik support SNMP version: 1, 2c, 3



WHY SNMP?

➤ Open Standard hence widely used 

➤ It is Simple 

➤ Remote monitoring 

➤ Requires minimal bandwidth and CPU 

➤ Ability to monitor many data



SNMP ARCHITECTURE

➤ Agent 

• Process running in nodes that collect information 

• Listening on UDP 161 

➤ Manager 

➤ Process running in a host that request information from 
Agent 

➤ Send request to UDP 161 

➤ Trap 

➤ Process running in a host that receive event from nodes



SNMP ARCHITECTURE

➤ Trap 

➤ Process running in a host that receive trap event from agent 
in nodes 

➤ Listening on UDP 162



SNMP COMPONENTS
➤ Management Information Base 

(MIB) 

➤ Object Identifier (OID) 

➤ Structure of Management 
Information (SMI)



MANAGEMENT INFORMATION BASE

➤ Database 

➤ Collection of objects 

➤ Hierarchical tree format

iso.org.dod.internet 
1.3.6.1

directory 
1

mgmt 
2

private 
4

security 
5

experimental 
3

enterprise 
1

mikrotik 
14988

.1.3.6.1.4.1.14988.1.1.1.1.1.4.1 

Object Identifier



MIKROTIK MIB

➤ https://wiki.mikrotik.com/wiki/Manual:SNMP 

➤ Last updated 5 December 2018

https://wiki.mikrotik.com/wiki/Manual:SNMP


STRUCTURE OF MANAGEMENT INFORMATION (SMI)

➤ Define rules for object: 

• Name 

• Type 

• Encoding 

• Etc



How to read MIB file??



EXTERNAL SOFTWARE

➤ Command Line: Net-SNMP 

➤ Visual: MRTG, Zabbix, Nagios, PRTG, etc



“Demo

Getting RouterOS version via SNMP
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ROUTEROS TRAFFIC FLOW

➤ Provide statistics of network traffic 

➤ Compatible with Cisco Netflow 

➤ Version 1, 5 & 9



WHAT IS ELK

➤ElasticSearch (Database) 

➤Logstash (Input) 

➤Kibana (Visual)



WHY ELK?

➤ Open Source 

➤ SNMP information is not detailed enough 

➤ It support more than just Flow 

➤ Support Clustering 

➤ Direct query into the data is possible 

➤ High performance: 5Gbps, more than 100.000 flows



➤ Open Source 

➤ Server Side data processing 

➤ Ingest Data from multitude of sources simultaneously 

➤ Input Plugins: https://www.elastic.co/guide/en/logstash/current/
input-plugins.html 

➤ Amazon CloudWatch & S3, File, Github Webhook, HTTP/HTTPS, 
SNMP & Trap, Syslog, TCP, UDP, etc 

➤ Filters: Parse & Transform 

➤ Output

https://www.elastic.co/guide/en/logstash/current/input-plugins.html
https://www.elastic.co/guide/en/logstash/current/input-plugins.html
https://www.elastic.co/guide/en/logstash/current/input-plugins.html


➤ Open Source 

➤ Distributed, RESTful search 

➤ Centrally store data in the ELK stack 

➤ Really really really FAST 

➤ Numbers, text, geo, structured, unstructured. All data types are 
welcome



➤ Open Source 

➤ Graphical User Interface 

➤ Created to visualise your ElasticSearch data



INSTALLATION

➤ Download source package, compile, install, edit config 

➤ Binary Installation: YUM, APT, MSI, PKG 

➤ Docker



BINARY INSTALLATION

➤ CentOS 7 / YUM / RPM 

➤ Yum Repository: easy, fast, manageable
[elasticsearch-6.x]
name=Elasticsearch repository for 6.x packages
baseurl=https://artifacts.elastic.co/packages/6.x/yum
gpgcheck=1
gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
enabled=1
autorefresh=1
type=rpm-md

$ sudo yum install elasticsearch



/etc/elasticsearch/elasticsearch.yml

network.host: localhost



$ sudo yum install Logstash





$ sudo yum install Kibana

➤ Run on its own port, def 561 

➤ Use Nginx as reverse proxy





LOGSTASH + ELASTICSEARCH + KIBANA









SINGAPORE MIKROTIK USER GROUP

➤ March 8th 2019 

➤ ELK Stack + MikroTik Router 

➤ https://www.meetup.com/
MikroTik-User-Group-
Singapore-MUG-SG/events/
257894335/
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Question?

Approach me :)

soragan.ong@alagasnetwork.com

soragan.ong

@sguox


