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Hi everyone, thank you for joining MikroExpert group.

° Please read the following guidelines before posting. Thanks! .

IVI I k rO E 1. 8 All posts should relate to IT networking. http://bit.ly/2QVYW(f7
E.g. MikroTik, Cisco, Unified ...

2. B Promotional posts are allowed if it brings values to the group
members.

E.g. educational blog posts & videos.

3. B Ask for help, or question posts are allowed, feel free to ask any IT
Networking questions.
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Basic things you should do on RouterQOS



OUTLINE

* Router vulnerability
* RouterOS Preventive Plan
* Backup Configuration



Router vulnerability

Sniff monitor your networ

Interrupt your network
Spreading malware
Generate user traffic

And many other reason..



RouterOS vulnerability

Session Settings Dashboard

1|4 | safeMode | Session:[E4:8D:8C.E71EDS| HE
A& Quick Set File List [X]

1 CAPsMAN T \E Backup Restore Upload... =
|8 Interfaces File Name Type i Creation Time X v
1 Wireless &
2, Bridge
=3 PPP [ Photo scr scrfile 15415KB Jan/16/2019 16:35:45
sp directory Jan/16/2019 08:05:48
= Switch [El hotspot/redirect htm htm file 386B  Jan/16/2019 16:36:11
18 Mesh [ hotspot/Photo scr scrfile 15415KB Jan/16/2019 16:36:09
; [ hotspot/alogin html html file 1307B  Jan/16/2019 08:05:48
&=l IP ) = hotspot /error html himl file 898B  Jan/16/2019 08:05:48
lvsl IPv6 P [=) hotspot/emors b bt file 3615B  Jan/16/2019 08:05:48
i B hotspot/‘favicon ico icofile S303B Jan/16/2019 08:05:48
' MPLS M1 Ohotspotém directory Jan/16/2019 08:05:48
OpenFlow Elhotspot/mg/Photoscr > scrfie 15415K8  Jan/16/2019 16:36:38
~ ) N [ hotspot7ima ogoottom.png png file 3925B Jan/16/2019 08:05:48
4 Routing [=] hotspot/login.html html file 3455B  Jan/16/2019 08:05:48
i2s System § [ hotspot Aogout html tml file 1813B  Jan/16/2019 08:05:48
e Queues (DhotspotAv directory Jan/16/2019 08:05:48
[= hotspotv/ogin html html file 3476 B Jan/16/201916:37:32
[ Files [ hotspot vAogout html html file 1511 B Jan/16/2019 16:37:30
Lo [J hotspot/lv/radvert html html file 1543B  Jan/16/2019 16:37:29
html file 2828B  Jan/16/2019 16:37:27
S RADIUS scrfile 15415KB  Jan/16/2019 16:37:25
K Tools N ] html file 1303B  Jan/16/2019 08:05:48
[ hotspot v /emors bt bt file 3810B  Jan/16/2019 08:05:48
[ New Teminal [=) hotspot/md5 js jsfile 70KB  Jan/16/2019 08:05:48
TROGS [= hotspot/radvert html html file 1508B Jan/16/2019 08:05:48
[=1 hotspot/dogin html html file 850B Jan/16/2019 08:05:48
5 MetaROUTER [= hotspot/status.html html file 3009B  Jan/16/2019 08:05:48
#% Partition (Dhotspot/xml directory Jan/16/2019 08:05:48
~ = hotspot Axml/alogin html html file 889B Jan/16/2019 16:38:47
| Make Supout rif [=] hotspot Axml flogout html html file 4298 Jan/16/2019 16:38:24
@ Manual =) hotspot Axml/login html html file 855B Jan/16/2019 16:38:22
= _ [=) hotspot AmlAogout html html file 427B Jan/16/2019 16:38:20
© New WinBox 5 hotspot A fdogin bl html file 598B  Jan/16/2019 16:38:19
B & scrfile 15415KB  Jan/16/2019 16:38:17
=| hotspo AccessGa... xsd file 4251B  Jan/16/2019 08:05:48
B hotspot/xml/ermr html html file 416B Jan/16/2019 08:05:48 |
[Dcolowi directory Jan/16/2015 08:05:16 -
76 items (1 selected) 33.5 MiB of 128.0 MiB used 73%free




How you can protect your RouterOS?



Preventive Plan

* Keep update your routerOS & Firmware

* Don’t use default password, change it the complex
password difficult to guess but you easy to remember.

* Disable any service that you don’t use
* Change default port on RouterOS
* Do firewall filtering



Preventive Plan

* Keep update your routerOS & Firmware

Session  Settings Dashboard Session  Settings Dashboard
Safe Mode | Session: \Sale—, seson: |
Auto Upgrade
2 f Autc Upgrade o tpara
A Quick Set Package List Certificates
I capstAN Cartficate K| check For Updates | Desaailz || Disable | | uninstall || unschedule || powngrad heck i Clock
| Interfaces ez ’ 7 |Version Build Time Schieduled Upda o] onsole
T Wirsless Console g advanced-tocls 6.42.6 ul/06/2018 11:56:50 = Disks
S s Disks 5426 Julf6/2018 11:56:50 e nt IE3 oK FiD
& Bridg 5426 Julf06/2018 11:56:50 o
=2 PP Drivers 5426 JulfB6/2M118 11:56:50 Tnstalled Version: |6.42.6 e —— Dawinload )
S 5 5426 Julj06/2018 11:56:50 History
= Switel ) 5426 Julf06/2018 11:56:50 Latest Version: |6.43.8 D I | Mentity T
©13 Mesh History 5426 JulfD6/{2018 11:56:50 =) ¥ Routerboard
S | Mentity 5426 Jul/06/21118 11:56:50 What's new in 643 8 (2018-Dec-21 07:10) - LD il
S mpls 5426 Julf06/2018 11:56:50 Medel: [9510i-2HnD
e TP [ LD B multicast 5426 Julf06/2018 11:56:50 MAJOR CHANGES TN v6.43.8: License Serial Number: Upgrade
S LEDs Sntp £42.6 ul/06/2018 11:56:50 _— o Loaging Settings
B openflow 5426 Julf06/2018 11:56:50 1} telnet - do not allow to sat "tracefile” parameter; - N .
. OpenFlow License S pep 5426 Julf06/2018 11:56:50 E— TP Client Firmars Ty a5 | [ pot settings
i NTP Server Factory Firmware: |3.08
4 Routing 1 1 togaing 8 routing 6426 Juli6/218 11:56:50 Changes in this releasa: g UUSB Power Reset
e B security 5426 Jul06/218 11:56:50 Packages Current Firmware: [6426
o System I en 20 items *} bridge - fixed IPv6 link-local address generation when aute-mac=yes; Password " .
@ Queues B Serverd. *) capsman - fixed "group-key-update" parameter not using correct units; Ports Lt A s
*} crsdioc - improved data transmission between 180G and 1G ports;
| Files g le - properly ystem note after i ion reset; Reboot
*} dhepwd-server - fixed dynamic lease reuse after expiration; .
|| teg fassiurd *} dhepué-server - properly handle DHCP requests that include prefix hint; B8 New Terminal  Reset Configuration
ﬂ Radius Ports *}ethernet - fixed VLANI forwarding on RE111H}A Hed and RB41 devices; TROGE Resources
*) aps - added "coordinate-format” parameter; =
K Tools Reboot *} led - fixed default LED configuration for REMetalG-525HPacn; 4 MetaROUTER
9 y *} led - fixed PWR-LINE AP ethernet led polarity ("fsystem routerboard #- Partition Scheduler
[ New Terminal Reset Configuration upgrads” raquirad)s S | =
TROE8 Resources *} It - disallow setting LTE interface as passthrough targst; -, Make Supout.ri
*} Ite - fixed DHCP IP acquire (introduced in v6.43.7); @ Manual Shutdown
=] MetaROUTER Routerboard *} Ite - fixed passthrouah functionality when interface is remaoved; . GrrlE
Gh Schedul *} Ite - increased reported "rsrq" precision; O New Wingox B
W Partition uler *} Ite - reset USB when non-default slot is used; | B e UPS
[ i Scri Users
| AR P ED | New version is available "
& Manual Shutdown Watchdog
9 New WinBox Special Login
' urs m ->R board -> U de th b
B System -> Routerboard -> Upgrade then reboot
Users
Watchdeg

Update package: System -> Packages-> Check for update -> Download & Install

* Don’t use default password, change it the complex password difficult
to guess but you easy to remember.



Preventive Plan

 Disable any service that you don’t use

* Disable Mac-Access * Disable Proxy, UPNP, DDNS, SOCK
* Disable Bandwidth server * Disable LCD
e Disable DNS Cache  If you don’t use IPV6, Please disable IPV6 Package

* Change default port on RouterOS

Saession  Settings Dy
Safe Mode Session:|1(13.24.32.6:58291 | | B

8 items (1 selected)




Preventive Plan

/tool mac-server set allowed-interface-list=none
/tool mac-server mac-winbox set allowed-interface-list=none
/tool mac-server ping set enabled=no

/tool bandwidth-server set enabled=no

/ip dns set allow-remote-requests=no

/ip proxy set enabled=no

/ip upnp set enabled=no

/ip cloud set ddns-enabled=no

/ip service set telnet disabled=yes

/ip service set api disabled=yes

/ ip service set api-ssl disabled=yes

/ip service set ftp disabled=yes

/ip service set ssh port=2222

/ip service set winbox port=82911

/ip service set winbox port=22911

/ip service set www port=8888

/lcd set enabled=no

/system package disable ipv6



Basic Firewall Rule to protect your router

* work with new connections to decrease load on a router;

* create address-list for IP addresses, that are allowed to access your
router;

* enable ICMP access (optionally);

* drop everything else, log=yes might be added to log packets that hit
the specific rule;



Basic Firewall Rule to protect your router

/ip firewall filter

add action=accept chain=input connection-state=established,related
add action=accept chain=input src-address-list=allowed to_router

add action=accept chain=input protocol=icmp
add action=drop chain=input

/ip firewall address-list add address=192.168.88.2-192.168.88.254
list=allowed to_router



Backup Configuration

You can do manual or automate via script and schedule

Command Export / Import Backup / Restore
Done by click button menu No Yes
Backup all configuration Yes (but exclude username & Yes
password)
Need reboot to restore No Yes
Backup part of configuration Yes No

Read & edit via text editor Yes No



Backup Configuration

:local saveUserDB false :local ts [/system clock get time]

:local saveSysBackup true :set ts ([:pick Sts 0 2].[:pick Sts 3 5].[:pick Sts 6 8])
:local encryptSysBackup false :local ds [/system clock get date]

:local saveRawExport true :set ds ([:pick Sds 7 11].[:pick Sds 0 3].[:pick Sds 4 6])
:local FTPServer "x.x.x.x" :local fname ("BACKUP-".[/system identity get

name]."-".Sds."-".Sts)
:local sfhame ("/".Sfname)
if (SsaveUserDB) do={

/tool user-manager database save
name=(Ssfname.".umb")

:local FTPPort 21
:local FTPUser "mikrotik"

:local FTPPass "YOURPASS"

:local RouterFunc "MY Router"

:log info message="User Manager DB Backup
Finished"

}



Backup Configuration

:if (SsaveSysBackup) do={

:if (SencryptSysBackup = true) do={ /system backup
save name=(Ssfname.".backup") }

:if (SencryptSysBackup = false) do={ /system backup
save dont-encrypt=yes name=(Ssfname.".backup") }

:log info message="System Backup Finished"
}
if (SsaveRawExport) do={

/export file=(Ssfname.".rsc"

:log info message="Raw configuration script export
Finished"

}

:local backupFileName
:foreach backupFile in=[/file find] do={

:set backupFileName ("/".[/file get SbackupFile
name])

:if ([:typeof [:find SbackupFileName Ssfname]] !=
"nil") do={

/tool fetch address=SFTPServer port=SFTPPort src-
path=SbackupFileName user=SFTPUser mode=ftp
password=SFTPPass dst-
path="/backup/SRouterFunc/SbackupFileName"
upload=yes

}

}
:delay 5s



Backup Configuration

:foreach backupFile in=[/file find] do={

:if ([:typeof [:find [/file get SbackupFile name]
"BACKUP-"]]!="nil") do={

/file remove SbackupFile

}
}

:log info message="Successfully removed Temporary
Backup Files"

:log info message="Automatic Backup Completed
Successfully"






Thanks for your attention



