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What is MPLS

* MPLS stands for “Multi-Protocol Label Switching”.

* MPLS is best summarized as a “Layer 2.5 networking
protocol”.

* MPLS combines layer 2 switching technology and layer
3 routing technology so that it becomes the best
network solution in solving speed, scalability, QOS
(Quality of Service), and traffic engineering problems.



MPLS LABEL FORMAT

MPLS Header: 32 Bits [4_ B*f_tEE]
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Label Switching

MPLS does “label switching” instead:

The router applies a “label” based on this information.
Future routers use the label to route the traffic

At the final destination router the label is removed.
And the packet is delivered via normal IP routing.



MPLS Operation

* At ingress LSR (Label Switch Router) of an MPLS domain, an
MPLS header is inserted to a packet before the packet is
forwarded

» At subsequent LSRs

* The label is used as an index into a forwarding table that
specifies the next hop and a new label.

* The old label is replaced with the new label, and the
packet is forwarded to the next hop.

* Egress LSR strips the label and forwards the packet to final
destination based on the IP packet header



Classification Of VPNs

VPN
[ I |
Layer 2 Layer 3 Layer 3

Ethernet P2P VPWS VPLS Virtual ﬁ ﬁ
IPLS Router
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L2VPN Model

L2VPN
VPW3S VPLS/IPLS
Point-to-Point Multipoint

ATM
AALS/Cell
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VPLS

* \VPLS defines an architecture allows MPLS networks offer Layer 2
multipoint Ethernet Services

e SP emulates an IEEE Ethernet bridge network (virtual)

VPLS is an Architecture
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LDP (Label Distribution Protocol)

Label Distribution Protocol — LDP works between
adjacent/non-adjacent peers

 DP sessions are established between peers

' DP messages sent in the form of TLVs (Type, Length,
Value)




Label Space Of LDP

LSRs establish one LDP session per label space. Per-
platform label space requires only one LDP session,
even if there are multiple parallel links between a pair
of LSRs.

Per-platform label space is announced by setting the
label space ID



Tunnel VPN

MUM Cambodia 2019



LAB

Router-PT
Router 2

MUM Cambodia 2019



o 3.3.3.3

-i_—-—-\.-l"-‘-

g RS .2
eth3 uter- eth<4
2 R3
192.168.2.0,/30 192.168.3.0,/30
=eth3 o1 =
=th<
o eth? 192.168.1.0/30 R ——
o 1.1.1.1 R1 ?—.—— — m—— RZ2
I P —:-1 ; o 2.2.2.2
F.ou Et:'l ' Routlk eth1
192.1588.3.0/30
E'I:I.'Ij. 192.168.5.0,/30
I .2 ethl
[ |
R4 g ——
o 4.4.44 € 0 2 & W 'o5.5.5.5
FRoutEer eth2 Eoutkr eth?2
.1 -
10.10.10.0/2% 10.10.10. 2023

1= =
= =

® L R
_ FCC-FT Fi-- F"_I_.ll
MUM Cambodia 2019 P11 P




R1

In ethl, eth2,e
IP Address MTU 1508 thl, eth2,eth3
General | Bthemet Loop Protect Overall Stats  Fx Stats ...
qp =]
T MName: m
Address MNetwark Interface Type: |Ehemet
............. 11111111 loopback |
=7192.168.1.1/30 192.162.1.0 ether? mru:f508
£5192.168.2.1/30 192.168.2.0 etherd Actual MTU: [1508
1192.168.4.1/30 192.162.4.0 ether e [
Max L2 MTU: (4076

MAC Address: |D4:.CA:6D:EB:45:5F

|

ARF: enabled
ARP Timeout: v
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R1

OSPF Instance OSPF Networks

OS5PF Instance =default >

OSPF

General |I'H'Ietric:5 MPLS Status

Name: Instances Metworks | Areas  Area Ranges
Router ID: [1.1.1.1 +=| <[] [ [7
Redistibute Default Route: | always @stype 1) | F
Redistibute Connected Routes: |as type 1 ¥ Metwork /| Area
Pedsbinte Suic R [ =i (I #:152.168.1.0/30  backbone
Redistibute RIP Routes: no - #2192.168.2.0/30 backbone
N = #3192.168.4.0/30 backbone
Redistribute Other OSPF Routes: |as type 1 ¥
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LDP Settings

LOP Settings

L5R ID:
Transport Address:
Path Vector Limit:

Hop Limit:

v| Enabled

1.1.1.1 .
1.1.1.1 .
255

255

v| Loop Detect

v Lse BExplicit Mull

v| Distribute For Default Route

R1

OK

Cancel

Apply
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o || ==

Interface

LDP Interface

MPLS

v % |3 |T

Hello Interval
00 0:-05
00:00:05
00:00:05

MPLS Settings LOP Settings

Hold Time
0000 15
00:00:15
00:00:15

Transport Address

LDF Inteface | LDP Meighbor Accept Fiter Advertise Fiter  Forwardi

A



R2

Etherl,2 and 4 MTU etherl,ether2,ether4

Address List [=] E3 Interface <etherl>
+ =] ¥ T Find General |Etherne=t Loop Protect  Overall Stats  Fx Stats

Address /| Network Interface b
____________ #2272 2222 loopback | Name: | ST

&:192.168.1.2/30 192.168.1.0 ether? Toe: |50

1592 168.3.1/30 192.168.3.0 etherd ype: |Hhemet

=192.168.5.1/30 192.168.5.0 ether MTU: [1508

Actual MTU: | 1508

L2 MTU: 1600

Max L2 MTU: (4076

MALC Address: |D4:.CA:6D.EF:AD:58

Jl

ARP: |enabled
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R2

OSPF Instance OSPF Networks

Instances MNetworks | Areas  Area Ranges

+ = [T

Metworlk Area
.......... #3192.168.1.0/30  backbone

#3192.168.3.0/30 backbone
#3192.168.5.0/30 backbone

OS5SPF Instance <default=

General | Metics MPLS = Status

Mame: H,-. Fa
Router ID: |2.222

Redistrbute Default Route: |always (as type 1)
Redistribute Connected Routes: |as type 1
Redistribute Static Routes: [no
Redistribute RIP Routes: [no

Redistibute BGF Routes: no

4 |l || |

Redistribute COther O5PF Routes: |as type 1
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LDP Settings

LOP Settings
LSRID; (2222 -
Transport Address: 2222 .

Path Vector Limit: | 255
Hop Limit: |255
v| Loop Detect

v| Use BExplicit Mull
v Distribute For Default Route

R2

OK

Cancel

Apply
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LDP Interface

MPLS

Accept Dy
FES
VES
VES

LDOP Interface | LDP Neighbor Accept Filter Advertise Filter Forwarding Table
L = | MPLS Settings LOP Settings
Interface Hello Interval |Hold Time | Transport Address
......... etherd 000005 000015
gtherd 00:00:05 00:00:15
etherd 00:00:05 00:00:15



R3

IP Address Interface MTU ether 3,ether4d
Address List E E Interface <ether3:
4 =10k ¢ General | Bthemet Loop Protect Overall Stats R Stats
Address Metwork Inteface ¥ Name: |iEe
............. w3333 3333  loopback Type: |Ethemet
o 192 168.2 2/30 19216820 ether MTU: (1508
0 192 168.3.2/30 192.168.3.0 etherd

Actual MTU: {1508
L2 MTU: | 1558
Max L2 MTU: (2028
MALC Address: |D4:CAGD:F2:10:12
ARF: |enabled

|

ARF Timeout: -
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R3

OSPF Networks OSPF Instance

QOSPF Instance <default>

General | Metrics MPLS  Status
Instances MNetworks | freas  Area Ranges
Mame: H i=faul
+ =] T Router ID: 13333
e fET Redistibute Default Rout I [ 1 ¥
: ¥
.......... #19216820/30 __ backbore R
ﬂ 152 168 30730 backbone Redistibute Connected Routes: |as type 1 *
Redistribute Static Routes: |no ¥
Redistribute RIP Routes: |no ¥
Redistribute BGP Routes: |no *
Redistribute Cther O5PF Routes: |as type 1 *
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R3

LDP Settings LDP Interface

LDP Settings =] E3

witnabled 0K
MPLS
LSRID: [3.3323 -

Cancel
nee LOF Interface | LDP Neighbor Accept Fiter  Advertise Fiter  Forwarding Table

Transport Address: (3.3.3.3 e Poply
i e o= (=1 | 9| | MPLS Settings || LDP Settings
. Interface Hello Interval |[Hold Time | Transport Address | Accept Dhy...
Hop Limit: | 255 !
— ethed 00:00:05  00:00:15 yes
¥| Loop Detect etherd 00:00:05  00:00:15 yes

v| LIse BExplicit Mull
v| Distibute For Default Route
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R4

IP Address MTU etherl , ether?
Address List E E Interface <ether1:
+ o Eﬁ T - General |Etherr1E:t loop Protect Owerall Stats = R Stats
- MName: m
Address 4 | Metwork Interface | Tvoe: [Bremat
............. w4444 4444 loophack o —
0 10.10.10.1/24 10.10.10.0 ether? MTU: | 1508
0 152.168.4.2/30 152.168.4.0 etherl Actusl MTU- 1508
L2 MTU: (1600

Max L2 MTLU: |4076

MAC Address: |D4:CA:6D:FZ:11:FO

*

ARF: enabled

ARP Timeout: v
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VPLS Interface

Inteface <WVPLS-LANT:
General |Status Traffic

Name:

Type:

MTU:

Actual MTU:
L2 MTU:
MALC Address:
ARP:

ARFP Timeout:

Hemote Peer:
WPLS ID:

Cisco Style ID:

Advertized LZMTU:

PLS-LAN1

VPLS

1508

1508

1508

0Z:A706.7C.77-B8

enabled

|_| Cisco Style

0

1508
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R4

Interface <\WVPLS:

Bridge Interface

General |STP VLAN Status Traffic

Mame:

Type:

MTL:

Actual MTL:

L2 MTL:

MALC Address:

ARP:

ARP Timeout:

Admin. MAC Address:

Bridge
-

1500

1508

02:A7.06:7C.77.B8

enabled ¥
-
-




Port Bridge

Name of
Bridge
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R4

Bridge FPorts V0LANs MSTls Port MST Ovemides Fitters MNAT Hosts MDB
+ = ¢ O T

Bridge

H Interface Bridge Horizon |Priorty (h... |Path Cost  |Role

0H Adetherz VRS 8 10 designated
1 £ VPLS-LANT VPLS a0 10 designated port

Bridge =] E3
Eridge |Ports WV0LAMNs MSTIls  Port MST Ovemides Fiters MNAT Hosts MDE

oF (=1 || | Settings

Mame Type L2 MTU | Tx R Tu Pag

R fHoopH= | Bridge 65535 | Obps Obps
R __#¥PLS Bridge =08 ] Obps ] Obps



R4

OSPF Instance OSPF Network
General | Metics MPLS  Stat
=S - Instances Metworks | freas  Area Ranges
MName: m
ot = | T
Houter ID: 4444
Metworl Area
Redistribute Default Route: |always @astype 1) |[# ] | |} #319216840/30 backbone
Redistribute Connected Routes: |as type 1 *
Redistibute Static Routes: |[no *
Redistribute RIP Routes: no ¥
Redistribute BGP Routes: |no ¥
Redistibute Other O5PF Routes: as type 1 *
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LDP Settings

LSR ID:
Transport Address:
Path Vector Limit:

Hop Limit:

Enabled
4444 -

4444 A

R4

OK

...........................

255

259

Loop Detect
se Explicit Mull
Distribute For Default Route
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MPLS Interface

MFLS Interface <ether>

Interface:
Hello Interval:

Hold Time:

Transport Address:

etherT +
00:00:05
00:00:15

-

v Accept Dynamic Meighbors




IP Address

Address List

RS

MTU etherl

Interface <etherl:

g | = || % O T

Address Metwoaork
5555 5555

o 192.168.5.2/30 19216350
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Inteface
loopback

...............................................................................................................................................................

ether

General | Ethemet Loop Protect Overall Stats  Rx Stats ...

MName: |z
Type: | Bhemet
MTU: (1508
Actual MTU: | 1508
L2 MTU: (1598
Max L2 MTLU: | 2028
MAC Address: |B3:63:F4:82.C2:EF

|

ARF: lenabled
ARP Timeout: b



Name of Bridge RS VPLS-LAN2 Interface

Inteface <\VPLS-LANZ:

Interface <WPLS: General |Status Traffic
(zeneral |5TF‘ VLAM Status  Traffic NP LS-LANZ
Type: |VPLS
MName: e
MTU: (1508
Type: |Bridge Actual MTU: 1508
MTL- - L2 MTU: |1508
MAC Address: |0Z:00:B5:.C8:FD:7F
Actual MTLU: (1500
ARP: |enabled (K2
L2 MTU: (1508 ARP Timeot- -
MAC Address: |B2:69:F4:82.C2:F0 -
ARP: |enabled * wisnlzz a
ARP Timeout: - || Cisco Style
Cisco Style 1D: |0
Admin. MAC Address: b

Advertised L2ZMTLU: | 1508
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Bridge

Bridge Ports

RS

Bridae | Ports VLAMs MSTIs Port MST Ovemides Fiters MAT Hosts MDB
e (= W B O T Settings

Mame L2 MTL | Tx Fx
£ HVPLS ] 1508 0 bps

Bridge Ports V0LANs MSTls Port MST Ovemides Fiters NAT Hosts MDE
oh = | T

H Inteface Bridge Horizon |Priorty (h... |Path Cost | Role
1L I— DEVPLSLANZ  MPLS a0 Wrootport
1H  itether? VPLS 80 10 designated port
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OSPF Instance RS OSPF Network

Q5PF Instance <default >

General | Metics MPLS  Status

e oc bEEE Instances Metworks | Areas  Area Ranges
Redistibute Default Route: |always (as type 1) ¥ + Id: T
Redistibute Connected RHoutes: |as type 1 ¥
Redistribute Static Routes: |no ¥ Metwark Area
Redistribute RIF Routes: |no *| | R E-IEE-IEE'E'DEED ............... tlEllll"-'.tll:ll'IE .......................
Redistribute BGP Routes: |no +
Redistribute Other O5SPF Routes: |as type 1 *
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RS

VPLS Interface LDP Settings

MPLS Inteface <ether1: LDP Settings =] E3

\WiEnabled 0K
Interface:
LSR ID: |555.5 - Cancel
Hello Interval: (000005 Transport Address: |5.5.5.5 "~ Aoply
Hold Time: |00:00:15 Path Vector Limi: | 22
Hop Limit: | 255
Transport Address: w | oop Detect
v| Accept Dynamic Meighbors sep R
Distribute For Default Route
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MPLS

LDP Intefface LDF Neighbor |P|.::::E.~pt Fiter Advertize Fiter Forwarding Table MPLS Interface  Local Bindings

|| = |« || 52 T -
Transport ¢ 5end ... Peer Local Transport | Addresses
Do 2222 no__.... 22220 L P 2222 132168.1.2 13216831, 19216851
R 1 DO 3333 Mo 33330 1.1.1.1 3333, 15216822 152168.3.2
DO 4444 Mo 44440 1.1.1.1 4444 1010101, 192.168.4.2

MPLS
LDP Inteface LDOF Neighbor |.P-.-::n::ept Fiter Advertise Fiter Forwarding Table MPLS Interface Local Bindings Remote Bindings

g = | <] 52 T
RZ Transport ¢ 5end ... |Peer Local Transport | Addresses
[0 L P B — no__.. L 2222 o 1.1.1.0,132.168.1.1, 19216821, 19216841
DO 3333 no 33330 2222 333319216822 19216832
DO 5555 no 55550 2222 55551010202, 19216852

MPLS

LDP Inteface LDF Neighbar |Accept Fiter Adwverise Fiter Forwarding Table MPLS Inteface Local Bindings Remote Bindings

(= ||| 52 T
R3 Transport ¢ |Send ... |Peer Local Transport | Addresses
DO 1111 no L — 3333 1..1.1,192.168.1.1, 13216827, 19216841 .
DO 2222 no 22220 3333 2222 15216812 1592.168.3.1, 152.168.5.1
MUM Cambodia|2019




MPLS
LDP Interface LDP Neighbar |.I“l.EEE.'|]'t Fiter Adwverise Fiter Forwarding Table MPLS Interfface Local Bindings Remaote Bindings

R4 | = |« A |T

Transport ¢ 15end ... |Peer Local Transport | Addresses
DO 1111 no 1.1.1.1:0 4444 1.1.1.1,192.168.1.1, 192168 2.1, 152.168.4.1
DOT h555 YES 55550 4444 5555, 1010202, 192.168.5.2

MPLS

LDP Interface LDF Meighbor |.|“|.|::::E.~pt Fiter Advertise Fiter Forwarding Table MPLS Inteface Local Bindings

g || = ||| 52 T Cing
RS Transport ¢ 15end ... |Peer Local Transport | Addresses

Do 2222 . no_ ... 22220 3085 222213216812, 192168.31, 19216851

DOT 4444 VES 44440 5555 4444 1010102, 192.168.4.2
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thZWUsershDuty>»ping 1. 1e.1a.1

Pinging 1e.18.18.1 with 22 bytes of data:

Reply from 18e.16.1e.1: bytes=3232 time<lms TTL=64
Reply from 1.1 .18._.1: bytes=32 time<lms TTL=64
Reply from 18.18.18.1: bytes=32 time<lims TTL=64
Reply from 18.16.168.1: bytes=32 time<lms TTL=64

Ping statistics for l1l8.168.16.1:

Packets: Sent = 4, Received = 4, Lost = & (8% loss),
Approxximate round trip times inmn milli-seconds:
Minimum = &ms, Max<imum = ms, Average = Bms

tZWUsers\Duty>ping 1e.l1e.1a.2

Pinging 1e.18.18.2 with 22 bytes of data:

Reply from 18.18.18.2: bytes=32 time<lims TTL=12S8
Reply from 1.1 .18 ._.2: bytes=32 time<lms TTL=128

Ping statistics for l1e.l1le.16.2:

Packets: Sent = 2, Received = 2, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ©&ms, Max<imuwum = ms, Average = Bms
ontrol -C

C
s hZNUsersh\WDuty>ping 18e.1e.28.1

Pinging 18.1©.286.1 with 22 bytes of data:

Reply from 18.18.28.1: bytes=32 time=I1ms TTL=61
Reply from 18.18.28.1: bytes=32 time<lims TTL=61
Reply from 1.1 .28 _.1: bytes=32 time<lms TTL=61
Reply from 18.18.28.1: bytes=32 time<lms TTL=61




Trace Route From PC1 to PC2
(Normal and Ether2 (R1) is Down)

SwUsers\Duty>tracert 16.16.268.1
racing route to 16.16.28.1 over a maximum of 38 hops

1e.18.18.1
192 .168.4."
192.1638.1.
18.168.2868.1

race complete.
:\Users\Duty>tracert 16.18.286.1
racing route to 16.16.28.1 over a maximum of 38 hops

ms 168.168.16.1
ms 192.168.4.°
ms 192.168.2.:
ms 192.168.3.°
ms

18.18.26.1

race complete.



Thank You
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