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e Explaindefault configuration in general and deeper
on which related to network security

e Explain basic and practical network security
approach

e Explain additional security-related tips that can be
applied on your network
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e Internet Service Provider & IT Managed Service
Provider

e High speed Internet access, enterprise WiFi solution,
secure network infrastructure design and
optimization

e Currently trusted by more than 2000 customer
across Indonesia



Default Configuration

e Configuration shipped on plain RouterOS

e Default Configuration is suitable for SOHO router
usage

e Alsorecommended to build more advanced
configuration, as a template



Default Configuration

e Incoming connection (from Internet) is secured by
default - will be explained later

e Toshow default configuration on your router :
/system default-configuration print

e And if you need to exportit:
/system default-configuration print

file=defconf.txt
Download it and open it with your text editor
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Default Configuration : RB750Gr3 - 6.43.7

e WAN portis protected

by firewall and enabled
DHCP client

Firewall

Fitter Rules ’ NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

E‘m {ql“ xﬁ; JEI \?[ :‘roo Reset Counters ‘ 00 Reset All Counters 1

\' # | |Action !Chain ]Protocol iln. Interface List %Connection State

| defconf: accept established related untracked
1 o accept input established related untracked
..: defconf: drop invalid
2 K drop input invalid
... defconf: accept ICMP
3 o accept input 1 {icmp)
... defconf: drop all not coming from LAN

o 4 K drop input ILAN
IP > Firewall
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Default Configuration : RB750Gr3 - 6.43.7

:
ge Pots |VLANs MSTIs Port MST Ovemides Fiters NAT H Ethernet interfaces
+[=] [«][] [=] [¥] (except WAN port
__#_::Edefal):;tﬁr_fﬁ?e |Bridge |Horizon | Trusted |Pri ether1) are part of
?F’;efmizei .......................... Z n:geno ....................... LAN bri dge
= didge 5
S N o ether2,3,4,5is bridged
ot s - with hardware-

, offloading enabled
Interface > Bridge
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Default Configuration : RB750Gr3 - 6.43.7

|P address 192.168.88.1/24 is
set on bridge (LAN port)
DHCP Server on local bridge

I P P 0 Ol D:‘Ci lNeMiorki J..eaies: Options Option Sets  Alerts
#|=| |~||52| | 7| | DHCP Corfig || DHCP Setup |
192.168.88.10'192.168.88.2 ﬂ‘_rNameW ¢ |Interface |Relay  |Lease Time JrqugPool \Add AR..|
defconf bridge 00:10:00 default-dhcp no
54 —_— —_— — — @E
+|=] [o)i%] =] [T [Fing__]
_ |Addess  sNetwok [inteface [ [¥]

. defconf
°192.168.88.1/24 192.168.88.0 bridge

IP Pool

Pools " Used Addresses

[=]

1*=] =] 7] -
| Name | Addresses [Next Pool
| @defaultdncp __ 192.168.88,10-192,168.88.254 ers

1item ’




Default Configuration : RB750Gr3 - 6.43.7

e DNS staticentry for
192.168.88.1, named

router.lan
[+][=] [][x] [=] [¥]

H [ iName 'Regexp | Address
0 @routerlan 152.168.88.1

/ Move up to base level
uis Move up cne level
/command Use command at the base level

Using nice.rsc from www.mikrotik.co.id, 15 November 2018 07:14:1:
[admin@Maxindc] > ping router.lan

SEQ HOST SIZE TTL TIME STi
0 192.168.88.1 5¢ &4 Oms
1 192.168.88.1 56 &4 Oms
2 192.168.88.1 56 64 Oms
3 192.168.88.1 5¢ €4 Oms
4 192.168.88.1 5¢ &4 Oms
< 5 192.168.88.1 5¢ 64 Oms
1item
& 192.168.88.1 56 &4 Oms
7 192 168 88 1 SA A4 (ma
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Default Configuration : RB750Gr3 - 6.43.7

e MAC Telnet, MAC WinBOX and Neighbor discovery is
enabled on LAN interfaces only

s B
| MAC Telnet Server || MAC WinBox Server || MAC Ping Server | [F0 |
[Interface / |Src. Address [Uptife | |+

Allowed Interface List: [LAN  |[¥] |_
MAC WinBox Server = E3
Alowed Interface List: [LAN  |[¥] oK

9 Queues BTest Server
bl Bandwidth Test
= Log Email
e Flood Ping
Graphing

: 3 P Scan

¥4 MetaROUTER [ sewer
#2 Partition Netwatch

| 4 Make Supout rif ot e

New Temin
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Default Configuration : RB750Gr3 - 6.43.7

etherlis meant to be WAN/Internet port with DHCP
Client enabled

|Pv4 firewall and IPvé firewall enabled
NAT enabled (out-interface = WAN)
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, Firewall
Fiter Rules l NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
|| =| || 52| |[3| | T| | oo Reset Counters || 00 Reset All Counters | Find
# ] IAction |Chain !Protocol ]In. Inter...|Out. Int... | In. Inteface List lConnection State Bytes iPackets [

. defconf: accept established related untracked
1 o accept input established related untracked 166.8 KiB 2033
..: defconf: drop invalid
2 HKdrop input invalid 0B 0
... defconf: accept ICMP
3 o accept input 1 {icmp) 0B 0
... defconf: drop all not coming from LAN
4 K drop input ILAN 0B 0

4 items out of 11

IP > Firewall
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Default Configuration Highlight : Input

e Accepting all input established, related, untracked,
dropping invalid connection

o Making sure that firewall only process new
connection so:

m Resource usageis maximized
m [raffic checkingis optimized

o Because access checking is usually only needed
for new incoming connection
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Default Configuration Highlight : Input

e Allowing only needed access to router
o |ICMPis allowed on all interface

o And allow the rest which only coming from LAN
interfaces

e At this point, router is considered to be secured
because any unwanted access is already dropped
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Default Configuration Highlight :

: Firewall [=] E3
Fitter Rules ’NAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

L E m %@ LYJ 00 Reset Counters ‘00 Reset All Counters [Find | [forward ‘@

b=3 | | Action \Chain [Protocol Eln. Interface List ’Connection State iIPsec Policy 'Bytes !Packets ] lV
... special dummy rule to show fasttrack counters
0D (& passthrough forward 0B 0
.. defconf: accept in ipsec policy
5 o accept forward inipsec 0B 0
... defconf: accept out ipsec policy
6 o accept forward outipsec 0B 0
..: defconf: fasttrack
7 PP fasttrack connection forward established related 0B 0
... defconf: accept established related, untracked
8 o accept forward established related untracked 0B 0
..: defconf: drop invalid
9 K drop forward invalid 0B 0
... defconf: drop all from WAN not DSTNATed

10 ¥ drop forward WAN new 0B 0

7 items out of 11 {1 selected)

Zt IP > Firewall y




Default Configuration Highlight :
Forward

e Accepting any traffic that has IPSec policy

e Fasttrack forward traffic which is established,
related, untracked (NOTE: Disable this to make
queues and mangle works )

e Dropinvalid forward connection
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Default Configuration Highlight :

Forward , ,
e Drop any new connection coming from WAN

interfaces to LAN, that is not has any dstnat / port
forwarding

e Inbound traffic from Internet is only for those
dst-nat'edon /ip firewall nat

e At this point, you have already get a secured network
from Internet, but you still have to design something
for internal-to-internal traffic
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Additional Tips

e Stateful checking and drop commonly known viruses
port

e Toknow what traffic is only intended to be only on
trusted environment, for example SMB (TCP443),
NetBIOS (UDP137-139), if this traffic is going out of
your network, it could be a malware traffic
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Additional Tips

e Protect your router, also from
internal network

O

O
O
O

applying access-list
change default port
use strong password
port-knocking

vl|xl Y
"~ [Name ¢ |Port | Avail
X @ api 728
X @ api-ssl )72
X 9ftp 21
X  @ssh 22
X @ telnet 8023
@ winbox 798
@ www 8291
X @ www-ss| 443

|P > Services
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Additional Tips

Internal segmentation

O

For example, separating user network and server
network, so you can make access policy on router
Separate any guest and office user network (private
and public area)

Address subnetting

VLAN
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Additional Tips

e Protect your network access with sufficient method, e.g
WPA2, MAC filtering
e Prefer touseonly secured or encrypted protocol, e.g

HTTPS, IMAPS
e Trainingto user to be careful when clicking anything on

webpage, transfering file via USB drive, etc
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Additional Tips

Never consider that your network is
perfectly safe

Continuously update information, do checking and
improve when it is possible
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Summary

e RouterOS default configuration is considered secure
enough if you don’t require any hardly customized

configuration
e Still, additional configuration is needed as per your need

(of course ® & )
e Firewall (defconf) is good to be used as a template for

you firewall configuration
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