Building VPN using OSPF 50
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UT0 NC11o0AB30BaAOCH ITPH
nmocrpoeHue VPN ?

* GRE - Generic Routing Encapsulation

* IPSEC - IP Security

* ROUTING - Is the process of selecting best paths in a
network







IPSEC — IP Security

Habop npOoTOKOAOB AASl ODECTIEYEHHS 3AITUTH AAHHBIX, IIEPEAABAEMBIX 10

MekceTeBoMy IIPOTOKOAY IP. ITo3BoasieT ocyIecTBAATE HOATBEPKACHUE TIOAATHHOCTU

(ayreHTHUKAIIHIO), IPOBEPKY 1eAOCTHOCTH 1/ nAn mudposanue [P-makeros. [Psec
TAKKE BKAIOYAET B CEOA IPOTOKOABI AASl 3AITHIIIEHHOIO OOMEHA KAFOYAMH B

ceru Murepuer. B ocaosHOM, tpumenserca aad opranusanuu VPN -coeanHeHni.




OSPF - Open Shortest Path First

Open Shortest Path First
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Hacrpoiika VPN OSPF RB951Ui-2HnD

Hacrpansaem GRE TtymHueAD, IPsec, OSPF ma HUB maprpyrusarope
CISCO , mpumep nacrporku OSPE ma CISCO .

interface Tunnel2
description 2% ___.C
ip address

no ip redirects

router ospf 1
router-id 10.0.0.70
passive-interface default

i

tunnel protection ipsec profile MICROTIK_Profile2



[Tpumep macTporiku GRE tunnel ma CISCO

ip addr
10 ip ri
ip mtu 3

Ozgf (

T_- unne SO rce € 2
tunnel desti
tunnel prote




GRE tunnel sa MikroTIK

Interface List

Interface  Ethemet EolP Tunnel IP Tunnel GRE Tunnel EVLAN VRRP Bonding LTE

#]=] [#][=] [=] [

| |Name / | Type Actual ... [L2MTU |Tx Rx |Tx Packet [p/s)  |Rx Packet [p/s)
IR 4bgretunnel-main  GRE Tunnel 1400 65535 114.3 kbps 9.3 kbps 20 14
‘R 4baretunneltese... GRE Tunnel 1400 65535 0bps Obps 0 0




Hacrpoiika GRE 1yaHeaa ocaoBHoro n

PE3EPBHOTIO

Interface <gretunnel-main>

General | Status

Name:
Type:

MTU:

Actual MTU:
L2 MTU:

Local Address:

Remote Address:

IPsec Secret:

Keepalive:

DSCP:

Dont Fragment:

Traffic
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General | Status

Name:
Type:

MTU:

Actual MTU:
L2 MTU:

Local Address:

Remote Address:

IPsec Secret:

Keepalive:

DSCP:

Dont Fragment:

Inteface <gretunnel+eserved> =] E3 |

=
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:Gﬁg Tunnel Apply
i
H Sl | Comment
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Hacrpouxka 1Psec peer ocHOBHOM 1 pe3epBHBIN

P

IPsec Peer

Address: |92, IRy

Port: |500
Local Address: | |- Local Address: | i
Auth. Method: Auth. Method: |

Secret Secret: |°
Policy Template Group: |defautt =] Policy Template Group: |defautt
Exchange Mode: |main s Exchange Mode: |main
| Send Initial Contact {v! Send Initial Contact
| NAT Traversal L_| NAT Traversal
My ID: [auto My ID: [auto |=
Proposal Check: |obey Proposal Check: | | £
Hash Algorithm: i | Hash Algorithm: |n s
Encryption Algorithm: (v [[] 3des [] aes-128 Encryption Algorithm: [ 3des [ ] aes-128
[ zes-192 [ ] aes-256 [ blowfish 1 aes-192 [} aes-256 [_] blowfish

[ camelia-128 [ | camelia-192 [ | camelia-256 | camellia-128 [ | cameliia-192 [ | camellia-256

4

Mode Configuration: | | > Mode Configuration: i

DH Group: | DH Group: ?modp1924

Generate Policy: ;no Generate Policy: |no

Lifetime: ‘003000 Lifetime: | 00:30:00
Lifebytes: \ | Lifebytes: i’ |-
DPD Interval: | [=]s DPD Interval: |1 |#]s

DPD Maximum Failures: |’ DPD Maximum Failures: |




General Action

Action:

Level

|IPsec Protocols:

SA Src. Address

SA Dst. Address:

Proposal

Priority:

IPsec Policy <31.0 >79. 3

|
oot _______|

: |require [t |

esp
[v| Tunnel

: i31._

. | defautt

0

| el

[#] [ ]|

enabled

LR
|

General | Action

Src. Address: _

Src. Port: |
Dst. Address: | 79. i EREEEIND

Dst. Port:

Protocol: 5;255 (all)

[ | Template

f'enat;lrea

el




Hacrpoiika [Psec policy pesepBublit

IPsec Policy <31.. 292 =] E3 IPsec Policy <31.
s - o]
Action: [EE I ¥ Sre. Address: | |
Level: |require I=] Apply Src. Port: | |w Apply
IPsec Protocols: {esp 3 Dst. Address: |52 W
o Disable |V SESE—
v| Tunnel .
Dst. Port: | v
A ?,3‘1"—' [ o | Protocol: |255 (all) ]|
SA Dst. Address: |52 D _ e A -opy
e = || Template
Proposal: |defautt k2 Femave P Remove
Priority: 10
|enabled j-enabled
R - s BN




Hacrpoiika [Psec Proposal

|IPsec Proposal <proposal>

Name: J m
Auth. Algorthms: [¥Imd5 [ ] shal
[ I nul [ |sha256
[ 1sha512
Encr. Algorithms: [ | null v des
[ ] 3des [ |aes-128 cbe
[ aes-192cbec [ | aes-256 cbe
|| blowfish [ | twofish
[ | camellia-128 [ | camelia-192
[ | camelia-256 | |aes-128ctr
[ Jaes-192ctr [ |aes-256ctr
[ ]aes-128acm [ | aes-192 gem
[ ] aes-256 acm
Lifetime: | 00:30:00 A
PFS Group: |none I3

enabled

0
Cancel
Apply
Disable
Copy

JUlHE




Hactpornka OSPF ROUTING Breronpaem

HHTEPC

OSPF «<gretunnelmainz =E

General | Status

ﬁanasled

Interface:

Cost:
Priority: |
Authentication: |

Network Type:
Instance ID:

Retransmit Interval:
Transmit Delay:
Hello Interval:

Router Dead Interval:

Authentication Key: |
Authentication Key ID: |

lgretumnetman ____JE3
15 ]
I |
e

1 1
[poirt to point JE3
0 ]
[ | Passive

[] Use BFD

5 Ts
11 |s
[0 s
40 |s

i jﬁState: point to point

DEVICEL, IIPUCBANBAEM CTOUMOCTD,

BbI6I/Ip2l€M THUII CETH

Cancel

Disable
Comment
Co

Remove

OSPF <gretunnelreserved>

General Status

Interface:

Cost:

Priority:
Authentication:
Authentication Key:
Authentication Key 1D:
Network Type:

Instance ID:

Retransmit Interval: |
Transmit Delay:
Hello Interval:

Router Dead Interval: |

fonabied

{gre{unnelfeserved j i
20 j
[ _j
1=
L

[point to point =]
|0

[ | Passive

[ | Use BFD

5 s
i Ts
10 |s
] Is

i gétate: point to point

3 o -3
| ]

(¢}
Cancel
Apply
Disable
Comment

Co

Remove




Coszaanubsle narepderncer B OSPE

OSPF =E|
Interfaces ‘ Instances Networks Areas Area Ranges Virtual Links Neighbors NBMA Neighbors Sham Links LSA Routes AS Border Routers

[l =1 [slles] T[] [l Evr—

1#]=] [2]l=] =] [¥] _|FAnd |

| interface vlCost [Prionty [Authentic... | Authenticatio... [Network Type [Instance [Area |Neig... |State I vl

1 ﬂgre-tunnelfeserved 20 1 none —— point to point  default backbone 1 point to point 1

: & gretunnel-main 15 1 none S~ point to point  default backbone 1 point to point ‘

}D #bridgefo 10 1 none e broadcast default backbone 0 designated ro... \

i

l




Co3aaem Area ykazeiBaem PTP cetn

OSPF =B
| Instances MNetworks ’ Areas Area Ranges Vitual Links Neighbors NBMA Neighbors Sham Links LSA Routes AS Border Routers Area Border Routers ...
1+ (][] (] [¥] [Fos
" | Network | Area ‘ v
#10.79.0/24 backbone

|| #817219.152.76/30  backbone
#2172.19.153.76/30  backbone

| [Ftems




Anaoucuposansl Router 1D

OSPF [=] E3|
Instances Networks Areas Area Ranges Vitual Links Neighbors ’ NBMA Neighbors Sham Links LSA Routes AS Border Routers Area Border Routers

T [Frd ]

([Instance / [Router ID Address __|Inteface | State Changes | [~

| @®defaut  10.00.70 17209 152.77 Iqre tunnebman 6 f

r #defautt  10.0.0.77 172.19.153.77 aretunnelves... 4




'Ta0AnITa MAPIIIPYTU3AITNH HA OCHOBHOM

KaHAaAC CBA3U

Routes | Nexthops Rules VRF
[#=] [2][=] @] 7]
} Dst. Address / |Gateway ) \Distance  |Routing Mark | Pref. Source
\DAo P 10.0.7.0/24 172.15.152.77 reachable gretunnel-main 110
DAo P 10.0.9.0/24 172.139.152.77 reachable gretunnel-main 110
DAo P 10.0.10.0/24 172.15.152.77 reachable gretunnel-main 110
DA» P 10.0.13.0/24 172.19.152.77 reachable gretunnel-main 110
DAc P 10.0.15.0/24 172.19.152.77 reachable gretunnel-main 110
DAo P 10.0.16.0/24 172.19.152.77 reachable gretunnel-main 110
\DAo P 10.0.17.0/24 172.18.152.77 reachable gre-tunnel-main 110
DAo P> 10.0.18.0/24 172.139.152.77 reachable gretunnel-main 110
DAo P 10.0.220/24 172.19.152.77 reachable greunnel-main 110
DAo P 10.0.31.0/24 172.15.152.77 reachable gretunnel-main 110
DAo P 10.0.45.0/24 172.19.152.77 reachable gretunnelmain 110
DAo P 10.051.0/24 172.15.152.77 reachable gretunnel-main 110
( DAc P 10.0.52.0/24 172.19.152.77 reachable gretunnelmain 110
DAo P 10.0.55.0/°24 172.19.152.77 reachable gretunnel-main 110
\DAo P 10.0.56.0/24 172.19.152.77 reachable gretunnel-main 110
‘ DAo P> 10.0.60.0/24 172.19.152.77 reachable gretunnel-main 110
“\ DAo P 10.0.64.0/24 172.15.152.77 reachable gretunnelmain 110 .




Ta0AnITa MAPIITPYTU3AITIT
HAa PE3CPBHOM KAaHAAC CBA3U

|

Routes | Nexthops Rules VRF

*|[=] |v]%] =] |7

| |Dst.Address ¢ |Gateway |Distance _|Routing Mark | Pre

'DAo P 10.0.91.0/24 172.19.153.77 reachable gretunnelreserved 110

'DAo P 10.0.101.0/24 172.19.153.77 reachable gretunnelteserved 110

DAoc P 10.0.102.0/24 172.19.153.77 reachable gretunnelreserved 110

! DAo P 10.0.103.0/24 172.19.153.77 reachable gretunnelreserved 110

‘DAo P 10.0.111.0/24 172.19.153.77 reachable gretunnel+eserved 110

i DAo P 10.0.122.0/24 172.19.153.77 reachable gretunnel+eserved 110

DAo P 10.0.131.0/24 172.19.153.77 reachable gretunnel+eserved 110

DA0 P 10.0.141.0/24 172.18.153.77 reachable gretunnelreserved 110

'DAo P 10.0.142.0/24 172.19.153.77 reachable gretunnel+eserved 110

'DAo P 10.0.152.0/24 172.15.153.77 reachable gretunnelreserved 110

DAo P 10.1.2.0/24 172.19.153.77 reachable gretunnel+reserved 110

\DAo P 10.1.6.0/24 172.15.153.77 reachable gretunnelreserved 110

\DAo P 10.1.7.0/24 172.19.153.77 reachable gretunnelreserved 110







