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* AHTOH TapacoB

* CepTnhnLNpPOBaHHbIV M/KI’OJ 1k
TpeHep MikroTik |
. TRAINER #TR0416 o AntonTaréSSQY

having successfully completed the appropriate training and certification
requirements, is hereby recognised as a MikroTik certified

TRAINER

TR0416
29-09-2016

Walid for three years since iss

M/Kro 11k

CERTIFIED AINER
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MfKrOl 'k Home  About Buy  Jobs  Hardware  Software  Support  Training  Account

Train]ng Schedule About Training centers & trainers  Academies  Train the Trainer  Certificate search  Archive

North America + Asia

Latin America +

Anton Tarassow
Africa + Rating: ™ & 588 5/5 (19 votes)
Average student result: 32%
MTCHA, MTCRE, MTCWE, MTCTCE
Almaty, Kazakhstan
Bangladesh Tel: +7-777-225-8081
Cambodia Write an e-mail
China
India
Indonesia
Irag
Kazakhstan

Asia =

a.tarassov@grail.com

https://mikrotik.com/training/centers/asia/kazakhstan
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w
Mﬁ(ror;k Home About Buy Jobs Hardware Software Support Training Account

SU p pOFt General Forum Consultants RMA

Hire a consultant

You may contact MikroTik Certified Consultants if you want to hire someone knowledgeable in networking with MikroTik RouterOS and receive personal
fraining, help in designing network infrastructure, troubleshooting, specific setup of VPN, bandwidth shaping, and so on.

North America + Asia

Europe +
Anton Tarassov [

MTCRE, MTCWE, MTCTCE
Almaty, Kazakhstan

Latin America +

Asia -
Wireless, Firewall, Security, HotSpot, PPPoE, PPTP, EolP, DHCP, Tunnels and VPN, BGP,

Afghanistan MPLS, VPLS.

Bangladesh
Cambodia (© +7-777-225-8081 @ routeros.kz Email @ a_tarassov (O +7-777-225-8081
China d +7-777-225-8081

https://mikrotik.com/consultants/asia/kazakhstan
routeros.kz, 2018
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a.tarassov@gmail.com
+7-777-225-8081

+7-777-225-8081

http:/lrouteros.kz

80060

RouterOS.KZ

&) https:/it. me/MikroTikKZ
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Mouemy MikroTik?

 OOopyaoBaHUue ANA MapLipyTusauum, KommytTauum u
6ecnpoBOAHbIX ceTeun

 OT KOHEeYHbIX NoNnb3oBaTesien Ao 60NbLUNX AaTa-
LLeHTpOoB

* PacnpepgeneHHasa ceTb cepTUMULNPOBAHHbIX
KOHCY/IbTAHTOB U TPEHUHI-LeHTPOB

* OT3biBUYMBaAdA nogaepxkKa

 loGaBneHne HOBOro (pyHKUUOHaNa

* Jlyulee COOTHOLIEHUE LleHa-KayeCTBO-BO3MOXHOCTU
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Mouemy RouterOS?

* OnepauunoHHasa cucrtema gna ooopygosaHus MikroTik
* BO3MOXXHO ncnosnb3oBaHe B KauyecTBe BUPTYaJIbHOIO
poyTtepa — Cloud Hosted Router
* Becb HeoGXxoanMbIN PyHKUUOHaN AN1A npoBanaepos
ycnyr
* MapuwpyTtusauyusa
* MexxceTeBOU 3KpaH
* YnpaBneHne CKOpoCTbio aOOHEHTOB
* becnpoBogHaaA Toyka gocrtyna
* BeCcnpoBOAHOMN /IMHK TOUYKA-TOUKA
* HotSpot, VPN n mHoroe gpyroe....
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NMouemy RouterOS?

* MloNnHOUEeHHble BO3MOXXHOCTU ANnA obecnedyeHns QoS

* MapwpyTtusauusa RIP, OSPF, BGP, MPLS

 O6beanHeHne nHTepgencos (Bonding)

* Spanning Tree Protocol (STP, RSTP, MSTP)

 BecnpoBoaHble npoToKonbl 802.11al/b/g/n/ac/ad

* MHTepaKTUBHbIU NONb30BaTe/IbCKUN NHTepdenc:
WinBox u Web admin

* KOHCONbHbLIN gocTyn yepes telnet/ssh/mac-telnet

* AnnapartHaa noaaepxka IPSec

* Mopapepxka 2G, 3G n 4G(LTE)
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BA3OBbLIE YEJIOBEYECKUE [TOTPEBHOCTU

PEASTM3ALIA
LENEN

MOTPEBHOCTD
B MPU3HAHUU

COUMANBHBIE MOTPEBHOCTH

MOTPEBHOCTb B BE3OMACHOCTU

PU3UONIOTUHECKUE [TOTPEBHOCTU
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[MlepBaa NOKyNKa

* hAP lite classic
 ManieHbKaAa Touka goctyna (113 x 89 x 28mm)
 Ana poma n ocpuca

* MonHbIK pbyHKUMOHaN RouterOS

* RAM — 32MB, FLASH — 16MB

* BecnpoBogHou nHtepdenc 2.4GHz
 MIMO 2x2, 802.11b/g/n

* 4 Ethernet nopra

* [OTOBbIN K paboTe N3 KOPOOKMU

* Hu3kasa ueHa — 21.95%

routeros.kz, 2018




MepBas NOKymnKa

Wifi Analyzer

e e O
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Mpoaomkaem CTPOUTb AOMALLHIOK CEThb

* CAP lite

 ManeHbKkas Touka goctyna (Ha cteHy: 88 x 52
X 20 mm Ha notonok: @88 mm x 20 mm)

 Ana poma un ocpuca

* MonHbIK hbyHKUMOHan RouterOS

* RAM — 64MB, FLASH — 16MB

 BecnpoBogHou nHtepdenc 2.4GHz

* MIMO 2x2, 802.11b/g/n

* 1 Ethernet nopTt ¢ noagepxkon PoOE

* TOTOBbLIU K padoTe N3 KOPooOKHU

* Hu3kaa ueHa — 29%

routeros.kz, 2018




Mpoaomkaem CTPOUTL AOMALLHION CEeTh
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MpoaomKkaem CTPOUTb AOMALLHIOIO CETb

|||
]

m -
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MpoaomKkaem CTPOUTb AOMALLHIOIO CETb

wW I
L5

77T 777 77
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HeT kabeneun 0o apyrux TOUeK?

* hAP ac lite
 ManneHbKaAa Touka goctyna (113 x 89 x 28 mm)

 Ana poma n ocpuca

* MonHbIK pbyHKUMOHaN RouterOS

* RAM — 64MB, FLASH — 16MB

* BecnpoBogHble MHTepdencobl 2.4GHz n 5GHz

e 2.4GHz MIMO 2x2, 802.11b/g/n ;

 5GHz SISO 1x1, 802.11al/n/ac 7
* 5 Ethernet noptoB (POE-In, POE-Out) 4

* TOTOBbLIU K padoTe N3 KOPooOKHU | Pegs
* LleHa — 49,95%

routeros.kz, 2018




HeT kaGeneii 0 APYrMX TO4EK?
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HeT kaGeneii 0 APYrMX TO4EK?
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HeT kaGeneu po ,qpyrm TOYeK?

|||
]

P70
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PacnpocrtpaHeHne paganoBOJIH

e CurHan WiFi, Kak noodas pagnoBosiHa,
OoTpaxaeTcs OT NOBEPXHOCTEN N BegeT ceba npwu
3TOM aHa/IONNYHO

* Kakue-To0 NOBEPXHOCTU OyAyT
nornowaTrb CUrHan
(NONHOCTBLIO UNK l-IaCTI/Il-IHO)

* Kakne-To — oTpaxartb
(MONMHOCTbLIO UNMN YACTUYHO)

urHan
Mpenarcreue

HacTb aHeprum
" nornorunach

B
@
N
YacTb. aHeprum

npowWna HACKBO3b
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HeT kaGenen oo apyrux TOUEeK?

77T 777 77
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HeT kabeneun 0o apyrux TOUeK?

* PWR-Line AP

* 100Mb/s uepe3 anekTponpoBoaKY!

* 1 Ethernet nopTt Ana nogknovyeHUs
nepedepuun

* BecnpoBogHou nHtepdenc 2.4GHz

* MIMO 2x2, 802.11b/g/n

'-
—.
-
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HeT kaGeneii 0 APYrMX TO4EK?
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JloMmallHniA paTa-ueHTp

* hEX (RB750Gr3) — UeHTpa/ibHbIN poyTep
* KoHTponnep touek goctyna CAPsMAN
* The Dude — moHuTopuHr yctpoucts MikroTik
* 5 Gigabit Ethernet nopTtoB
 AnnapaTtHoe wudposaHue IPSec ~ 470Mbps
 ManeHbkum pasmep (113 x 89 x 28mm)
* Hu3kas ueHa — 59,95%

* BecnpoBoAgHble TOUKU AOCTYNa
* hAP | mAP | cAP | wAP Sy
* Anana3oHbl 2.4GHz 1 5GHz TNy
* 802.11al/b/g/nlac

routeros.kz, 2018




NloMallHUii faTa-LeHTp |

* RB4011 — uUeHTpa/ibHbIN poyTep
* 2.4GHz MIMO 2x2, 802.11b/g/n, Gain 3dBi
* 5GHz MIMO 4x4, 802.11ac, Gain 3dBi, no 1733 Mbps
* KoHTponnep Touek goctyna CAPsMAN
* The Dude — moHuTopuHr yctpomcte MikroTik
* 10 Gigabit Ethernet noptoB, 1 SFP+ (10G) nopt
 AnnapatHoe wudgposaHue IPSec
* LleHa — 249%
* becnpoBogHble TOUYKM AOocCTyna
* hAP /| mAP | cAP | wAP
 Alnana3oHbl 2.4GHz n 5GHz
* 802.11al/blg/nlac

routeros.kz, 2018



CAPsMAN

* BeCWwOBHbLIN POYMUHT

* Connection Tracking Ha OCHOBHOM poyTepe

* [MepeknoyeHne mexay Toukamm 6e3 notepu
coeAuUHeHuUs

* LleHTpasimsoBaHHOe ynpaB/ieHNe BCeMU ToUKaMu
aoctyna (rocteBble ceTn, ooHoBneHue MO, kKaHanNbl)

* [MpocTOoe gob6aBneHne HOBbIX TOUEK

* Access/Connect cnucku

* HeorpaHnyeHHoe KO/IM4ecTBO TOYEK gocTyna

routeros.kz, 2018




CAPsMAN

1 CAPsMAN
8 Interfaces CAP Interface PW Datapaths Security Cfg. Access List Rates Remote CAP Radio Registration Table
1 Wireless + - ? Reselect Channe nager AAA
2, Brid
L i Name Type MTU \ Actual MTU |L2MTU |Tx Rx Tx Packet (p/s)
=g PPP MI 4PhAP AC 2G CAP Interface 150! 1600 0bps 0bps
= Switch MI 4phall CAP Interface 1500 Obps Obps
MB 4Pkids CAP Interface 1500 1500 1600 Obps 0bps

“15 Mesh RMB 4Pparents CAP Interface 1500 1500 1600 1568 bps Obps
&5l P RMB 4pwardrobe CAP Interface 1500 1500 1600 1568 bps Obps
vs! |Pv6

MPLS \ [O][x]

¢ System Certificate: Y INeance ‘

Queues #i .
= . CA Cetficate: v rovly
L] Files Require Peer Certific

308 ;ﬂ —— Interfaces +J M- Maoager Interfaces

ems o I -

. Radus Generated Certificate: +|=|[v|x| @l [y
% Tools Generated CA Certificate: Interface Forbid
New Terminal al no

B Rew Temina Package Path:
¥4 MetaROUTER
Upgrade Policy: |none + 1item (1 selected)

@5 Partition

NN O OO

routeros.kz, 2018
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Rx Packet (p/s) FP Tx FP Rx
0 Obps Obps
0 Obps O bps
0 Obps Obps
0 Obps O bps
0 Obps Obps
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CAPsMAN

1 CAPsMAN @E
f Interfaces CAP Interface Provisioning Configurations Channels Securty Cfg. |Access List Rates Remote CAP Radio Registration Table
1 Wireless +|=| [al [¥
-, Dridge
&“?' . Name Authentication Type Encryption Group Encrypion | Group Key Update |Passphrase EAP Methods v
=a PPP security 1 WPA2 PSK aes ccm e
== Switch
- CAPs Security Configuration <security1>
“la Mesh
= Name: security1
= P
w5 |Pv6 ' Authentication Type: | | WPA PSK | [v] WPA2 PSK WPA EAP WPA2 EAP
MPLS ' Encryption: [v| aes ccm
4 Routing | 1item (1 selected) Group Encryption:
. - Group Key Update: y
@ Queues
Passphrase: |~
__| Files
| Log EAP Methods: =
. Radius EAP Radius Accounting: >
X Tools ' TLS Mode: ht
| New Teminal TLS Certificate: v
¥4 MetaROUTER

routeros.kz, 2018




CAPsMAN

/8 Interfaces CAP Inteface  Provisioning Configurations Datapaths ||Securty Cfg. Access List Rates Remote CAP Radio Registration Table

. ESRE]

2% Bridge

NName ! [Bndge [Locaf Forwarding |Client Tp Client Forwarding [VLAN Mo [VLAN ID W
=2 PPP datapath bridgedocal  yes yes
== Switch

°13 Mesh
Nake: |datapath1
&8 1P

= T
P PIL Y —

42 Routing " M [1tem (1 selected) ARP v
io¢ System b

QQueues Bridge: bridgedocal @ -
=] Files Bridge Cost: ‘ v
| Log Bridge Horizon: v
M Radius

X Tools
| New Teminal Client To Client Forwarding: |

Local Forwarding:

¥4 MetaROUTER
@5 Partition

| & Make Supout sif
9 Manual Interface List:

VLAN Mode:
VLAN ID:
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1 CAPsMAN

CAPsMAN

# Interfaces
1 Wireless
a5 Bridge
=5 PPP
== Switch
“Ta Mesh
2ss) |P
vs| |Pv6
MPLS
#2 Routing
.o System
@ Queues
|| Files
Log
# Radius

x, Tools

CAP Interface Provisioning Configul

+ = oy

Name Frequency
channell

1item (1 selected)

Channels | Datapaths Security Cfg. Access List Rates Remote CAP Radio Registration Table

Control Cha ... |Band Extension Channel |Tx Power
2ghz-b/g/n Ce

CAPs Channel ‘channel1>

Cancel

Apply

|
4

Control Channel Width: |20Mhz

|
4

Band: |2ghzb/g/n

= E3]

Extension Channel: |Ce ¥ A
Copy
ver: -
Tx Power:
Save Selected: v
Reselect Interval: v
Skip DFS Channels: v

routeros.kz, 2018




CAPsMAN

1 CAPsMAN

(= |E3

Configurations |Channels Datapaths Security Cfg. Access List Rates Remote CAP Radio Registration Table

e SSID |Load Bal... |Country

|Channel Frequency |Band |Rate |Datapath | Bridge VIANMo |[VLANID [Secuity |¥
channel datapath1 security 1

C7s Corfiguration <cfg1>
Wireless | Channel Rates Datapath Securty
Name: [dg1 ‘
Mode: ap Iﬂ -
SSID: -

1item (1 selected)

¥4 MetaROUTER
5 partton
| 4 Make Supout rif

Hide SSID: i
Load Balancing Group: -

Distance: E] km &
HwReties | |v

Hw. Protection Mode: : v
Frame Lfetime: | |~¥
Disconnect Timeout: : ot
Keepalive Frames: [:] v

routeros.kz, 2018



CAPsMAN

1 CAPsMAN O[]
P Inbesfaces Provisioning |Configurations Channels Datapaths Securty Cfg. Accesslist Rates Remote CAP Radio Registration Table
1 Wireless
&5 Bridge
=3 PPP
== Switch
“1a Mesh
s 1P
gl IPv6 |
2’ MPLS 3
#2 Routing " W |1 item (1 selected) Common Name Regexp: |
i System ¢ IP Address Rilages: |
|
|

# | ]Radio MAC : exp ]Common Nam...]Action \Master Configurati ISIave Configuration
00:00:00:00:00:00

| Radio MAC: [00:00:00:00:00:00

Hw. Supported Modes:

& Queues
| Files

create disabled
cfgl

Master Configuration:

Ikl Log
M Radius Slave Conﬁgu%m: [

A Tools
| New Teminal

®4 MetaROUTER Name Prefix: |
#5 Parttion ‘enabled

Name Format: [identity

routeros.kz, 2018




BxnoueHue pexum

* [lyTem cOpoca HacTpoeK

1 System Console

& Queues Disks
__| Files

Log
M Radius
A, Tools
New Teminal
*=4 MetaROUTER
¢ Partition
o Make Supout.rif Passw
& Manual

& New WinBox

Ports
Reboot

B &t

Reset Configuration

Resources
Routerboard
SNTP Client
Scheduler
Scripts

~

{ =

Keep User Confi

a CAPs

]

X

v| CAPS Mode

guration J Reset Configuration

No Default Configuration

Do Not Backup
Run After Reset:

Cancel

routeros.kz, 2018




BkntoueHue pexuma CAPs
* MlyTem HaxXaTna KHoNKn Reset (10 cekyHA)

routeros.kz, 2018




7 CAPsMAN

|#8 Intefaces
1 Wireless
s Bndge
=% PPP

== Switch

°Ia Mesh

CAPsMAN

— ¥ - ﬁ
CAP Inteface  Provisioning Configurations Channels Datapaths Securty Cfg.  Access o8| Remote CAP IRadic Registration Table

r Provision 1 | Set Identity 1

oDboF3815 6424 KIDS eC3B 6B 14 ER:49 Ru

ditems (1 selected)

routeros.kz, 2018




CAPsMAN

1 CAPsMAN | CAPSMAN

[ Interfaces Provisioning Corfigurations Channels Datapaths Security Cfg. Access List Rates Remote CAP  Radio Registration Table
1 Wireless

T Reselect Channel Manager AAA
a5, Bridge :
: N Type MTU Actual MTU L2 MTU |Tx . Tx Packet (p/s)
& PPP M CAP Intefface 1500 1600
=2 Switch MI 3 CAP Interface 1500
— MB 4 kitls CAP Intefface 1500 1500 1600
o Mesh RME_ &bparents CAP Interface 1500 15001600
=5l |P ~ | /BME 4Pwardrobe CAP Intefface 7500 7500 1600

v§| |Pv6 I .
MPLS i | |5items out of 12

routeros.kz, 2018




L CAPsMAN

|8 Interfaces
1 Wireless
& Bndge
w3 PPP

=2 Switch
°13 Mesh

CAPsMAN

AT S INLOUN

__——ﬁ

CAP Inteface Provisioning Configurations Channels Daapaths Secmtg.-ﬁg Access
CAPs Scanner

MAC Address EAP Identity  Tx Bate Bx Bate FrS B

44 '.-r* san

Registration Table I

/Bx Packets

49 :43:49.51 7 550/4 868

wardobe  HOME-AP  10:02:85:D4.1C.DC | 150Mbps..

i
. 6oMbps-. 0
0
wardobe = HOME-AP  A8:92.E0:C2:AB:3D 7.7 ... 13Mbps-... 0

4 tems (1 selected)

56 12580960 948

-49 00:48:02.37 76 252/68 230

-72 00:43:3520 4 726/4 044

Bx Bvtes

5.1 MiB/1010.9 KiB

g IGR /7 TR

63.0 MiB/6.2 MiB
4698.1 KiB/553.9 KiB

routeros.kz, 2018




G

s |Pvb

Y

2 Routing
&2 System
Q Queues
[ Files
.| Log

. Radius

Firewall

CAPsMAN

A Tools " Hotspot
| New Teminal |Psec

[®4 MetaROUTER Kid Control
@5 Partition Neighbors
| & Make Supout sif Packing
& Manual Pool

Fiter Ries NAT Mangle Raw Connections |

=] [ 7] [ e |

Src. Address

Lists Layer7 Protocols

Orig./Repl. Bytes |
60 B/222 B

186.1 MiB/343.4
11.1 MiB/28.5 MiB
60B/214B

+ | Dst. Address |Proto |Connecti... |Timeout | TCP State |Orig./Repl. Rate
172.16.10.3:37966 91.135.192.2:53 17 00:00:04 0 bps/0bps
192.168.88.1:5246 192.168.88.1:59619 17 (@u 00:02:59 2.6 kbps/4.5kbps
192.168.88.1:59%09  192.168.88.1:5247 17 @ 00:02:54 0 bps/0 bps
192.168.88.20:23191 192.168.88.1:53 17 [ 00:00:04 0 bps/0bps

& New WinBox

B et

Routes
SMB
SNMP
Services
Settings
Socks
TFTP
Traffic Flow
UPnP

192.168.88.20:37530
192.168.88.20:38626
192.168.88.20:39912
192.168.88.20:40484
192.168.88.20:40625
192.168.88.20:43525
192.168.88.20:45575
192.168.88.20:46340
192.168.88.20:47817
192.168.88.20:60761
192.168.88.22:33416

209.85.233.188:5228
74.125129.188:443
64.233.161.188:5228

173.194.222.188:5228

13.228.7.183:5223
64.233.164.188:5228
31.13.72.48:5222
74.125.129.188:443
64.233.162.188:5228
64.233.165.188:5228
64.233.165.95:443

6 ftcp)
6 tcp)
6 ftcp)
6 tcp)
6 ftcp)
6 tcp)
6 ftcp)
6 tcp)
6 ftcp)
6 tcp)
6 ftcp)

23:40:14 established
19:47:02 established
22:02:06 established
19:04:57 established
23:59:51 established
18:56:50 established
23:59:55 established
22:02:07 established
03:04:14 established
21:55:01 established
23:56:56 established

0 bps/0bps
0bps/0bps
0 bps/0bps
0bps/0bps
0 bps/0bps
0bps/0bps
0 bps/0bps
0bps/0bps
0 bps/0bps
0bps/0bps
0 bps/0bps

1929 B/1631B
1650 B/5.2 KiB
1797 B/4635B
1270 B/4348 B
1771 B/3501 B
1758 B/4.S KiB
1441 B/1484 8B
1577B/4582 B
3147B/59KB
2395 B/1672B
1552 B/3469 B

|Max Entres: 88056

routeros.kz, 2018




CAPsMAN

1 CAPsMAN

|8 Interfaces
1 Wireless
&1, Bridge
=g PPP
== Switch
“Ia Mesh
5| P
v&| |Pvb
MPLS
# Routing
w57 System
& Queues
|| Files
.. Log
M Radius
A Tools
@ New Teminal
#4 MetaROUTER

A -~ .

#

| =

MAC Address

0 4
1T ®

MAC Mask

Allow Signal Out Of Range:

- Time

MAC Address:
MAC Mask:
Interface:
SSID Regexp:

CAP Inteface Provisioning Configurations Channels

v % O T

Interface Signal Ra | Action Client To Clie... |VLAN Mo (VLAN ID

all

Disable

Signal Range:

-88..120

Comment

00:00:10

Copy

Remove

Action:

accept

AP Tx Limit:
Client Tx Limit:

MAC Address: | | -

MAC Mask: v
Interface: -

SSID Regexp:

Access List |[Rates Remote CAP Radio Registration Table

Signal Range: |-120..-89

Allow Signal Out Of Range: | 00:00:10

¥~ Time

Action:

AP Tx Limit:

Client Tx Limit:

routeros.kz, 2018
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Apply
Disable
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Copy

Remove




KoHTponb aeBaiicoB aeTeil

* PoagutenbCKUN KOHTPO/b Hag YCTPOUCTBaMM OEeTEN

* BO3MO)XHOCTb CO34aTb OrpaHNYeHUa No AHAM Heaenu
1N N0 BPEMEHU CYTOK

* BO3MOXHOCTb OrpaHuuYMBaTb CKOPOCTb AOCTyna

* HaunHaa ¢ RouterOS v6.42

routeros.kz, 2018




KoOHTpONb AeBancoB AeTeu

1 Wireless
te : |kid1 |
3 PPP

=z Switch : ’12:00:00—20:00:00
°8 Mesh : [20:00:00-21:00:00
’@ IP " | ARP : ’20:00:00—21:00:00
 hoiid g Accounting : |20:00:00—21:00:00
«” MPLS * Addresses
# Routing \  Cloud

g System DHCP Client
& Queues  [12:00:00-14:00.00
(5] Files 18:00:00-20:00:00

|| Log B ’
. Radius Rate Limit: |3M/3M

= ’20:00:00—21:00:00
i: [20:00:00-21:00:00

0000000

>

“

K e Time For Rate Limited:

| New Teminal
4 MetaROUTER
¥ Partition

Pause Duration:

Pause Till:

N'Devices

. Make Supout rif
; Manual + E E ’enabled
o4

!

@ New WinBox

B Ext

2 items (1 selected)
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KoHTpONb AeBalCcoB AeTen

Accounting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server

x‘ Tools

|| New Teminal
¥4 MetaROUTER
#5 Partition

Devices

| & Make Supout rif -
b G5/ G |

N /| MAC Address User
© New WinBox DESKTOP-LS0M  10:02B5D4:1CDC  unknown
l Exit Julia 94:65:2D:39:FE:DE unknown
MASTER D4:CA:6D:C3:8B:B7  unknown
Meizulm 3-note 90:21:81:DF:87:2A unknown
ahtoh; 00:15:5D:58:FB:01 unknown
androfl-6e926436... F4:09:D8:05:10:68 unknown
androwl-44715025... A8:92:E0:.C2:AB:SD unknown
device1 00:00:00:00:00:01 kid1
device2 00:00:00:00:00:02 kid2
freenas 'AD:B3.CC:E75C:19  unknown
home 74:D4:35.EE:3C.68 unknown

11 items

routeros.kz, 2018




KauectBO 06CcnyxusaHua Qo

ARP
MPLS Accounting
# Routing Addresses
;» System Cloud
Q Queues DHCP Client
(=] Files AHCP Relay
Log DRNCP Server
"n, Radius D
A Tools Firewall w3 Of x
B New Teminal Hotspot Fiter Rules Mangle |Raw Service Ports Connections Address Lists Layer7 Protocols
= LCD
e d = « % (1 |T 00 ResetCounters 00 Reset Al Counters al S
4 MetaROUTER Kid Control
P # Action Chain Src. Address | Dst. Address Pr..|S.. D..In.Intef |Out. Inte... Connection Mark New Packet Mark Pas... New Connection Mark New R...|Bytes >
I Partition Neighbors 0 # mark connection  input etherlg yes Input 8043K »
Make Supout sif Packing 1 # mark routing output Input. no 20171 Ki
= 2 # mark connection input ether10- yes  Input/| 143K
@ Manual Pool 3 # mark routing output Input no [ 280
O New WinBox Routes i SIP DOWN
B 4 # mark connection prerouting etherlg yes Forward SIP-DOWN_cm 0
l . SmB 5 # mark packet prerouting Forward SIP-DOWN_cmark Forward SIP-DOWN_pmark no 0
SNMP =k uP
6 7 mark connection  postrouting = etherlg... yes Forward/  /SIP-UP_cmark 1727 Ki
Services 7 # mark packet postrouting Forward SIP-UP_cmark Forward SIP-UP_pmark no 1727 Ki
Settings =" DOWN
Sock 8 # mark connection prerouting ether10- yes Forward /SIP-DOWN_c 440.7 Ki
ocks 9 #mark packet prerouting Forward SIP-DOWN_cmark  Forward SIP-DOWN_pm  no 809.3Ki
TFTP =SP UP
Traffic Flow 0 # mark connection  postrouting ether10- yes Forward /SIP-UP_cmark 1127.0Ki
1" # mark packet postrouting Forward/ /SIP-UP_cmark Forward SIP-UP_pmark no 11187K »
UPnP . »
Web Proxy 27 tems (1 selected)
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KauecTBO 06¢cnyxuBaHua QoS

& Queues

L] Files Simple Queues Interface Queue Tree  |Queue Types
Log

L Radius

d = & % (O T 00 ResetCounters |00 Reset Al Counters

Name Parent Packet Marks Limit At (b...| Max Limit ... Avg. Rate Queued Bytes  Bytes Packets |»
A Tools £2 DOWNALOD! ™ global 20M 3.9 Mbps 0B  33635MB 39591
@ New Teminal S DONWLOAD:  -VOIP  DOWNALOD- Forward/" /SIP-DOWN_pmark ™ 20M 0bps 0B 29662KB 26643
— 8 DOWNLOAD- .. -ALL DOWNALOD- Forward/. . /ALL-DOWN_pmark 19M 20M 3.9 Mbps 0B 33606 MiB 39324
& LCD & DOWNLOAD global 5M 77.9kbps 0B 821.9MiB 11540
#4 MetaROUTER 8 DOWNLOAD: ~ -ALL DOWNLOAD- Forward/  /ALL-DOWN_pmark M 5M 64.2 kbps 0B 7992 MB 968673
; = & DOWNLOAD-  -RDP DOWNLOAD- Forward/  /RDP-DOWN_pmark ™ 5M 13.7kbps 0B 18.7MiB 140 358
% Partition & DOWNLOAD-  VOIP DOWNLOAD- Forward/  /SIP-DOWN_pmark ™ 5M Dbps 0B  41275KB 45001
4 Make Supout rif & UPLOAD global 5M 948.1 kbps 0B 5486 MB 12236
£ UPLOAD.  -ALL UPLOAD: Forward/,  /ALL-UP_pmark M 5M 832 0 kbps 0B 4733 MB 548599
@ Manual & UPLOAD- -RDP UPLOAD- Forward/  /RDP-UP_pmark ™ 5M 116.0 kbps 0B 65.6 MiB 136284
@ New WinBox £ UPLOAD-  VOIP UPLOAD- Forward/  /SIP-UP_pmark ™ 5M O bps 0B 96 MB 138755
B e & UPLOAD- global 20M 2.1 Mbps 0B 19483 MiB 36516
& UPLOAD! " -ALL UPLOAD- Forward/  /ALL-UP_pmark 19M 20M 2.0 Mbps 0B  1929.1 MiB 35918
@/ UPLOAD-  VOIP UPLOAD- Forward/  /SIP-UP_pmark ™ 20M 29.4 kbps 0B 193MB 59795

14 items (1 selected) 0 B queued 0 packets queued
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MikroTik B ,qenosom noes,ql(e

Beﬂbeboql
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MikroTik B ien0BOIi noe3ake

* hAP mini
* ManneHbKaAa Touka goctyna (48 X 78 x 81mm)
 Ana poma n ocpuca

* MonHbIK pbyHKUMOHaN RouterOS

* RAM — 32MB, FLASH — 16MB

* BecnpoBogHou nHtepdenc 2.4GHz
 MIMO 2x2, 802.11b/g/n

* 3 Ethernet nopra

* [OTOBbIN K paboTe N3 KOPOOKMU

* Hn3kaa ueHa — 19.95$

routeros.kz, 2018




MikroTik B nenoBou _noes,ql(e

Beﬂbeboql

routeros.kz, 2018




MoaknioueHue K JoMaLLHel ceTu

* |IP Cloud

* CepBuc DDNS

* HaunHaa ¢ RouterOS v6.14

* C Bepcum 6.44beta9 MOXHO XpaHUTb G3Kanbl BallUX
poyTepoB Ha cepBepax MikroTik
* 1 cnot Ha poyTep
» Pasmep: 50Mb - \
 TCP/UDP 15252 “r K
* Encrypted P o » l: iy

: Cancel ‘
.| Files DHCP Server : -
Apply
pac kEtS Log S |DNS Name: sn.mynetname net | j ‘
""{ Radius Firewall Force Update ‘
< Tools Hotspot =
a s updated DDNS server received request from [P
B New Teminal IPaan

routeros.kz, 2018




MoakntoueHne K goMallHeN ceTu

* PasnnuHble Bunabl VPN
* PPTP, SSTP, L2TP, OVPN

=3 PPP - O x
== Switch Interface | PPPoE Servers iles  Active Connections L2TP Secrets
il - - 1| || | PPP Scanner || PPTP Server | SSTP Server || L2TP Server || OVPN Server | PPPoE Scan
5 1P
- Name Type Actual MTU L2 MTU |Tx Rx Tx Packet (p/s) Rx Pack v
v&l |Pv6
<~ MPLS
& Routing
o7 System
@ Queues < -
0 items out of 12
[ Files

routeros.kz, 2018




MoaknioueHue K JoMaLLHel ceTu

* PPTP ncnonb3yetr TCP nopt 1723 un IP npoTtokon 47
(GRE)
 MoxeT He paboTaTb 3a NAT

* [1nocobl:
* KnueHT PPTP BCcTpOEH nouTtu BO BCce onepaunoHHbIe

CUCTEeMb
* OUEHb MPOCT B HACTPOUKE corson ur

PPTP Server g Max MTU: |1450

e paGoTaeT ObICTPO LT e e Mar
* MUHyCBbI:

Keepalive Timeout: |30

* He6e3onaceH (ya3BMMbIN e

NMPOTOKO/ ayTEHTI/ICIJI/IKaLI,I/II/I chp  Clpap
MS'CHAP V-Z) routeros.kz, 2018

PPTP Server = &3

OK

Cancel ‘
| Aeply |




MoaknioueHue K AoOMaLLHel ceTu
* L2TP ncnonb3yet UDP nopTt 1701 Aona yctaHOBKU

coeMHEeHUA
* [1ntochbi:

* 6e3onaceH c IPsec T

* IerKo HacTpauBaeTcs e ] &

* AOCTYNEH B COBPEMEeHHbIX (epsive it i

onepaunoHHbIX cUCTeMax i e

° MMHyC bl: Mhenticationl: ::acgapz Vmasc

* Mea/sieHHee, yem OpenVPN :

* He 6e3onaceH 6e3 IPsec :

routeros.kz, 2018




MoaknioueHue K AoOMaLLHel ceTu

* OpenVPN — cnoXxeH B HacCTpouke
* TpebyeTcsH reHepaumsa cepTuhukaTon
* [1nocbl: e L]
v Enabled
* TMOKO HacTpanBaeTcs VPN Sever |

e 6e3onaceH - [ oot |

MAC Addressj |FE:55:4A:42:F0:04

* MOXET paboTaTb CKBO3b
cdanpBonnbi .

* LUMPOKWUIA CMEKTP a/ITOPUTMOB T
wndpoBaHUA T e Gt Cotet

Auth.: (v shal |v/md5
null

Cipher: |v blowfish 128 |v aes 128

aes 192 aes 256
null

*|

<l

«

routeros.kz, 2018




{3

MoaknioueHue K AoOMaLLHel ceTu

* OpenVPN

* MUHYCHBI:
* He06X0AMMO cTOpOoHHee MO S — K
* MOXET ObITb Heya006eH VPN Sever |

Mode:§|ip ="

L9
B H aCT po M Ke Netmask § | 24
MAC Addressfl | FE:55:4A:42:F0:04

* OrpaHnNyY€eHHas nogacepPixxKka . =
MOGM" bHBIMU yCTpOﬁCTBaMM Keepalive Timeouf |60 -

- Default Profil§: |defautt

H

d

|

|

Cenfficate: |unknown
Require Client Certificate

Auth.: (v shal |v/md5
null

Cipher: |v blowfish 128 |v aes 128

aes 192 aes 256
null

routeros.kz, 2018




MoaknioueHue K JoMaLLHel ceTu

e SSTP — nNpoCT B HacTpouke
* Acnonb3yet TCP nopTt 443 1 nponyckaeTcH

oonbwnHcTBoM Firewall-oB
 1NnA ycTaHOBKU «Secure»
coeAMHEHUA TpeodyeTcCH
cepTudukar
 InAa coegunHeHNAa ABYX
MikroTik cepTudomkar He
oGs3aTesnieH

Connections L2TP Secrets

PPTP Server SSTP Server

sal MTU |L2 MTU | Tx

routeros.kz, 2018

SSTP Server
it Port: 443
Max MTU: [1500
Max MRU: 1500
MRRU: v
Keepalive Timeout: |60 -
Default Profile: |default *
Authentication: v mschap2 |v| mschapl
v chap v pap

+

Cedificate: |none

«l

TLS Version: |any
Verify Client Certificate
Force AES

PFS

Cancel

| Apply




MoakntoueHne K goMallHEeN ceTu

oqow/@ q

I/I I_!:!:EPT—TE‘:E

SRRy

sterisk

ficr IP PBX

2y,
Ty
.
,,,,
L)
.
.
’
L)
4

-~
,
-

OTenb

uy FXO wno3 w
Media cepBep

routeros.kz, 2018




vél |Pv6
MPLS
#. Routing
ios System
& Queues
[ Files
Log
M Radius
A, Tools
|| New Teminal
¥4 MetaROUTER
# Partition

Inteface | PPPoE Servers Secrets

T

PPP Server

PPP Client

PPTP Server Binding
PPTP Client

SSTP Server Binding
SSTP Client 3 |
L2TP Server Binding
L2TP Client

OVPN Server Binding
OVPN Client

PPPoE Server Binding
PPPoE Client

Rx Pack wv

Profiles | General Dial Out | Status Traffic | 0K |
PPP Sca Scan
Connect To: sn.mynetname net
It (p/s)
t . 443 »
w
Disable
: (443
Comment
: \none ¥
»
. |any ¥
Remove
Verify Server Certificate
v| Verify Server Address From Certificat Torch
PFS
User: test
Password: |weeeeeeesees a
Profile: |default-encryption B3
Keepalive Timeout: |60 -
Dial On Demand
Add Default Route
Default Route Distance: |1
Allow: |v mschap2 v mschapl
v chap V| pap
enabled Status:

routeros.kz,

2018




MoakntoueHne K goMallHeN ceTu

M| ARP

™ Accowting
-~ Addresses
Cloud
DHCP Client
DHCP Relay

XK Tools

[l New Teminal
¥4 MetaROUTER
#5 Partition

| Make Supout if
& Manual

@ New WinBox

B Ext

Route List

]:-w:.‘ ‘ lall H3|

\ [Dst. Address

! ]Gateway

|Distance  |Routing Mark | Pref. Source |

IDAC WP

DAS \ P 0.0.0.0/0
DAC | P 10.112.112.139
P 92.47.149.106

AS

[DAC P 19216820722

pppoe-out 1 reachable
sstp-out 1 reachable
pppoe-out 1 reachable

‘sstp-out1 reachable
‘bridge 1 reachable

37.150.243.161

192.168.2.1

5items

routeros.kz, 2018




MoakntoueHne K goMallHeN ceTu

r;:.«' Routing BFD
 BGP
o7 System BGP
Queues Filters
* OSPF, OSPFv3 (IPv6) =
) v v .| Files MME
Log OSPF
* RIP, RIPNng (IPVv6)
) . Radius OSPFv3
X, Tools Prefix Lists
@ New Teminal RIP
#4 MetaROUTER RIPng

routeros.kz, 2018




Pacwupsaem cetb

I:outé/ros/.kz, 201/8 il




Pacwupsaem cetb

* mMANTBoOX 15s

* MonHbIK pyHKUMOHaN RouterOS
 RAM — 128MB, FLASH — 128MB
* BecnpoBogHou nHtepdenc 5GHz
« MIMO 2x2, 802.11a/n/ac

* MowHOCTb nepepatunka 31dBm |
* YenuneHuve aHTeHHbl 15dBi ,,4
* CeKTOpHaa aHTeHHa 120°

routeros.kz, 2018




Paclumpsiem ceTb

* mMANTBoOX 15s

* MeTas1iIndeckoe HanblJ1eHue

* Xopowada nsonauus

* 1 Gigabit Ethernet, PoOE in

1 SFP

* [OTOBbIN K paboTe N3 KOPoOoKun
* LleHa — 139%

C
|8
|
(<] .
(s 2 &
- .
a 2 I

‘ ‘ ‘ »
| —
ST ¥ e
. % ¢ d PR
g b 34 e N
3 - T #
0 [
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Pacwupsaem cetb

* mMANTBoOX 15s
e Anarpamma HanpaB/1IeHHOCTU aHTeHHbI (AHA)

. 5
P \
A 1
! I-’ s --\'|I \
] 4 b
[ L i
. < 0 w0
i x g
| . S i s
*, -i o "':\': J.r'
120 / S
b R
3 __)L_, = 450

MANT15s HP azimuth MANT15s HP elevation MANT15s VP azimuth MANT15s VP elevation
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Pacwunpsaem cetb
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Pacwupsaem cetb

Data rate (in Mbit/s)

20 MHz channels 40 MHz channels 80 MHz channels 160 MHz channels
MCS index s?:;izls M°f'y‘;:§"°“ Coding rate | 800nSGI | 400nsGI | 800nsGI | 400msGI | 800nsGI | 400nsGI | 800msGI | 400ns Gl
0 2 BPSK 1/2 13 14.4 % 30 58.5 65 117 130
1 2 QPSK 12 26 28.9 54 60 117 130 234 260
2 2 QPSK 3/4 39 433 81 90 1755 195 351 390
3 2 16-QAM 172 52 57.8 108 120 234 260 468 520
4 2 16-QAM 3/4 78 86.7 162 180 351 390 702 780
5 2 64-QAM 2/3 104 115.6 216 240 468 520 936 1040
6 2 64-QAM 3/4 117 1303 243 270 526.5 585 1053 1170
7 2 64-QAM 5/6 130 144.4 270 300 585 650 1170 1300
8 2 256-QAM 3/4 156 173.3 324 360 702 780 1404 1560
9 2 256-QAM 5/6 N/A N/A 360 400 780 NG 1560 1733.4

routeros.kz, 2018




Pacwupsaem cet

Interface <wlan1> = E

°® HeoGAyMaHHblﬁ Bb|60p General Vireless | Data Rates Advanced HT HTMCS WDS .. | = |

Mode: |ap bridge

yacToThbl (Hayraa) e

Apply
Channel Width: | 20/40/80MHz Ceee

o CaM bl |7| I.I.I M pO KM |7| KaHaﬂ Frequency: | 5800 ¥ MHz Disable
8 0 M H Z Secondary Channe!: : | Comment

3slD: Simple Mode

* «Camasn» 6onbluas o

LR

*|

‘

»

Scan List: |5140-5500 3 WPS Accept
c KO p OCT b Wireless Protocal: |nv2 ¥ | WPS Cliert
hd . 3 Setup Repeater
o M TX P Frequency Mode: superchannel 3
aKCUMabHbI ower ==

Align...

 Bbl ctanun WIiFi HMOHQPOM! Artenna Gan: [0 & | [ Froetesme.

Bridge Mode: |enabled *
Sniff...
VLAN Mode: notag ¥ Snooper...
VLAN ID: |1 . Reset Configuration
Default AP Tx Rate: ¥ bps

routeros.kz, 2018




PacLuupsiem ceTb
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[TocnegcTBmuAa He 3aKOHHOIO

UCNOJ/1Ib30BaHUA HaCTOT

* Ctatbsa 637. HapylwieHUue 3aKOHOoAaTe1bCTBA
Pecnyonuku KasaxctaH B 06/1acTu CBA3U
* [MyHKT 12. HapylwieHue npaBu NPUCBOEHUSA
| paaMoyacToT, aKcnyaTtaunum paanoanieKTPOHHbIX
cpeacTB
* WTpad Ha husnveckux nuy B pasmepe nAatu MPI1
e wTpad Ha AO/MKHOCTHbLIX nuu, Ul - B pasmepe
asaauatu MPI1
* WTpad Ha CyobLEeKTOB Masioro npeanpnHumaresnibcTtea
U HeKOMMepuyecKue opraHmsauum - B pasmepe
aBaauatn MPI routeros.kz, 2018




[TocnegcTBmuAa He 3aKOHHOIO
MCMNO/NIb30BaHNUA YaCTOT

* CTatba 637. HapylwieHue 3aKkoHOAaTeNIbCTBA
Pecnyo6nunkn KasaxctaH B 06/1acTu cBA3N
* [MyHKT 12. HapylweHue npaBuI NpucBoeHUs
pagnoyacToT, aKcnayatauum paguoasieKTPOHHbIX
cpeacTB
* WTpad Ha CyObEKTOB cpeaHero
npeanpuHuMartenbCcTBa - B pasmepe copoka MPI1
* wWiTpad Ha CYyObEKTOB KPYMHOIO
npeanpuHUMaTesibCTBa - B pasmMepe BOCbMUaecAaTu
MPTT1

routeros.kz, 2018




[TocnegcTBmuAa He 3aKOHHOIO
MCMNO/NIb30BaHNUA YaCTOT

* MyHKT 13. Te XXe AencTBuA, coBepLleHHblIe NOBTOPHO B
TeyeHue roga BJ1IeKyT

* WTpadg Ha pusnyeckux nuy B pasmepe agecatum MPII
* HA AO/HKHOCTHbIX INL,

MHOMBMAYa/ibHbIXNpeanpuHMMaTeneu - B pasmepe
copoka MPI1

* HA CYOBEeKTOB MaJsioro npegnpuHnMmaTtesibcTBa Unu
HeKoOMMepUyecKkue opraHmsauuu - B pasmepe
Tpuguatun MPI1

routeros.kz, 2018




[TocneacTtBuAa He 3aKOHHOT
MCNOJIb30BaHUA 4acToT

* MyHKT 13. Te XXe AencTBuA, coBepLleHHblIe NOBTOPHO B
TeyeHue roga BneKyT
* HA CYObEKTOB cpeaHero npeanpuHUMaTesibCTBa - B
pasmepe wectungecAaTn MPI
* HA CYObEKTOB KPYNnHOro npegnpuHnMmartesioCTBa - B
pasmepe cta MPI1

routeros.kz, 2018




Pacwupsem ceTtb

| @
Device: [192.168.100.2 =] | el = - Stat ||
I Sample Time: m — I T T T T T T T T T T T ms
Inteface: |wlan1 :_l 12345 67¢8079 12 16 20 | Stop
Band: © 24ghz ( 5ghz { cumentchannel % other 10s Close ]
ree. [ = Peak Hold Tme: [MO00OBN v| — ~  J =~
ange: [5100-5800 3 0 1s 25 55 10s 155 30s 1m
100
Memory Usage Limit: iEﬂ | —— . r J . . MB

L] !
1 3 5 7 98 12 18 50 500 4000

Memory Usage: 386.0kB

Al Waterfall Densty Graph

-50dbm
-60dbm
-T0dbm
11 '
80dbm "-l l‘ Il — ph |
\ ', I I .4l I
I Iy
-90dbm ﬁ " Ly l.“ | p
(] lil 1 I
N i 1 m _ i ) _“" 1
. . r‘ L " * e Il\ll Iy f il hlliy |r"l1' ,*‘\L!l.\ . hlu"“fb' llr?\n 1" Mnl
-100dbm .
5.1Ghz 5.2Ghz 5.3 Ghz 54Ghz 5.5 Ghz 5.6Ghz 5.7 Ghz 5.8 Ghz
@ 10 s=cond peak (D current max () current average @ max at cursor position
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PaclumMpsiem ceTb

Scanner

Interface: | +

Background Scan

PRW
PRW
P
RTB
RNB
RTB
P

P
PRW
PRW
P
RTB
RTB

=TH1-

Address
DC:9F:DB:4C:45:81
44:D9:E7-28:75:2F

SSID
DUX Engineering
02109

Channel
5120/20/an
5160/20Ce/an

Signa... Moise...| Signa... Radio Name

81
83

-112
-112

31 Alfarabi-77-1
29 NanoStation M5

04:79:70:FA:41:D2
64:D1:54:6D:1F-38
64:D1:54:BF:7C-8E|

ALTEL4G-5G-41D0
Mikro Tik
Akkent45

5180/20LCeee/ac
5180/20Ceee/ac
5180/20-eeelC/ac

7
50
31

S5
A1
111

Z7
21 §4D1546D1F238
30 §4D154BF7CBE

D4.CA-6D-C3:8B:

AAAR

5180/20/an

-12

111

39 AAAA

70:4F:57.7C:B1:33 | TP-LINK Extender 5GHz ~ 5200/20€Cee/ac ~ -79 -111 327

58:DE:DO:60:C2:77

00.27-22:08:3F.A2 AT

24:A4:3C:B6:25:70

78:8A:20:14:E8:49 |

6C:3B:6B:8F:12:93
6C:3B:6B:5C:25CD

A DD o0 A DN 0D

29 items (1 selected)

TP-LINK C278 5G

5200/20eCee/ac

38

111

2]

AP-Sh145

5240/20/an
5275/20/an

83
-86

-110
-111

27T AP_AT
25 AP Perepriem

5300/20-eeCe/ac

b2

111

43

Belinin
Sinelnikov

5350/ 20Ce/ac
5370/20-Ce/an

¥ LY.V.WLY. W}

78
84

=0

T
11

L

33 AP _Belinin
27 AP-Sinelnikov

LY

nr

New Window
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Paclumpsiem ceTb

elicense kz/LicensingContent/Passport?servicesType=PermissionAssignationEl38servicesParameters=%7B"PermissionAssignationlld"%3A"66"%2C"PermissionCategory'%3A"Radic®
3aKOHOAATENLCTEO  DMEKTPOHHOE NPABUTENLCTBO  [1OMCK pa3peLIMTENbHBIX [OKYMEHTOB BoiiTH wnu  33perMcipupoBatbcA

Al A A EAWHEIA KOHTAKT-LeHTP

eolicens 3NEKTPOHHOE NIMUEH3UPOBAHUE nex Q \. VY Sere—

PECNYBINWKWU KA3SAXCTAH
ANA 3APYEEMHLIX 3BOHKOB

+7 7172 701 998 3BOHOK NNATHEIW

[TaBHan CBA3bL 1 CMK [lacnopT ycnyrm Nomows

PaspelueHne Ha ncrnonb3oBaHWe pagno4acToTHOrO cnekTpa Ana Buga cBAsn ceTn becnpoBogHOro
pagunogoctyna (WLL)

nO,EI,BM,[],bI OeATEelNNbHOCTH
Paspelwwerne Ha MCNoNk30BaHKeE PagMoYacTOTHOMO CNeKkTpa ANA Buaa cBA3K ceTk BecnposogHoro pagwogoctyna (WLL)

A Noaayn 3aaBreHna TpedyoTea cneayrowme JOKYMEHThI

[na 3akaza ycnyrv oHnaiH Heobxoaumo
aBTOPW30BATLCSA

routeros.kz, 2018




Pacwupsaem cetb

* Ha cBOM CTpax 1 puUcCK

* BbiOnpanTe wnpuHy kaHana 20MHz nnm meHbLue
* He opuTte B achup (ymeHblwante TX Power)

* MpegBapnTeIbHO CKAHUPYUTE Auana3oH

* BbiOupanTe CBOOOAHYIO HACTOTY

* Pa6ouas rpynna B Telegram — WiFiPioneersKZ

routeros.kz, 2018




Mo3adoTbTeChb O 0e30MNacHOCTU

* B nycTon KOHpurypaumm HeT npeaHacTPOEeHHOro
chanpBona n otkpbiTbl MAC-Telenet u MAC-Winbox
Ha BCcexX nHtepdencax

* 25 mapTa 2018 6bls1a OGHapY)XXeHa YA3BUMOCTb,
no3BonAoLlan y3HaTb JIOTMHbI 1 Naposn yepes
OTKpbITbIN cepBuc WinBox

* [loaBepXeHHble Bepcun HaunHada ¢ 6.29 no 6.43rc3
(BKNIOUNTENNIBbHO)

* UcnpaBneHo B Bepcusx ¢ 6.40.8 [bugfix/lLong-Term]
n c 6.42.1 [current/Stable]

routeros.kz, 2018




Mo3adoTbTeChb O 0e30MNacHOCTU

ARP IP Service List
Accounting

Addresses

Cloud

DHCP Client

DHCP Relay

& New WinBox

B Ex
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* BbiknounTe He ncnosib3yemMmbie cepBUCHI

* OrpaHnubTe AOCTYyN K cepBucamM TOJ/IbKO C
onpepnesieHHbIX AOBEPEHHbIX aApPecoB UM CeTeN

* MlomMeHANTe cTaHAapPTHbIE NOPThI

* Mpoayonupynte npasunamMmm panpsona
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255 |P

x¢ |Pvb
MPLS
&, Routing
o0 System
e Queues
__| Files
-| Log
H. Radius
A, Tools
@ New Teminal
™4 MetaROUTER
# Patition
o Make Supout rif
& Manual
9 New WinBox

B Exi

ARP
Accounting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall

v | T
Name Port Available From
o 22 192168 88.0/28, .

82977192.168.88.0/24,
J2.168.88.0/24,

*

g tems (1 selected)

Available From:

Services

enabled

MName:

Port:l 22 I

IP Service <ssh>

ssh

192.168.88.0/24

4“4 4

[=]|E3

Certificate «

o

B

Cancel

Apply

Disable

T
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ARP Firewall

Accounting Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
Addresses ' ' 1

Cloud

® (0 |T |00 ResetCounters | 00 Reset All Counters al

_ | Action {Chain |Src. Address [Dst. Address '—Proto Src Pot | Dst. Port IIn Interfface I-)ut Int... Bytes Packets
DHCP Client : o accept input 192.168.88.0/24 6 tcp) 22 bridgedocal 2196 B 45

o accept input 192.168.88.0/24 |1 6 tcp) 8291 bridgedocal 15.0 KiB 230
o accept input 192.168.88.0/24 6 tcp) 80 bridgedocal 23488B 41

HKdop  input etherlgateway 77 KB 42
4 items (1 selected)

? Firewall
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* ATaka DNS Amplification (DNS ycuneHue)

* Mpn3Hakn — BbICOKad yTuaunsauus npoueccopa,
NOCTOAHHbLIN BXOAALLMNA U UCXoasawmm Tpahuk Ha
BHelLlHeM uHTepdence

* MpnunHa — oTKpPbITLIN DNS cepBep B Mup
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2 IP " | ARP DNS Settings

x5/ IPvé Accounting
MPLS L Addresses

# Routing "\, Cloud

{5s System ' - amic 5}“

Q Queues + Allow Remote Requests

i Fies Max UDP Packet Size: | 4096
.| Log
S Radius Frewal Query Server Timeout: | 2.000

Servers: 8.8.8.8
1.1.1.1

A Tools " Hotspot Query Total Timeout: |10.000
[l New Teminal IPsec
#5 MetaROUTER Kid Control

Max. Concumrent Quernies: | 100

o » ) Max. Concumrent TCP Sessions: |20
5 Patition Neighbors

4 Make Supout rif Packing Cache Size: | 2048
& Manual Pool
9 New WinBox Routes
B Exi SMB

Cache Max TTL: | 7d 00:00:00
Cache Used: 955 KiB
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ARP

Accournting Fiter Rules INAT Mangle Raw Service Ports Connections Address Lists Layer7 Protocols
Addresses =1l 4

Coud Chain Src. Address Dst. Address Proto |Src.Port |Dst. Pot  |In. Interface Out. Int... | Bytes Packets

DHCP Client 9 input 192.168.88.0/24 6 tep) 22 bridgeocal 8.3KB 175
4 input 192.168.88.0/24 6 tcp) 8291 bridge-ocal 55.4 KiB 833
input 152.168.88.0/24 6 tcp) 80 bridgedocal 9.9 KB 178
input herl-gateway 473.7 KB 2008
input 1192.168.88.0/24 6 ficp) 53 0B 0
input 1192.168.88.0/24 17 {u 53 0B 0

Reset Counters || 00 Reset All Counters all

i Firewall
Hetspot

@ New Teminal |Psec

"o MetaROLITER Wir nmbral
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* lcnonb3yute ctTaHaapTHbIN hanpBon
* BOCNosib3ynTeCcb pyKOBOACTBOM

https:/Iwiki.mikrotik.com/wiki/Manual:Securing_Your_Router
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k— — e
Home About Bu Jobs Hardware Software Support Trainin Account
Mikror ik Y PP 9

Downloads  _nangelogs Download archive RouterOS  The Dude

Upgrading RouterOS

If you are already running RouterOS, upgrading to the latest version can be done by clickiig on
"Check For Updates" in QuickSet or System > Packages menu in WebFig or WinBox.

See the documentation for more information about upgrading and release types.

To manage your router, use the web interface, or download the maintenance utilities. Winbox t
connect to your device, Dude to monitor your network and Netinstall for recovery and re-install3i

The Dude ~ Netinstall -~

RouterOS

5.26 (Legacy) 6.42.9 (Long-term) 6.43.2 (Stable) 6.44beta14 (Testing)

MIPSEBE RS1xx, CRS2xx, DISC, hAP, hAP ac, hAP ac lite, LDF, LHG, mANTBox, mAP, NetBox, NetMetal, PowerBox, QRT, RBOxx, cAP, hEX Lite, RB4xx, wAP, BaseBox, DynaDish,
RB2011, SXT, OmniTik, Groove, Metal, Sextant, RB7xx

| Main package | = 4 = = =

Extra packages = Bl = =
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Support Training Account

Home About Buy Jobs Hardware Software

%— LI}
Mikror ik

Downloads Changelogs Download archive RouterOS  The Dude

W[OS0 "R —

*) wireless - fixed usage of allowed signal strength values received from RADIUS;
*) wireless - improved wireless throughput on hAP ac”2 and cAP ac;
*) X86 - fixed reboot caused by MAC Winbox connection;

Release 6.42.1 2018-04-23

What's new in 6.42.1 (2018-Apr-23 10:46):

1) winbox - fixed vulnerability that allowed to gain access to an unsecured router;
*) bridge - fixed hardware offloading for MMIPS and PPC devices;

)

)

"

bridge - fixed LLDP packet receiving;
crs3xx - fixed failing connections through bonding in bridge;

"
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a.tarassov@gmail.com
+7-777-225-8081

+7-777-225-8081

http:/lrouteros.kz

80060

RouterOS.KZ

&) https:/it. me/MikroTikKZ
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