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About me, the MikroTik Certified Trainer

* Name: Khalil Chamseddine
* Experience: Software, Hardware and Networking
* Places: Lebanon, Canada, Afghanistan...

* MikroTik Trainer in Lebanon and Region: MTCNA, MTCWE,
MTCTCE, MTCUME, MTCRE and MTCINE.

* Contact:

* http://ConnectionGT.com
e E-Mail: MikroTik@ConnectionGT.com
* Phone: +961-3-892792
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Outline

* School Requirements
* Design Considerations
* CAPsMAN

* CAPs: RouterBOARDs

* Web Proxy
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School Requirements

* Provide Wireless Internet to Students in their classrooms
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School Requirements

* Provide Wireless Internet to Students in their classes
* Typical, 2~¥3Mbps per student

* Devices used: Laptops, Tablets, iPads
e Educational Sites, Email, Some YouTube...

* Frequency Bands: Currently: 2.4GHz, Future, maybe 5Ghz
* Have the option to filter some internet traffic and some caching
* Solution should be easy to manage

* Our Typical School has “L” shape Building

* 5floors, 50 class rooms, 20~30 devices per class
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Design Considerations

* Capacity versus Coverage
* Coverage Overlapping
* Frequency Overlapping

e Simple, centralized management
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Capacity versus Coverage

MCS0-TYMC58-15
Throughput

150/300 Mbps —

135/260 Mbps —
120/240 Mbps —

20/180 Mbps —

60120 Mbps —

45/90 Mbps ——

30/60 Mbps —

14.4/30 Mbps —
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Overlapping

* Overlapping Coverage for good roaming
* Overlapping Channels
* Not Overlapping Frequencies
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Channel Planning 2.4Ghz

Non-Overlapping Channels for 2.4 GHz WLAN
802.11b (DSSS) channel width 22 MHz

2.4 GHz 2.4835 GHz 2.5 GHz

802.11g/n (OFDM) 20 MHz ch. width - 16.25 MHz used by sub-carriers

2.4 GHz 2.4835 GHz 2.5 GHz

802.11n (OFDM) 40 MHz ch. width - 33.75 MHz used by sub-carriers

2.4 GHz 2.4835 GHz 2.5 GHz
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3802.11n MCS

June-2016

_ : _ Data rate (Mbit/'s)
ﬁiii i‘;ﬁ M”gﬁmﬂ EE’E‘L“’E 20 MHz channel 40 MHz channel
800 ns GI | 400 ns GI | 800 1s GI | 400 1s GI

0 I BPSK 12 650 | 720 | 1350 | 15.00

I I QPSK | 12 | 1300 | 1440 | 27.00 | 30.00

2 I QPSK | 3/4 | 1950 | 2170 | 4050 | 45.00

3 I | 16-QAM | 12 | 2600 | 2890 | 54.00 | 60.00
4 1
3 1
6 I
7 I
: 2
9 2
2
2
2
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MCS Details
 MCS INDEX VALUE

* reference for “# of spatial streams + modulation + coding rate".

* SPATIAL STREAMS
e 4 spatial streams (802.11n)
e 8 spatial streams (802.11ac)

* MODULATION TYPE
* The more complex the modulation, the higher the data rate.

* CODING RATE

* how much of the data stream is actually used to transmit usable
data.

* GUARD INTERVAL
e pause between packet transmission to ignore false information

* CHANNEL WIDTH

* This is how much of the channel is being used.
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Solution Layout

e Each class shall have one Access Point
e Use only 802.11n (2.4Ghz) and some 802.11g
* Use CAPsMAN to manage the Access Points

 Tweak the TX power, the data rates
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Data Rates, Channels, TX Power, AP-Tx Limit

* Use g/n for compatibility
e 802.11n Data Rates: Select MCS-05 to MCS-14
* 802.11g Data Rates: 24MHz, 48MHz
e Channel Width 20MHz
* Long Guarded Interval

* Channels: Use only Channels 1, 5, 9, and 13 or

 Channels 1, 6, 11, if necessary

e TX Power: Start with 10dBm (for example).
e Decrease to 7dBm if necessary
* Increase to 17 dBm if necessary

 AP-TX Limit: Limit it to 3MB per client using the Access List.

e Reminder: Limit rate of data transmission to this client. Value 0 means
no limit. Value is in bits per second.
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Solution Layout

memnme
(K) (ﬁ) ii (ﬁ) (ﬁ)
Ch: 1. Ch. 6 Ch: 11 Ch. 1 \
e Each class shall have one Access Point ((B»
* Capacity vs Coverage T
* Best in the middle of ceiling \ ((ﬁD A
* Tweak the TX power, the data rates and VA @) A
* Coverage overlapping: Yes (AT [\
. Lh 11, ch. 1 /
* Frequency overlapping: No — | ay
;ﬂ ((ﬁ)}
(A
ol Ch. 6
e N
)
\ ((‘ﬂ’))
PR Ch. 6_ | ch. 11/
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Plot channels for all floors

* Plan the coverage overlapping and frequency non-
overlapping; using excel sheet for example.

* If using 3 channels: Risk of some frequency overlapping

1
3 2
4 2 4 3
1 1 4
5

3 2 1 1] 9 8 7 b 5 4 3 2 1 ] 9 8 7 6 5 4 3 2 1 1 2 3
1
Chi (2412MHz is in Yellow) 2

Che (2437MHz is in Green) 3 3
L
5
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Plot channels for all floors

* Plan the coverage overlapping and frequency non-
overlapping; using excel sheet for example.

* Using 4 channel scenario: better.

Chl {2412MHz is in Yellow)

Ch5 [2432MHz is in Green)
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CAPs, RouterBOARDs, POE, CAPsMAN

Main Router wAP wAP
- WAP
CAPsMAN
|
cAP

cAP

=\
77 7 \\\\
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e o CAPsMAN

device that s

mManaged by the
CAPSMAN manager.

.
ot
o
s
-

WIRELESS DEVICES

Dences aee connerted  cAP

CLOUD CORE ROUTER

This device i5 the CAPSMAN controller. It & conmcted 10 the chent bullding over the
wireless bnk managed by two SXT devices. All CAP deveces in the Dulidng are
controfied by the CAPSMAN. 1t sees all connected chent compeiers, and manages all
semings of the Access Points (CAPs) in that busding




CAPsMAN for centralized management
 CAP: Controlled Access Point

* CAPsMAN: Controlled Access Point system MANager
* Centralized management of RouterOS APs
* Provisioning of Aps
e Custom configuration support

* CAPsMAN version 2:

* Improved version
* Available with latest RouterOS releases
* wireless-cm2 package on all CAPs and CAPsMAN RouterBOARDs

* Since release 6.35.2: wireless-rep package
 CAPsMAN additional settings enabled
* CAPsMAN Rates support
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Steps
 Enable CAPsMAN service

* Create Bridge interface and Add IP configuration
* Create CAPsMAN Configuration (rates, security...)
* Create Provisioning rule

* Enable CAP mode on the Aps

e Add entries to Access List
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CAPsMAN Configuration: Step 1

* Enable CAPsMAN service
e /caps-man manager set enabled=yes

June-2016

O admin®10.254.254.254 (MUM-Beirut-CAPsMAN] - WinBox v6,35.2 on RB951Ui-2HnD (mipshe)
Session  Settings Dashboard

K| e Safe Mode Session: |08:00:27-47-7B:A8
Aa CQuick Set

CAPsMAN Interfaces | Provisioning Configurations  Channels  Datapathe  Security Cig.

|8 Irterfaces e = || O ? AAA

T Wireless Name Te Fx
@y Bridge CAPs Manager
== Switch v/ Enabied ;
: g Ok
R Certificate: -
CA Certificate: - Apply
iop System 3 p
Require Peer Certfficate
Q Cueues
|| Files Generated Certficate:
=) Leg Generated CA Certfficate:
L Radius
ﬁ‘% Toals I Package Path:
[ New Teminal Upgrade Policy: |none ¥

#4 MetaROUTER
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CAPsMAN Configuration: Step 2

* Create Bridge interface
 /interface bridge add name=bridgeSchoolWiFi

June-2016

© 2dmin@10.254.254.254 (MUM-Beirut-CAPsMAN) - WinBox v6.35.2 on RBI51Ui-2HnD (mipsbe]

Session  Settings  Dashboard

LSRR Safe Mode

Au Quick Set
1 CAPsMAN
| Interfaces

1 Wireless

Mesh
css P
System
Queuss
Files
Log

. Radius

B @ !

Lewad

Tools

W ¢

Mew Teminal
4 MetaROUTER
lg'— Partition

| & Make Supout rif
® Manual

Session: |08:00:27:47.78:A8 Uptime:|04:43:15 Time:(17:45:37 Date:|Jun/13/ 201

Bridge | Ports ~ Fitters MAT  Hosts

u = ¥ | ® O T Settings

Inteface <bridgeSchoalWiFi=

Gereral | STP  Status  Traffic

II
-

Mame: |bridgeSchoolWiF| Cancel
Vo, | BNdde J'!.pphr
- -
Actual MTU: 1500
Comment
L2 MTU: (1600 =
opy
MAC Address: |D0:C1:6A:80:43:.CH
-Heml:ﬂ.re
ARP: |enabled ¥
Torch
Admin. MAC Address: |D0:C1.6A:80:43:.C5 -
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CAPsMAN Configuration: Step 3

* Add IP configuration to Bridge interface
* |P Address, DHCP Server, NAT Masquerade

et =Tl
AN
es DHCP | Metworks  Leases  Opi Option Sets  Alerts
! [EIx] 7| | DHCP corfia [ DHCP Setup
Address: (17222 221/24 QK @E Lease
Network: |172.22.22.0 « | Cancel
Interface: |bridgeSchoolVWiF *
Ertace: [oncge-cnodi |00 | Ducp Server nterface: bridge SchoolWiFi s
I =]
Fiter Fules  MAT | Mangle Service Portz | Connections [ ]
Back Cancel
oF =T Reset Counters ]
H Action Chain Src. Addrele S e 0|
I Mew NAT Rule
smminal General | Advanced Extra  Action  Statistics | oK |
JUTER Chain: |srcnat| > | Cancel |
i Sre. Address: | 1[172.22.22.0/24 - || Apply |
wpout.rif -
| Disable |
inBox Protocal: i | Comment |
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CAPsMAN Configuration: Step 4-Rates

* Rates tab available in “wireless-rep” package

K7

June-2016

d Safe Mode

Aa Guick Set

| Irterfaces

1 Wireless

7 Ondge

== Switch

S8 Mesh

25 P I
o8 System ¥
g Queues

|| Files

.| Log

M Radius

& Tools ¥
=l Mew Teminzl
=4 MetaROUTER
#Z Partition

| & Make Supout rif
& Manual

3 New WinBox

B Ext

Session: |08:00:27-47:7B:A8 Uptime:|00:06:46 Time{18:58:01 Date:|lun/13/2016 Memory:|

Interfaces  Provisioning Configurations  Channels  Datapaths  Secunty Cfg.  Access List Remote CAP  Radio Registration Table

| = 4O |T
MName Basic Rates Supported Rates HT Basic MCS HT Supported MCS WHT Basic MCS
ratesCapacity 24Mbps 36Mbps 24Mbps 36Mbps 45 4567891011 121..

CAPs Rate <ratesCapacity>

MName: |ratesCapacity
- Basic Rates
Basic Rates: TMbps = b 5Mbps 11Mbps &Mbps SMbps
12Mbps v 24Mbps |+ 36Mbps 48Mbps 54Mbps
- Supported Rates
Supported Rates: TMbps 2Mbps 5.5Mbps 11Mbps &Mbps 9Mbps
12Mbps 18Mbps |+ 24Mbps  |v| 36Mbps 43Mbps S4Mbps Copy

- HT Basic MC

Remove

w— WVHT Basic MCS
— YVHT Supported MCS
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CAPsMAN Configuration: Step 4

* Wireless, Channel and Data path settings
Interfaces F'ro'u'isiuning Channels Datapaths Securty Cfg.  Access List Rates Remote CAP Radio  Reagistration Table

[ Interfaces || = AT

1 Wireless Name 351D Hide SSID |Load Bal... |Courtry | Channel Frequency Band Rate Datapath
S5 Bridge School2016 SchoolWiFi lebanon 2437MHz 2ghz-onlyn ratesCapacity
== Switch CAPs Corfiguration <School2016:=
R L EURECCET A CAPs Corfiguration <School20163
255 [
= IF Mame: |School2016 Wireless Rates Datapath Securty
5o¢ System F
Mode: & i g
Q Queues P Charnel:
S5ID: | SchoolWiFi
(] Files Frequency:
Log Hide SSID:
e Width: |20
L Radius Load Balancing Group: —
}é Tools ¥ Band: | 2ghzg/n
[ MWew Teminal Extension Channel: |disabled
B4 MetaROUTER Hw. Retries: T Power: |7
#5 Partition Hw. Protection Maode: o
Make Supout i CAPs Corfiguration <School2016:=
| & Make Supout. —
Frame Lfetime: Wireless  Channel Datapath  Securty
&) Manual
— Disconnect Timeout:
3 New WinBox
=
Max Station Count: |35
Multicast Helper: -
HT Tx Chains: (W10 [w/1 [12 = )
. - Bridge: |bridge SchoolWiFi 7| a I
gins: v v >
Bidge Cost -
HT Guard Interval: |long - e
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CAPsMAN Configuration: Step 5

* Create Provisioning rule

Q admin@®10.254.254.254 (MUM-Beirut-CAPsMAN) - WinBox v8.33.2 on RE3531Ui-2HnD (mipsbe)

Session  Settings Dashboard
Session: | 08:00:27:47:.78:A8 Uptime:| 00:40:31 Time:18:40:10 Date:{Jun/13/2016 Memonyr: (1025 MiB CPL

K| e Safe Mode

Aa CQuick Set

|8 Irterfaces

T Wireless

i Bridge

== Switch

“Ta Mesh

ess| |P I
wop System
Q Queues
|| Files

.. Leg
L Radius
& Tools I
(Bl Mew Terminal
=5 MetaROUTER
#Z Partition

e

| & Make Supout rif
& Manual

June-2016

Imterfaces Corfigurations Channels Datapaths Securty Cfg.  Access List Rates Remote CAP  Radio Registration Table

g = (% O T

H Radio MAC |dentity Regexp |Common Mam... | Action Master Configurati... | Slave Configuration
0 00:00:00:00:00:00 create enabled School2016

CAPs Provisioning <00:00:00:00:00:00:
Radic MALC: |[1EH KNI IREL oK

Hw. Supported Modes: - Cancel

|dentity Regesp: Apphy

Commaon Mame Regexp: Disabl
isable

IP Address R :
ress Ranges Comment

Action: |create enabled

o

+|

| 4
(=]
=2

Master Configuration: |School2016
Remove

Slave Configuration: -

MName Fomat: | prefic identity
Mame Prefoe: |cap -

+|
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CAPsMAN Configuration: Step 6

* Enable CAP mode on the Aps
 Effective settings from CAPsMAN shown in red

@ admin@10.242.242.254 (mumSXTYellow] - WinBox v8.35.2 on SXT Lite2 (mipshe)

Session  Settings Dashboard

Wireless Sniffer

Wireless 5

FP Tx P

KT || Safe Mode Session: |08:00:27:47.7B:A8 Uptime:| 00:28:03 Time:18:28:11 Date:[Jun/13/2016 Memory:45.0 MiE CP

A Guick Set

1 CAPsMAN Interfaces | Mstreme Dual MAccess List  Registration  Connect List  Securty Profiles  Channels

i Interfaces - o (% @[T CAP WPS Cliert || Setup Repeater || Scanner || Freg. Usage

—
Mame Type Tx Foc Tx Packet (pfs) | Fx Packet (pss) [FP Tx
# Dridge - managed by CAPsMAN

s G — channel: 2462/20/gn({10dEm]). S5ID: SchoolWiFi, CAPsMAN forwarding

== Switch — = = = =

X wian Wireless (ftheros ARS3...  Obps 0 bps 0 1
“T8 Mesh
255 |P I
Wi

& System [ { Enabled

Qﬂueues Interfaces: |wiEn7

[ Files Cerifficate: |none ¥ Apply

|| Leg Discovery Interfaces: |etherl | ¥

S Radius ock To CAPsMAN

2 Tools I

CAPsMAN Add 3

|| New Teminal ® ressEs M

‘E_" METEIHDUTEH CAPSMF‘.N NEIITIESZ MUM'BEiI’LIt'CP'.PS M.IE'.N -

li.‘— Partition CAPsMAN Cerificate Common Mames: -

| L Make Supout if Bridge: \none *

& Manual

G Mo Wi B Requested Certfiicate:
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CAPsMAN Configuration: Step 7

e Add entries to Access List

Q admin@®10.254.254.254 (MUM-Beirut-CAPsMAN) - WinBox v8.33.2 on RE3531Ui-2HnD (mipsbe) -

Session  Settings Dashboard

K| e Safe Mode

Aa CQuick Set

|8 Irterfaces

T Wireless

i Bridge

== Switch

“Ta Mesh

ess| |P I
wop System
Q Queues
|| Files

.| Log
L Radius
& Tools I
(Bl New Teminal
=5 MetaROUTER

#Z Partition

e

| & Make Supout rif
& Manual
& New WinBox

[ Ext

June-2016

Session: | 08:00:27-47.7B:A8 Uptime: 00:21:48 Time:{18:21:27 Date{Jun/13/2016 Memony(102.8 MiB CP

Imterfaces  Provisioning Corfigurations Channels  Datapaths  Securty Cfa. es Remote CAP  Radio Registration Table

g = ¢ (% O T

MAC Address *| [in * +| -
# MAC Address Interface Signal ... | Action AP Tx Limit Client Ta Client For... |VLAN Mc
.o Khalil Laptop X220
1 45608:A3:.C4:ED:2A:91 all -75.-30 accept M no
.o; Khalil iPhacs

VI C/Ps Access Rule <68:A3.C4.ED:2A:91> =] E3
. iPad HY
3 MAC Address: |68:A3C4.ED-2A91| -
. IP';d Fal A Mash. -
- H?em i Inteface: |all ¥ | a Apphy
Signal Range: |-75..-30 - -
Comment
T
opy
Action: |accept ¥ |
AP T Limit: | 3M -
Client Tac Limnit: -
Private Passphrase: -
Cliert To Cliert Forwarding: -
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CAPsMAN Interfaces

@' admin@®10.254.254.254 (MUM-Beirut-CAPsMAN) - WinBox v8.33.2 on RE3531Ui-2HnD (mipsbe)

Session  Settings Dashboard
K| e Safe Mode Session: | 08:00:27:47:.78:A8 Uptime: 00:15:12 Time:{18:14:51 Date{Jun/13/2016 Memony:(102.8 MiB CP

< Quick Set CAPsMAN

1 CAPsMAN Intefaces | Provisioning Corfigurations  Channels  Datapaths  Security Cfg.  Access List  Rates  Remote CAP Radio  Registration Table

|#8 Interfaces dh = | T Manager AAA
1 Wireless Tx R 5510 HT Tx Chains |HT Fx Chains | Frequency |Band T

e Bridge RSME § & cap-mumSXTBlue-1 17723 kbps  133.1kbps
RSMB § 4frcap-mumSKT relow-1 0 bps 0 bps 2462MHz

== Switch

“Ta Mesh

2=5] P I
wop System F
Q Queues

|| Files

L.l Log

a@, Radius

& Tools I

| Mew Teminal
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CAPsMAN Registration Table

@' admin@®10.254.254.254 (MUM-Beirut-CAPsMAN) - WinBox v8.33.2 on RE3531Ui-2HnD (mipsbe)
Session  Settings Dashboard
K (]| Safe Mode Session: | 08:00:27-47:7B:A8

Uptime: 00:06:30 Time:{18:06:09 Date{Jun/13/2016 Memony:(103.0 MiB CP

| Mew Teminal

June-2016 MikroTik MUM Beirut 2016 - Khalil Chamseddine - ConnectionGT.com

A Quick Set CAPsMAN

T CAPsMAN Intefaces  Prowisioning Configurations  Channels  Datapaths  Securty Cfg.  Access List  Rates  Femote CAP | Radio J|Registration Table

|8 Irterfaces T

1 Wirsless Interface SSID Tx Rate Rx Rate Tx Rate Set Rx Signal |Uptime | Tw/Rx
25, Bridge ..: Khalil iFhone

o cap-mumSXT Blue-1 SchoalWiFi h2Mbps-20MHz/15  65Mbps-20MHz/15  OFDM:24-36 BW: x HT:4-7 -h8 00:04:16.... 3 486,
= Switch ... iPad Fatima

°12 Mesh capmumSXT elow-1 SchoalWiFi 3EMbps 130Mbps-20MHz/25 OFDM:24-36 BW Ix HT 415 -43 00:05:53.... 44/84
2ssl P 3

wop System F

Q Cueues

|| Files

.. Leg

L Radius

& Tools I
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CAPsMAN: Coverage overlapping

@ admin@10.254.254.254 (MUM-Beirut-CAPsMAN] - WinBox v6.35.2 on RE931Ui-2HND (mipsbe)

Session  Settings  Dashboard
K| Safe Mode Session: | 08:00:27-47:78:A8 Uptime:|03:56:02 Time:|16:58:23 Date:Jun/13/2016 Memony:
Aa Guick Set
3 CAPsMAN Intefaces  Provisioning Corfigurations  Channels  Datapaths  Securty Cfg. | Access List  Rates  Remote CAP | Radio Registration Table
|8 Irterfaces T
1 Wireless Interface 851D MAC Address TxRate |RxRate |TxSignal |Rx Signal |Uptime Tu/Fx Packets
25 Bridge i+ Khalil iPhone
cap-mum5XTBlue-1 SchoolWiFi 34.C0:59:D5:4F-59 &5Mbps-... 65Mbps-... 1] -58 00:01:25.... 6457855
== Switch
218 Mesh
255 |P ¥
i System B 34:C0:559:D5:4F 593 capmumS¥TBlue-1 connected
JunA1372016 16:56:23 34:C0:55:D5:4F 59 Fcap-mumSXT Yellow-1 connected
Q Gueues JunA1372016 16:56:23 34:C0:55:05:4F 59 @Fcap-mumSXT Blue-1 disconnected, registered to other interface
[ Files JunA1372016 16:56:55 34:.C0:559:D5:4F 59Fcap-mumSXTBlue-1 connected
- JunA1372016 16:56:55 3:.C0:559:05:4F 59 Fcap-mumSXT Yellow-1 disconnected, registered to other interface
| Ledg
\._'& Radius
)éj Tools I

|| Mew Teminal
=4 MetaROUTER
l"?’ Fartition

| o Make Supout rif

o _

June-2016
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* Prepare Hard Disk, USB

@ admin@10.254.254.254 (MUM-Beirut- CAPsMAN] - WinBox v6.35.2 en RB351Ui-2HnD (mipsbe)

Session  Settings

Dashboard

A5 Quick Set

1 CAPsMAN

¥ Irtefaces

T Wireless

54 Bridge

5= Switch

°15 Mesh e
8 P | Console
|ﬁ5ﬁtem ¥ |M{5 ¢
!G‘L.IEU&B Drivers
[ Files Histary
. Log \dertity
) Radius LEDs
A Tools

Uptime:{01:57:45 Time:15:00:06 Date:J

Format Drive

Disk: |Cruzer Blade/disk 1

1#] | st

Fle System: fat32_______ |*] | swp

[

Fomatted: |0 %




Web Proxy, Enable

June-2016

@ admin@10.254.254.254 (MUM-Beirut- CAPsMAN] - WinBox v6.35.2 on RB51Ui-2HnD (mipsbe)

Session  Settings Dashboard

Sessan 0600:2747.7848

Ay Quick Set

1 CAPsMAN
| Interfaces

3 Wireless

EE Bridge

== Switch

S8 Mesh

k5 P

ioi System

Q Queues

[ Files

L. Leg

.@. Radius

X Toals

|| Mew Teminal
= MetaROUTER
#% Partition

| 4 Make Supout rif
& Manual

& New WinBox

B Ext

Web Proxy Settings

Uptime:|ﬂ2:ﬂ3:ﬂ5 TilTIEZ|15:D5:2‘E Date:ﬁ

General | Status  Lookups  Inserts  Fefreshes
witnabled | caneel |
Src. Address: | | - Apply
s
|| Anonymous
Reset HTML
. w
e |
. w
Parent Prowy Port: | | Cache
Cache Administrator: |webmaster | Direct
Max. Cache Size: |ur1|im'rted || ¥ | KiB
Max Cache Objsct Size: | 2048 | KiB

Cache On Disk

Mz, Cliert Connections: |E'[H]

Mazx. Server Connections: |E'DD

Max Fresh Time: |3d 00:00:00

[ ] Seriglize Connections
[ Mways From Cache

Cache Hit DSCP (TOS): |4

Cache Path:
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Web Proxy, Transparent Redirect

June-2016

@ admin@®10.254.254.254 (MUM-Beirut- CAPsMAN] - WinBox v6.23.2 on RBI31Ui-2HnD (mipshke)

Session  Settings  Dashboard

K| Safe Mode

Aaj CGuick Set

1 CAPsMAN
|8 Irterfaces

1 Wireless

a1, Bridge

=== Switch

“Ia3 Mesh

225] [P

%oy System

Q Queuss

|| Files

.| Log

B Radius

& Tools

| Bl Mew Teminal
=5 MetaROUTER
#Z Partition

| & Make Supout rif
& Manual

& New WinBaox

Session: |08:00:27-47.78:A8 Uptime: 02:10:1% Time:{15:12:36 Date:[Ju
NAT Rule <80=
General | Advanced Bdra Action Statistics | QK |

Sre. Address: General Advanced Exra Action | Statistics

Dst. Address: (oo o) ee—— :
Protocol: & tcp) Log
Src. Port: o Brekec Y[
Dst. Port: a0

To Ports: 8080 “ <
Arry. Port: I:
In. Interface: E
Out. Interface: E
Packet Mark: =

Connection Mark:
Routing Mark:

Routing Table:

Connection Type:
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Web Proxy, Check Connections

June-2016

@ admin@10.254.254.254 (MUM-Beirut- CAPsMAN] - WinBox v6.35.2 on REI31Ui-2HnD (mipsbe)

Session  Settings

LSRR Safe Mode

Au Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
@ Dridge
== Switch
°8 Mesh
225] [P
§0p System
Q Cueues
|| Files

Log

. Radius

Lol

Tools

)

|| Mew Teminal
=3 MetaROUTER
#% Partition

| 2 Make Supout rif
& Manual

9 New WinBox

B Ext

Dashboard

Session: |08:00:27-47.78:A8

Uptime:| 02:21:57 Time:|15:24:18 Date:[Jun/13/201

Web Proxy Connections

i
Src. Address Dist. Address Last Prot... |State Tw Bytes | R Bytes -
5 232315067 00.00 HTTP/1.1 ide h53 B 7 B I
S B21835113 17222 32 254 HTTPA.1 ide 4593 B 6B
S 521840183 0.0.0.0 HTTPA.1 idle 451 B 334 B
S 5219228209 0.0.0.0 HTTPA1.1 ide 456 B 5B
S 54.165.129.133 0.0.0.0 HTTPA.1 ide 875 B 1307 B
S 54243255139 0.0.0.0 HTTPA.1 ide B431B 458 B
S 6423316655 0.0.0.0 HTTPA.1  ide 580 B 1625 B
S BBNMT25.37 17222 32254 HTTPA1.1  ide 1722 B 1765 B
S 79.140.54.195 0.0.0.0 HTTPA1.1 idle 571B 345KB
S 79.140.54 202 0.0.0.0 HTTPA.1 ide 524B 337 KB
S 79.140.95.160 17222 22254 HTTPA.1 idle 521EB 4376 B
S 8322111764 0.0.0.0 HTTPA1.1 ide g70 B g7 B
S 83.221.117.81 0.0.0.0 HTTPA1.1 ide 871 B 243 B
S 1048624674 17222 22 254 HTTPA.1 ide 157KE 322 KB
S 104.86.246.74 172,22 22,254 HTTPA.1 ide 141KE 671 KB
S 104.86.24674 17222 32254 HTTPA.1  ide 158KE 558 KB
S 104.86.24674 17222 32254 HTTPA1.1  ide 7OHKE 6308 KB
S 104.86.24674 17222 32 254 HTTPA1.1 idle 122KE 1035 KB
S 104.86.24674 17222 32 254 HTTPA.1 ide 7T1KE 148 KB
S 104.107.153.18 0.0.0.0 HTTPA.1 idle 1067B 235 KB
S 104.107.153.18 0.0.0.0 HTTPA1.1 ide 724 B 1009 B
S 104.107.153.18 0.0.0.0 HTTPA.1 ide S1MBE 152 KB
C 1722222254 0.0.0.0 unknown  idle 125 KE 154 KB
C 1722222254 0.0.0.0 unknown  idle 463 KB 4158
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Web Proxy, Check Caching

Q admin@10.254.254.254 (MUM-Beirut- CAPsMAN] - WinBox v6.35.2 on REI31Ui-2HnD (mipsbe)

June-2016

Session  Settings  Dashboard
KD || Safe Mode Session: |08:00:27:47.78:A8 Uptime:| 02:23.:06 Time:[15:25:27 Date:|Jun/13/201
,ﬁ' Quick Set IE”E
1 CAPsMAN
8 Interfaces Web Proxy Cache Corterts OK
1 Wireless T
7, Bridge LRI File Size |
) http://aka spotwcdn .com/mediaAhumbspixel /piel gif {0 Kif =
<= Switch http://apps identrust.com roots/dstrootcaxd pic 1 Kik
“8 Mesh http://assets adobedtm com./5d599%bbad T bad 3ce 497 3aebbelala 11709abbb 4/ scodecontents-716... 19 Kit
5 |p http://assets adobedtm com./5d59%bbad 7 Tbad 3ced 97 3aebbeladc 11709abbb 4. scodecontents-8ab... 14 Kik
== http://assets adobedtm com./5d53%bbad 7 bad 3ced 57 3aeb b 0alc 117089abbb 4. scodecontents-bd 7 .. 15 Kik
228 System http://assets adobedtm .com/Bd559bbad 7 had Iced 57 3aebbclale 117059abbb 4/ 5atellite Lib-0e 251527 .. 34 Kik
Q QueLes http://assets adobedtm com/5d59%bad 7 Thad Joed97 3aeb 5o 0ade 11709 abbb 4/ satelite Lib-33222243. 22 Kif
http://assets.adobedtm.com/Sd555%bbad 7 ibad Jced 57 3aebbolade 11705% bbb 4 satelie Lb-bd 850125 ... 15 kit
[ Files hitp://assets adobedtm com/5d59%bad 7 Tbad Iced373aeb5c a8 11709abbbd/scripts/satelite-53e5.. 0 KiE
Log http://assets. adobedtm .com/5d555%bbad 7 bad 3ced 57 3aebbelade 11705% bbb 4 scnpts /satellite-b4ck. . 1 Kit
i http://assets adobedtm com./Bd599bbad 7 bad Iced 97 3aeb b la e 11709abbb 4, soripts /satellite-5513.. 1 Kik
St Radius http://assets adobedtm com./Bd59%bbad 7 Tbad 3ced 97 3aebbolalc 117089abbb 4, soripts /satellite-551a.. [ Kik |
}é Tools http://assets adobedtm com./5d53%bbad 7 bad 3ced 97 3aeb b 0alc 117089abbb 4 soripts /satellte-55d7 .. 1 Kik
http://assets adobedtm com./5d53%bbad 7 bad 3ced 97 3aebbelalc 11709abbb 4, scripts /satellite-55el... 1 Kik
[ Mew Teminal http://assets adobedtm com./5d535bbad 7 bad 3ced973aebbc0alc 11708abbb 4 scripts /satellite-5655. . 1 Kik
L MetaROUTER http://assets.adobedtm.com/Sd555%bbad 7 ibad Joed 57 3aebbolade 11705% bbb 4 scrpts /satellite-56d8. . 1 Kit
_I_ 5 http://assets. adobedtm .com/5d555%bbad 7 bad 3ced 57 3aebbeladc 11705% bbb 4 scrpts /satellite-H6dE. . 1 Kik
5 Partition http:/assets adobedtim com/5d599%bad T had Joed97 3aeb 5o 0ale 11709abbb 4/ soripts /satellite-5 70 . 1 Kil
| J Make Supout rif http://c .amazon-adsystem.com. 3= amzn_ads ja 4 Kit
http://c betrad .comsgen/c js [ Kik
@ Manual hitp:#/code jgueny.com/jqueny-atest.min js 9 Kt
& Mew WinBox http:#/code jguery.com/uid/1.17 4queny-ui js 450 Kt
. http:#/configusa . veinteractive .com/scripts./3.0/capture-apps-3.0.3 s B Kik
E‘ Bt http://configusa. veinteractive .com/tags 358 7ASES 26B1/4D D7/ AS2C/4502E057FE3  Aag js 4 KiE
http://connectiongt.com,’ [ Kik
http://connectiongt.com/e/175%cart_default/all-inclusive-course-milrotik-senior-engineer-may-2016 jpg 2 Kk

MikroTik MUM Beirut 2016 - Khalil Chamseddine - ConnectionGT.com

37



Web Proxy, Check Status

'@ admin@10.254.254.254 (MUM-Beirut- CAPsMAN] - WinBox v8.35.2 on RBS31UI-2HND (mipsbe)
'@ admin@10.254.254.254 (MUM-Beirut- CAPsMAN] - WinBox v6.33.2 on RBI531UI-2HnD (mipshe]

June-2016

Session  Settings Dashboard

Ay Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
EE Bridge
== Switch
°8 Mesh
s P

0y System
Q Cueues
[ Files

|| Log

Iﬂ. Radius
x Toals

|E| Mew Teminal
=4 MetaROUTER
'} Partition

| & Make Supout rif

& Manual

& New WinBox

B B

Web Proxy Settings

General Insert=  Refreshes

Lookups

Llptime:|ﬂ2:24:2'|] Time :|'|5:2'E:42 Date:m

Uptime: |00:19:10

Cancel

[

Cliert Connections: |1]

|
|
Server Connections: |25 |
|
|

Apply

Clear Cache
Reset HTML

Access

Cache Used: |6 847 KiEB |

Total RAM Used: | 1138 KiB |

Received From Servers: |9 023 KiB |

Direct

Connections

Sent To Clients: |9 504 KiB |

Hits Sent To Clients: | 172 KiB |

MikroTik MUM Beirut 2016 - Khalil Chamseddine - ConnectionGT.com

s

Cache Cortents

38



Summary: Solution Layout

* Each class shall have one Access Point

e Use only 802.11n (2.4Ghz) and some 802.11g
* Use CAPsMAN to manage the Access Points

* Tweak the TX power, the data rates
* Increase Capacity, Decrease Coverage

e Uses CAPsMAN Access List to set conditions for connected
devices

* Use Web Proxy near the gateway to cache selected
websites.
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