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Black and White edition




Specification

« CPU 650 MHz

« RAM 64 MB

« Flash 16 MB

« Wireless 802.11b/g/n dual-chain

« Gain 2dBi antennas

« Ethernet 10/100Mbps

. Voltage 11-57V

« Consumption up to 4W

. Operating Temperatures -40C to +70C
« Dimensions 185 x 85 x 30 mm



Features

2 chain Wireless radio

Jack and PoE power option

Wide power input range (11-57V)
Supports 802.3af/at and Passive PoE
Low Power Consumption

High Operating Temperatures
Suitable for indoor and outdoor
Waterproof case design



Usage Cases

Use it on the celling!
« The WAP comes bundled with all the necessary
things to be mounted on celling
« Cable breakout provides ability to run cable
through the celling



Usage Cases

Use it on the walll

. Wall mounting is
easy thanks fo the
provided drill
template and screw
anchor. Everything
iIncluded




New WAP ac

. CPU 720 MHz

« RAM 64 MB

« Flash 16 MB

« Wireless 802.11b/g/n dual-chain

« Wireless 802.11a/n/ac triple-chain
« Gain 2dBi antennas

. Ethernet 10/100/1000Mbps

. Voltage 11-57V

« Consumptionup to 12W

. Operating Temperatures -40C to +50C
« Dimensions 185 x 85 x 30 mm



Wireless quick guide



Frequency limitafions

Regulatory-domain - Limit available channels
and maximum transmit power for each
channel according to the country limitations
manual-txpower - Use frequency limitations
by country, without limiting the maximum
fransmit power

superchannel - Allow all frequencies
supported by the card

Lock specific frequencies — Request factory
iInstalled lock package, to discard use of
specific wireless frequencies



Wireless usage

PTP (Creates a connhection belween 2 poliis)
« PTP devices use directional antennas to
send signal to narrow beam
PTMP (Allows multiple clients to establish
connection)
Sector
« Uses semi-directional antfenna to cover
a specific range with signal, also called
sector antennd
Regular (omni)
 Uses omni-directional antenna
« Allows clients to connect from all
directions



Directional antenna...

Used for PTP links

« Focused beam

* |ncreased antenna gain -
* BExtenaed disiciiice
« Reduced interference Vertical

o s 300

Horizontal
MikroTik PTP devices: DynaDish, LHG, SXT, QRT,
Sextant
Mikrotik PTP antenna: mANT — parabolic dish
anfenna

MANT can be used with: NetMetal, BaseBox,
NetBox or any other RP-SMA connector
compatible device



QRT 5 ac QRTS SXTHGac SEXTANT G SXT 5 ac SXT HG SXT LiteS ac SXT LiteS
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Choose by distance
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Sector antenna...

Used for PTMP links

» Specific angle
 Coverslarge area

»  Allows mulfiple clienfs
e Lower interference Horizontal Vertical
MikroTik PTMP devices: SXT SAS5, SXT SAS ac,
MANTBox 15s/19s

Mikrotik PTMP antenna: mANT 15s/19s — sector
antenna

MANT can be used with: NetMetal, BaseBox,
NetBox or any other RP-SMA connector
compatible device




Choose by distance

Distance in Km
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Omni antenna...

Used to cover 360 degrees
« Receilves and transmits
signals to all directions

. Do nol needije ue >
pointed  Vertical

« Allows multiple clients

MikroTik indusirial omni devices: RB Groove,
RB Metal, OmniTIK

MikroTik home/office wireless devices are
equipped with omni antennas
RouterBOARD: any wireless device with
attached omni antenna

41 et
270
Horizontal



Wireless station modes

Station

Station-bridge

PTP bridge

Station-WDS




Wireless AP modes
Bridge

AP-Bridge

WDS-Slave




Wireless modes

AP modes:

* AP-bridge (Requires at ledst level 4licefise
* bridge (Requires at least level 3 license)
Station modes:

 Requires at least level 3 license

Other modes are available!



Router as station

Configure wireless settings manually to

connect to any access point.

« Configure security profiles (authentication-
type, mode, key)

« Configure wireless settings (station
mode,frequency, band, SSID)

Or use wireless scan featurel



Wireless scan

The fastest way to connect to AP

[=1/E3
Interfaces ]Nstreme Dual Access List Registration Connect List Security Profiles Channels
}:-E lE ‘]’z‘ 'E‘ 'i' ‘ CAP H WPS Client H Setup Repeater “ Scanner ‘ Freq. Usage “ Alignment H Wireless Sniffer HvV\ﬁreless Snooper \ \‘ nd \
. |Name ¢ | Type Tx \Rx \Tx Packet {p/s)  |Rx Packet {p/s)  |FP Tx FP Rx v
R 4pwiani Wireless (Atheros ARS... Obps 1280 bps 0 2 Obps 1

|

« | o
1item out of 6 (1 selected)

Scanner
Interface: |wilan1 iil | Start I
|| Background Scan
Connect
| Address SSID |Channel 'Signa...|Noise...| Signa... Radio Name | Router0... | e
AP 30:91:8F:SE:5A:03 TNCAPS... 2437/20Ce/gn 77  -108 31
APRB  D4:.CA:6D:83:77.03 BackBone 2447/20-eC/gn 70 -107 37 D4CABD837703 6.35.1
APRB  4E:5E:0C:61:B4:63 testAP 2447/20<C/gn 44  -107 63 4C5E0C61B463 6.36rc10

3items (1 selected)




Create AP using Quickset

L3 | e ] Safe Mode

As Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
a1 Bridge
=% PPP
== Switch
“15 Mesh
%5 1P
MPLS
#2 Routing
o2 System
Q Queues
[ Files
2l Log
S Radius
A Tools
| New Teminal
¥4 MetaROUTER
# Partition
| & Make Supout rif
& Manual
9 New WinBox

E et

Session Settings Dashboard

Session:|00:E1:42:E1:81:33 HE
5 |
Home AP = E3 ‘
Wireless Intemet
Network Name: m Address Acquisttion: ¢ Static ¢ Automatic ¢ PPPoE
Frequency: |2447 ¥ | MHz IP Address: | Renew Release Apply
Band: |2GHz-B/G/N + Netmask:
Country: {no_country_set ¥ Gateway:
MAC Address: |00:0C:42:37:81:37 -
] Use Access List (ACL) MAC Address: |00:E1:42:E1:B1:32
Firewall Router
WiFi Password: | 12345678 Hide =
Local Network
iR icet IP Address: [192.168.88.1
Guest Wireless Network Netmask: |255.255.255.0 {/24) ¥+
Guest Network: v V DHCP Server
DHCP Server Range: |192.168.88.10-192.168.88.100 -
Wireless Clients v NAT
| |MAC Address / |In ACL |Last IP |Uptime | Sigy UPnP
D8E1.C4:D8:27.08 no 192.168.4.203 00:01:47 -25 [N
VPN
VPN Access
VPN Address:
System
Check For Updates Reset Configuration
] » .
Password:
Confirm Password:
{.Signal Strength: -30dB
[ Copy To ACL Remove From ACL




Frequency scan

Use scan tool, to find the best frequency

[Clx]

Interfaces ’Nstreme Dual Access List Registration Connect List Security Profiles  Channels

""'!E ’W@ E‘ l?] ’ CAP H WPS Client || Setup Repeater H Scanner ’ Freq. Usage ’ Alignment H Wireless Sniffer H Wireless Snooper ‘ |:,
\Name / | Type I Tx Rx \Tx Packet (p/s)  |Rx Packet (p/s)  |FP Tx FP Rx v

S 4bwlanl Wireless {Atheros ARS... Obps Obps 0 0 Dbps :
. | i
1item out of 7 (1 selected)
Freq. Usage (Running)
iterface: — I |
!Frequency (MHz) ¢ |Usage ENoise F..| lv

2412 05| -113

2417 21| -110

2422 153 1 -109

2427 135 -110

2432 170 0@ -111

2437 182 @ -111

2442 2.3 0 -111

2447 173 0 -111

2452 37| -110

2457 06 | -110

2462 02| -111
11 items




CLI wireless spectral scan

Use terminal to check used frequencies

1
=6

Teminal

2383
2389
2395
2401
2407
2413
2419
2425
2431
2437
2443
2449
2455
248l
24868
2474
2480
24886
2492
2498
2504
2510
2516

Terminal
max: J < -s0 <= < -80<=<-10<=Qf<-60<=Q<-35<=1J
2380 2388 :395. 2403 2411 2418 2426 2434 2442 2449 2457

2465

2472

*

2480 2488 24%¢ 2503 2511

Lol ]




Dude

Scan wireless from Dude

5C3-SO-PauIsGW

Rx: 533 kbps

Tx: 46.3 kbps
| iz
10.5.115.0/24 ooo  Settings
| | | | Appearance

9 Spectral Scan PD_10.5.115.14 Zy Tools

Reprobe
Device: |ERTEAICAT I - |- |- e i N I
= I T |

T T T T T
Interface: lean1 LI 13579 14 20 Stop Unack
[ Band: (¢ 24ghz (" 5ghz { cument channel 10s Close Upgrade
JaGhe  25Ghe Peak Hold Time: [MIAN v] — 2 n
¥ i 0 25 10s 30s Force Upgrade
Range: I T 100 1 Notes
2.2Ghz 2.3Ghz 2.4Ghz 2.5Ghz Memory Usage Limit: I ,l il MB = | Rimoue
1 5 9 16 250
Select Adjacent

Memory Usage: ‘82.0 kB

b %

3
:
:

L=~ % @ 0P

Ping

Traceroute
Snmpwalk

Winbox

Terminal

Remote Connection
Torch

Bandwidth Test
Spectral Scan

Al | Waterfal Densty Graph

N S o Time Representation:  absolute ( relativetostat (% relative to end
Zoom: Detail:

less more less

-40dbm )

-50dbm
-60dbm

-00:01:00 - — i g « - e - 3 L=
-70dbm z - = - ;

-80dbm

-90dbm 2.4Ghz 2.42 Ghz 2.44Ghz 2.46Ghz 2.48 Ghz 2.5Ghz

1

19:15:12 19:18:00  Time Representation: % absolute { relativetostat ¢ relative to end
/

) [u] (mfm

Telnet
Web
Ftp
Dude




Results

Compare throughput in different

frequencies
Frequency Rx Mbps Tx Mbps RxCCQ TxCCQ
2407 46.8 46 42 a7
2417 4.7 0.3 66 l=
2427 86.8 90.2 84 a8
2437 951 973 89 86
2447 774 0.7 75 7T
2457 63.3 604 62 6o
2467 80.8 86.8 a7 a4
2477 95.8 93.3 62 92
2487 66 291 ar a9




Test throughput

Measure throughput between wireless devices

BTest Server

§> Partition

| & Make Supout rif

& Manual
9 New WinBox

B Ext

Bandwidth Test

Email

Flood Ping
Graphing

IP Scan

MAC Server
Netwatch
Packet Sniffer
Ping

Ping Speed
Profile
RoMON

SMS

Telnet

Torch
Traceroute
Traffic Generator
Traffic Monitor

Bandwidth Test (Running)
Test To

Protocal

Local UDP Tx Size
Remote LUDP Tx Size
Direction

TCP Connection Count:
Local Tx Speed:
Remote Tx Speed:

|ser

Password:

Lost Packets:

To/Bx Cument
TR 10s Average
TP Total Average

- [192.168.1.1

s fwudp O top

- (1500

- (1500

- |beth

[20

[ Random Data

: |E|dmir1

947

- [182.8 Mbps/179.9 Mbps

- [183.8 Mbps/177.0 Mbps

- [172.0 Mbps/166.9 Mbps

BT 1828 Mbps
Bl R 179.9 Mbps

|n.|nning -




Wireless Shooper

Monitor wireless devices

[Oi[x]
Interfaces ’ Nstreme Dual Access List Registration Connect List Security Profiles Channels
'l“HC‘\ lVHX‘ ‘C]‘ ’YI ’ CAP H WPS Client H Setup Repeater H Scanner” Freq. Usage H Alignment I, Wireless Sniffer H Wireless Snooper | Cind 1
[Name /| Type [Tx [Rx |Tx Packet (p/s)  |Rx Packet p/s)  |FP Tx |FP Rx 1?
S 4Pwlani Wireless (Atheros ARS... Obps Obps 0 0 Obps
¢ 1 »
1item out of 7 (1 selected)
‘, Wireless Snooper (Running)
intedace: [, ¥ | [ stan
Stop |
[al = |
|Channel 7 |Address |SsID | Signal |Of Freq. (%)  |Of Tref. (%)  |Bandwidth |Net... |Stati...| R4l
() 2412/2... 13111 107.0 kbps 0 0
&) 2417/2... 0.0 Obps 0 0
() 2422/2... 1001 81.7kbps 0 0
2427/2... 4C:5E:0C:61:B4:63 BackBone -36 126 95.8 M  102.7kbps
(@) 2427/2... 131 1 102.7 kbps 0 1
() 2432/2... 22| 20.6 kbps 0 0
©92437/2... 30:91:8F:9E:5A:03 TNCAPSE... 22| 100.0 N 20.5kbps 1
‘b 2437/2... 30:91:8F:9E:5A:03 TNCAPSE... 77 22| 100.0 NN 20.5 kbps
() 2437/2... 22| 20.5 kbps 1 1
) 2442/2... 38| 34 4 kbps 0 0
©92447/2... AE:SE.0C:61:B4:63 testAP 23] 63.c I 21.7kbps 1
§5_’22447/2... D4:.CA:6D:83:77:03 BackBone 13| 363 0 12.5kbps 2
‘§ 2447/2... AE:SE:0C:61:B4:63 testAP 45 23| 63.6 I 21.7 kbps
‘§ 2447/2... DACA6D:83:77:03 BackBone 78 13| 3630 12.5 kbps
S 2447/2... '54:35:30:60:51:F3 41 00 0.0 0 bps
12447/2... B4:E1.C4:D8:27:08 BackBone 30 00 0.0 Obps
©) 2447/2... 37| 34 3kbps 2 4
() 2452/2... 49| 46.0 kbps 0 0
() 2457/2... 0.0 Obps 0 0
() 2462/2... 0.0 Obps 0 0
20 tems




| Wireless Tables
| Interfaces Nstreme Dual

|| :V{_x A| | 7| | cap

[ Nérne
S $wlani

Wireless Sniffer

Capture frames & packets

v”Type'

WPS Client

Tx

Wireless (Atheros ARS...

Setup Repeater

~ |Rx
Obps

Access List Registration Connect List Security Profiles Channels

[ Tx Packet (p/si

Obps

Scanner ‘ Freq. Usage || Alignment || Wireless Sniffer
|Rx Packet {p/s)
0

Wireless Snooper

FP Rx

Obp

5

1 item out of 7 (1 selected)

- |

Interface: |wian7

Processed Packets: |384

Memory Size: [99KB
Memory Saved Packets: |32

Memory Over Limit Packets: |352

File Size: (0B
File Saved Packets: |0

File Overlimit Packets: |0

Stream Dropped Packets: |0

Stream Sent Packets: |0

File Limit: |10 KiB

Memory Limit: |10 KiB

E —

=]

¥ Start

Stop
Close
Settings

Save...

Sniffed Packets

|7
|| [Tme &) - [interfa... Char ,
2447/206C/an

0.069 wilan7?
0.073 wian?
0.172 wlan7
0.176 wian7
0.227 wian?
0.225 wian7
0.274 wian?

0270 s 1.

|32 tems (1 selected)

Channel

2447/20eC/gn
2447/20<C/gn
2447/20eC/gn
2447/20eC/gn
2447/20eC/an
2447/20<C/an

DAAMTZLID 0 Lo

|Signal ... Rate
-42 1Mbps
-70 1Mbps
-42 1Mbps
68 1Mbps
-41 1Mbps
-65 1Mbps
-41 1Mbps

BT NET Y

Dst.

FF:FF:FF:FF-FF:FF
FF:FF:FF:FF:FF:FF
FF:FF.FF.FF.FF.FF
FF:FF:FF:FF.FF:FF
D4:.CA:6D:83:77:03
4C:5E:0C:61:B4:63
FF:FF:FF:FF:FF:FF

o o o ¥ o o

|Src.

4E:5E:0C:61:B4:63
D4:.CA:6D:83:77:03
4E:5E:0C:61:B4:63
D4:.CA:6D:83:77:03
4C:5E:0C:61:B4:63
D4.CA:6D:83:77:03
4E:5E:0C:61:B4:63

DACALDLALTIA

Type
beacon
beacon
beacon
beacon
unknown
unknown

beacon
S

=]

[

[» <]l

le]




Wireless-
rep
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Wireless-rep package

« Repeater setup

« Background scan

« Virtual Wireless Interfaces

« WPS client

« New Wireless Scan features

« Scan-list Step support

. Station Roaming support

« G/N band support

. CAPsMAN additional settings enabled
« CAPSMAN Rates support



Repeater Setup

. Allow to receive signal from the AP and
repeat the signal using the same physical

intferface locally for connecting other
clients

. Allows to extend wireless service for the
wireless clients

« Steps that this setup command does:

- Configure wireless interface to connect to the
AP

- Create a Virtual AP inferface
- Create Bridge intertface
- Adds both (main and virtual) interfaces 1o

IA FV. 20 AI e Ll N 'y - i - I‘LA



Background Scan

« Supported for 802.11 protocol only

. Working conditions
- Wireless interface should be enabled
- For AP mode — when operating on fixed
channel
- For Station mode —when connected to AP

« Supported also on Virtual interfaces

- Scan is only performed in channel where
master interface is running



Virtual Wireless Interfaces

Supported for 802.11 protocol only

Virtual AP and Client interface can be
added on the same physical interface
Multiple Virtual Wireless interfaces can be
added

Background scan is supported on Virtual
Wireless Interfaces and is only performed in
channel where master interface is running



WPS Client Support

. Allows wireless client to get Pre-Shared Key
configuration of the AP that has WPS
Server enabled

« Gets information from any WPS Server
running or can be specified fo get only
with specific SSID or MAC address

. Received configuration is shown on the
screen and can be also saved to a new
wireless security profile



Wireless Scan feafures

. Scan to file
- Allows to save the scan results in a CSV format
file
- Supported with background scan
» SCcan Round setting
- Allows to do full scan of the scan-list and then
stop scanning
- Useful for remote scans on the clients
- Supported with background scan as well



Scan-list Step feature

« Scan-list Step feature allows to make

compact scan-list entries
« TO0 make scan-list from 5500-5700 with

20mhz step now you need just one entry:

- Scan-list=5500-5700:20
- In system it will create scan-list with such

frequencies:
5500,5520,5540,5560,5580,5600,5620,5640,56 60,

5680,5700



Station Roaming support

« Supported for 802.11 protocol only

. While connected to AP station does
periodic background scans to look for a
better AP

. When a better AP is found station roams 1o
the new AP

. IIme intervals between scans becomes
shorter when signal becomes worse

. IIme intervals between scans becomes
longer when signal becomes better



G/N Band Seftting

. Regular Wireless Interface and CAPSMAN
supports '2ghz-g/n’' band sefting
- basic-rates — 6-54Mbps
- supported — 6-54Mbps
- ht-basic-mcs — None
- ht-supported-mcs — 0-23



CAPsMAN Settings

« CAPSMAN now supports the following
setftings:
- distance - default value is 'indoors’
- hw-reftries
- hw-protection-mode
- frame-lifetime
— disconnect-fimeout




CAPsMAN Rates support

« CAPSMAN supports Rates configuration

tab:

- Basic — B and A/G basic-rates

- supported — B and A/G supported data-rates
- ht-basic-mcs — N basic-rates

- ht-supported-mcs — N supported data-rates

- vht-basic-mcs — AC basic rates

- vht-supported-mcs — AC supported data-rates



Suggestions?
Feature requestse

THANK YOU!



